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Abstract: Generative adversarial network (GAN) is the most exciting machine learning breakthrough in recent
years, and it trains the learning model by finding the Nash equilibrium of a two-player zero-sum game. GAN is
composed of a generator and a discriminator, both trained with the adversarial learning mechanism. In this paper,
we introduce and investigate the use of GAN for novelty detection. In training, GAN learns from ordinary data.
Then, using previously unknown data, the generator and the discriminator with the designed decision boundaries can
both be used to separate novel patterns from ordinary patterns. The proposed GAN-based novelty detection method
demonstrates a competitive performance on the MNIST digit database and the Tennessee Eastman (TE) benchmark
process compared with the PCA-based novelty detection methods using Hotelling’s T 2 and squared prediction error
statistics.
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1 Introduction

Novelty detection usually refers to recogniz-
ing abnormal samples in the test dataset when
the training dataset contains only normal sam-
ples. Novelty detection has aroused great at-
tention in the areas such as industry process
fault detection (Ge et al., 2013), medical diagnosis
(Clifton et al., 2011; Schlegl et al., 2017), drug dis-
covery (Kadurin et al., 2017b), and fraud detection
in the finance field (Patcha and Park, 2007). In these
situations, normal working conditions are usually
easily and cheaply observed, while abnormality is
rarely observed because the abnormal states have a
low frequency of occurrence or it is harmful to the
system to do experiments in abnormal conditions.
On the other hand, there is a significant variabil-
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ity of abnormal states, and the collected abnormal
dataset can hardly represent all abnormal situations.
These factors make conventional binary classification
methods inapplicable. Novelty detection (or ‘one-
class classification’) is a solution to this problem.
In novelty detection, a model is taken according to
historical data of a system in normal conditions to
describe its normality, and a novelty score function is
formulated to estimate the novelty of new data sam-
ples. When the novelty score of a sample is higher
than a certain threshold, the sample is determined
to be an abnormal sample.

In novelty detection, the training dataset Xtrain

contains only normal samples, and the test dataset
contains both normal and abnormal samples. A
novelty detection model is trained on the training
dataset. For samples x′ in the test dataset, the nov-
elty score f(x′) is obtained from the trained model.
The test sample is more likely to be abnormal with
a higher novelty score. Pimentel et al. (2014) classi-
fied novelty detection methods into five categories:
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(1) Probabilistic methods like Gaussian mixture
models (GMMs) (Yu and Qin, 2008, 2009; Yu, 2012)
assume that low-density areas have a low probability
of containing normal samples. Density estimation
is made on the training dataset, and the estimated
density is used as the novelty score. (2) Distance-
based methods like the k-nearest neighbor (k-NN)
(Hautamaki et al., 2004) assume that the normal
samples are close to each other while the abnormal
samples are far from their nearest neighbors. The
distances to a sample’s nearest neighbors are used
to form the novelty score. (3) Reconstruction-based
methods like principal component analysis (PCA)
(Ge et al., 2009) and kernel PCA (Hoffmann, 2007)
learn a map between the data space and the latent
space, and the reconstruction error can be used as
the novelty score. (4) Domain-based methods like
support vector data description (SVDD) (Ge et al.,
2011; Ge and Song, 2013) and one-class support vec-
tor machine (SVM) (Mahadevan and Shah, 2009)
try to determine a decision boundary with nor-
mal samples inside the boundary and abnormal
samples outside the boundary. (5) Information-
theoretic techniques use information-theoretic mea-
sures such as entropy (He et al., 2005) or Kol-
mogorov (Keogh et al., 2004) complexity, assuming
that the information content of the dataset is differ-
ent when containing abnormal samples.

The generative adversarial network (GAN)
is a new kind of generative model proposed by
Goodfellow et al. (2014). Initially, GAN was
used for image generation (Denton et al., 2015;
Radford et al., 2015) to augment the dataset for
deep learning. GAN has drawn great attention
from researchers, and there have been achieve-
ments in a lot of image-related tasks such as image
caption (Reed et al., 2016), image super-resolution
(Ledig et al., 2016), image segmentation (Luc et al.,
2016), image detection (Li J et al., 2017), image in-
painting (Yeh et al., 2016; Li Y et al., 2017), and im-
age de-occlusion (Zhao et al., 2018). Applications
of the GAN model have been extended to video
generation (Vondrick et al., 2016), encryption and
decryption (Abadi and Andersen, 2016), 3D mod-
eling (Wu et al., 2016), text generation (Yu et al.,
2017), machine translation (Yang et al., 2017), and
drug development (Kadurin et al., 2017a,b). There
have also been theoretical studies on GAN like
least squares GAN (Mao et al., 2016), energy-

based GAN (Zhao et al., 2016), Wasserstein GAN
(Arjovsky et al., 2017), and boundary equilibrium
GAN (Berthelot et al., 2017). As a new kind of
generative model, GAN also gains attention in deal-
ing with classical machine learning problems such
as clustering (Springenberg, 2015), unsupervised fea-
ture learning (Donahue et al., 2016; Dumoulin et al.,
2016), classification (Ge et al., 2017), transfer learn-
ing (Kim et al., 2017; Yi et al., 2017; Zhu et al.,
2017), ensemble learning (Grover and Ermon, 2017),
and reinforcement learning (Yu et al., 2017).

GAN is motivated by the two-player zero-sum
game theory. The two players are a generator G and
a discriminator D. The generator tries to learn the
distribution of the real dataset, and the discriminator
judges whether a data sample is from the real dataset
or is generated by generator G. The generator and
the discriminator are optimized in turn to improve
their generation and discrimination ability, and a de-
scription of the dataset is learned by the GAN model.
The novelty detection problem can benefit from such
ability to describe the data distribution. In a nov-
elty detection problem, the training dataset contains
only normal samples, and the description of the dis-
tribution of normal data can be learned by the GAN
model. Abnormal samples have a different distribu-
tion. Therefore, the novelty score can be designed
using the trained generator and discriminator, and a
novelty detection method is achieved.

2 Generative adversarial networks

The structure of GAN is shown in Fig. 1. The
generator and the discriminator can be represented
by differentiable functions with latent variable z and
data sample x as input, respectively. Input data
from a real dataset are labeled as 1, and generated
data G(z) are labeled as 0. The optimization of GAN
is a minimax problem:

min
G

max
D

V (D,G) = Ex∼pdata(x)[logD(x)]

+ Ez∼pz(z)[log(1 −D(G(z)))],
(1)

where V (D,G) represents how the discriminator cor-
rectly judges real data and generated data. Genera-
tor G tries to maximize V (D,G), while discriminator
D tries to minimize it. G and D are both differen-
tiable functions, so problem (1) can be optimized
using gradient base methods.
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The goal of the discriminator is to judge real
data and generated data correctly, so it is updated
by ascending the gradient to maximize V (D,G):

∇θd

1

m

m∑

i=1

[
logD

(
x(i)

)
+ log

(
1−D

(
G
(
z(i)

)))]
.

(2)
The goal of the generator is to generate realistic

data, and it minimizes V (D,G) by descending the
gradient to reduce the accuracy of the discriminator:

∇θg

1

m

m∑

i=1

log
(
1−D

(
G
(
z(i)

)))
. (3)

G and D are updated alternately in each iter-
ation until V (D,G) converges. At this point, the
generator cannot be improved to generate more re-

alistic data and the discriminator cannot enhance
its discrimination ability, and generator G learns the
distribution of the real data. If minG maxD V (D,G)

reaches the global optimum, then pg = pdata and G

will generate data with the same distribution as that
of real data.

The generator and the discriminator are typ-
ically formed with neural networks, such as
multilayer perceptrons (Goodfellow et al., 2014;
Arjovsky et al., 2017), convolutional neural networks
(Radford et al., 2015), and recurrent neural networks
(Mogren, 2016). Fig. 2 shows the results of training
a GAN model using multilayer perceptrons on 2D
synthetic datasets. The generator and the discrimi-
nator are both multilayer perceptrons. The hidden
layers use leaky ReLU activations and the output
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Fig. 1 Structure of the generative adversarial networks (GAN)
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Fig. 2 Results of a GAN model using multilayer perceptrons on 2D synthetic datasets: (a)–(c) are the results
of the 1st, the 300th, and the 3000th iteration, respectively, on a square distribution; (d)–(f) are the results of
the 1st, the 300th, and the 3000th iteration, respectively, on a two-model distribution
Blue points represent real data from the synthetic dataset, and red points represent the points generated by the GAN model.
References to color refer to the online version of this figure
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layers use sigmoid activations. Figs. 2a–2c are re-
sults of the 1st, the 300th, and the 3000th iteration
on a square distribution, respectively. Figs. 2d–2f
are results of the 1st, the 300th, and the 3000th itera-
tion on a two-model distribution, respectively. Blue
points represent real data from the synthetic dataset,
and red points represent the generated points of G(z)

when z is randomly sampled from a Gaussian distri-
bution. Fig. 2 shows that GAN can generate data
with a distribution similar to that for the training
dataset, and the description of the training dataset
is learned by the model.

The model for novelty detection needs to learn
a description of the training dataset which contains
only normal samples, and to formulate a novelty
score so that abnormal samples have higher scores
than normal samples. When a GAN model is trained
on the training dataset, the model learns not only the
distribution of the training data but also the distri-
bution of the normal data, because samples in the
training dataset are all normal ones. In the testing
dataset, the description of normal samples conforms
with the GAN model’s description of normal sam-
ples, but the description of abnormal samples devi-
ates from it. Using the generator and the discrimi-
nator in the trained GAN model, a novelty score is
formulated to achieve novelty detection.

3 Generative adversarial networks for
novelty detection

In novelty detection, the training dataset con-
tains only samples with normal status. A GAN
model is trained on the training dataset to learn the
description of the normal data. Then the novelty
score of each test sample is obtained from the trained
GAN model. Samples with high novelty scores are
detected as novel.

3.1 Adversarial novelty score

Training the GAN model on the training dataset
containing only normal samples, the trained genera-
tor G and discriminator D involve the description of
the normal data. The trained G and D are used to
formulate the novelty score to evaluate the novelty
of a sample.

The generated samples xg = G(z) using a
trained generator G are similar to a normal sam-
ple in the training dataset for any latent variable z

in the latent space. When x is a normal sample,
there exists a corresponding z so that the generated
sample xg = G(z) is very similar to x; i.e., sample
x can be reconstructed perfectly by the generated
G. However, when x is an abnormal sample, G(z)

will have a large reconstruction error with x for any
z. Fig. 3 illustrates the reconstruction error between
test samples and generated samples. Blue points rep-
resent training data samples and red points represent
samples generated by a trained generator. Point A

represents an abnormal test sample, and point B a
normal test sample. Points A′ and B′ are the nearest
generated samples of A and B, respectively, which
suggest the best reconstruction of test samples that
generator G can achieve. The distance between a
test sample and its nearest generated sample is the
least reconstruction error. The least reconstruction
error of abnormal test sample A is much larger than
that of normal test samples, because generator G

generates only normal samples.
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Fig. 3 Reconstruction error between test samples and
generated samples
Blue points represent training data samples and red points
represent samples generated by a trained generator. Refer-
ences to color refer to the online version of this figure

Therefore, we find the best latent variable z to
minimize the reconstruction error of generator G for
a given sample x, and the minimized reconstruction
error is formulated as the novelty score:

fg (x) = min
z∈Rs

‖x−G (z)‖2. (4)

We call the novelty score formulated in Eq. (4) a
G-score.

Fig. 4 illustrates the concept of G-score using
the MNIST handwritten digits. Assume the ‘0’ dig-
its are normal and other kinds of digits abnormal.
A training dataset is made up of part of the ‘0’ digits
and the GAN model is trained on it. The ‘0’ and ‘1’
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Fig. 4 Illustration of G-score: (a) and (b) are real
‘0’ and ‘1’ digits from the MNIST database not con-
tained in the training dataset, respectively; (c) and
(d) are ‘0’ and ‘1’ digits reconstructed by the genera-
tor, respectively

digits in Figs. 4a and 4b for test are real digits from
the MNIST database that are not contained in the
training dataset. Digits in Figs. 4c and 4d are those
reconstructed by generator G. Fig. 4 shows that ‘0’
digits can be well reconstructed while ‘1’ digits are re-
constructed with large reconstruction errors if GAN
is trained on ‘0’ digits. The reconstruction error in
Eq. (4) can be used as a novelty score to distinguish
normal and abnormal samples.

The trained discriminator D can also formu-
late a novelty score. Theoretically, when the GAN
reaches the global optimum, discriminator D cannot
distinguish between generated data and normal data
in the training dataset. In practice, the discriminator
can hardly reach the global optimum. The discrim-
inator is trained with both normal data labeled as
‘1’ and generated data labeled as ‘1’. In the early
stage of training, the generated samples are differ-
ent from normal samples, and the discriminator can
learn how to distinguish between normal and abnor-
mal samples. The discriminator based novelty score
is formulated as

fd (x) = −D (x) , (5)

where D(x) represents the output of D for data x,
and the minus is used to make abnormal samples
have higher novelty scores than normal ones. The
novelty score in Eq. (5) is called D-score.

3.2 Algorithm of GAN-based novelty detec-
tion

The GAN-based novelty detection system trains
a GAN model on the training dataset first. When
the training is finished, parameters in the generator
and the discriminator formulate novelty scores fg (x)
and fd (x), respectively. Novelty scores of training
samples are computed and thresholds are determined
with a certain confidence level. Then novelty scores
of test samples are computed.

Let Xtrain =
{
x(1),x(2), . . . ,x(N)

}
be the set of

training samples, where the dimensionality of each
sample x(i) ∈ R

n is n. All training samples are la-
beled as 1. Let G(z) be the generator whose input
is the latent variable z ∈ R

s. Let D(x) be the dis-
criminator whose input x ∈ R

n has the same dimen-
sionality as data samples. Then GAN is trained on
training dataset Xtrain following the steps described
in Section 2. When converging, G-score fg(x) and
D-score fd(x) are formulated according to Eqs. (4)
and (5), respectively.

When the G-score is used for novelty detection,
G-scores of training samples are computed and a
threshold Tg is determined so that 95% of training
samples have scores lower than the threshold:

Tg = 95 quantile of
{
fg(x)|x ∈ Xtrain

}
. (6)

The decision function on the test dataset is defined
as

hg(x
′|Xtrain) = sgn(fg(x

′)− Tg), (7)

where x′ ∈ Xtest is the test sample. When the G-
score of a sample is higher than threshold Tg, the
sample is judged as an abnormal one; otherwise, it is
considered a normal sample.

When the D-score is used for novelty detection,
a threshold Td is determined so that 95% of training
samples have D-scores lower than Td:

Td = 95 quantile of
{
fd(x)|x ∈ Xtrain

}
, (8)

and the decision function on the test dataset is

hd(x
′|Xtrain) = sgn(fd(x

′)− Td), (9)

where x′ ∈ Xtest is the test sample, and samples
whose D-scores are higher than Td are judged as
abnormal samples.

The steps of GAN-based novelty detection are
listed in Algorithm 1.

4 Experiments

The GAN-based novelty detection methods us-
ing the proposed G-score and D-score are evaluated
on the MNIST handwritten digits dataset and Ten-
nessee Eastman benchmark process, and the PCA-
based novelty detection methods using Hotelling’s
T 2 and squared prediction error (SPE) statistics are
used for comparison.
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Algorithm 1 GAN-based novelty detection
Input: training dataset Xtrain = {x(1),x(2), . . . , x(N)}

and test dataset Xtest = {x′(1),x′(2), . . . , x′(Ntest)}
Output: novelty detection decision hg(x

′|Xtrain) and
hd(x

′|Xtrain) for each x′ in Xtest

1: Train the GAN model on Xtrain and obtain genera-
tor G(z) and discriminator D(x)

2: Obtain the G-score and D-score functions fg(x) and
fd(x) according to Eqs. (4) and (5), respectively

3: Determine the G-score and D-score thresholds Tg

and Td following Eqs. (6) and (8), respectively
4: For each x′ ∈ Xtest, obtain the G-score and D-score

decisions hg(x
′|Xtrain) and hd(x

′|Xtrain) according
to Eqs. (7) and (9), respectively

4.1 MNIST data

MNIST is a handwritten digit database (http://
yann.lecun.com/exdb/mnist/). It contains 60 000
training digit samples and 10 000 test digit samples.
Each sample is one of the digits from ‘0’ to ‘9’ and has
a label suggesting which number the digit is. Each
sample is a grayscale image of size 28× 28.

To verify the performance of GAN-based novelty
detection, ‘0’ digits are assumed normal and other
digits are assumed abnormal. The training dataset
is made up of 4096 randomly chosen ‘0’ digits. The
test dataset is made up of 2048 ‘0’ digits and 2304
other digits, where ‘0’ digits are different from those
in the training dataset and ‘1’–‘9’ digits each have
256 samples in the test dataset. The training dataset
is shuffled before training the model.

When training the GAN model on the training
dataset containing only ‘0’ digits, the dimension of
the latent variable z is set at s = 100. After train-
ing the model, the G-score and D-score are com-
puted, and the results on the test dataset are shown
in Fig. 5. The first 2048 samples in the test dataset
are normal ones (‘0’ digits) and the last 2304 samples
are abnormal ones (‘1’–‘9’ digits).

PCA-based novelty detection is also applied in
the experiment, using the same training and test
datasets. The number of principal components is set
at p = 100. Hotelling’s T 2 and the SPE statistics
are used as the novelty scores. T 2 measures a sam-
ple’s deviation from the distribution center and SPE
measures the reconstruction error of the principal
component space.

Fig. 6 shows the reveiver operating characteris-
tic (ROC) curves of the four novelty scores on the
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testing dataset. The horizontal axis represents the
fraction of abnormal samples that are falsely judged
as normal samples, and the vertical axis represents
the fraction of normal samples that are correctly
judged as normal samples. Fig. 6 also shows the
area under curve (AUC) values of the four novelty
scores. A larger AUC indicates a better performance
of the model. On the MNIST dataset, the D-score
has a larger AUC value than T 2 and SPE statistics,
and the G-score has a lower AUC value. Fig. 4 shows
that the reconstruction errors on normal samples in
the text dataset are far from zero. This suggests that
the GAN model may not be trained well and that the
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optimization is far from the global optimum. This
may result in a better D-score performance but a
worse G-score performance.

4.2 Tennessee Eastman process data

The Tennessee Eastman (TE) process is a simu-
lation system based on a real chemical industry pro-
cess proposed by Downs and Vogel (1993). It has
been widely used as a benchmark for comparing fault
detection methods (Mahadevan and Shah, 2009;
Ge et al., 2011; Li and Maguire, 2011; Xiao et al.,
2016). The flowchart of the TE process is shown
in Fig. 7. The TE process consists of five unit oper-
ations (a reactor, a condenser, a compressor, a sep-
arator, and a stripper) and eight components (A, B,
. . . , H). Each sample has 52 variables, including 22
process variables, 19 composition variables, and 11
manipulated variables, The TE process contains one
normal status and 21 faults [IDV(1), IDV(2), . . . ,
IDV(21)]. The faults are described in Table 1.

In this study, 33 variables in the TE process
are used to form the data samples. These variables
are 22 process variables and 11 manipulated vari-
ables. The training dataset consists of 500 samples
with normal status. There are 21 test datasets cor-
responding to the 21 faults. In each test dataset, the
first 160 samples are normal, and the last 800 sam-
ples are abnormal with the fault introduced. When

Table 1 Fault types in the Tennessee Eastman (TE)
process

Fault index Description

1 A/C feed ratio, B composition constant
(stream 4)

2 B composition, A/C ratio constant (stream 4)
3 D feed temperature (stream 2)
4 Reactor cooling water inlet temperature
5 Condenser cooling water inlet temperature
6 A feed loss (stream 1)
7 C header pressure loss-reduced availability

(stream 4)
8 A, B, C feed composition (stream 4)
9 D feed temperature (stream 2)
10 C feed temperature (stream 4)
11 Reactor cooling water inlet temperature
12 Condenser cooling water inlet temperature
13 Reaction kinetics
14 Reactor cooling water valve
15 Condenser cooling water valve

16–20 Unknown
21 The valve for stream 4 fixed at the steady-state

position

training the GAN model, the training dataset is first
scaled to range (0, 1) and the dimension of the GAN
latent variable z is set as s = 2. When training the
PCA model, the training dataset is standardized to
have zero mean and unit standard deviation, and the
number of principal components p is set to 9.

Fig. 8 shows the G-score and D-score on the test
dataset of fault IDV(1). In Fig. 8a, G-score values
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of the Tennessee Eastman (TE) process IDV(1)

of normal samples are very close to zero, suggesting
that the GAN is trained better on the TE process
than on the MNIST dataset.

The AUC values on 21 faults of the four nov-
elty scores are shown in Table 2. For each fault, the
AUC values of the four novelty scores are close to
each other, showing similar performances. On the
other hand, the G-score has higher AUC values than
the D-score on almost all 21 faults, suggesting that
the GAN is trained well on the TE process. Com-
pared with the experimental results on MNIST, the
G-score and D-score appear to be complementary.
Such a property could be exploited to make GAN-
based novelty detection less sensitive to hyperparam-
eter selection.

5 Conclusions

In this paper, a generative adversarial network
(GAN) based novelty detection method was pro-
posed. In novelty detection, the training dataset
contains only normal samples. GAN can gener-
ate new samples similar to the training data. This
demonstrates its ability to describe the training data.
Such an implicit data description of normal data was
transformed to a novelty score for novelty detection
by formulating the G-score and D-score. Experi-

Table 2 The area under curve (AUC) values on 21
faults of the Tennessee Eastman (TE) process

Fault
AUC

T 2 SPE G-score D-score

IDV(1) 0.9967 0.9999 0.9993 0.9962
IDV(2) 0.9962 0.9957 0.9956 0.9888
IDV(3) 0.5704 0.5234 0.4980 0.6388
IDV(4) 0.8314 1.0000 0.9012 0.5086
IDV(5) 0.7540 0.7301 0.7065 0.6812
IDV(6) 0.9994 1.0000 1.0000 1.0000
IDV(7) 0.9111 1.0000 1.0000 0.9843
IDV(8) 0.9920 0.9919 0.9918 0.9771
IDV(9) 0.4524 0.4907 0.5111 0.4535
IDV(10) 0.8238 0.8466 0.8829 0.7749
IDV(11) 0.7865 0.9399 0.8636 0.6730
IDV(12) 0.9951 0.9943 0.9960 0.9826
IDV(13) 0.9847 0.9764 0.9918 0.9646
IDV(14) 0.9981 1.0000 0.9999 0.8067
IDV(15) 0.6741 0.5645 0.6864 0.6131
IDV(16) 0.6047 0.7465 0.6983 0.6671
IDV(17) 0.9489 0.9819 0.9429 0.8878
IDV(18) 0.9672 0.9595 0.9652 0.9179
IDV(19) 0.6062 0.8958 0.6762 0.5449
IDV(20) 0.8601 0.8868 0.8545 0.8057
IDV(21) 0.7328 0.7418 0.7938 0.7086

ments on MNIST and TE benchmark process showed
a competitive performance compared with conven-
tional methods like PCA.

The complementary properties of G-score and
D-score are also discovered. On high-dimensional
datasets like MNIST, GAN is likely to be trained
less well, and D-score performs better than G-score.
However, on low-dimensional datasets like those in
the TE process, the generator is more ideally trained
for the reconstruction error on normal samples close
to zero. The two GAN-based novelty scores may be
integrated for hyperparameter insensitivity.

Typically, generator G has no inverse function,
so computing theG-score may entail a large time cost
during minimizing the reconstruction error. Further
study is required to find a new structure to directly
map the data to the latent space to reduce this time.

As demonstrated by the experiments on the
Tennessee Eastman process benchmark, the two nov-
elty scores proposed in this study can be applied
in industrial process monitoring and fault detection
when the process variables and manipulated vari-
ables are measured to form the data samples. The
scores can also be used in other areas like medical
diagnosis when trained on medical measurements or
images and used in drug discovery when molecules
are represented in a feature space.
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