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Abstract: Searchable public key encryption enables a storage server to retrieve the publicly encrypted data without revealing the
original data contents. It offers a perfect cryptographic solution to encrypted data retrieval in encrypted data storage systems.
Certificateless cryptography (CLC) is a novel cryptographic primitive that has many merits. It overcomes the key escrow problem
in identity-based cryptosystems and the cumbersome certificate problem in conventional public key cryptosystems. Motivated by
the appealing features of CLC, three certificateless encryption with keyword search (CLEKS) schemes were presented in the
literature. However, all of them were constructed with the costly bilinear pairing and thus are not suitable for the devices that have
limited computing resources and battery power. So, it is interesting and worthwhile to design a CLEKS scheme without using
bilinear pairing. In this study, we put forward a pairing-free CLEKS scheme that does not exploit bilinear pairing. We strictly
prove that the scheme achieves keyword ciphertext indistinguishability against adaptive chosen-keyword attacks under the com-
plexity assumption of the computational Diffie-Hellman problem in the random oracle model. Efficiency comparison and the
simulation show that it enjoys better performance than the previous pairing-based CLEKS schemes. In addition, we briefly in-
troduce three extensions of the proposed CLEKS scheme.
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1 Introduction

With the speedy development and widespread
application of cloud computing, increasingly more
users are beginning to use the cloud for online data
storing and sharing. To protect the confidentiality and
privacy of personal data, a user may encrypt his/her
data. Because the cloud storage server does not know
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the corresponding decryption keys, the confidentiality
of user data is guaranteed. However, the conventional
encryption paradigm makes it difficult to flexibly
retrieve the encrypted data in cloud storage systems.
One common solution is that a user downloads all
his/her encrypted data from the cloud storage server
and then decrypts them, regardless of what data
he/she is searching for. Obviously, this is extremely
inefficient due to the high cost of network transmis-
sion and heavy overhead at the user devices.

To solve this problem, searchable encryption (SE)
as an efficient solution was introduced (Song et al.,
2000; Boneh et al., 2004). Song et al. (2000) brought
forth the concept of SE and presented a concrete
searchable symmetric encryption (SSE) scheme. SE
enables an untrustworthy server to retrieve the en-
crypted data while keeping the data contents secret.
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Therefore, it offers a promising solution to encrypted
data retrieval. Till now, many SSE schemes have been
presented (Golle et al., 2004; Byun et al., 2006; Fu et
al., 2015, 2016). However, the SSE schemes inevita-
bly suffer from the key distribution problem due to
the property of symmetric cryptography.

At Eurocrypt’04, Boneh et al. (2004) presented
the notion of public key encryption with keyword
search (PEKS). PEKS enables the users to make the
keyword search queries on the data ciphertexts pro-
duced by standard public key encryption (PKE). In
PEKS, three kinds of entities are involved: a sender, a
server (also called a “tester”’), and a receiver. To make
the data ciphertexts searchable, a sender exploits a
PKE scheme to encrypt the data to be sent and a
PEKS scheme to produce a keyword ciphertext that is
then appended to the encrypted data. To make the
search queries on the encrypted data, a receiver gen-
erates and sends the server a keyword trapdoor in
which the searched keyword is encoded. After re-
ceiving the keyword trapdoor, the server can test
whether the keyword and keyword ciphertext corre-
spond to the same keyword without seeing the
plaintext of the encrypted data and the keyword. Fi-
nally, the server sends the receiver all encrypted data
that contain the searched keyword. Inspired by Boneh
et al. (2004)’s pioneering work, PEKS has aroused
great attention in the research community. So far,
numerous PEKS schemes and variants have been
presented in the literature (Park et al., 2004; Hwang
and Lee, 2007; Baek et al., 2008; Fang et al., 2009;
Rhee et al., 2010; Zhang and Zhang, 2011; Hu and Liu,
2012; Dong et al., 2013; Lv et al., 2014; Guo and
Yau, 2015; Shao and Yang, 2015). However, the
abovementioned schemes were constructed under
conventional public key cryptography (PKC) and thus
inevitably suffer from the cumbersome certificate
problem.

To solve this issue, Abdalla et al. (2008) intro-
duced SE into identity-based cryptography (IBC)
(Shamir, 1984) and presented the framework of
identity-based encryption with keyword search
(IBEKS). Compared with PEKS, IBEKS has the
merit of no certificate. Abdalla et al. (2008) provided
a general construction of IBEKS to show that IBEKS
can be built from anonymous hierarchical identity-
based encryption. Subsequently, several IBEKS
schemes have been proposed (Tian and Wang, 2008;

Lu and Li/ Front Inform Technol Electron Eng 2019 20(8):1049-1060

Siad, 2012; Wu et al., 2014; Tomida et al., 2015;
Wang et al., 2016; Liu et al., 2017; Lu et al., 2017). In
addition, searchable encryption was introduced into
attribute-based encryption to build searchable
attribute-based encryption (SABE) (Zheng et al.,
2014; Sun et al., 2016; Li et al., 2017a, 2017b) to
extend IBEKS by associating ciphertexts and
trapdoors with the sets of descriptive attributes.
However, in both IBEKS and SABE, all users’ private
keys are issued by a completely trusted private key
generator (PKG), which causes the key escrow
problem.

To address the problems imposed on the previ-
ous searchable schemes, Peng et al. (2014) proposed
the framework of certificateless encryption with
keyword search (CLEKS) that follows the idea of
certificateless cryptography (CLC) introduced by
Al-Riyami and Paterson (2003). CLC lies between
conventional PKC and IBC, but preserves the certif-
icateless merit. When using CLC, a user should first
request a partial private key from a trusted key gen-
eration center (KGC). Then, the user randomly picks
a secret and combines it with his/her partial private
key to produce his/her private key. The public key is
also calculated from the secret. Since the user-chosen
secret is unknown to the KGC, CLC avoids the key
escrow problem. To our knowledge, there exist three
CLEKS schemes (Peng et al., 2014; Zheng et al.,
2015; Islam et al., 2017) so far. Peng et al. (2014)
proposed the first CLEKS scheme under the com-
plexity assumption of the generalized bilinear Diffie-
Hellman problem. Later, Zheng et al. (2015) con-
structed a CLEKS scheme under the complexity as-
sumption of the decisional lineal problem. Recently,
Islam et al. (2017) proposed a designated server
CLEKS scheme that is secure under the bilinear
Diffie-Hellman assumption and computational Diffie-
Hellman assumption.

The goal of this study is to design a CLEKS
scheme without using bilinear pairing. In practice,
cryptographic operations are often performed on
some devices with constrained resources, such as
smart phone and personal digital assistant (PDA).
Due to the limited computation performance or bat-
tery power, only the lightweight or power-saving
cryptographic schemes can be employed on these
devices. All the previous three CLEKS schemes
(Peng et al., 2014; Zheng et al., 2015; Islam et al.,
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2017) have to be based on the costly bilinear pairing.
In practical implementations, bilinear pairing is less
efficient than other common cryptographic operations
and will greatly increase the overload of the systems.
Therefore, a CLEKS scheme without using bilinear
pairing would be more attractive in terms of compu-
tational cost.

In this study, we design a pairing-free CLEKS
scheme. Under the complexity assumption of the
computational Diffie-Hellman problem, we prove
that the scheme achieves keyword ciphertext indis-
tinguishability against adaptive chosen-keyword at-
tacks using the random oracle model (Bellare and
Rogaway, 1993; Canetti et al., 2004). Our scheme
avoids the time-consuming pairing operations.
Compared with the previous pairing-based CLEKS
schemes (Peng et al., 2014; Zheng et al., 2015; Islam
et al., 2017), it has obvious advantages in terms of
both computational and communicational perfor-
mances. Additionally, we show three extensions of
the proposed scheme, including multi-receiver,
conjunctive-keyword, and designated server CLEKS.

2 Preliminaries
2.1 Notations

In Table 1, we list the notations used throughout
this paper and their descriptions.

2.2 Complexity assumption

The security of the proposed CLEKS scheme is
based on the complexity assumption of the computa-
tional Diffie-Hellman (CDH) problem.

Definition 1 (CDH problem) Assume that G is an
elliptic curve group of prime order g. Given a gener-
ator P of G and a binary tuple (xP, yP)eG” for un-

known x, y GZ; , the CDH problem in G is to cal-

culate xyPeG.

The complexity assumption of the CDH problem
states that the advantage Adv(A4) is negligible for any
polynomial-time algorithm 4, where Adv(4)=Pr[A(qg,

G, P, xP, yP)=xyP|Pe Grx, ye Z; ].

2.3 Framework and security model of CLEKS

In this study, a CLEKS scheme is composed of
six algorithms:

Table 1 Notations and descriptions

Notation Description
P> q Two large prime numbers
F, A finite field of integers modulo p
E(F,) An elliptic curve over the finite field F),
G A group over the elliptic curve E(F),)
P A generator of group G
Z; The field of integers modulo ¢
H,, H,, H; Three cryptographic hash functions
A An algorithm to solve the CDH problem
B An adversary against CLEKS
psp The set of public system parameters
mk KGC’s master key
IDy A user U’s identity
PPKy, PSKy A wuser U’s partial public and private keys
PKy, SKy A user U’s public and private keys
PK},, SK!, The false public and private keys for user
U chosen by adversary B
1D, The challenge identity
PK.,, SK¢p The public and private keys according to
challenge identity 1D,
w A keyword
C, The keyword ciphertext of keyword w
T, The keyword trapdoor of keyword w
0 A random bit
o The adversary B’s guess for bit &
1. Setup(4)

Given a security parameter A, it produces the
KGC’s master key mk and a set of public system
parameters psp. This algorithm is executed by a KGC.

2. PartialKeyGen(psp, mk, IDy)

Given the set of public system parameters psp,
KGC’s master key mk, and a user U’s identity IDy, it
produces a partial public key PPK, and a partial pri-
vate key PSKy. This algorithm is executed by the
KGC.

3. UserKeyGen(psp, IDy, PPKy, PSKy)

Given the set of public system parameters psp, a
user U’s identity 1Dy, and his/her partial public and
private keys (PPKy, PSKy), it produces a pair of full
public and private keys (PKy, SKy).

4. Encrypt(psp, w, IDy, PKy)

Given the set of public system parameters psp, a
keyword w, a user U’s identity ID, and his/her public
key PKy, it produces a keyword ciphertext C,,.
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5. Trapdoor(psp, w, IDy, SKy)

Given the set of public system parameters psp, a
keyword w, a user U’s identity 1Dy, and his/her pri-
vate key SKy, it produces a keyword trapdoor 7.

6. Test(psp, Cy, Ty)

Given the set of public system parameters psp, a

keyword ciphertext C,,, and a keyword trapdoor T, it
outputs 1 if C,, and T, correspond to a same keyword
(i.e., w=w'") or 0 otherwise.
Definition 2 (Correctness) A CLEKS scheme
TFE(Setup, PartialKeyGen, UserKeyGen, Encrypt,
Trapdoor, Test) is said to be correct if for any key-
word w, we have C,=Encrypt(psp, w, IDy, PKy),
T,=Trapdoor(psp, w, IDy, SKy), and then Test(psp,
Cy, Tw)=1, where psp and user U’s public/private keys
(PKy, SKy) are correctly produced according to the
specification of the algorithms Setup, PartialKeyGen,
and UserKeyGen.

As introduced in Peng et al. (2014) and Zheng
etal. (2015), two distinct adversaries should be in-
volved in the security model of CLEKS, namely,
Type 1 adversary and Type 2 adversary. The Type 1
adversary models an inside storage server or an out-
side attacker who cannot access KGC’s master key
mk, but is allowed to replace public keys. The Type 2
adversary models an honest-but-curious KGC who
possesses the master key mk, but is disallowed to
replace public keys.

To formalize the security model of CLEKS, we
define five oracles that are used to simulate potential
attacking scenarios. A Type 1 or Type 2 adversary
(denoted by B) is allowed to query some of these
oracles adaptively. These oracles are simulated by a
challenger (or a game simulator) as follows:

1. Oracle Q“reteUser

For the identity IDy input, a public key PKy is
responded if IDy has already been created. Else, the
identity IDy is created by producing a private/public
key pair (SKy, PKy) and then PKy is returned. We
assume that the following four oracles respond only to
a user’s identity IDy that has been created.

2. Oracle OPrivathcy

For the identity IDy input, a private key SKy is
responded.

3. Oracle OPartialPrivathcy

For the identity IDy input, a partial private key
PSKy is responded. The Type 2 adversary does not
need to query this oracle since it can calculate any

user’s partial private key using the KGC’s master key
mk.
4. Oracle QRePrecKey

For the identity IDy input and a false public key
PK;,, the current public key associated with identity

IDy is replaced by PK],. Here, adversary B is asked
to supply the private key SKZf/ that matches the false
public key PK},. This restriction is imposed as the

challenger may not know the corresponding private
key if a public key has been replaced. This oracle is
queried merely by the Type 1 adversary.

5. Oracle Q™%

For inputting a keyword w and a user’s identity
IDy, a keyword trapdoor T, is responded. For the
Type 1 adversary, if it has replaced the public key of
the identity IDy, the challenger should produce a
keyword trapdoor T, using the private key submitted
by the adversary.

A CLEKS scheme must satisfy the keyword ci-
phertext indistinguishability against adaptive chosen-
keyword attacks (hereafter referred to as “IND-CKA
security” for short), which ensures that an adversary
cannot distinguish the keyword ciphertexts of two
different keywords on which it wants to be challenged.
IND-CKA security can be defined by an adversarial
game IND-CKA-Game played between a challenger
and a Type 1/Type 2 adversary B as follows:

1. Setup

Given a security parameter A, the challenger
simulates algorithm Setup(1) to produce a set of
public system parameters psp and KGC’s master key
mk. It then provides adversary B with psp if it is a
Type 1 adversary or both psp and mk if it is a Type 2
adversary.

2. Phase 1

Adversary B adaptively queries the oracles
{ OCrcathscr OPrivathcy’ OPartialPrivathcy’ Ochlachcy’

B

O™} if it is a Type 1 adversary or the oracles

{ OCreateUser’ OPrivateKey’ OTrapdoor} if it is a Type 2
adversary.

3. Challenge

Adversary B outputs an identity ID., and two
different keywords (wy, w;). The challenger selects a
random bit Ae{0, 1} and calculates a challenge
keyword ciphertext C,, =Encrypt(psp, wy, IDch, PKey).

It then returns C,, to adversary B.
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4. Phase 2

Adversary B continues to make a sequence of
oracle queries.

5. Guess

Eventually, adversary B gives its guess 0'e {0, 1}.

Adversary B wins if #=0' and the following conditions
are simultaneously satisfied: (1) It has never queried
oracle O™ on either wy or wy; (2) It has never
queried either oracle "™ or oracle QP iIPrivateKey
on IDg, if it is a Type 1 adversary; (3) It has never
queried the oracle O"™*** on IDy, if it is a Type 2
adversary.

The advantage of adversary B in winning the
above adversarial game is defined to be

Adv(B)=|2Pr{0=0"]-1. (1)

Definition 3 (IND-CKA security) = We say that a
CLEKS scheme achieves IND-CKA security if ad-
vantage Adv(B) is negligible for any polynomial-time
adversary B.

3 The proposed CLEKS scheme
3.1 Description of the scheme

The proposed pairing-free CLEKS scheme is
described as follows:

1. Setup(1)

This algorithm produces a cyclic group G with
order g over an elliptic curve E(F),). Group G has the
form {(x, y)Ix, ye Fyay*=x"+ax+b} {0}, where a and
b belong to the finite field F), and satisfy 4a*+27b°£0
and O is a point at infinity. Let P be a generator of G.

It then randomly chooses s€ Z; and computes
Ppu=sP. Furthermore, it selects three hash functions
Hy, Hy: {0, 1}’ - Z, and Hy: G—Z,. Finally, it re-
turns a set of public system parameters psp={gq, G, P,
Ppw, Hy, H>, H3} and KGC’s master key mk=s.

2. PartialKeyGen(psp, mk, IDy)

Given the set of system public parameters psp,
KGC’s master key mk=s, and a user U’s identity IDy,

this algorithm randomly chooses x GZ; and calcu-

lates a partial public key PPKy=xP and a partial pri-
vate key PSK=x+sH(IDy) for user U.
3. UserKeyGen(psp, IDy, PPKy, PSKy)

Given the set of system public parameters psp, a
user U’s identity 1Dy, partial public key PPK;=xP,
and partial private key PSKy=x+sH(IDy), this algo-

rithm randomly chooses yeZ; , sets private key

SK¢=(SKuy1, SKin)=(x+sH,(IDy), y), and calculates
public key PKy=(PKy, PKin)=(xP, yP).

4. Encrypt(psp, w, IDy, PKy)

Given the set of system public parameters psp, a
keyword w, a user U’s identity IDy, and his/her public
key PKy=(PKyi, PKyp), this algorithm randomly
selects r€Z q and computes a keyword ciphertext
CW:(Cwl, CWQ):(I"P, H3(I"H2(W)QU)), where QU:PKUI
+PKuotHi(IDy)Ppub.

5. Trapdoor(psp, w, IDy, SKy)

Given the set of system public parameters psp, a
keyword w, a user U’s identity IDy, and his/her pri-
vate key SKy=(SKy1, SKy»), this algorithm computes
a keyword trapdoor 7,,=(SKy1+SKn)Ha(w).

6. Test(psp, C,,, T)

Given the set of system public parameters psp, a
keyword ciphertext C,,=(C,,1, C,), and a trapdoor T,
this algorithm checks whether C,,=H;(T,,C,1) holds.
If it does, output 1; otherwise, output 0.

3.2 Correctness proof

Theorem 1 (Correctness) The proposed pairing-free
CLEKS scheme is correct.

Proof According to the above scheme description,
we have

H(T,C,)=H, ((SKUI +SKy, )Hz (W’)FP)
=H,((x+sH,(ID,) + y)H,(w")rP)
=H,(rH,(w)(PK,,+PK ,+H (ID, )f;ub )
=H,(rH, (W/)QU )

(2)

Clearly, if w=w", then C,,,=H;(T,,C,). Therefore,
the scheme is correct.

3.3 Security proof

Theorem 2 (IND-CKA security) The proposed
pairing-free CLEKS scheme achieves IND-CKA
security under the complexity assumption of the CDH
problem in the random oracle model.

This theorem can be proved by the following
Lemmas 1 and 2.
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Lemma 1 Let H;, H,, and H; be three random ora-
cles. If there is a Type 1 adversary B who can win the
game IND-CKA-Game with advantage ¢ and running
time 7, then there exists an algorithm A4 that can solve
the CDH problem with advantage

, &
£'> G)
4,(qsq + ok + 41 +De

and running time v'<t+(q+¢2+qstqsk+qrsktqre)O(1)
+qc(31+O(1))+q1(12+0(1)), where qc, gsk, gpsk,
qrK» 971> 41, 42, and g3 denote the maximum number of
s . CreateUser
adversary B’s queries to oracles O ,
OPrivathcy’ OPartialPrivathcy’ Ochlachcy’ OTrapdoor’ Hl, Hz,
and H;, respectively, e denotes the Euler number, and
71 and 7, denote the time for computing a scalar mul-

tiplication in G and a modular multiplication in Z;,

respectively.
Proof Let (¢, G, P, aP, bP) be a CDH problem
instance given to algorithm 4. To compute abP, al-
gorithm A simulates a challenger and plays the game
IND-CKA-Game with adversary B as follows:

1. Setup

Algorithm A first sets P,y =aP and then provides
adversary B with the set of public system parameters
psp={q, G, P, Pyw, H1, H,, H3}, where H,, H,, and Hj
are three random oracles.

2. Phases 1 and 2

During two query-answer phases, adversary B
can query oracles OCreateUser’ OPrivateKey’ OPartialPrivateKey’
OReplacekey - pTapdeor -y py,and H, in an adaptive
manner. Algorithm 4 answers adversary B’s various
queries in the following way:

(1) H; queries

To answer these queries, algorithm A4 keeps an
H;-table that is composed of tuples (ID;, /;;). On re-
ceiving an identity ID;, algorithm A is executed as
follows:

1) If identity ID; has been contained in a tuple
(ID;, h;) on the H,-table, it outputs /;; directly.

2) Otherwise, it randomly selects /, € Z;, adds

a new tuple (ID;, A1;) to the H;-table, and then outputs
hi;.

(2) H, queries

To answer these queries, algorithm A keeps an
H,-Table that is composed of the tuples (w;, /,;). On
receiving a keyword w;, algorithm A executes as
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follows:
1) If the keyword w; has been contained in a tu-
ple (w;, hy;) on the Hy-Table, it outputs 4y; directly.

2) Otherwise, it randomly selects 4,; € Z;, adds

a new tuple (w;, h1z;) to the H,-Table, and then outputs
h21-

(3) H; queries

To answer these queries, algorithm 4 keeps a
Hs-table that is composed of tuples (K, /3;). On re-
ceiving a value K;eG, algorithm 4 is executed as
follows:

1) If value K; has been contained in a tuple (K;,
h3;) on the Hs-table, it outputs A5, directly.

*

;> adds

a new tuple (K, h3;) to the Hs-table, and then outputs
h3l'

(4) OV queries

To answer these queries, algorithm 4 keeps a
User-table that is composed of tuples (ID;, PK;, SK,, x;,
¥i, ¢i). On receiving an identity ID;, algorithm A
checks whether identity ID; has been contained in a
tuple (ID,, PK,, SK;, x;, ¥;, ¢;) on the User-table. If so, it
outputs PK; directly. Otherwise, algorithm 4 picks a
random c¢;e {0, 1} so that Pr[¢;=1]=y where y will be

2) Otherwise, it randomly selects /4y, € Z

determined later and is performed as follows:
1) If ¢=1, it first randomly chooses x;,); € Z,;

and computes PK;=(x;P, y;P). It then adds a new tuple
(ID;, PK,;, 1, x;, i, 1) to the User-table and outputs
PK..

2) If ¢=0, it randomly chooses V;,s;,z; EZ; )

sets SK/=(z;, yi), and computes PK=(z;P—s:Ppup, yiP).
It then adds new tuples (ID;, PK;, SK;, L, 1, 0) and
(ID;, ;) into the User-table and H;-table, respectively,
and returns PK..

(5) OPrivathcy queries

When receiving an identity ID;, algorithm A
searches for identity ID; in the User-table to find a
tuple (ID[, PK[, SK[, Xiy Vis C,‘). It aborts if C,‘ZI (thlS
event is denoted by Event,) or returns SK; otherwise.

(6) OPartialPrivateKey queries

When receiving an identity ID;, algorithm A4
searches for identity ID; in the User-table to find a
tuple (IDI', PKI', SKI', Xis Vis C,'). It aborts if Cizl (thlS
event is denoted by Event,) or returns SK;; (the first
component of private key SK;) otherwise.

(7) ORP*KY queries
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When receiving an identity ID; and a false public
key K/, algorithm 4 records the replacement.

(8) O™ queries

When receiving an identity ID; and a keyword w,
algorithm 4 searches for identity ID; in the User-table
to find a tuple (ID;, PK,, SK,, x;, vi, ¢)).

1) If ¢=0 or PK, has been replaced, algorithm 4
produces a trapdoor 7,=(SK;;+SKj)H,(w) since it
knows the private key SK~=(SK;;, SK;) associated
with identity ID;.

2) Otherwise, it aborts (this event is denoted by
Events).

3. Challenge

Adversary B outputs an identity 1D, and two
different keywords wy and w;. Algorithm A first re-
trieves a tuple of the form (IDch, PKch, SKch, Xcn, Vens
ceh) from the User-table.

(1) If canzl, it aborts (this event is denoted by
Eventy).

(2) Otherwise, it randomly chooses 6e {0, 1} and

C,.€2,, sets C,, =bP, and then returns C,, =
(C,,1» C,,») as the challenge ciphertext to adversary

B. Note that C,, , is implicitly defined as H3(bHa(wy)-

(PKeni+PKeno+H (IDch)Ppus)), where PKeni=xcwP and
PKeno=yenl.

4. Guess

Eventually, adversary B outputs its guess &'. To
solve the given CDH problem, algorithm 4 ignores
adversary B’s guess and retrieves a tuple of the form
(IDch, PKeh, SKeh, Xch, Vens Cen) from the User-table,
randomly selects a tuple (K, /3;) from the Hs-table,
and then calculates Z=H,(IDu) 'Ha(wg) (K-
XewHo(W9)bP—ynHo(w)bP) as the answer to the CDH
problem. If K:sz(Wg)(PKChl+PKch2+H1(IDCh)Ppub),
then we can easily deduce that Z=abP.

Next, we derive the bound on the advantage of
algorithm A4. To do so, we define the following events:

(1) AskK

Adversary B queries the random oracle H; on the
value K=bH(wg)(PKcpi+PKcpotH (IDch)Pyup)-

(2) Abort

Algorithm A aborts the game abnormally during
the simulation.

According to the above simulation, it is clear that
Pr[—Abort]=Pr[—Event,A—Event,~—Event;a—Event,].
Since we can obtain Pr[—Event,A—Event,A—Event;]=
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V(l _ y)qSK Tqpsk T
Pr[—Abort]= p(1 - y)® <" where gsk, gpsk, and

gr denote the maximum number of adversary B’s

. PrivateK PartialPrivate K
queries to oracles O Y, 0TS and
OTrapdoor

and Pr[—Eventy]=y, we have

, respectively. The value of y(1— y)?s <

is maximized at y.x=1/(¢sktgprsktqr+1). So, we have

1
(Gsk + Gosk +9r + l)e'

Pr[—Abort] > 4)

Let E =AskK|-Abort. Obviously, if £~ does not
occur, then adversary B will not obtain an advantage
greater than 1/2 in guessing bit 6. Therefore,
Pr[6=0'|—E"]=1/2.

By splitting Pr[6=0'], we have Pr[6=60"]=Pt[6=
0| —E |Pr[—E J+Pr[6=0'|E |Pt[E 1<Pr[—E")/2+Pt[E"]=
1/2+Pr[E")/2. Therefore, |2Pr[6=0']-1|<Pr[E ].

According to the advantage definition in the
game IND-CKA-Game, we have ¢<Pr[F *]SPr[AskK]/
Pr[—Abort]. Thus, we have

&
(Gsk +Gpsx + 91 + l)e.

®)

Pr[AskK | > Pr[—Abort]e >

Once event AskK occurs, algorithm A can
compute abP by selecting the correct tuple from the
Hs-table probability 1/¢g;. Therefore, we obtain the
bound on algorithm A’s advantage:

&

&' iPr[AskK] > - (6)

4 (gsk + psc +4r +1e
Lemma 2 Let H,, H,, and H; be three random ora-
cles. If there is a Type 2 adversary B who can win the
game IND-CKA-Game with advantage ¢ and running
time 7, then there must be an algorithm A4 that can
solve the CDH problem with advantage

&
g>— 7
q5(gsx +q7 +1e ™

and running time 7<t+(q+q2+q3tqsk)O(1)+qc(2r+
o tO(1)+qr(z+O(1)), where gc, gsk, gt q1, g2, and g3
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denote the maximum numbers of adversary B’s que-
ries to oracles OCrcathscr’ OPrivathcy’ OTrapdoor’ Hl, H2,
and Hj, respectively, e denotes the Euler number, and
71 and 7, denote the time for computing a scalar mul-

tiplication in G and a modular multiplication in Z;,

respectively.
Proof Let (¢, G, P, aP, bP) be a CDH problem
instance given to algorithm 4. To compute abP, al-
gorithm A simulates a challenger and plays the
IND-CKA-Game with adversary B as follows:

1. Setup

Algorithm A first randomly selects o € Z; and

calculates Py, =aP. It then provides adversary B with
mk=a and psp={q, G, P, Pyw, H, >, H3}, where H,,
H,, and H; are three random oracles.

2. Phases 1 and 2

During two query-answer phases, adversary B
can query oracles OCreateUser’ OPrivateKey’ OTrapdoor’ Hl,
H,, and H; in an adaptive manner. Algorithm 4 an-
swers adversary B’s queries to oracles H,—H; and
O"™XeY a5 in the proof of Lemma 1 and handles
other queries as follows:

(1) OCrcathscr queries

To answer these queries, algorithm 4 keeps a
User-table that is composed of tuples (ID;, PK,, SK,, #;,
Vi, ¢i). On receiving an identity ID;, algorithm A4
checks whether identity ID; has been contained in a
tuple on the User-table. If so, it outputs PK; directly.
Otherwise, it picks a random c¢;e{0, 1} so that
Pr[c~=1]=y, where y will be determined later and is
performed as follows:

1) If ¢~=1, it first randomly chooses ?;,; EZ;
and computes PK=(PK;;, PK,)=(t;.aP, y;P). It then
adds a new tuple (ID;, PK,, 1, #;, y;, 1) into the User-
table and outputs PK;.

2) If ¢=0, it randomly chooses s;, x;, y, € Z,,

sets SK=(x;tas;, ;) , and computes PK;=(x;P, y:P). It
then inserts new tuples (ID;, PK;, SK;, L, 1, 0) and
(ID;, s;) into the User-table and H,-table, respectively,
and outputs PK,.

(2) OTrapdoor

On receiving an identity ID; and a keyword w,
algorithm 4 searches for identity ID; in the User-table
to find a tuple (ID;, PK,, SK,, #, yi, ¢).

1) If ¢~=1, algorithm A aborts since it cannot
answer the query.

2) Otherwise, it produces a trapdoor T,=
(SK;1+SKp)Hy(w) since it knows the private key
SK=(SK;;, SK}») according to identity ID,.

3. Challenge

Adversary B submits an identity ID, and two
different keywords wy and w;. Algorithm A first re-
trieves a tuple of the form (ID¢,, PKen, SKen, ehy Vehs
cch) from the User-table.

(1) If cen#1, it aborts.

(2) Else, it chooses 0<{0, 1} and C,,€Z,

randomly, sets C,,, =bP, and then returns C,, =

0

(C,,1> C,,2) as the challenge keyword ciphertext to

adversary B. Note that C,, , is implicitly defined as

Hy(bHy(wg)(PK eh1 TPK oot (ID ) Ppyp)), Where PKeni=
t.naP and PKchzzychP .

4. Guess

Eventually, adversary B outputs its guess &'. To
solve the given CDH problem, algorithm A ignores
adversary B’s guess and retrieves a tuple of the
form (ID¢n, PKen, SKen, feh, Ven, Cen) from the Us-
er-table, randomly selects a tuple (K, 43) from the
Hi-table and then calculates Z=(fe,) 'Hao(wg) -
(K=yenH2(wg)bP—aH1(IDw) Hy(wg)bP) as the answer
to the CDH problem. If K=bH(wg)(PKcn+PKeppt
Hi(ID)Ppub), then we can easily deduce that Z=abP.

Similarly, we can deduce that the bound on al-
£

gorithm Acpy’s advantage is ¢' > ———F————.
95 (gsc +4qr +1De

3.4 Efficiency evaluation and comparison

To evaluate the efficiency of the proposed
pairing-free CLEKS scheme, we compare it with the
previous pairing-based CLEKS schemes (Peng et al.,
2014; Zheng et al., 2015; Islam et al., 2017). For ease
of representation, we denote these CLEKS schemes
by PCPY-CLEKS, ZLA-CLEKS, and IORA-CLEKS,
separately. In addition, we consider only the single
keyword encryption version of all compared schemes.

Five cryptographic operations are considered in
the comparison (Table 2), where bilinear pairing is a
map e: GxG1—G,. As usual, the costs of general
cryptographic hash, point addition in either G, or G,

and modular addition in Z; are ignored.

The cost of an algorithm is measured by the sum
of the costs of all cryptographic operations. For
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Table 2 Notations in the efficiency comparison

Notation Description

Tgp Time cost for computing a bilinear pairing

Tsmi Time cost for computing a scalar multiplica-
tion in bilinear group G,

Tsm Time cost for computing a scalar multiplica-
tion in elliptic curve group G

Tyvm Time cost for computing a modular multi-
plication in Z,

Tvn Time cost for computing a map-to-point hash

|G| Bit length of an element in bilinear group G,

|G| Bit length of an element in elliptic curve
group G

f Bit-length of a hash value

example, to encrypt a keyword w, the keyword en-
cryption algorithm Encrypt in our CLEKS scheme
requires computing three scalar multiplications in G

and one modular multiplication in Z ; Therefore, the

cost of the algorithm Encrypt is 37Tsyt7Tym. In addi-
tion, the size of a keyword ciphertext/trapdoor is
calculated by counting the total number of the group
elements and hash values included. For example, a
keyword ciphertext in our scheme is composed of two
elements in G. Thus, its size is 2|G| bits. In the
scheme PCPY-CLEKS, the symbol “f’ denotes the
bit-length of a hash value, which will be 256 bits if the
SHA-256 hash function is used.

The details of the four schemes compared are
given in Table 3.

We simulate these CLEKS schemes using the
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MIRACL library (MIRACL Ltd., 2012). The exper-
imental platform is a laptop running Windows XP
with 3-GHz Intel PIV CPU and 512-MB memory. For
our pairing-free CLEKS scheme, to obtain the secu-
rity level of 1024-bit RSA, we implement the elliptic
curve group G using the security parameter secpl160rl
recommended by Standards for Efficient Cryptog-
raphy Group (2000). For the pairing-based CLEKS
schemes, to obtain the same security level,Type A
pairing over the supersingular elliptic curve E(F)):
y*=x’+x with embedding degree 2 is employed, where
group size p is a 512-bit prime number satisfying
pt1=hr and h is a 160-bit Solinas prime number. The
simulation results are given in Table 4.

According to Table 4, we can see that the key-
word encryption algorithm of our scheme costs about
6.85ms, which is about 4.0% of that of
PCPY-CLEKS, 19.6% of that of ZLA-CLEKS, and
19.6% of that of IORA-CLEKS. The trapdoor algo-
rithm of our CLEKS scheme costs about 0.22 ms,
which is about 0.7% of that of PCPY-CLEKS, 0.4%
of that of ZLA-CLEKS, and 2.3% of that of
IORA-CLEKS. The keyword ciphertext size of our
scheme is 1024 bits, which is slightly larger than that
of PCPY-CLEKS, but is only 1/2 of that of
ZLA-CLEKS and 2/3 of that of IORA-CLEKS.

In addition, the trapdoor size of our scheme is
160 bits, which is about 10.4% of that of
PCPY-CLEKS, 7.8% of that of ZLA-CLEKS, and
31.2% of that of IORA-CLEKS. The simulation re-
sults show that our CLEKS scheme enjoys the best
efficiency.

Table 3 Computation and communication costs of the compared CLEKS schemes

Computation cost (ms)

Communication cost (bit)

Sch - - -
cheme Encrypt Trapdoor Test Ciphertext size Trapdoor size
PCPY-CLEKS 7Tep+4Tsv 3 Tvn 4T+ Tvn Tept2Tsm |G+ 31Gy|
ZLA-CLEKS 5Tomi+ T 8Tsmi+ T 4Tgp 4G 4G
IORA-CLEKS 5Tsvi+Tvin TsmitTvn 2Tpt3Tsm 31Gy| |G|
Ours 3Tsmt+Twvm Tvm Tsm 2|G| |Z; |
Table 4 Simulation results of the compared CLEKS schemes
Scheme Computation cost (ms) Communication cost (bit)
Encrypt Trapdoor Test Ciphertext size Trapdoor size
PCPY-CLEKS 172.92 28.60 32.79 768 1536
ZLA-CLEKS 34.94 51.03 80.15 2048 2048
IORA-CLEKS 34.94 9.42 59.22 1536 512
Ours 6.85 0.22 221 1024 160
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4 Three extensions of the proposed scheme

In this section, we present three extensions of the
proposed CLEKS scheme. We skip the detailed de-
scriptions of the schemes and show only the extended
algorithms.

4.1 Multi-receiver CLEKS scheme

All existing CLEKS schemes consider only the
single-receiver scenario. Using a single-receiver
CLEKS scheme, a sender needs to repeatedly encrypt
the same keyword associated with a data file with
each receiver’s public key if he/she wants to share the
data file to a group of receivers. Obviously, it is in-
convenient and less efficient.

A multi-receiver CLEKS scheme can effectively
eliminate the repeated cryptographic operations and
thus minimize the cost. To encrypt a keyword w for n
receivers, the sender can perform the keyword en-
cryption algorithm shown in Algorithm 1.

Algorithm 1 Keyword encryption algorithm in the
multi-receiver CLEKS scheme

Encrypt(psp, w, {ID;, PK=(PK,}, PKj)} 1<i<1)

Given the set of public system parameter psp, a keyword w,
and multiple receivers’ identities and public keys {ID,,
PK~=(PK,;, PKj)i<i<,}, this algorithm randomly selects
re Z;, computes C,;=rP, and then uses each receiver i’s
identity and public key {ID;, PK~=(PK;;, PK;)} <<, to
compute C,o=H3(rHr(W)(PK;+PKy+H,(ID;)Ppp). Finally,
the multi-receiver keyword ciphertext will be (C,,
{C\2i}1<i<n) and the keyword ciphertext used for the algo-
rithm Test for receiver i will be (C,,1, C,,2))-

Other algorithms are the same as the ones in the
original CLEKS scheme.

4.2 Conjunctive-keyword CLEKS scheme

All existing CLEKS schemes support only
single-keyword search. However, single-keyword
search often leads to far too coarse results. Therefore,
the conjunctive-keyword search function becomes
essential. Though Peng et al. (2014)’s and Islam et al.
(2017)’s CLEKS schemes support multi-keyword
encryption, they can deal with only one keyword in
the trapdoor algorithm. To support conjunctive-
keyword search, we extend our CLEKS scheme by
encoding multiple keywords in both the keyword
ciphertext and the trapdoor.

Lu and Li/ Front Inform Technol Electron Eng 2019 20(8):1049-1060

To encrypt a keyword set W={w,|i=1, 2, ..., n}
for a receiver U, the sender can perform the keyword
encryption algorithm shown in Algorithm 2. On the
receiver side, the receiver can perform the trapdoor
algorithm shown in Algorithm 3 to generate a
conjunctive-keyword trapdoor.

Algorithm 2 Keyword encryption algorithm in
the conjunctive-keyword CLEKS scheme

Encrypt(psp, W, 1Dy, PKy)

Given the set of the public system parameter psp, a keyword
set W={wji=1, 2, ..., n}, a user’s identity ID, and public
key PK=(PKyy, PKyp), this algorithm randomly selects

reZ,, and computes a ciphertext C, =(Cy,, Cy,)=
(rP,H,(r) 1 Hy (w)0,)),
HI(IDU)Ppub'

where  Qy=PKy+PKyr+

Algorithm 3 Trapdoor algorithm in the conjunctive-
keyword CLEKS scheme

Trapdoor(psp, W, IDy, SKy)

Given the set of the public system parameter psp, a keyword
set W={wi=1, 2, ..., n}, a user’s identity ID;,, and private
key SKy=(SKy;, SKpyp), this algorithm computes a

trapdoor T, = (SK, +SK )Y 1L H, (w).

When receiving a search query, the server can
test whether or not a keyword ciphertext matches a
keyword trapdoor as in the original CLEKS scheme.

4.3 Designated server CLEKS scheme

In our CLEKS scheme, a secure channel should
be established between the server and each receiver to
convey the keyword trapdoors. If not, an outside ad-
versary who obtains trapdoor 7, can generate ci-
phertext C,, of a guessed keyword w' and then check
whether Test(psp, C, T.)=1. Once keyword w en-
coded in trapdoor T, is revealed, the adversary can
further test whether a keyword ciphertext transmitted
to the server is related to 7),. To remove the require-
ment of the secure channel, we extend our CLEKS
scheme to a designated server CLEKS scheme, where
a keyword ciphertext is generated under both a des-
ignated server’s and a receiver’s public keys, and only
the designated server can execute the algorithm Test
to verify whether a keyword ciphertext matches a
keyword trapdoor using its private key.

In the designated server CLEKS scheme, a des-
ignated server S with identity IDg first requests a
partial private key PSK¢=xst+sH,(IDs) and a partial
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public key PPK¢=xsP from the KGC and then pro-
duces its private key SKs=(SKs1, SKsp)=(xs+sH (IDys),
vs) and public key PK=(PKgsi, PKs)=(xsP, ysP),

.
where Xg,y5 €Z,.

To encrypt a keyword w for a receiver U, a
sender can perform the keyword encryption algorithm
shown in Algorithm 4. The receiver generates the
trapdoor as in the original CLEKS scheme. When
receiving a search query, the designated server uses
its private key SKy to identify whether a keyword
ciphertext C,, matches a trapdoor T, by executing the
test algorithm shown in Algorithm 5.

Algorithm 4 Keyword encryption algorithm in the

designated server CLEKS scheme

Encrypt(psp, w, IDy, PKy, IDg, PKy)

Given the set of public system parameter psp, a keyword w, a
receiver’s identity 1Dy, public key PK,~(PKy,, PK;»), a
designated server’s identity IDg, and public key PK¢=

(PKs;, PKy,), this algorithm randomly selects 7 € Z; and
computes a keyword ciphertext C,=(C,;, C,2)=(P,
Hi(rHy(w)QutrQs)), where Qu=PKy+PKyp+H (IDy) Py
and QS=PK51+PK52+H1(ID3)Ppub.

Algorithm 5 Test algorithm in the designated server

CLEKS scheme

Test(psp, SKg, C,,, T\y)

Given the set of public system parameter psp, a designated
server’s private key SK=(SKg;, SKs,), a keyword ci-
phertext C,=(C,,;, C,»), and a keyword trapdoor T, this
algorithm checks whether C,,=H;((T,,+SKg+SKs)C\1).
It outputs 1 if it does, and 0 otherwise.

5 Conclusions

In this study, we have presented a pairing-free
CLEKS scheme and formally proved its security
under the complexity assumption of the CDH prob-
lem in the random oracle model. Compared with the
previous pairing-based CLEKS schemes, our scheme
enjoys obvious advantages in terms of both the
computation performance and the communication
bandwidth. In addition, we have presented three ex-
tensions of the proposed CLEKS scheme.

The security of the existing CLEKS schemes can
be obtained only in the random oracle model. In our
future research, we may consider building a provably
secure CLEKS scheme without random oracles. In
addition, it would be interesting to devise CLEKS
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schemes that support authorized keyword search, as
done for the PEKS scheme in Shi et al. (2014).
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