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Abstract: Cognitive radio is an effective technology to alleviate the spectrum resource scarcity problem by oppor-
tunistically allocating the spare spectrum to unauthorized users. However, a serious denial-of-service (DoS) attack,
named the ‘primary user emulation attack (PUEA)’, exists in the network to deteriorate the system performance. In
this paper, we propose a PUEA detection method that exploits the radio channel information to detect the PUEA in
the cognitive radio network. In the proposed method, the uniqueness of the channel impulse response (CIR) between
the secondary user (SU) and the signal source is used to determine whether the received signal is transmitted by
the primary user (PU) or the primary user emulator (PUE). The closed-form expressions for the false-alarm prob-
ability and the detection probability of the proposed PUEA detection method are derived. In addition, a modified
subspace-based blind channel estimation method is presented to estimate the CIR, in order for the proposed PUEA
detection method to work in the scenario where the SU has no prior knowledge about the structure and content
of the PU signal. Numerical results show that the proposed PUEA detection method performs well although the
difference in channel characteristics between the PU and PUE is small.

Key words: Cognitive radio network; Primary user emulation attack; Subspace-based blind channel estimation;
Channel impulse response
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1 Introduction

With the rapid development of wireless commu-
nication technologies, the contradiction between the
increasing demand of the spectrum band and the lim-
ited spectrum resource has become one of the main
factors restricting the application of wireless sys-
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tems. Cognitive radio (CR) has emerged as a promis-
ing technology for resolving the spectrum scarcity
and underutilization problems (Haykin, 2005).

In a cognitive radio network (CRN), secondary
users (SUs) are allowed to share the spectrum with
primary users (PUs). SUs first identify the spare
spectrum through spectrum sensing, and then share
the spare spectrum for communication. However,
the CRN is vulnerable to attacks, among which the
primary user emulation attack (PUEA) is a typical
one. In the PUEA, the attacker, named the ‘primary
user emulator (PUE)’, emulates the PU signal to
deter SUs from accessing the unoccupied spectrum
band (Chen and Park, 2006).
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In the past decade, the PUEA problem in the
CRN has been widely investigated, and many PUEA
detection methods have been proposed. Chen and
Park (2006) proposed a transmitter location verifi-
cation scheme to detect the PUEA, in which the dis-
tance ratio test and the distance difference test were
used to implement location verification. Chen et al.
(2008) proposed another transmitter location verifi-
cation scheme, in which the received signal strength
(RSS) was used to discover the location of the trans-
mitter. Jin et al. (2009) proposed an energy detec-
tion method to detect the PUEA using two binary
hypothesis tests, the Neyman-Pearson composite hy-
pothesis test and the Wald sequential probability ra-
tio test. In Nguyen et al. (2012), the radio frequency
fingerprint of a transmitter in terms of the carrier
frequency difference, the phase shift difference, and
the second-order cyclostationary, was used to detect
the PUEA. Xin and Song (2014) presented a novel
PUEA detection method based on the activity pat-
tern of the reconstructed signal. This method needs
no prior knowledge about the PU signal and has no
limitations on the type of PU. In Pu and Wyglinski
(2014), the PU and PUE were identified respectively
with a database and an artificial neural network us-
ing the action recognition technique to analyze the
transmitted sequences in the frequency domain. Jin
et al. (2015) proposed a PUEA detection method
based on energy detection and localization, and in-
troduced a decision mechanism with multiple thresh-
olds. All these PUEA detection methods use two
kinds of information: one is the characteristic of the
transmitter, and the other is the characteristic of the
received signal.

As we know, it is impossible for the PUE to emu-
late the multi-path channel characteristic in wireless
communication. Therefore, the multi-path channel
characteristic can be used to differentiate between
signals from different sources. A PUEA detection
method using the channel-tap power between the sig-
nal source and the receiver has been proposed (Chin
et al., 2014; Le et al., 2015; 2016). However, this
method uses only the amplitude of the multi-path
channel impulse response (CIR). Therefore, in this
work, we investigate the PUEA detection method
based on the uniqueness of the CIR between the
transmitter and the receiver.

To estimate the multi-path CIR, several chan-
nel estimation methods have been proposed. Chan-

nel estimation methods can be classified into two
categories: data-aided channel estimation method
and blind channel estimation method. The data-
aided channel estimation method exploits the addi-
tional information known to the receiver, such as
pilot symbols (Lalos et al., 2010; Zhou and Lam,
2010), the pseudo noise sequence (Liu et al., 2012),
or previously estimated symbols (Tomasoni et al.,
2013), to estimate the instantaneous CIR. The blind
channel estimation method uses the auto-correlation
characteristic of the transmitted sequence and the
second-order statistics feature of the received signal
to realize an accurate estimation of the CIR without
prior knowledge about the content of the transmitted
signal. The most widely used blind channel estima-
tion method is subspace-based estimation. Muquet
et al. (2002) proposed a blind channel estimation
algorithm for the orthogonal frequency division mul-
tiplexing (OFDM) system and proved that the CIR
can be uniquely determined up to a scalar factor. By
using the circulant property of the received signal,
the improved subspace-based blind channel estima-
tion algorithms proposed by Su and Vaidyanathan
(2007) and Kim et al. (2012) significantly reduce the
required number of received symbols. Fang et al.
(2013) proposed a novel method to estimate the real
and imaginary parts of the CIR individually by de-
coupling the real and imaginary parts of the received
signal. In this study, we investigate the blind chan-
nel estimation method based on the work of Su and
Vaidyanathan (2007).

In this study, we propose a PUEA detection
method using the channel characteristic in the CRN,
where both the amplitude and phase of the multi-
path CIR are used. To estimate the multi-path CIR
between the SU and the signal source (PU or PUE),
a modified blind channel estimation method is pre-
sented, where prior knowledge about the structure
and content of the PU signal is not needed. Based
on the multi-path CIR, a binary hypothesis test is
constructed to determine whether the received sig-
nal at the SU is transmitted by the PU or PUE.
The performance of the proposed PUEA detection
method is analyzed in terms of the false-alarm prob-
ability and the detection probability, and the closed-
form expressions are derived. The proposed PUEA
detection method is validated by Monte-Carlo sim-
ulations. Numerical results show that the proposed
PUEA detection method performs well.
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For clarity, we explain the denotation of some
notations used in this study. Boldface lower and
upper case letters denote column vectors and ma-
trices, respectively. Superscripts (·)∗, (·)T, and (·)H
represent the conjugate, transpose, and transpose-
conjugate operations, respectively. IN denotes an
N × N identity matrix, 0M×N denotes an M × N

null matrix, and FN denotes an N ×N fast Fourier
transform (FFT) matrix. For v = [v1, v2, . . . , vm]T,
[v]ab denotes a (b − a + 1) × 1 column vector as
[v]ab = [va, va+1, . . . , vb]

T , where a ≤ b and vk =

v[(k−1) mod m]+1 if k < 1 or k > m.

2 System model and assumptions

As we know, IEEE 802.22 is the first worldwide
effort to define a standard based on CR techniques,
using the spare spectrum of the TV bands for oppor-
tunistic communication. We consider a CRN system
consisting of a PU network and a CRN. In this study,
the PU network is assumed to be the digital ter-
restrial multimedia broadcast (DTMB) network, in
which the time-domain synchronization orthogonal
frequency division multiplexing (TDS-OFDM) tech-
nology is adopted (National Standard of the People’s
Republic of China, 2007). In the CRN system, the
PU refers to the TV transmitter, and multiple SUs
are randomly distributed. A PUE exists in the CRN.
The goal of the PUE is to deter the SUs from access-
ing the spare spectrum bands by emulating the PU
signal.

Tugnait and Kim (2010) proved the uniqueness
of the channel between the transmitter and the re-
ceiver located at two locations in a multi-path wire-
less communication environment. The characteris-
tics of the wireless channel between the PU and an
SU are different from those of the channel between
the PUE and the SU. Therefore, from the SU’s per-
spective, the multi-path CIRs can be used to distin-
guish the PU from the PUE. In addition, we assume
that the SU has no prior knowledge about the struc-
ture and content of the PU’s signal. If the SUs do
not cooperate with each other to detect the PUEA,
the analysis of the PUEA detection by a single SU
can be extended to any SU. In this study, we focus
on the detection of PUEA by one SU.

On the other hand, from the attacker’s perspec-
tive, the PUE has to emulate the real-time CIR be-
tween the PU and the SU to bypass the CIR-based

PUEA detection. However, due to the uniqueness
and time-varying fluctuation of the CIR between the
PU and the SU, the only way for the PUE to achieve
this goal is to locate near the PU. In this case, be-
cause of the limited power resources of the PUE, the
transmitted power of the PUE is much lower than
that of the PU (i.e., the TV transmitter). There-
fore, the PUE can be easily detected by the SU with
the naive energy detection method proposed by Jin
et al. (2009). Furthermore, in the extreme case where
the PUE has enough resources to make its transmit-
ted power qualified, the PUE would be captured by
government agencies quickly due to its significant in-
terference with the public DTMB system.

In this study, we consider an OFDM system
with N subcarriers. At the transmitter, N complex
data in an OFDM symbol are first modulated
onto N subcarriers with an N × N inverse
fast Fourier transform (IFFT) matrix. That
is, sN (k) = FH

N s̃N (k), where s̃N (k) = [s̃1(k),

s̃2(k), . . . , s̃N (k)]T and sN (k) = [s1(k), s2(k), . . . ,

sN(k)]T are N complex data and N transmitted sig-
nals of the kth OFDM symbol, respectively.

The transmitted OFDM symbol is then enlarged
by a cyclic prefix (CP) with size Ncp to prevent the
inter-symbol-interference (ISI) and to guarantee the
orthogonality of the subcarriers. We have

s(k) =
[
sTcp(k), s

T
N (k)

]T

= [sN−Ncp+1(k), sN−Ncp+2(k), . . . , sN(k)
︸ ︷︷ ︸

Ncp

,

s1(k), s2(k), . . . , sN (k)
︸ ︷︷ ︸

N

]T.

SUs receive the OFDM symbol transmitted
through a multi-path channel, where the CIR be-
tween the transmitter and a receiver can be repre-
sented as h = [h0, h1, . . . , hNcp ]

T .
At a receiver, the received signal can be repre-

sented as

y(k) = [y1(k), y2(k), . . . , yNcp(k)︸ ︷︷ ︸
Ncp

,

yNcp+1(k), yNcp+2(k), . . . , yNcp+N (k)
︸ ︷︷ ︸

N

]T

= [yT
cp(k),y

T
N (k)]T,

where ycp(k) = HNcp [s
T
cp(k − 1), sTcp(k)]

T +wcp(k)

and yN (k) = HNs(k) + wN (k). Hk is a k×
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(k + Ncp) Toeplitz matrix with first column [hNcp ,

01×(k−1)]
T and first row [hNcp , hNcp−1, . . . , h0,

01×(k−1)]. w(k) is the complex additive white Gaus-
sian noise (AWGN) with zero-mean and variance σ2

w,
and

w(k) = [w1(k), w2(k), . . . , wNcp(k)︸ ︷︷ ︸
Ncp

,

wNcp+1(k), wNcp+2(k), . . . , wNcp+N (k)
︸ ︷︷ ︸

N

]T

=
[
wT

cp(k),w
T
N (k)

]T
.

3 Proposed primary user emulation
attack detection method

In this section, we first propose a modified blind
channel estimation method in an OFDM system,
including OFDM symbol structure estimation and
subspace-based CIR estimation. Then a PUEA de-
tection method using the CIR is presented.

3.1 Blind channel estimation in an OFDM
system

According to the assumption in Section 2, the
SU has no prior knowledge about the structure of the
OFDM symbol transmitted by the PU, namely N

and Ncp. Furthermore, without additional informa-
tion, the existing blind channel estimation methods
can determine only the CIR up to a scalar factor,
which is insufficient for PUEA detection because the
SU needs to extract a unique CIR characteristic from
the received signal to verify whether the received
signal is from the PU. Therefore, in Section 3.1.1,
we present a method for estimating the structure
of the OFDM symbol. In Section 3.1.2, a modified
subspace-based blind channel estimation method is
presented on the basis of the method proposed by Su
and Vaidyanathan (2007).

3.1.1 OFDM symbol structure estimation

The received signal sampled at time n at the SU
can be written as yn =

∑Ncp
l=0 hlsn−l + wn. Since a

CP is inserted at the first part of each OFDM sym-
bol, the transmitted data has the auto-correlation
characteristic as follows: if sn is an element in the
CP, E[sns

∗
n+i] = Ps[δ(i) + δ(i − N)]; otherwise,

E[sns
∗
n+i] = Psδ(i), where δ(i) is the Kronecker

delta function, and Ps = E[sns
∗
n] is the average

transmitted signal power.
Based on the aforementioned auto-correlation

characteristic of the transmitted data, the structure
of an OFDM symbol, N and Ncp, can be estimated
sequentially as

N̂ =arg max
n∈Z+

max
ncp∈[1,n]

max
i∈[1,n+ncp]

1

Mt

·
Mt∑

k=1

yi+(k−1)(n+ncp)y
∗
i+n+(k−1)(n+ncp)

, (1)

N̂cp =arg max
ncp∈[1,N̂]

max
i∈[1,N̂+ncp]

1

Mt

·
Mt∑

k=1

yi+(k−1)(N̂+ncp)
y∗
i+N̂+(k−1)(N̂+ncp)

, (2)

where Mt is the number of hypothetical OFDM sym-
bols used for estimation. The searching set for
N̂ is n ∈ Z+, while the searching set for N̂cp is
ncp ∈ [1, N̂ ], because the CP length cannot exceed
the number of subcarriers. Given a hypothetical
CP length and a hypothetical number of subcarri-
ers, the position with the largest statistical auto-
correlation value is searched within the length of a
hypothetical OFDM symbol, i.e., i ∈ [1, n+ncp] and
i ∈ [1, N̂+ncp] in Eqs. (1) and (2), respectively. The
cost function in Eqs. (1) and (2) represents the statis-
tical auto-correlation of the received signal yn when
the delay of the auto-correlation is the hypothetical
number of subcarriers, i.e., n and N̂ in Eqs. (1) and
(2), respectively.
Lemma 1 The expectation of the cost function in
Eqs. (1) and (2) is maximized if and only if N̂ = N

and N̂cp = Ncp.
Proof In the following demonstration, one finds
that Lemma 1 holds no matter when |h0| ≥

∣∣hNcp

∣∣

or |h0| ≤
∣
∣hNcp

∣
∣, where |·| denotes the absolute value

of a complex number. Without loss of generality, we
can assume that |h0| ≥

∣
∣hNcp

∣
∣.

If N̂ = N and N̂cp = Ncp, the expectation
of the cost function in Eqs. (1) and (2) can be
expressed as

E

[
max

i∈[1,N+Ncp]

1

Mt

·
Mt∑

k=1

yi+(k−1)(N+Ncp)y
∗
i+N+(k−1)(N+Ncp)

]
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=E

[(Ncp−1∑

l=0

hlsNcp−l(k) + wNcp(k)
)

·
(Ncp−1∑

l=0

hlsN+Ncp−l(k) + wN+Ncp(k)
)∗]

=Ps

Ncp−1∑

l=0

hlh
∗
l = Ps

Ncp−1∑

l=0

σ2
hl
, (3)

where σ2
hl

= hlh
∗
l is the channel-tap power (Chin

et al., 2014), and the position with the largest sta-
tistical auto-correlation value within the length of
a hypothetical OFDM symbol is i = Ncp. When
|h0| ≤

∣
∣hNcp

∣
∣, the position becomes i = Ncp +1, and

the result in Eq. (3) becomes Ps

∑Ncp
l=1 σ

2
hl

, which
does not affect the following demonstration.

If N̂ �= N or N̂cp �= Ncp, then there are two
possible cases:

Case 1: If N̂ + N̂cp = N + Ncp, the length of
the hypothetical OFDM symbol equals the length of
the real received one. Due to 0 < N̂cp ≤ N̂ , the
difference between N̂cp and Ncp is c = N̂cp − Ncp,

where −Ncp < c ≤ (N −Ncp)/2 and c �= 0. That is,
N̂ = N − c.

If c ≤ Ncp, the expectation of the cost function
in Eqs. (1) and (2) can be expressed as

E

[
max

i∈[1,N+Ncp]

1

Mt

·
Mt∑

k=1

yi+(k−1)(N+Ncp)y
∗
i+N̂+(k−1)(N+Ncp)

]

= E

[(Ncp−1∑

l=0

hlsNcp−l(k) + wNcp(k)
)

·
(Ncp−1∑

l=0

hlsN−c+Ncp−l(k) + wN−c+Ncp(k)
)∗]

= Ps

Ncp−|c|∑

l=0

hlh
∗
l+|c|, (4)

where the position with the largest statistical auto-
correlation value is i = Ncp.

Hence, it is easy to prove that

Ncp−1∑

l=0

σ2
hl

≥ 1

2

(Ncp−1∑

l=0

σ2
hl

+

Ncp∑

l=1

σ2
hl

)
>

Ncp−1∑

l=0

hlh
∗
l+1,

Ncp−1∑

l=0

σ2
hl

≥ 1

2

(Ncp−1∑

l=0

σ2
hl

+

Ncp∑

l=1

σ2
hl

)
>

Ncp−2∑

l=0

hlh
∗
l+2,

...
Ncp−1∑

l=0

σ2
hl

≥ 1

2

(Ncp−1∑

l=0

σ2
hl

+

Ncp∑

l=1

σ2
hl

)
> h0h

∗
Ncp

.

(5)

If c > Ncp, then N̂ < N−Ncp. Due to the auto-
correlation characteristic of the transmitted data,
the expectation of the cost function in Eqs. (1) and
(2) is zero, which is definitely smaller than the value
computed in Eq. (3).

Hence, in case 1, the expectation of the cost
function in Eqs. (1) and (2) can be maximized if and
only if N̂ = N and N̂cp = Ncp.

Case 2: If N̂ + N̂cp �= N +Ncp , then the length
of the hypothetical OFDM symbol does not equal
the length of the real received one.

If N̂ �= N , then for an arbitrary hypothetical
OFDM symbol k, ∀k ∈ Z+, we have

E

[
max

i∈[1,N̂+N̂cp]
yi+(k−1)(N̂+N̂cp)

y∗
i+N̂+(k−1)(N̂+N̂cp)

]

≤ Ps max

{Ncp−1∑

l=0

hlh
∗
l+1,

Ncp−2∑

l=0

hlh
∗
l+2, . . . , h0h

∗
Ncp

}

< Ps

Ncp−1∑

l=0

σ2
hl
. (6)

Otherwise, if N̂ = N , then for an arbitrary hy-
pothetical OFDM symbol k, ∀k ∈ Z+, we have

E

[
max

i∈[1,N̂+N̂cp]
yi+(k−1)(N̂+N̂cp)

y∗
i+N+(k−1)(N̂+N̂cp)

]

≤ Ps max

{Ncp−1∑

l=0

σ2
hl
,

Ncp−1∑

l=0

hlh
∗
l+1,

Ncp−2∑

l=0

hlh
∗
l+2,

. . . , h0h
∗
Ncp

}

= Ps

Ncp−1∑

l=0

σ2
hl
. (7)

Because N̂ + N̂cp �= N + Ncp and N̂ ≥ N̂cp, it
is impossible that the expectations of the kth and
(k + 1)th hypothetical OFDM symbols computed in
Eq. (7) equal Ps

∑Ncp−1
l=0 σ2

hl
simultaneously.

Hence, in case 2, the expectation of the cost
function in Eqs. (1) and (2) is smaller than that
computed in Eq. (3). Therefore, the expectation of
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the cost function in Eqs. (1) and (2) is maximized if
and only if N̂ = N and N̂cp = Ncp.

From Lemma 1, one finds that if Mt is large
enough, then the structure of an OFDM symbol can
be correctly estimated by Eqs. (1) and (2) without
prior knowledge about the structure and content of
the PU signal.

3.1.2 Subspace-based blind channel estimation

At the SU, the received OFDM symbols are
repeatedly used to create a received symbol ma-
trix and a transmitted symbol matrix as Y (k) =

[ȳ0,Q−1(k), ȳ1,Q−2(k), . . . , ȳQ−1,0(k)] and S(k) =

[s̄0,Q−1(k), s̄1,Q−2(k), . . . , s̄Q−1,0(k)], where

ȳa,b(k) =

[
[yN (k − 1)]1−a

N

[yN (k)]
1−Ncp
N+b

]

,

s̄a,b(k) =

⎡

⎣
[sN (k − 1)]1−a

N

[sN (k)]
1−Ncp
N−Ncp+b

⎤

⎦ ,

and Q, the repetition index, is the number of times
that the first received OFDM symbol is repeatedly
used.

The relationship between the received symbol
matrix and the transmitted symbol matrix can be
presented as

Y (k) = HS(k), (8)

where

H=

⎡
⎢⎣

HA 0N×(N+Q−1)

0(Ncp+Q−1)×(N−Ncp) HB 0(Ncp+Q−1)×(N−Ncp)

0N×(N+Q−1) HC

⎤
⎥⎦

is the transmission matrix, in which HA, HB, and
HC are Toeplitz matrices. The first column and the
first row of HA are [h0, h1, . . . , hNcp ,01×(N−Ncp−1)]

T

and [h0, 01×(N−Ncp−1), hNcp , hNcp−1, . . . , h1], respec-
tively. The first column and the first row of HB

are [hNcp ,01×(Ncp+Q−2)]
T and [hNcp , hNcp−1, . . . , h0,

01×(Ncp+Q−2)], respectively. The first column and
first row of HC are [hNcp ,01×(N−Ncp−1), h0, h1, . . . ,

hNcp−1]
T and [hNcp , hNcp−1, . . . , h0,01×(N−Ncp−1)],

respectively.
Muquet et al. (2002) and Su and Vaidyanathan

(2007) proved that if the number of received OFDM
symbols used for blind channel estimation, Mh, sat-

isfies Mh ≥ 2N − 1

Q
+ 2, then the normalized CIR

between the SU and the signal source (PU or PUE)
can be effectively estimated by the SU. The channel
estimation procedure is summarized as follows:

Step 1: The auto-correlation matrix RY Y is

calculated as RY Y =
1

Mh − 1

∑Mh

k=2 Y (k)Y H(k).

Step 2: The eigenvalue decomposition is per-
formed on RY Y to obtain the noise subspace of the
received signal, which is spanned by a basis set of
Ncp eigenvectors associated with Ncp smallest eigen-
values of RY Y , i.e., g1, g2, . . . , gNcp .

Step 3: Using g1, g2, . . . , gNcp , Ncp matrices are
constructed as Bi = Hankel(bi,1, bTi,2), 1 ≤ i ≤ Ncp,
where bi,1 = [01×Ncp , gi(1)]

T and bTi,2 = [gT
i ,01×Ncp ]

denote the first column and the last row of the
(Ncp + 1) × (2N + 2Ncp + Q − 1) Hankel matrix
Bi, respectively, and gi(1) denotes the first element
of gi.

Step 4: Matrix A is defined as A =
[
AT

1 ,

I2N+Q−1,A
T
2

]T
, where A1 = [0Ncp×(N−Ncp), INcp ,

0Ncp×(N+Q−1)] and A2 = [0Ncp×(N+Q−1), INcp ,

0Ncp×(N−Ncp)]. Hence, Ncp matrices Gi with size
(Ncp + 1) × (2N + Q − 1), 1 ≤ i ≤ Ncp, can be
constructed as Gi = BiA.

Step 5: The estimation of the normalized CIR
between the SU and the signal source (PU or PUE)
can be uniquely obtained by solving the quadratic
optimization problem as

ĥ = argmin
h

hH
(∑Ncp

i=1 GiG
H
i

)
h

s.t. ‖h‖2 = 1, h∗
0 = h0,

(9)

where ‖·‖2 denotes the 2-norm of a vector. If the
constraint conditions are omitted, the problem for-
mulated in Eq. (9) can be resolved and obtains only
the CIR up to a complex scalar factor. Since the
estimate of the CIR is used for PUEA detection, the
SU has to extract a unique CIR characteristic from
the received signal to verify whether the received
signal is from the PU. Therefore, we add two con-
straints in the formulated problem. The problem
formulated in Eq. (9) can be solved by calculating
the eigenvector associated with the smallest eigen-
value of

∑Ncp
i=1 GiG

H
i with unit-norm and the phase

of the 0th channel-tap coefficient being zero.

3.2 Proposed PUEA detection method using
CIR

In this subsection, using the modified blind
channel estimation method in Section 3.1, a binary
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hypothesis test is constructed to infer that the re-
ceived signal at the SU is transmitted by the PU or
PUE.

3.2.1 Proposed method

It is assumed that PUEA is not launched in the
initialization phase of the CRN, and that the sig-
nals received by the SU are transmitted by the PU.
This assumption is justified because in the initializa-
tion phase, the CRN has not yet started; therefore,
the PUE cannot transmit data through the CRN.
In other words, launching PUEA is just a waste of
energy for the PUE. Moreover, if the PUE does not
care whether the CRN is started and launches PUEA
continuously on a spectrum band, the CRN should
choose another underutilized spectrum band.

During the initialization phase, the SU receives
the PU signal and performs blind channel estima-
tion. The expectation and covariance matrix of the
estimate of normalized CIR are expressed as

μ̂p =
1

Ms

Ms∑

i=1

ĥp,i (10)

and

Ĉp =
1

Ms − 1

Ms∑

i=1

(ĥp,i − μ̂p)(ĥp,i − μ̂p)
H, (11)

where Ms is the number of times that the SU per-
forms the subspace-based blind channel estimation
of the CIR between the PU and the SU, and ĥp,i

denotes the ith estimation result. The procedures in
Eqs. (10) and (11) are also known as system training.

Owing to the complex AWGN at the SU,
each result of the blind channel estimation fol-
lows the multivariate complex normal distribution
as ĥp,i ∼ CN (μp,Cp). Therefore, according to
Kay (1993), μ̂p and Ĉp in Eqs. (10) and (11)
are the unbiased estimates of μp = E

[
ĥp,i

]
and

Cp = E
[
(ĥp,i − μp)(ĥp,i − μp)

H
]
, respectively.

After the initialization phase, when the SU re-
ceives an unknown signal, the subspace-based blind
channel estimation method is performed on the re-
ceived signal to estimate the CIR as hT.

A binary hypothesis test is constructed to de-
termine whether the source of the unknown signal is
the PU or PUE. The binary hypothesis test statistic
is defined as

T = (hT − μ̂p)
HĈ−1

p (hT − μ̂p). (12)

The binary hypothesis test is

T
H0

≶
H1

λ, (13)

where λ is the pre-defined decision threshold, H0 and
H1 denote the hypotheses that the received signal is
transmitted by the PU and PUE, respectively.

Fig. 1 illustrates the flowchart of the proposed
PUEA detection method.

Start

OFDM symbol
structure estimation

using Eqs. (1) and (2)

System training using
Eqs. (10) and (11)

Initialization phase

After initialization phase

SU receives the PU
signal

SU receives an
unknown signal

Subspace-based blind
channel estimation in

Section 3.1.2

p p
ˆˆ ,  μ C

Th

T
Yes No

cp
ˆ ˆ,  N N

cp
ˆ ˆ,  N N

Signal is from
PUE ( 1)

Signal is from
PU ( 0)

H 1
T p p T p

ˆˆ ˆ( ) ( )T h μ C h μ

Fig. 1 Flowchart of the proposed PUEA detection
method

3.2.2 Performance analysis

Since the estimate of the CIR between the PU
and SU, ĥp, follows the multivariate complex normal
distribution as ĥp,i ∼ CN (μp,Cp), T in Eq. (12)
asymptotically follows the central chi-square distri-
bution with 2(Ncp + 1) degrees of freedom if the re-
ceived signal is from the PU. That is,

T | H0 = (ĥp − μ̂p)
HĈ−1

p (ĥp − μ̂p) ∼ χ2
2(Ncp+1).

(14)

The cumulative distribution function (CDF) of the
central chi-square distribution with 2(Ncp + 1) de-
grees of freedom is

Fχ2
2(Ncp+1)

(x) =

∫ x

0

tNcpexp(−t/2)

2Ncp+1Γ(Ncp + 1)
dt, x > 0.

Hence, the false-alarm probability, Pfa, can be de-
fined and calculated with Eqs. (13) and (14). That
is,

Pfa � Pr(T > λ | H0) = 1− Fχ2
2(Ncp+1)

(λ). (15)
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On the other hand, if the source of the received
signal is the PUE, T can be expressed as

T | H1 = (ĥm − μ̂p)
HĈ−1

p (ĥm − μ̂p), (16)

where ĥm is the estimate of the CIR between the
PUE and SU. Similarly, ĥm follows the multivariable
complex normal distribution as ĥm ∼ CN (μm,Cm),
and (ĥm − μm)HC−1

m (ĥm − μm) ∼ χ2
2(Ncp+1).

For simplicity, it is assumed that Cp ≈ Cm ≈ C

at a high signal-to-noise ratio (SNR). Furthermore,
Ms in Eqs. (10) and (11) should be large enough
in order that the SU estimates the expectation and
covariance matrix of the estimation of the normalized
CIR accurately, i.e., μ̂p ≈ μp and Ĉp ≈ Cp ≈ C.

Using the assumptions mentioned above, the de-
tection probability of the proposed PUEA detection
method, Pd, can be approximated with Eqs. (13) and
(16). That is,

Pd � Pr(T ≥ λ | H1)

≈ Pr
[
(ĥm − μp)

HC −1(ĥm − μp) ≥ λ
]

= Pr
[
(ĥm − μm + μm − μp)

HC −1

·(ĥm − μm + μm − μp) ≥ λ
]

= Pr
[
(em +Δ)HC −1(em +Δ) ≥ λ

]

= Pr
[
eHmC −1em + 2Re(ΔHC −1em)

+ΔHC −1Δ ≥ λ
]
, (17)

where em = ĥm−μm denotes the estimation error of
the CIR between the PUE and SU, and it follows the
multivariate complex normal distribution as em ∼
CN (0(Ncp+1)×1,C) because ĥm ∼ CN (μm,C), Δ =

μm−μp denotes the CIR difference between the PU-
SU and PUE-SU channels, and Re(·) denotes the real
part of a complex number.

In the wireless environment, it is reasonable
to assume that the difference between μm and
μp is much larger than the CIR estimation error.
Hence, two conditions, Pr(|Δ| 
 |em|) ≈ 1 and
Re
[
(2Δ+ em)HC−1em

] ≈ 2Re
(
ΔHC−1em

)
, are

assumed to be satisfied. With these two assump-
tions, the detection probability in Eq. (17) can be
approximatively expressed as

Pd ≈ Pr
[
2Re(ΔHC−1em) +ΔHC−1Δ ≥ λ

]

= Pr
[
Re(ΔHC−1em) ≥ λ−ΔHC−1Δ

2

]
.

(18)

According to Wooding (1956) and Rao (1973),
if an n× 1 stochastic vector z follows the multivari-
ate complex normal distribution as z ∼ CN (μ,P ),
Re(kHz) follows the univariate real normal dis-
tribution as Re(kHz) ∼ N (Re(kHμ), 1

2k
HPk

)

for any given n × 1 complex vector k. Since
em ∼ CN (0(Ncp+1)×1,C), Re(ΔHC−1em) follows
the univariate real normal distribution, i.e.,
Re(ΔHC−1em) ∼ N

(
0, ΔHC−1Δ

2

)
. Thus, the

PUEA detection probability in Eq. (18) can be ap-
proximated as

Pd ≈ Q

(
λ−ΔHC−1Δ√

2ΔHC−1Δ

)
, (19)

where Q(x) is the complementary cumulative distri-
bution function of the standard normal distribution,

i.e., Q(x) =
∫∞
x

1√
2π

exp
(
−1

2
t2
)

dt.

Using a Neyman-Pearson framework, the deci-
sion threshold λ can be calculated to satisfy the re-
quired false-alarm probablity of the proposed PUEA
detection method, P̄fa, according to Eq. (15):

λ = F−1
χ2
2(Ncp+1)

(1− P̄fa). (20)

According to Eqs. (19) and (20), given the re-
quired false-alarm probability (P̄fa), the PUEA de-
tection probability can be calculated as

Pd ≈ Q

⎛

⎝
F−1
χ2
2(Ncp+1)

(1− P̄fa)−ΔHC−1Δ
√
2ΔHC−1Δ

⎞

⎠ . (21)

From Eq. (21), one finds that the PUEA
detection probability monotonically increases as P̄fa

or
(
ΔHC −1Δ

)
increases. Thus,

(
ΔHC −1Δ

)
in-

creases as |Δ| increases or the accuracy of blind
channel estimation is improved.

4 Simulation results and discussion

In this section, the performances of the pro-
posed modified subspace-based blind channel esti-
mation method and the PUEA detection method
using the CIR are evaluated by Monte-Carlo sim-
ulations. The CRN operates in a DTMB system.
The central frequency of the PU signal is set to be
503.25 MHz, and the signal bandwidth is 7.56 MHz.
The structure of an OFDM symbol is set as N = 64

and Ncp = 16. Each subcarrier is modulated with
16-QAM (quadrature amplitude modulation). The
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sample period is 0.132 275 μs and the OFDM symbol
length is 10.582 01 μs. Ms is set as 40. The multi-
path CIRs of the PU-SU and PUE-SU channels are
modeled in Table 1. According to Table 1, one finds
that only the phases of the first six channel-tap co-
efficients are different.

In the simulations, the SU first receives the
PU signal in the initialization phase and performs
OFDM symbol structure estimation. The numerical
results in Fig. 2 show that if the value of Mt is large
enough, for example, Mt ≥ 30, then the SU can ob-
tain the accurate estimation of the OFDM symbol
structure as N̂ = 64 and N̂cp = 16. In the following
simulations, Mt is set as 35.

When the OFDM symbol structure estimation
procedure is finished, the SU performs system train-
ing to obtain μ̂p and Ĉp. After the initialization
phase, when the SU receives an unknown signal, the
binary hypothesis test (Eq. (13)) is constructed to
determine whether the source of the unknown signal
is PU or PUE.

In the following simulations, we first evaluate
the performance of the modified blind channel
estimation method in terms of the CIR estimation
error. Then the performance of the proposed PUEA

70
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50

60
64

0 5 10 15 20
Mt

N̂
cp

,N̂

16

N̂cp

N̂

Fig. 2 N̂ and N̂cp versus Mt

detection method is evaluated in terms of the receiver
operating characteristic (ROC) curve. All the simu-
lation results are averaged over 5000 realizations.

4.1 Performance of the blind channel estima-
tion method

Here, the CIR estimation error, defined as ‖ĥp−
μp‖22, is regarded as the performance of the blind
channel estimation method. Moreover, the received
SNR is defined as Ps‖h‖22/σ2

w.
Fig. 3 shows the impact of the received SNR on

the CIR estimation error of the modified blind chan-
nel estimation method, where Q = 12 and Mh = 40.
From Fig. 3, one finds that the CIR estimation error
reduces significantly as the received SNR increases,
which means that the modified blind channel esti-
mation method is sensitive to the received SNR. The
reason for this phenomenon is that the modified blind
channel estimation method uses the noise subspace
of the received signal. The eigenvalues of the auto-
correlation matrix RY Y would be close to each other
when the received SNR is low, which could make the
SU choose the false eigenvectors as the basis set of
the noise subspace, and results in an inaccurate esti-
mate of the CIR.
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Fig. 3 Impact of the received SNR on the CIR esti-
mation error (Q = 12, Mh=40)

Table 1 Multi-path propagation channel model

Delay Channel-tap coefficient Delay Channel-tap coefficient Delay Channel-tap coefficient

(μs) PU-SU PUE-SU (μs) PU-SU PUE-SU (μs) PU-SU PUE-SU

0 0.910+0.220i 0.830−0.433i 6 0.460+0.100i 0.460+0.100i 12 0.270+0.090i 0.270+0.090i
1 0.840−0.150i 0.368+0.770i 7 0.440−0.150i 0.440−0.150i 13 0.210−0.050i 0.210−0.050i
2 0.790−0.370i 0.850−0.196i 8 0.380+0.070i 0.380+0.070i 14 0.180+0.067i 0.180+0.067i
3 0.660+0.250i 0.320+0.629i 9 0.350−0.140i 0.350−0.140i 15 0.110+0.023i 0.110+0.023i
4 0.580−0.150i 0.384−0.460i 10 0.330−0.130i 0.330−0.130i 16 0.007−0.008i 0.007−0.008i
5 0.550+0.200i 0.290+0.508i 11 0.300+0.080i 0.300+0.080i
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Fig. 4 shows the impact of Mh on the CIR esti-
mation error, where SNR = 18 dB and Q=12. From
Fig. 4, one finds that the CIR estimation error de-
creases as Mh increases, especially for a small value
of Mh. This is because the auto-correlation matrix
RY Y constructed by the SU is closer to the real
auto-correlation matrix of the received signal when
more received OFDM symbols are used for channel
estimation, which leads to a more accurate estimate
of the CIR. Moreover, from Fig. 4, one finds that
when Mh is large enough, the descending rate of the
CIR estimation error becomes negligible.

Fig. 5 shows the impact of Q on the CIR es-
timation error, where SNR = 18 dB and Mh=40.
From Fig. 5, one finds that the CIR estimation error
reduces as Q increases. The reason for this phe-
nomenon is that when a larger value of Q is set, the
auto-correlation matrix RY Y constructed by the SU
has a higher probability of being full rank, and is
closer to the real auto-correlation matrix of the re-
ceived signal.
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Fig. 4 Impact of Mh on the CIR estimation error
(SNR=18 dB, Q=12)
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4.2 Performance of the proposed PUEA de-
tection method

Fig. 6 shows the ROC curves of the proposed
PUEA detection method with different received
SNR, where Mh=30 and Q=10. From Fig. 6, one
finds that as the received SNR increases, the detec-
tion performance of the proposed PUEA detection
method increases significantly. The reason for this
phenomenon is revealed in the results in Fig. 3; that
is, the accuracy of the channel estimation improves
as the received SNR increases. Hence, the proposed
PUEA detection method performs well even though
only six channel-tap coefficients between PU-SU and
PUE-SU channels are different.

Fig. 7 shows the ROC curves of the proposed
PUEA detection method with different Mh values,
where SNR=5 dB and Q=10. From Fig. 7, one finds
that as Mh increases, the detection performance of
the proposed PUEA detection method improves sig-
nificantly, which is consistent with the results shown
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in Fig. 4. However, the value of Mh should be chosen
appropriately because a larger Mh will cause a longer
time for channel estimation, which makes the SU dif-
ficult in adapting the fast-variant wireless channel.

Fig. 8 shows the ROC curves of the proposed
PUEA detection method with different Q values,
where SNR=5 dB and Mh=30. From Fig. 8, one
finds that the detection performance of the proposed
method improves significantly as Q increases, which
is consistent with the results shown in Fig. 5. How-
ever, the larger Q means higher computational com-
plexity and larger memory requirements for channel
estimation.

Fig. 9 shows the comparison of the detection
performance between the proposed PUEA detection
method and the PUEA detection method proposed
by Chin et al. (2014), where Q=10 and Mh=30.
From Fig. 9, one finds that the performance of the
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Fig. 9 Comparison of the detection performance
under the proposed method and channel-tap power
based method with SNR=5 dB or 4 dB (Q=10,
Mh=30)

proposed PUEA detection method is much better
than that of the PUEA detection method that uses
the channel-tap power. The reason for this phe-
nomenon is that in the proposed PUEA detection
method, both the amplitude and the phase of the
multi-path CIR are used to distinguish PU from
PUE, while only channel-tap power is used in the
PUEA detection method proposed by Chin et al.
(2014).

Finally, we validate the performance analysis
in Section 3.2.2. The theoretical relationship be-
tween the detection probability and false-alarm prob-
ability is calculated using Eq. (21). To satisfy all
the assumptions in Section 3.2.2, the simulation
parameters are set as SNR=30 dB, Q = 15, and
Mh=80. The CIR of the PU-SU channel is set the
same as in Table 1, while the difference between
the CIRs of PU-SU and PUE-SU channels is set as
Δ = [−0.01 − 0.02i,−0.04 + 0.05i,01×15]

T. From
Fig. 10, one finds that the simulation results of the
ROC curve are considerably close to the correspond-
ing theoretical ones. However, one also finds that
with the same false-alarm probability, the simulated
detection probability is slightly higher than the the-
oretical value. The reason for this phenomenon is
that the two assumptions used to derive Eq. (18)
make the detection probability in Eq. (18) slightly
smaller than that in Eq. (17).
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5 Conclusions

In this paper, we have proposed a method for de-
tecting the PUEA using the uniqueness of the multi-
path CIR between the transmitter and the receiver.
Adopting OFDM symbol structure estimation and
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subspace-based blind channel estimation, the pro-
posed PUEA detection method needs no prior knowl-
edge about the structure and content of the PU sig-
nal. Based on the estimated CIR between the SU
and the signal source (PU or PUE), a binary hy-
pothesis test was constructed to determine whether
the received signal at the SU is transmitted from PU
or PUE. The performance of the proposed PUEA de-
tection method was theoretically analyzed, and the
closed-form expression of the detection performance
was derived. The analytical results were verified by
Monte-Carlo simulation results. Numerical results
show that the proposed PUEA detection method can
detect the PUEA effectively.
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