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Abstract: The distinctive characteristics of unmanned aerial vehicle networks (UAVNs), including highly dynamic
network topology, high mobility, and open-air wireless environments, may make UAVNs vulnerable to attacks and
threats. In this study, we propose a novel trust model for UAVNs that is based on the behavior and mobility pattern
of UAV nodes and the characteristics of inter-UAV channels. The proposed trust model consists of four parts: direct
trust section, indirect trust section, integrated trust section, and trust update section. Based on the trust model, the
concept of a secure link in UAVNs is formulated that exists only when there is both a physical link and a trust link
between two UAVs. Moreover, the metrics of both the physical connectivity probability and the secure connectivity
probability between two UAVs are adopted to analyze the connectivity of UAVNs. We derive accurate and analytical
expressions of both the physical connectivity probability and the secure connectivity probability using stochastic
geometry with or without Doppler shift. Extensive simulations show that compared with the physical connection
probability with or without malicious attacks, the proposed trust model can guarantee secure communication and
reliable connectivity between UAVs and enhance network performance when UAVNs face malicious attacks and other
security risks.
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1 Introduction in an emergency due to their easy deployment and
wide coverage (Hayat et al., 2016). When the task

Unmanned aerial vehicles (UAVs) can be g complex, e.g., providing temporary communica-

roughly categorized as quadrotors, unmanned minia-
ture helicopters, unmanned airships, and fixed-wing
unmanned aerial vehicles, etc., and are widely used
in environmental and natural monitoring, disaster
recovery, search and rescue, goods delivery, and con-
struction (Bekmezci et al., 2013; Andre et al., 2014;
Gupta et al., 2015). UAVs can also be used as re-
lays or aerial base stations for network provisioning
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tion for an earthquake area, a single UAV is usu-
ally insufficient. In addition, due to their typically
low transmission power and limited processing abil-
ity, UAVs usually have a limited transmission range.
As such, UAVs are generally organized in an ad hoc
manner, forming unmanned aerial vehicle networks
(UAVNs), and multi-hop relay is adopted for long-
distance transmission. Thus, it is essential to con-
sider how the connectivity varies among nodes in
UAVNSs, and evaluate the successful delivery of gath-
ered information from a probabilistic angle.

Consider a search-and-rescue scenario after an
earthquake. Several key issues need to be addressed,
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e.g., victims rescue and environment exploration.
UAVNs may be established for temporary commu-
nication between rescuers and disaster victims, or
for exploring the terrain and environment informa-
tion to facilitate the subsequent search and rescue.
Disaster areas are more likely to experience power
interruption, so some types of UAVs (e.g., quadro-
tors) frequently need to operate on battery power
and UAVNs must meet energy efficiency challenges
(Kandeepan et al., 2014). Meanwhile, security is
essential for UAVNs. Nodes in UAVNs are prone
to power failure and equipment damage, which may
cause errors in information delivery. Worse still, hos-
tile nodes may try to intercept the information trans-
fer between legitimate nodes or act in malicious ways
to prevent UAVs from proper functioning.

Many researchers have developed trust models
to evaluate the trust relationships among nodes in
mobile ad hoc networks (MANETSs) (Govindan and
Mohapatra, 2012; Wei et al., 2014). A detailed sur-
vey on various trust models that are geared toward
wireless sensor networks (WSNs) was presented by
Han et al. (2014), who also analyzed various appli-
cations of trust models. Movahedi et al. (2016) pro-
posed a unified trust management scheme using un-
certain reasoning, which consists of two components:
trust from direct observation and indirect observa-
tion. The trust from direct observation is derived
using Bayesian inference, whereas the trust from
indirect observation is derived using the Dempster-
Shafer theory. An efficient distributed trust model
(EDTM) for WSNs was proposed by Jiang et al.
(2015), and direct trust and recommendation trust
were selectively calculated according to the number
of packets received by sensor nodes. However, these
trust models are based mainly on communication
behaviors, and important factors such as a node’s
residual energy, the channel between nodes, and the
mobility pattern of the nodes are not considered. An
information theoretic framework was presented by
Xia et al. (2014), and the trust model considers the
dynamic behaviors of nodes and the wireless envi-
ronment. Moreover, a fuzzy-logic based prediction
mechanism was adopted to update a node’s trust for
future decision-making. Han et al. (2015) proposed
an attack-resistant trust model based on multidi-
mensional trust metrics (ARTMM) for underwater
acoustic sensor networks (UASNs), which consists
of three types of trust metrics, i.e., link trust, data

trust, and node trust. It also considers the slow

movement of underwater sensor nodes. However,
these trust models may not function well in UAV NS,
because of their highly dynamic network topology,
the high mobility of UAV nodes, and the open-air
wireless environment. Due to this dynamic topol-
ogy, the trust relationships between UAVs change
frequently in UAVNs. Trust is a dynamic process
and changes with time and the surrounding environ-
ment, but most existing trust models do not address
the dynamic issues. To solve the above problems,
we propose a novel trust model that can evaluate
the trust levels between UAV nodes by considering
multiple practical factors and their highly dynamic
nature.

In this study, trust is defined as the degree of
belief (probability) that a UAV will execute a task
correctly according to the previous observation of its
behavior. That is, the trust value reflects whether
a given UAV node behaves in a trustworthy manner
and maintains reliable communications with other
nodes in UAVNs. A trust value is a number in the
range of 0 to 1. Value 1 means ‘completely trustwor-
thy’” and 0 means ‘completely untrustworthy’.

The contributions of this study are outlined as
follows:

1. We propose an efficient hierarchical trust
model (EHTM) that considers the UAVs’ behaviors,
the characteristics of channels between UAV nodes,
and the mobility of UAV nodes. The detailed calcu-
lation procedure of EHTM is also presented.

2. We propose the concept of ‘secure links’ in
UAVNSs. A secure link exists between two UAVs only
when there is both a physical link and a trust link
between them. The physical link indicates physical
connectivity between two UAVs, which means each
UAV node on a routing path is within the communi-
cation range of its previous UAV node. Based on the
proposed trust model, the trust link between two
UAVs can be viewed as a logical connectivity be-
tween these two nodes. Trust value or belief degree
Pr is introduced to quantify the trustworthiness of
the trust link between two nodes.

3. We derive both the physical connectivity
probability and the secure connectivity probabil-
ity between two UAVs in the presence of Doppler
shift. The proposed trust model, physical con-
nectivity probability, and secure connectivity prob-
ability in UAVNs are evaluated by simulation.
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Extensive simulation results show that the proposed
trust model can guarantee secure and reliable com-
munication between UAVs and enhance the connec-
tivity probability when UAVNs suffer from network
attacks and other security risks.

2 System model

In this section, we first present the network
model, considering mainly the search and rescue sce-
nario. Then, we describe the basic mobility model
for UAVs. Finally, we give a brief definition of the
secure link in UAVNs.

2.1 Network model

We consider a UAVN, in which UAVs are de-
ployed in an infinite three-dimensional (3D) Eu-
clidean space according to a homogeneous Poisson
point process (PPP) with a density A (Fig. 1).
The UAVs have a maximum one-hop communica-
tion range r. A UAV can transmit information to
the intended destination directly, or via a relay by
one or more UAVs. The multi-hop scheme is decode-
and-forward, in which the relaying UAV decodes an
arriving packet and then transmits to the next hop.

2.2 Mobility model

We adopt the smooth turn (ST) mobility model
(Wan et al., 2013; Xie et al., 2014) for the motion of
UAVs. ST captures the tendency of UAVs to make
smooth trajectories (e.g., straight trajectories or typ-
ical turns with a large radius) and is widely used in
UAVN analysis. The ST mobility model captures
the correlation of acceleration of UAVs across the
temporal and spatial domains and is tractable for
analysis and design. Wan et al. (2013) proved that
the stationary node distribution of the ST model is
uniform, which leads to a series of closed-form results
for connectivity.

(a)

Fig. 1 An illustration of an unmanned aerial vehicle
network with a trust link

Solid lines and dotted lines denote physical links and trust
links, respectively

2.3 Definition of the secure link
2.3.1 Physical link

Two UAVs a and b have a physical wireless link if
their Euclidean distance is no greater than the com-
munication range r, and a and b are called ‘physical
neighbors’ (Fig. 2a). Two UAVs are physically con-
nected if there is a physical path from the source
node to the destination node and each node on the
path lies in the communication range of its previous
node.

2.3.2 Trust link

A trust link can be viewed as a logical connec-
tion between two UAVs in UAVNs (Fig. 2b). One
simple parameter, the trust value or belief degree,
Pr, is introduced to quantify the existence of the
trust link between two UAVs in UAVNs. If Pr is
greater than or equal to 0.5, the trust link is consid-
ered to exist. Otherwise, it does not exist. We call

Fig. 2 Secure link abstracted from unmanned aerial vehicle networks in Fig. 1: (a) physical link; (b) trust

link; (c) secure link

Solid lines and dotted lines denote physical links and trust links, respectively
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two UAVs with a trust link ‘friends’.
2.3.3 Secure link

A secure link exists between two UAVs in
UAVNSs only when there is both a physical link and
a trust link between these two nodes (Fig. 2¢). This
means that each UAV not only has neighbor nodes
within its communication range, but also can estab-
lish trust links with these neighbor nodes. We call
a the ‘neighboring friend’ of b if a secure link exists
between a and b.

3 Overview of the trust model

In this section, we propose an efficient hierarchi-
cal trust model (EHTM). To compute the trust value
of UAVs, it is important to understand the trust def-
inition and properties that are used in the trust cal-
culation. Then, we describe the overall structure of
the EHTM.

3.1 Definition and properties of trust
3.1.1 Definition

There are several definitions of trust in the lit-
erature (Govindan and Mohapatra, 2012), spannig
aspects including reliability, utility, availability, risk,
and quality of service. In this study, trust is defined
as the degree of belief that a UAV will execute a
task correctly according to the previous observation
of its behavior. Thus, trust reflects whether a UAV
behaves in a trustworthy manner and maintains re-
liable communications with other nodes in UAVNs.
A trust value from 0 to 1 is assigned to each node,
with 1 meaning ‘completely trustworthy’ and 0 ‘com-

Link quality
Link trust

Link utilization

Node integrity

pletely untrustworthy’.

Direct trust is evaluated based on direct commu-
nication with the target node. It reflects the trust re-
lationship between two neighboring UAVs which are
within each other’s maximum communication range.
When the target node is not accessible in one hop,
its trust value is calculated using assessments from
other nodes.

3.1.2 Trust properties

Trust properties are of significance for trust cal-
culation. Based on Govindan and Mohapatra (2012),
we consider three main properties of trust: asym-
metry, transitivity, and composability. Asymmetry
indicates that if UAV a trusts b to some degree, it
does not necessarily mean that node b trusts a at
the same degree. Transitivity implies that the trust
value can be transferred along a path of trustworthy
UAVs. If UAV a trusts UAV b and UAV b trusts
UAV ¢, then we can deduce that a trusts ¢ at a cer-
tain level. Composability means that trust values
acquired from multiple available paths can be com-
bined to obtain an integrated value.

3.2 Structure of the efficient hierarchical trust
model

In Fig. 3, the trust model is composed of four
sections: direct trust section, indirect trust section,
integrated trust section, and trust update section.

In a direct trust model, the trust value is com-
puted based on the communication behaviors of
UAVs, the channels between UAVs, and the mobility
of UAVs. However, due to malicious attacks, adopt-
ing only direct trust is not sufficient. In addition,

v |

Node trust )——»( Direct trust )—

( Trust update H Trust value )

Node capability

Data content }—»‘ Data trust '—
Recommendation

» Indirect trust )—

A

—>{ Trust integration

Fig. 3 Structure of the trust model
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it is difficult to decide whether a UAV is benign or
malicious based on only a few interactions when the
number of packet exchanges between two UAVs is
Therefore, the threshold for the number of
packet exchanges is defined and denoted as (. If
the number of packet exchanges between a pair of
nodes exceeds the threshold (iy, the trust value is
calculated only by the direct trust. Otherwise, as-
sessments from other nodes are required for trust es-
timation. In this case, we need to calculate both the
direct trust and the indirect trust, and then com-
bine them using a weighted average to obtain the
integrated trust.

In UAVNSs, UAVs collaborate with each other to
transmit information through communication chan-
nels. In a natural disaster, UAVs can be easily at-
tacked or launch many kinds of malicious attacks,
e.g., packet modification attacks and packet drop-

small.

ping attacks, which can result in low link quality. In
addition, the communication channel between UAVs
is unreliable, which may introduce a high packet er-
ror rate (PER) and packet loss rate (PLR). The com-
munication performance and data transmission are
affected by the quality of the channel. Therefore,
the trust value is not only related to the participat-
ing UAVs but also impaired by the link quality.

In Fig. 3, the direct trust module consists of
three components: link trust, node trust, and data
trust. Link trust is evaluated by link quality and link
utilization. Link quality illustrates the performance
of the communication channel between UAVs, which
is calculated based on the PER and PLR estima-
tions of the link. Link utilization is defined as the
ratio of the number of times that a link is used to
the maximum possible number of times that it can
be used. Data trust reflects the trustworthiness of
data content transmitted between UAVs, which can
be assessed by the fault tolerance and consistency of
data. Node trust is determined by node integrity and
node capability. Node integrity indicates the degree
to which one UAV believes that its neighboring node
is honest based on their communication behaviors
(successful and failure communications). Node ca-
pability refers to whether the residual energy in one
UAYV is adequate to perform the desired task; i.e.,
it is computed according to the energy consumption
of UAVs. According to the link trust, node trust,
and data trust, we can obtain the direct trust using
the weighted average method. In addition, the in-

direct trust can be calculated from the third-party
recommendation. Finally, the trust value can be
obtained through the trust integration and trust up-
date sections.

4 Trust calculation in the efficient hier-
archical trust model

In this section, we present the detailed EHTM
trust calculation procedure.

4.1 Calculation of direct trust

In this study, direct trust considers link trust,
data trust, and node trust.

4.1.1 Link trust

Link trust is determined by link quality and link
utilization in this study.

1. Calculation of the packet error rate

We choose the Rician fading model for the UAV
channel, due to the existence of a line-of-sight (LOS)
path between UAVs in an open-air scenario. The
average bit error rate (BER) for two-phase differen-
tial phase shift keying (2DPSK) modulation under
the Rician fading channel was given in Simon and
Alouini (2000) as

1 1+ K
Pber: ( *

K7

2 1+K+"y> P <_1+K+"y> )
where K is the Rician factor, 7 is the average signal-
to-noise ratio (SNR), and ¥ = Py/(c&d?) (P is the
transmitting power, o is the noise power, and d is
the distance between the source UAV and the desti-
nation UAV). In the next step, we compute the PER
based on the BER. The probability of not having a
bit error is equal to the probability that all the bits
are received correctly. Thus, the PER is calculated

as
Ppcr =1- (1 - Pbcr)na (2)

where n denotes the number of bits in a packet.

2. Calculation of the packet loss rate

There are several metrics for link quality in
UAVNS, such as the received signal strength indi-
cator (RSSI), packet receiving ratio (PRR), and link
quality indicator (LQI). In this study, we choose the
PRR for link quality evaluation. The PRR is usu-
ally calculated by the destination node and expressed
as Porr = Drec/Psen; Where prec and pgen denote the
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number of successfully received packets in the object
UAV node and the total number of packets sent from
the subject node, respectively.

Then, the packet loss rate can be calculated by
by Pioss = 1 — Pyye. According to Egs. (1) and (2),
the link quality Liq can be computed by

qu = (1 - Pper) (1 - P1055> = (1 - Pper) Pprr' (3)

3. Calculation of link utilization

According to the routing table entry of UAVs,
the maximum possible number of utilization times
can be obtained:

Nuse
4
Nmax’ ( )

where Ny i1s the number of times that a link is

Llu =

used in the current time window and Npyax is the
maximum possible number of times that the link can
be used.

We define 0.5 as the chosen trust threshold. The
link trust depends on the link quality and link uti-
lization. If the link is of poor quality, Ly < 0.5,
the link is considered untrustworthy even if the link
utilization is high. Therefore, when Liq < 0.5, the
link trust is defined as LiqLi,. However, the defini-
tion is not suitable when Liq > 0.5. For example, if
Liq = 0.8 and Ly, = 0.6, the link trust is 0.48. In this
case, the link should be trustworthy even though its
calculated trust value is less than 0.5. Therefore, the
link trust is redefined as 0.5 + (Liq — 0.5) Liy. Then
the link trust can be obtained as

0.5+ (qu — 05) Ly,
TNink =
Ly L.

Lig > 0.5,

otherwise.

4.1.2 Node trust

Node trust is computed by considering both
node integrity and node capability. Node integrity is
evaluated based on the direct communication behav-
iors of one UAV to check whether the node is reliable
or not.

1. Node integrity

In UAVNs, UAVs move rapidly, the network
topology changes dynamically, and the communica-
tion links between UAVs are unstable; thus, UAV
communication behaviors in UAVNSs involve consid-
erable uncertainty. To deal with this uncertainty, we
adopt a subjective logic framework (Jgsang, 1999).
The trust value in the subjective logic framework

is denoted by a triplet 7 = {m,, 74, 7}, where 7,
T4, and 7, correspond to belief, disbelief, and uncer-
tainty, respectively (1, 74, 7u € [0,1], b + 7d + Tu =
1). On the basis of a subjective logic framework,
the trust model for node integrity is established, and
node integrity Ny; can be calculated by

2 u
Nni = Tb;—T 9 (6)

where 1, = s/(s+ f+ 1), a =1/(s+ f+1),and s
and f are the numbers of successful and unsuccessful
communications between UAVs in UAVNs, respec-
tively. Successful or failed communication between
two nodes depends on the link quality (packet loss
ratio), and thus the numbers of successful and failed
communications between UAVs can be adjusted as

S/:3+—Ploss(3+f>7 (7)

f/:f_ﬂoss(8+f)' (8)
2. Node capability

Node capability is the assessment of the residual
energy level of UAVs. It is assumed that the initial
energy sets and energy consumption rates of all UAVs
are the same in UAVNs. However, when malicious
UAVs launch malicious attacks in UAVNs, the en-
ergy consumed by them is abnormal. Normal nodes
consume less energy than malicious nodes. There-
fore, we determine whether a node is malicious or
not according to its energy consumption. First, we
define an energy consumption threshold Ei,. When
the residual energy of the UAV is below the thresh-
old, the node cannot accomplish the expected task.
In this case, node capability is assumed to be zero.
Otherwise, node capability can be computed by the
The
higher the energy consumption rate is, the less resid-
ual energy remains, and the weaker the node capa-
bility will be. Thus, node capability N, is expressed

as

energy consumption rate Tepne (Tene € [0, 1]).

Nnc - (1 - Tcnc) S(Erc57 Eth)7 (9)

where ¢y, is calculated using the method introduced
by Vazifehdan et al. (2014), and

17 Eres > Eth7
07 Eres < Eth'

Based on node integrity and node capability,
node trust can be evaluated as

{ 0.5 4 (Nyi — 0.5) Nne,  Npe > 0.5,
node —

S(EreS7 Eth) = {

NpilNne, otherwise.
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4.1.3 Data trust

Data transmission is subject to several sources
of errors such as noise from external sources, hard-
ware noise, inaccuracy, and imprecision, and various
environmental effects (Elnahrawy and Nath, 2003).
Such errors may seriously impact the trustworthiness
of the data. Therefore, data trust evaluation is in-
troduced in this study. It assesses the trust value of
the fault tolerance and data consistency. Generally,
data information has temporal and spatial correla-
tions; that is, in a certain time period the data sent
among neighboring UAVs are always similar in the
same area. The numerical value of the data informa-
tion always follows some certain distribution, such
as normal distribution and exponential distribution.
For simplicity, we assume that the distribution of
data items complies with a normal distribution and
that the probability density function is

! (z—p)?
_o_\/27_[exp< 20,2 >7

where z is the attribute value of a data item, and

f(x)

1 and o2 are the mean and variance of the data,
respectively. Based on Lim et al. (2010), the trust
value of the data item is defined as

Taata = 2 <0.5 - /:d f(2) dx) = 2/: f () dz,
(11)

where vq is the value of a data item.

Based on link trust Tjink, node trust Ty,0q0, and
data trust Tyata, we can obtain the direct trust be-
tween two neighboring UAV nodes as

Tdirect — wlink/rlink + WnodeTnode + wdataTdata7 (12)

where wiink, Wnode, and wqata are the weights of link
trust, node trust, and data trust, respectively, wiink €
[07 1]3 Wnode € [07 1]7 Wdata € [07 1]3 and Wlink +Wnode +
Wdata = 1.

4.2 Calculation of indirect trust
4.2.1 Recommendation

Third-party recommendation needs to be con-
sidered in indirect trust calculation. However, some
recommendations are dishonest, and using these false
recommendations may lead to an unreliable trust
evaluation. Therefore, it is necessary to identify

these false recommendations before trust calcula-
tion. In this study, we use recommendation trust to
evaluate to what extent the recommendation from
other nodes can be trusted. Recommendation trust
is evaluated based on both node integrity and the rec-
ommendation value of each recommendation node.
First, it is assumed that one UAV receives the node
integrity from [ neighboring UAVs. Then, weight-
ing factor y; of recommendations from each recom-
mendation node is computed based on these node
integrities:
o Nni (7’)
MTS N ()

where Ny; (i) denotes the node integrity of node i
and R is the set of recommendation nodes. Finally,
the recommendation trust is obtained as

l
Trec = ; in . Tia
i=1

where T; is the recommendation value from recom-

(13)

mendation node 1.
4.3 Integrated trust calculation

When the communication packets between the
subject UAV nodes and object UAV nodes are higher
than the threshold (i, the trust value is calculated
only by direct trust. Otherwise, the recommenda-
tions from third parties are needed for trust estima-
tion. Therefore, the trust value can be calculated
as

T irect ' > )
Pr = direct s = Cth (14)
Wlhgireet + (1 — w) Tree, otherwise,

where w is the weight for direct trust.
4.4 Trust update

Due to the highly dynamic nature of the UAVN,
UAVs enter and leave the network rapidly, so the
trust value needs to be updated periodically. The
length of the update interval will affect network per-
formance. If the update interval is too long, it cannot
effectively reflect the current behavior of the object
UAV node. If the update time is too short, it may
consume too much energy. Therefore, the concept of
‘sliding time window’ is adopted to update the trust
value.

A time window consists of several time slots.
During each time window, the current trust value
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of the object UAV can be calculated. Then, in the
next time window, the historical trust values can be
used to update the new trust value. As we all know,
time decay is an important property of trust, which
means that historical behavior is not as important
as current behavior. Thus, when using historical
trust values to update current values, it is necessary
to consider a time decay factor for historical trust
values. In Salmanian et al. (2010), the trust value
decayed exponentially with time, while it decreased
linearly with time in Wang and Wu (2007). In this
study, we choose the exponential decay in the trust
model, which is defined as

—ti—1)),

where 0 € (0, 1) is the a regulatory factor, and ¢; and
t;—1 are the trust calculation times of the current and
historical trust values, respectively.

Based on the current trust values P (¢) and the
historical trust values Pr (i — 1), the trust value can
be updated as

PT(i)new = WdPT (Z - 1) + (1 - wd) PT (Z) .

wq = exp (=0 (t; (15)

(16)

5 Secure connection between UAVs in
UAVNs

In this section, we first analyze the physical con-
nectivity probability between UAVs using stochastic
geometry. Then, based on the EHTM, the secure
connectivity probability between UAVs is derived.

5.1 Physical connection in unmanned aerial
vehicle networks

Physical connection in UAVNSs is closely related
to the existence of a physical link. Besides, the physi-
cal connectivity probability in this study refers to the
probability that each node on the path falls within
the communication range of its previous node.

5.1.1 Unmanned aerial vehicle isolation probability

Let M be a random variable denoting the num-
ber of UAVs that is present in the communication
range of UAV A. Because the UAVs in the UAVN
are uniformly distributed with density A, it can be
shown that M is Poisson distributed with the follow-
ing probability mass function (PMF):

Py (m) = Ti! (gnrsx\)mexp (—gmi”A) . (17

A UAV will be isolated in UAVNs if there is no UAV
in its communication range. Let P, represent the
probability that no UAV appears within its commu-
nication range. Thus the probability of one UAV
being isolated is

P, = Py (0) = exp (—gmi”A) : (18)

5.1.2 Unmanned aerial vehicle isolation probability
with Doppler shift

The Doppler effect is the change in the frequency
of a wave perceived by the receiver, due to the rel-
ative motion between the transmitter and the re-
ceiver. Doppler shift is the value of the frequency
change. In most cases, Doppler shift can be elimi-
nated by techniques such as frequency offset estima-
tion in the physical layer. However, if the Doppler
frequency offset exceeds a certain threshold fiy,, it
is difficult to compensate for and the signal quality
will be severely affected. The threshold of Doppler
shift is determined mainly by the receiver’s hard-
ware. The high mobility of UAVs will cause serious
Doppler shift, which will affect the communication
quality between UAVs. In a 3D mobile radio environ-
ment, the Doppler shift of a signal reaching a UAV
receiver is

fa= ZfCCOSHCosﬂ = fmcosfcosf, (19)
where f. is the carrier frequency of the signal without
Doppler shift, v is the relative moving velocity of the
UAV node pair, c is the velocity of light, 6 and 3 are
the azimuth angle (AA) and elevation angle (EA)
of the arriving signal, respectively, and f,, = v fe is
the maximum Doppler shift. For the environcment
of interest and without loss of generality, we focus
on the cases where (1) the AA and EA are random
variables that are independent of each other and (2)
the AA is uniformly distributed in (—, ), that is,

1

Do (9) = 9’ |6‘| <.

(20)
The EA is distributed within (0, 7t/2), with its proba-
bility density function (PDF) denoted by pg (8). To
facilitate the calculation, we define the normalized
Doppler shift as p = fq/fm = cosfcosfB, |p| <1,
which implies that |y| < cosf and |y| < cos5. The
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cumulative distribution function of p is

F,(p) =Pr{cosfcosf < p}

2
1 7 (21)
S ) a0| a5.
0 arccos(p/ cos f3)

It is difficult to analyze the Doppler shift distri-
bution between two moving UAVs. For convenience,
we transform the original problem between two mov-
ing UAVs into an equivalent problem between a sta-
tionary UAV and a moving UAV with respect to the
stationary one. In Fig. 4, the position of the receiv-
ing UAV (UAV A) is chosen as the coordinate origin,
and the sending UAV (UAV B) locates at the sur-
face of the oblate spheroid space that surrounds the
receiving UAV. If it is assumed that all scatters are
uniformly distributed in the space, then the PDF of
EA can be obtained according to Janaswamy (2002):

ab? cos B

B) = ;
ps (B) (a2sin28 + 2cos?8)*

(22)

where a and b are the semi-principle axes along the x
and z axes, respectively. Defining ¢ = a/b, we have

ecos 3

p) = ;
P ( ) (EQSiDQﬁ + COSQB)S/Q

(23)

which is dependent only on parameter €. Then we

obtain
€
pp(p) = H(p), (24)
g mi(e? — 1)3/2
where
\ Z
a
X

Fig. 4 An illustration of the oblate spheroid model

1 \3 —2
2 1) (1 —p? —:1:2)] dzx.

(25)
The integral in Eq. (25) can be computed according
to Formula 3.158 provided in Gradshteyn and Ryzhik
(2000). Then we can obtain the PDF of the Doppler
shift:

_ € V(2 -1) (1-p?)
PO ey - T\ - 0
(26)
where E (k) = 071/2 V1 - k2sin ada is the com-
plete elliptic integral of the second kind with k£ €
[0, 1] being the elliptic eccentricity.

It is assumed that all UAVs in UAVNs have the
same Doppler shift threshold fi,. If the Doppler
shift is greater than the threshold, then two UAVs
within the communication range of each other will
not be able to communicate successfully (Li et al.,
2010). Therefore, the communication link between
two adjacent UAVs is available when two conditions
are satisfied at the same time: (1) Two UAVs are
within the communication range of each other; (2)
The Doppler shift meets the threshold requirement,
ie., fa < fin (Liet al., 2010).

According to the PDF of the Doppler shift, we
can obtain the probability that the frequency devia-
tion between two UAVs is less than the threshold:

Pth
m:&wm:/
0

Py (p)dp, (27)

where pth = fin/fm. The probability that one UAV
is not isolated can also be obtained based on the UAV
isolation probability. Finally, the physical probabil-
ity of the available link between two UAV nodes is
calculated as

Pohy = (1= P) Py, = [1 — exp (—ém%)] E, (pwn) -
(28)

5.2 Secure connection analysis in unmanned
aerial vehicle networks

In this study, we assume that the UAVs are dis-
tributed in a 3D Euclidean space according to a ho-
mogeneous PPP with density A, so the number of
UAVs within the communication range r of the ob-
ject UAV is 47730 /3. In addition, if the trust value
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Pr of the object UAV node is considered, we define
the UAV that has trust links to the object node as
friends. Then we can acquire the number of neigh-
boring friends that are within the communication
range of the object UAV node as P -47tr3)\ /3, where
P = (M, Pr;)/M, Pr; is the trust value of UAV
1, and M is the number of UAVs that are present in
the communication range of the object node. Sim-
ilar to the derivation of the physical probability of
the available link between two UAVs, the probability
of secure connectivity between two UAVs in UAVNs
can be obtained as

Psec:(l_—Pil)Pth

_ [1 e (_z% - ;‘m%)} Fy(pn), (29)

where P/ = exp (—Pf - 4mr®)\/3) is the probability
that there are no friends within the communication
range of the object UAV node.

6 Simulation results and analysis

In this section, the trust model, physical con-
nectivity probability, and secure connectivity prob-
ability in UAVNs are evaluated by simulations. We
implement two different sets of simulations. First,
we evaluate the performance of the trust model un-
der various parameters, e.g., different weights and
different trust update time. Then, we compare the
physical connectivity probability and secure connec-
tivity probability with or without the trust model
based on the proposed trust model. The deployment
area is set to be 10 kmx10 kmx10 km. There are
30 UAV nodes uniformly deployed in the network
area initially. Then they move according to the ST
mobility model within the region. Some important
parameters are listed in Table 1.

Table 1 Simulation parameters (Jiang et al., 2015)

Parameter Value
Transmit power Py 5W
Noise power 012\1 —20 dBm
Rician factor K 10 dB
Energy consumption rate rene 0.4
Residual energy threshold 0.3
Communication packets threshold (i, 300

6.1 Performance of the trust model

We first evaluate the trust model between two
UAVs. To compare the trust value calculated by the
proposed trust model, we first derive the objective
trust. The objective trust is computed on the basis
of each UAV’s actual information without consider-
ing any malicious attacks. Then, the malicious UAV
nodes are simulated by a denial-of-service (DoS) at-
tack, and the proportion of malicious UAV nodes is
set at 30%.

Fig. 5a shows the results of direct trust, inte-
grated trust, and objective trust values with the up-
date of UAVs when the number of communication
packets is higher than the threshold (. In this case,
direct trust is closer to objective trust compared with
integrated trust, because integrated trust is influ-
enced by the malicious recommenders. Thus, in this
case, we need only to calculate the direct trust values
for trust evaluation.

Fig. bb shows that when there are fewer com-
munication packets between the subject and object
UAVs than the threshold (i, the integrated trust
values are closer to the objective trust values com-
pared with the direct trust values, because there are
not enough communication packets between these
two UAVs to reflect accurately the actual node be-
haviors. Therefore, it is essential to take recommen-
dation into consideration for trust evaluation when
the number of communication packets is small or the
communication time is short. Also, in Figs. 5a and
5b, we can find that the trust values increase gradu-
ally with the simulation time.

According to Figs. ba and 5b, we can conclude
that it is important to integrate direct trust and in-
direct trust when there are not enough packet ex-
changes for nodes’ trust evaluation. In addition, the
proper weights for direct and indirect trusts change
with the environmental conditions.
model, the subject UAV adopts the recommenda-
tions from neighboring UAVs concerning the object
UAV. We assume that the proportion of malicious
neighbor UAVs that launch the attack ranges from
0 to 70% with a 10% increment. It is also assumed
that there are enough communication packets be-
tween UAVs and that the number of average packets
is 300 during each period. The weights for the direct
trust are denoted as w.

In our trust

Fig. 6 shows the relationship between the trust
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Fig. 6 Influence of the weights on the relationship be-
tween the trust value and the proportion of malicious
nodes in the UAVNs

value and malicious node proportion with different
weights w. The trust value is highest when w = 0.3
and the proportion of malicious UAVs is less than
10%. In this case, we evaluate the trust by calculat-
ing only the direct trust value because of the small
impact from malicious UAVs. In addition, the trust
value is higher than 0.5 when the proportion of ma-
licious UAV nodes is below 45%. However, as the
proportion of malicious UAVs increases continually,

the trust value decreases significantly. As the pro-
portion of malicious UAVs in the UAVNs grows, the
weight of direct trust becomes lower and the obtained
trust value becomes lower. Thus, we can conclude
that more malicious nodes in the UAVNs will re-
sult in lower trust values between UAVs. Moreover,
the weights for direct and indirect trusts need to
be adjusted dynamically according to the number of
malicious nodes in the network.

In the trust model, the trust values are updated
dynamically. Generally, updating the trust value
frequently may consume a large amount of energy.
Conversely, if the update time interval is too long,
the actual behavior of the object UAV node cannot
be effectively determined. The influence of the trust
update time interval on the trust value is evaluated,
and the results are shown in Fig. 7. The trust value
decreases slowly at first and then rapidly with the
increased update time interval. In addition, as the
simulation time increases, the trust value increases
constantly. Thus, we can choose a larger time inter-
val for trust evaluation to reduce energy consump-
tion. However, when a more accurate trust value is
required, a smaller time interval may be selected.
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0.50 } —=— Direct trust
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Fig. 7 Influence of the trust update time interval on
trust values

In Fig. 8, the robustness of the proposed trust
model is evaluated. We adopt the ST mobility model
for UAVs, where the velocity of the UAV nodes
ranges from 50 to 500 m/s. We can see that the
proposed trust model can work well in the open-air
scenario and be robust against the mobility of UAVs.

6.2 Physical connectivity probability

In this section, we simulate the physical con-
nectivity probability between two UAVs in UAVNs
according to the above calculation. We will illustrate
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how the probability changes with different parame-
ters: communication range r¢y and flight speed V.
To make the simulation more realistic, we set the
carrier frequency at 5 GHz based on IEEE 802.11n,
and assume that the Doppler shift threshold of the
receiver is 1000 Hz.

Fig. 9 shows the relationship between physi-
cal connectivity probability P, and communica-
tion range ry, of the UAV. With ry, increasing from
1000 m to 4000 m, the physical connectivity proba-
bility between neighboring UAVs increases a lot. It
also shows that the physical connectivity probabil-
ity with Doppler shift is significantly lower than that
without Doppler shift, which means that the Doppler
effect caused by the high-speed movement of UAVs
may degrade the network performance. Therefore,
it is necessary to eliminate the Doppler shift at the
receiving end and improve the performance of the
UAVNSs.

Fig. 10 shows the relationship between Py, and
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Fig. 8 Robustness of the proposed trust model against
mobility

1.0 T T T v T k
> 091 A A A A A A 1
5 08} ]
©
'5 0.7 Analytical P with Doppler shift 1
g 06k Analytical P without Doppler shift ]
=
© 05F ]
2
S 04r ]
o
w 03Ff _
g A Simulated Pphy with Doppler shift
z 02y * Simulated P, without Doppler shift |
& 01 " ]

00 1 1 1 1 1
1000 1500 2000 2500 3000 3500
Communication range of the UAV (m)

4000

Fig. 9 The relationship between physical connectivity
probability P,y and communication range r¢p

the flight speed of the UAV. The flight speed of
the UAV has a negative impact on the connectiv-
ity between neighboring UAVs, especially when the
Doppler shift is considered. As the speed of the UAV
increases, the Doppler frequency offset grows grad-
ually, leading to a continuous decrease in physical
connectivity probability.

6.3 Secure connectivity probability

In this section, the secure connectivity probabil-
ity between two UAVs in UAVNSs is simulated. We
compare the secure connectivity probability with the
physical connectivity probability in the presence of
malicious UAV nodes. It is assumed that the pro-
portion of malicious UAVs in the network is 30%.

Fig. 11 shows the relationship between the con-
nectivity probability and the communication range
of the UAV. With an increase in the communica-
tion range r¢y, both physical and secure connectivity
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Fig. 10 The relationship between physical connec-
tivity probability P,ny, and flight speed of the UAV
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Fig. 11 The relationship between the connectivity
probability and communication range r¢p
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probabilities increase. In addition, the secure con-
nectivity probability Ps.. between two neighboring
UAVs with malicious UAVs is much higher than Py
with malicious UAVs, and is closer to the Py, with-
out malicious UAVs.
ring between the subject and object UAV may con-
sume time, energy, and other resources, resulting in
a slightly lower secure connectivity probability with
malicious nodes than without malicious nodes. How-
ever, when there are malicious UAVs in the networks,

The trust evaluation occur-

the connectivity probability can be improved greatly
with the trust model of UAVs. This proves the effec-
tiveness of the trust model.

Fig. 12 depicts the relationship between the con-
nectivity probability in UAVNs and the flight speed
of UAVs. We can observe that both Py and Py are
almost unchanged as the flight speed increases. In
the presence of malicious UAV nodes, P is clearly
higher than Pppy. Therefore, we can conclude that
the proposed trust model has good robustness and
reliability, and can effectively improve network per-
formance. According to theoretical analysis and sim-
ulation, we find that the trust model established in
this study can guarantee secure and reliable commu-
nication between UAVs and boost the connectivity
probability when the UAVNs suffer from network at-
tacks and other security risks.
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Fig. 12 The relationship between the connectivity
probability and flight speed of the UAV V|

7 Conclusions

In this study, we have proposed a novel trust
model that can be used to evaluate the reliability
and security of UAVNs. The trust model is estab-
lished based on UAV communication behaviors, the

characteristics of channels between UAV nodes, and
the mobility of UAV nodes. In addition, it consists
of four sections: direct trust section, indirect trust
section, integrated trust section, and trust update
section. The concept of ‘secure link’ in UAVNs is
also presented based on the proposed trust model,
and it exists only when there is both a physical link
and a trust link between two UAVs. In addition, both
the physical connectivity probability and the secure
connectivity probability between two UAVs in the
presence of Doppler shift have been derived. Simula-
tions show that compared to the physical connection
probability with or without malicious attacks, the
proposed trust model can ensure secure communi-
cation and reliable connectivity between UAVs and
enhance network performance when the UAVNs suf-
fer from malicious attacks and other security risks.
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