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Abstract: We investigate the problem of resource allocation in a downlink orthogonal frequency-division multiple
access (OFDMA) broadband network with an eavesdropper under the condition that both legitimate users and the
eavesdropper are with imperfect channel state information (CSI). We consider three kinds of imperfect CSI: (1) noise
and channel estimation errors, (2) feedback delay and channel prediction, and (3) limited feedback channel capacity,
where quantized CSI is studied using rate-distortion theory because it can be used to establish an information-
theoretic lower bound on the capacity of the feedback channel. The problem is formulated as joint power and
subcarrier allocation to optimize the maximum-minimum (max-min) fairness criterion over the users’ secrecy rate.
The problem considered is a mixed integer nonlinear programming problem. To reduce the complexity, we propose
a two-step suboptimal algorithm that separately performs power and subcarrier allocation. For a given subcarrier
assignment, optimal power allocation is achieved by developing an algorithm of polynomial computational complexity.

Numerical results show that our proposed algorithm can approximate the optimal solution.
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1 Introduction

Orthogonal frequency-division multiple access
(OFDMA) is a leading multi-access technique that
provides high spectral efficiency and flexibility in re-
source allocation for existing and future wireless net-
works such as 4G long-term evolution (LTE), IEEE
802.16 WiMAX, and 5G networks. In the past sev-
eral years, the problem of assigning powers, subcar-
riers, and rates to different users in the OFDMA sys-
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tem has been an active research area (Wong et al.,
1999; Jang and Lee, 2003; Shen et al., 2005; Song and
Li, 2005). These studies considered various formu-
lations under different optimization objectives and
constraints. In recent years, with the increasing data
rate demand for local area services and dramatically
increasing spectrum congestion, resource allocation
in device-to-device (D2D) communications under-
laying cellular networks has been a hot topic due
to the advantages of resource utilization improve-
ment, cell capacity enhancement, energy efficiency
increase, and transmission delay decrease among lo-
cal users (Cheng et al., 2015; Zhang RQ et al., 2015,
2016).

Security is a crucial issue for wireless commu-
nication systems due to its broadcasting nature.
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Physical layer security is an information-theoretic
approach that achieves secrecy by using channel
codes and advanced signal processing techniques.
The concept of information-theoretic security was
defined by Wyner (1975), and then extended to scalar
Gaussian (Cheong and Hellman, 1978) and broad-
cast channels (Csiszar and Korner, 1978). Barros
and Rodrigues (2006) studied secrecy capacity in
slow fading channels and introduced outage into se-
crecy issues for the first time.

Secrecy or private message exchanges between
mobile users and the base station (BS) are gener-
ally needed in present and future wireless systems.
Hence, it is essential to integrate physical layer se-
curity into the resource allocation problem in multi-
user OFDMA systems. Li et al. (2006) investigated
independent parallel channels and proved that the
secrecy rate of the system is the summation of the
secrecy capacity achieved on each independent chan-
nel. Jorswieck and Wolf (2008) tried to investigate
power and subcarrier allocation in an OFDM-based
broadband system with the objective of maximizing
the sum secrecy rate. Wang et al. (2011) considered
the problem of secure communications in OFDMA
networks in which there are two groups of users: se-
cure users and ordinary users. Their objective is to
maximize the ordinary users’ data rate under the
individual secrecy rate constraint for secure users
and the total transmit power of the BS. In Kara-
chontzitis et al. (2015), the authors’ objective is to
assign subcarriers and allocate the transmit power to
optimize the maximum-minimum (max-min) secrecy
rate among all legitimate users. However, traditional
physical layer security approaches based on single an-
tenna systems are hampered by channel conditions.
Some recent approaches have been proposed to over-
come this limitation by taking advantage of relays.
Relay nodes can achieve cooperative diversity by for-
warding information or act as cooperative jammers
to degrade eavesdroppers’ channel conditions (Wang
et al., 2015), and thus improve the security of legit-
imate transmission (Wang and Wang, 2015; Huang
et al., 2016). In an effort to further improve physical
layer security, a number of studies have suggested
incorporating the multiple antenna technique into
wireless communication systems (Yang et al., 2013;
Huang et al., 2015). Zhang M et al. (2016) and
Zhang and Liu (2016) studied physical layer secu-
rity for simultaneous wireless information and power

transfer (SWIPT) in OFDMA systems.

In most studies, it is assumed that the chan-
nel state information (CSI) of both legitimate links
and the eavesdropper link is perfectly known at the
BS. This assumption is quite unrealistic due to chan-
nel estimation errors, and more importantly, channel
feedback delay and the limited feedback rate. Moti-
vated by these observations, in this study we focus
on the case where only imperfect (partial) CSI is
available. We consider the resource allocation prob-
lem for optimizing the max-min criterion over the
user’s secrecy rate under an average total transmit
power constraint with imperfect CSI. To the best of
our knowledge, no work has considered the max-min
security rate with imperfect CSI of both legitimate
users and the eavesdropper in OFDMA systems. We
discuss three different kinds of partial CSI: (1) par-
tial CSI with noise and channel estimation errors,
(2) partial CSI with feedback delay and channel pre-
diction errors, and (3) limited feedback channel ca-
pacity, where we employ the rate-distortion theory to
find the relationship between quantization errors and
feedback channel capacity. In our previous research
(Wu et al., 2010, 2011; Chen et al., 2011), spectral
efficiency optimization has been addressed with pre-
dicted CSI and quantized CSI. Once the conditional
probability density function (PDF) of real channel
gain is established for the partial channel gain, we
can formulate the security-aware resource allocation
problem with partial CSI. We solve the optimization
problem through a two-step suboptimal algorithm.
This algorithm breaks the problem into two subprob-
lems, subcarrier allocation and power allocation, and
solves each subproblem with less complexity. We
introduce a greedy method to assign the subcarri-
ers. For the assignment of a given subcarrier, we
obtain the optimal power allocation policy in semi-
closed form using the Karush-Kuhn-Tucker (KKT)
conditions. Using this algorithm, we can evaluate
the maximum achievable secrecy rate under differ-
ent partial CSI assumptions.

Notations: Vectors and matrices are presented
in bold, and the (i, ) entry of matrix A is denoted
by A; ;. AT and A™ denote the transpose and con-
jugate transpose of A, respectively. The Kronecker
product is denoted as ®, and E[-] denotes the statis-
tical expectation. In particular, Ex|-] denotes this
expectation with respect to X.
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2 System model and problem formula-
tion

In this section, we first outline three different
kinds of imperfect CSI and introduce the downlink
OFDMA system model, and then formulate the max-
min secrecy rates problem under the condition of
imperfect CSI.

2.1 Downlink channel model

The downlink channel is modeled as a multipath
fading channel. The baseband channel gain from
the BS to the k'™ user on the n'" subcarrier can be
written as

Ly
Hyp = ag e (= nhas, (1)
1=1
where Lj is the number of multipath taps, Af is
the subcarrier spacing, and ay,; and 75; denote the
attenuation factor and the propagation delay of the
I*" multipath tap at the &' user’s channel, respec-
tively. The multipath channel taps at the &*" user
[ak1, k2, ak)T
circularly symmetric complex Gaussian (ZMCSCGQG)
vector with independent entries aj; ~ CA(0, agkyl).
Then, Hy = [Hy ., Ho g, ..., Hy i|T satisfies Hy, ~
CN(0, X1,), where the (n1,n2)"™ entry of Xgy, is
Ly

(S = 3 02 @)
=1

can be modeled as a zero-mean

We assume that the downlink OFDMA system
employs frequency division duplex (FDD) and that
the BS obtains the downlink CSI from users’ feed-
back. The CSI obtained by the BS usually has errors,
which can be caused by noise or estimation errors,
feedback delay, and quantization errors.

2.2 Noise and estimation errors

In this subsection, we consider the CSI errors
€ caused by noise and estimation errors, which can
be modeled as a zero-mean complex Gaussian vector
with independent entries €, 5 ~ CN'(0,07, ), where
cri)k is the mean variance of channel estimation er-
rors. Thus, we have

H;, = Hy, + €, (3)

where H, . denotes the estimate of Hj. Thus, when
I?In,k is estimated, the conditional PDF of H,, ; is
(Hn,k|Hn,k) ~ CN(Hn,kra 0'727,’]@)-

2.3 Feedback delay and channel prediction

In this subsection, we consider the feedback de-
lays and channel prediction errors of the downlink
CSI. Each user estimates the CSI of the downlink
channel and sends its channel estimate to the BS.
Based on the finite number of past observations of
feedback estimates, the BS performs an dmy-step-
ahead prediction for the CSI of user k, where dmy, is
equal to the feedback delay of user k.

We use Hy, 1(m) to denote the baseband chan-
nel gain of the k*" user on the n*® subcarrier at time
index m, and it can be modeled as Eq. (1). The iden-
tically normalized temporal autocorrelation function
of the attenuation factors satisfies the Jakes model:

or(t) = Cov(am (m+ t), ak,l(m)) = Jo(2mvy, Z; Tst),

(4)
where oy, ;(m) is the k' user’s channel attenuation
factor of the I*® multipath tap at time index m, Jo(+)
is the 0*"-order Bessel function of the first kind, vy,
is the velocity of user k, f. is the carrier frequency,
and ¢ is the speed of light in vacuum. We assume
that the channel estimate of user k at time inde%c

m—émk is ﬁk(m—émk) = [ﬁl,bﬁzl@, .. -7ﬁN,k}

and that it satisfies ﬁk(m— dmy) = Hi(m—0dmy)+
erx(m — dmy), where e (m — dmy) ~ CN'(0n,021y)
is the spectral and temporal white estimation error
with estimation error variance o2 and uncorrelated
with Hy(m — dmy).
of past feedbacks of channel estimations ﬁk(m —
dmy,), the BS predicts the channel gain of user k
through a linear regressive approach with order Q.
Assuming the use of a minimum mean square error
(MMSE) channel prediction scheme at BS, we can
write the perfect CSI vector Hj,(m) as the sum of the
predicted channel Hj, (m) and the prediction error
€r(m), which are uncorrelated with each other (Wu
et al., 2010):

Based on the finite number

Hj.(m) = Hy(m) + ex(m), (5)

where Hy(m) ~ CN(On,Xm, — i), en(m) ~
CN(ON, Xk), Xy = Xu, — (P @ Xu, ) (T @ X, +
o2I) Y (D ® Xgr,)H is the error covariance matrix,
Iy is an N x N matrix with (I%):; = ¢(j — 9),
and Dy = [p(dmy), p(dmy+1),...,d(dmi +Q —1)].
Therefore, the conditional PDF of H, j, for a given
Hygis (Hp k| Hp k) ~ CN(Hn)mU?lyk), where U?l)k is
the n'" diagonal component of Xy
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2.4 Finite-rate feedback of downlink CSI

According to the assumption in Section 2.1 that
the system employs FDD, the BS can obtain only
the quantized CSI through the finite-rate feedback
channel. In this subsection, we consider the CSI
errors caused by quantization errors.
terize the minimum distortion of the quantized CSI
for a given capacity of the feedback channel us-
ing rate-distortion theory. We use Ry(Dy) to de-
note the information rate-distortion function (RDF)
of Hj, with squared-error distortion d(Hk7ﬂk) =
Zﬁ:{:l |Hyp ko — ]?In)k|2, defined as

We charac-

Ri(Dg) = I(Hy; Hy),  (6)

min

E[d(Hy,Hy)|<Dy,
where Hj, = [ﬁlygw 1?[2,;@7 R fIN)k]T is the quantized
description of Hy, Dy denotes an upper bound on
the quantization error, and I(Hy; I:.l'k) denotes the
mutual information between Hj, and Hy. According
to rate-distortion theory, we know that RDF gives a
minimum number of bits that can describe H}, with-
out exceeding the quantization error Dj. In other
words, quantization error Dy, is achievable if and only
if the feedback channel’s capacity of user k satisfies
Cy > Ryi(Dy) (Cover and Thomas, 2012). Then we
have the following statement (Chen et al., 2011):

Theorem 1 Suppose that the autocorrelation of a

ZMCSCG vector Hy, is given in Eq. (2). Let the
eigenvalue decomposition of X', be
Yu, = UpUp, (7)

where Uy is an N x N unitary matrix and ¥y, is an
N x N diagonal matrix with (¥ )n,n = ¥nk. Then
the RDF of Hj, is given by

N
Ry (Dy) = ;bgmax{wgf,l} , ()
where D, = 25:1 min{fx, ¥y} and 6y is the La-
grangian multiplier which can be decided for a given
Dy.. The corresponding test channel that achieves
the RDF is given by

H,,=H,} + €€, ~CNOn, X)), (9)

where X}, = Ujdiag(min{6k, ¥ 1}, min{0y, ¢¥x 2},
.o, min{0x, ¥y N }) UL, Therefore, the conditional

PDF of H, for a given H, is (HuxlHox) ~
CN(H, k, U?l)k), where U?l)k is the n'" diagonal com-
ponent of Xy.

In the above three cases of imperfect CSI condi-

tions, the conditional PDFs of H,, j for a given f]nk
are the same in form (H,, x|H, 1) ~ CN (Hp k, U?l)k).

Thus, with a given white Gaussian noise o2, the

. . . H, .|?
channel-gain-to-noise ratio (CNR) v, = | 3'2’“‘
v

. X Al . .

conditioned on 4, = | 0’2’“‘ is a non-central Chi-

squared (NC,2) distributed random variable with
two degrees of freedom with a PDF of

1 U kT n,k
f(’ynkﬁ/nk) = e kI <
On K

)

2 .
\/’Yn,k'Yn,k)

QO k
(10)

2
(e . . .
where ayp = ;‘2"“ is the ratio of channel estima-
v

tion error variance to noise variance and Ip(-) is
the 0'-order modified Bessel function of the first
kind.

2.5 System model and problem formulation

The system setup is shown in Fig. 1. We con-
sider an OFDMA broadband system that consists
of K active users and N used subcarriers indexed
by sets K = {1,2,...,K} and N = {1,2,...,N}.
An eavesdropper who is passive aims to wiretap the
transmitted signal within each data-bearing subcar-
rier. We assume that this system employs FDD, and
that the BS obtains the downlink CSI from users’
feedback. The eavesdropper is an honest, but curi-
ous, legitimate user who illegally starts wiretapping
the messages of the authorized and serviced users.
Thus, the BS anticipates the existence of the eaves-
dropper and can obtain its partial CSI just as it
does with other legitimate users.
sponse between user k € K and the BS in subcarrier
n € N is denoted as H,, 1, while the channel re-
sponse between the eavesdropper and the BS in sub-
carrier n € N is denoted as Hy, .. We use f]nk and
ﬁn,c to denote the prior information of H, j, and
H,, . that the BS obtains through users’ feedback,
respectively.

We have obtained the conditional PDF of both
the CNR of the k' user v, = lH";’“|2 on A, =

| Ho i and the CNR of eavesdro = [Hnel?
o2 PPET Yn,e = 2

v

The channel re-
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)

A
%Base stationx <(i))

Eavesdropper

User 2

User 1

Fig. 1 System model

on Yp.e = ‘H;§|2. With the knowledge of the feed-

back CSI, the Uergodic capacity for user k£ on subcar-
rier n is given by

Rn,k(pn,ka ﬁ/n,k)
= E’Yn,k {1Og2(1 + pn,k'yn,k)wn,k}

+o0o 1
= / logy (1 + P kVnk)
0 (6%

n,k

_'Yn,kJr:Yn,k 2
€ sk IO (Oé \/7n,k’7n,k:> d’yn,]m
k

" ()

where p,, 1, is the transmit power of user k£ on sub-
carrier n. We assume an exclusive subcarrier assign-
ment, in which each subcarrier is assigned exactly to
one user. Let the binary variables p,, x,n € N,k € K
denote the subcarrier assignment, with p, , = 1 if
subcarrier n is assigned to user k. Moreover, let
P = (pn k) nxk denote the power allocation matrix,
with Pr > 0 denoting the available amount of power
at the BS and o2 denoting the ambient noise vari-
ance. Regarding Eq. (11), the following proposition
can be stated:
Proposition 1 Under the condition of a given a, 1,
Ry, k(P ks Yn.k) Is an increasing function of 4, k.
Proof See Appendix.

Accordingly, the ergodic secrecy rate (Chen
et al., 2016) of user k within n is given by

Cn,k(pn,k) = {E'Yn,k [10g2(1 + pn,kVn,k)l'AVn,k]
_E'Yn,e [IOgQ(l +pn7k’ynye)|/}\/nye]}+7
(12)

where [z]* = max{0,z}. With the conclusion we
have obtained in Proposition 1 and the assumption

Qn k= Qpe Where o, o is the eavesdropper’s ratio
of quantization error variance to noise variance, we

have
Chi =
B, . [1082(1 + pr xVn k)| Vn k),
- E,,. [logo (1 + prkVn,e)[Fnels  Angk > Ynjes
0, Ak < Ine-
(13)

Therefore, the problem of maximizing the minimum
secrecy rate among all users under the total trans-
mit power and exclusive subcarrier assignment con-
straints is formulated as

max min E P kCn ke (Pn.k)
Pn,ksPnk Kk
neN

s.t. Z PrkPnk < Pr,
ke, neN

an,k:17n€N7

kel
pnk €{0,1},ne N, ke,

0<pnr<Pr,neN,kek. (14)

From a practical point of view, problem (14) is
important mainly for two reasons. First, compared
with the max-sum criterion over the total secrecy
rate, the max-min criterion can guarantee fairness
in the sense that it provides a secrecy rate balanc-
ing across the different users as it does not allow
one or more privileged users (i.e., users with a chan-
nel much stronger than the eavesdropper’s channel)
to monopolize the available resources. Second, the
capacity of the feedback channel is limited in prac-
tical communication systems, so the BS can obtain
only quantized CSI. As a result, the performance of
resource allocation schemes is degraded due to im-
perfect CSI. Analyzing the effect of finite feedback
rates in OFDMA systems turns out to be a crucial
problem. Problem (14) is a mixed integer nonlinear
programming problem due to the existence of binary
variables p,, ; and the integration of logarithm func-
tions Cyp, 1 (pn,k). Hence, we can find that problem
(14) is NP-hard. In the following section, we propose
a suboptimal algorithm with an acceptable complex-
ity by breaking the problem into two subproblems:
subcarrier allocation and power allocation.
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3 Resource allocation algorithm

3.1 Optimal power allocation algorithm when
subcarrier assignment is fixed

In this section, we aim to specify optimal power
allocation when subcarrier assignment is given. Let
N}, denote the set of subcarriers that have been as-
signed to user k € K. In most cases, we assume that
Crk(pni) > 0,n € Ni, k € K, as it is not benefi-
cial to assign channels with C,, 1 (pn.x) = 0 to user k.
The original problem can be rewritten as

max r (15a)
Pn, kT
st. 0<r< Z Cri(Pnk), k €K, (15b)
nGNk
> pax < Pr. (15¢)
keK,neEN}

For problem (15), we have the following proposition:
Proposition 2 Problem (15) is convex.

Proof The objective in problem (15) is linear with
respect to secrecy rate r. Moreover, the constraints
in Eq. (15¢) are linear functions of p, ;. Thus, we
focus on the secrecy constraint as given by Eq. (15b).
The second derivative of C,, i (-) with respect to py k
is given as

2C,, 1

2
ok
op? ~ In2 {E'Y"'k

(1 + pn,k'Yn,k)Q 7

2
_’Yn,c

- F
e (1 +pn,k’7n,e)2

2
“In,k

When oy, is fixed, E,, {(1+pn,k')’n,k)2

’ymk} is a

. . N ?Crk -
decreasing function of 4;, . Therefore, * s al-

opy,
ways negative for 4, x > Jn,e. Thus, C’nk(p:k) isa
concave function of p,, ;. Therefore, problem (15) is
a convex problem, and we can use any standard con-
vex optimization tool to obtain the unique optimal
solution. In what follows, we use a bisection method
to derive the optimal solution in a semi-closed form.
Assume a fixed value 7y such that 0 < ry <
maxy, ZneNk RA, 1k (Pnk), where RA, k(pnk) de-
notes the secrecy rate under the assumption that
the transmit power is monopolized by exactly one
user and distributed equally to its selected subcarri-
ers. Clearly, the secrecy rate r¢ can be guaranteed to
any user k € K if there is a sufficient (possibly higher

than Pr) amount of power at the BS. Nevertheless,
we need to solve the new optimization problem as
follows to obtain the optimal power allocation that
guarantees secrecy rate ry across all the users:

min Z Dnk

Pk hekcmen
s.t. Ty S Z Cn,k(pn,k)ak S K:v
neN

pn,kZO/ﬂEN,k‘EK:. (17)

The Lagrangian multiplexer function for problem
(17) is given by (Boyd and Vandenberghe, 2004)

L(P, X, p)

— Z Z Pn.k + Z )\k l’f’f — Z Cn,k(pn,k)‘|
keK neN kek neNy

- Z Z Hn,kPn,k,
keK neN

(18)

where A = [A,\2,...,Ag| are the Lagrangian
multipliers. Based on the KKT condition, we have

OL(P, X, )
Opn i e, = 0n €N EEK,
oy [’"f - > On,k<p;;,k>] =0,k ek,
’ﬂENk
P kP = 0,
Prk = 0,A; >0, 4 >0,

(19)
where py ;. is the optimal power allocation, and A}
and g, . are the optimal Lagrange multipliers. Note
that py, , acts as a slack variable, which can be elimi-
nated (Boyd and Vandenberghe, 2004). The optimal
power allocation on the n'® subcarrier, which is as-
signed to user k at the given A\, is

pn,k =
~ R R In2
Pn.k>s {E'Vn,khn,kwn,k] - E’yn,c['yn,cwn,e]} > A
. . In2
0, {E'yn,k['yn,khn,k] - E’yn,c ['Yn,cwn,c]} < A
(20)
where p,, ;, satisfies
Tn,k ~
EV K |: ’ Tn k::|
n, 1+ n n 9
Pn,kVnk (21)
1> Yn,e . _ In2
e 1+pn,k7n,e Tne| = )\k ’
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We use a Gamma distribution to approximate the
NC,2 distribution of Eq. (10) to reduce the compu-
tational complexity:

[e3

ﬁ(a) Yo exp(=BYkn),

K (22)

vkl Ven) =
where a = (K, x+1)?/(2K,, 1 +1) is the Gamma PDF
shape parameter with sy n/ak, and 8 = a/(Jkn +
Q. p) is the Gamma PDF rate parameter. Using this

PDF, we can derive the closed-form expression of
Eq. (21) according to Gradshteyn and Ryzhik (2014):
Tn,k

E Yn
Tk {1 +pn,k7n,k: k ’k}
R
~ ¢ < g ) ern k[ <—a, P ) . (23)
Pn,k \Pn,k Pnk

where T'(a,z) is the incomplete Gamma function.
This approximation has been shown to be fully ac-
curate in Wong and Evans (2009). Substituting
Eq. (23) into Eq. (21), a bisection method is used
to calculate the power allocation problem for each
given \;. To find the optimal multiplier A\ that can

satisfy 7y = >, cnr Cnk(Py ) under the given ry,
we can use the bisection method as well. Clearly,
when the available power at the BS is Pr, the se-
crecy rate ry can be supported by the system only
when > p, i, < Pr. To arrive at a final solution
to problem (17), we can use a bisection method to
find the optimal r¢.

For each iteration of the bisection method, prob-
lem (16) is solved and the total power consumption
is calculated. When the total power consumption is
higher (lower) than Pr, ry is decreased (increased)
and the process is repeated. Such a decrease (in-
crease) in 7y is interpreted as a decrease (increase)
in the multipliers A, and thus more (less) power is
allocated to each user. By appropriately setting the
lower and upper values for the bisection over r, ryi,
and Tmax, respectively, the process is repeated until
the total power consumption to Pr is achieved. The
whole procedure to solve the power allocation prob-
lem for fixed subcarrier assignment is described in
Algorithm 1.

3.2 Suboptimal subcarrier allocation algo-
rithm

Assuming the transmit power is equally split
across all subcarriers, p,r = Pr/N, the original

Algorithm 1 Optimal power allocation for fixed

subcarrier assignment

1: Set Tmin — 0, T'max — Maxy ZneNk RAn,k(pn,k)

2: repeat

3: Set 7y = (Tmin + Tmax)/2

4:  Solve problem (17) using Eq. (20), and the
power allocation is denoted as p, ,, k €

K,NeN

5. The total power consumption is calculated as
P = Zn,k Pk

6: if P. < Pr then

7: Set rmin = 1y and p, p = Pk € Kyn €

Ny

else

9: Set rmax =7f

10: end if

11: until |ryax — rmin] < €
12: Output pj, ..k € K,;n € N

problem (14) becomes

max R
pn,kaR

s.t. Z PnkCnk(Dni) > R, Vk,
neN

Z Pn,kPn.k < PT'
keK,neN

(24)

Problem (24) is an integer programming problem.
Thus, finding the optimal solution to Eq. (24) is still
very complex. We propose a greedy subcarrier as-
signment algorithm that finds a suboptimal solution
to problem (24). In each iteration, the user with the
currently lowest secrecy rate is enforced to occupy
The
subcarrier assigned to this user is the one that can
give the user the maximum secrecy rate. Denote S
as the set of subcarriers that have not been assigned
to users, and Cj, as the secrecy rate of user k. The
resulting algorithm is described in Algorithm 2.

one more subcarrier from the available ones.

Note that in step 4, according to the assumption
Qi = Qne, the expression in Eq. (25) (on the next
page) becomes

(k*,n*) =arg max (Yn.k — Yn.e)- (26)

keU,neSsS
The subcarrier assigned to the user with the min-
imum secrecy rate is the one that has the highest
difference in estimation channel gain with respect to
the eavesdropper.
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Algorithm 2 Greedy subcarrier assignment
1: Set S as the set of available subcarriers. Initially,
82{1,2,...,N},Cl :ng---:CKzoand
Pn.k = 0, Vk, Vn
2: while § # @ do
3:  Determine the set of users with the minimum
secrecy rate, U = {k: Cx < Cyr, VK' # k}
4:  Find the best user—subcarrier pair in the set
S xU:

(k*,n*) = arg R Crk(Pr/N,An k)
(25)

Assign subcarrier n* to user k¥, pp- 1 =1

Remove n* from the set S, S = S\ {n*}

Update Ci» = Cix + Cpx o« (Pr/N, Ani;)
end while

If the OFDMA system employs time-division
duplex (TDD), the BS estimates the uplink chan-
nel and obtains the downlink CSI according to the
If the baseband channel gain
from the BS to the &*™™ user on the n*® subcarrier

channel reciprocity.

satisfies H,, 1, = flmk + €n,k, Where flmk denotes the
estimate of H,, ; and €, ; denotes the estimation er-
ror that satisfies €, x ~ CN'(0,07 ), and o7, . is the
mean variance of the channel estimation error, our
proposed algorithm will still be valid.

3.3 Complexity

The complexity of a bisection method is approx-
imately log i, where € is the required accuracy. In
Algorithm 1, an external bisection is required to ad-
just the value of r, while we use the bisection method
per user to search for the Lagrangian multiplier A\x
(k = 1,2,...,K) and calculate the optimal power
policy per user across the selected subcarrier for a
given \g. Therefore, the complexity of Algorithm
1is O(KNlog®(1/€)). In Algorithm 2, two maxi-
mum,/minimum search operations are performed in
each subcarrier assignment iteration. Thus, the
complexity of Algorithm 2 is O(N(K + N)), and
the overall complexity of our proposed algorithm is
O(KN?log®(1/€e)(K + N)). If we use an exhaustive
search method to find the optimal subcarrier assign-
ment, we need K searches. Hence, the complexity
will be O(K N log®(1/e)K™), which is quite high.
Therefore, our algorithm has polynomial complexity
and is more feasible for practical implementations.

4 Simulation results

We present several simulation results to demon-
strate the security rate performance of the OFDMA
system under different imperfect CSI conditions us-
ing our proposed algorithm. We assume that the
transmit power is Pr = 20 W, and that the channel
is modeled as a frequency-selective Rayleigh fading
channel with E[|hy x|?] = E[|hnc?] = 1. To simu-
late imperfect CSI, we generate an independent re-
alization of H, ks ﬂc and €g, €, according to different
imperfect CSI assumptions and then generate Hj,
which is equal to the sum of them.

In Fig. 2, we test the optimality of our proposed
algorithm. We assume that there are N = 8,10
subcarriers with independent and identical distri-
bution and K = 2 legitimate users. We use the
imperfect CSI assumption discussed in Section 2.3
with simulation parameters summarized in Table 1
and assume that the feedback delays of all users are
equal, dmy = 1. We compare the secrecy rates of
our algorithm with the upper bounds. To obtain the
upper bounds, we use an exhaustive search method
to search for the maximum secrecy rate among all
possible subcarrier allocations. For each subcarrier
allocation, we assign the transmit power using the
algorithm given in Section 3.1. Fig. 2 shows that the
secrecy rate of our algorithm is nearly the same as
the optimal value. The gap between the secrecy rate
of the proposed algorithm and the optimum does not
change as the number of subcarriers increases.

Secrecy rate (bit/(Hz's))

—+— Exhaustive search, N=10
—S— Proposed algorithm, N=10
—=— Exhaustive search, N=8
—&— Proposed algorithm, N=8

1
0 5 10 15 20
Average CNR (dB)

Fig. 2 Comparison of the proposed suboptimal algo-
rithm and the optimal algorithm

Then, we compare the performance of our pro-
posed resource allocation algorithm under different
feedback delays, i.e., dm, = dmy = 1,5,8. We use
the imperfect CSI assumption discussed in Section
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Table 1 Simulation parameters

Parameter Value
Carrier frequency, fc 2.6 GHz
Speed, vy 50 km/h
Subcarrier spacing, A f 45 kHz
Maximum transmit power, P 20 W
Estimation error of users, o2 1
Prediction order, @ 5
Channel model ii.d.

i.i.d.: independent and identical distribution

2.3 with simulation parameters summarized in Table
1. We also consider the case in which the CSI is per-
fectly known at the BS. In all of the aforementioned
cases, we assume that there are NV = 32 subcarri-
ers with independent and identical distribution and
K = 4 legitimate users.

Fig. 3 plots the achieved minimum secrecy rate
versus the CNR. The simulation results show that
the achieved minimum secrecy rate decreases as the
feedback delay dmy, increases. The performance gap
between the proposed algorithm and the perfect CSI
case increases as CNR increases.

-
o)

Bt I —o— Perfect CSl

Secrecy rate per user (bit/(Hz's))

4F ........... . —»— dm=1, proposed 4
—+— dm,=5, proposed
2 ....................... 6mk=81 proposed -
0 i i i
0 5 10 15 20

Average CNR (dB)

Fig. 3 Comparison of the achieved secrecy rate under
different feedback delays

In Fig. 4, we show the secrecy rate per user of
different algorithms against feedback channel capac-
ity under the imperfect CSI assumption discussed in
Section 2.4. We also consider the case in which the
BS can obtain perfect CSI, where the user with the
largest power gain gap between the legitimate user
and the eavesdropper is chosen to each subcarrier.
Then we use the power allocation algorithm given in
Section 3.1. We assume that there are N = 16 sub-
carriers with independent and identical distribution
and K = 4 users. We can see that the secrecy rate
per user with imperfect CSI increases as the feedback
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channel capacity increases and that our proposed al-
gorithm can obtain higher secrecy rates than the al-
gorithms in which the power is distributed equally to
each subcarrier. We can also see that the secrecy rate
is near the one with perfect CSI when the capacity
of the feedback channel is high.

== == Proposed algorithm, CNR=8 dB
—&— Power average split, CNR=8 dB
¥ A Proposed algorithm with perfect CSI, CNR=8 dB

* === == Proposed algorithm, CNR=2 dB h
—— Power average split, CNR=2 dB
—t Proposed algorithm with perfect CSI, CNR=2 dB

Secrecy rate per user (bit/(Hz's))
w

0 20 40 60 80 100
Feedback channel’s capacity per user (bit/(Hzs))

Fig. 4 Secrecy rate versus the capacity of the feedback
channel

5 Conclusions

In this paper, we investigated the problem of re-
source allocation in a security-aware FDD-OFDMA
system with partial CSI constraints. We discussed
three kinds of imperfect CSI, and established a uni-
fied mathematical model of imperfect CSI for the
OFDMA system. We formulated the max-min se-
crecy rate problem under the condition in which the
CSI of both legitimate users and the eavesdropper
are partially obtained at the BS. Since the optimal
algorithm has exponential complexity, an effective
algorithm was proposed with acceptable complexity
that is more feasible. We proposed a low-complexity
suboptimal algorithm that breaks the problem into
two subproblems: subcarrier allocation and power
allocation. First we solved the power allocation prob-
lem for fixed subcarrier assignment using a bisection
method; then, we obtained a suboptimal subcarrier
allocation solution through the greedy algorithm.
Numerical results showed that the performance of
the proposed algorithm is close to the optimum. The
secrecy rate per user with a limited feedback rate can
be very close to the rate with perfect CSI as the feed-
back rate increases.



Yang et al. / Front Inform Technol Electron Eng 2018 19(3):398-408 407

References

Barros J, Rodrigues MRD, 2006. Secrecy capacity of wireless
channels. IEEE Int Symp on Information Theory,
p-356-360. https://doi.org/10.1109/ISIT.2006.261613

Boyd S, Vandenberghe L, 2004. Convex Optimization. Cam-
bridge University Press, New York, USA.

Chen C, Bai L, Wu B, et al., 2011.
maximization for OFMDA systems with feedback chan-
nel capacity constraints. IEEE Trans Signal Process,
59(1):441-446.
https://doi.org/10.1109/TSP.2010.2080270

Chen XM, Chen J, Zhang HZ, et al., 2016. On secrecy per-
formance of multiantenna-jammer-aided secure commu-
nications with imperfect CSI. IEEE Trans Veh Technol,
65(10):8014-8024.
https://doi.org/10.1109/TVT.2015.2510502

Cheng X, Yang LQ, Shen X, 2015. D2D for intelligent
transportation systems: a feasibility study. IEEE Trans
Intell Transp Syst, 16(4):1784-1793.
https://doi.org/10.1109/TITS.2014.2377074

Cheong SKLY, Hellman ME, 1978. The Gaussian wire-tap
channel. IEEE Trans Inform Theory, 24(4):451-456.
https://doi.org/10.1109/TIT.1978.1055917

Cover TM, Thomas JA, 2012.
Theory. John Wiley & Sons.

Csiszar I, Korner J, 1978. Broadcast channels with confiden-
tial messages. IEEE Trans Inform Theory, 24(3):339-
348. https://doi.org/10.1109/TIT.1978.1055892

Gradshteyn IS, Ryzhik IM, 2014. Table of Integrals, Series,
and Products. Academic Press.

Huang YZ, Al-Qahtani F'S, Duong TQ, et al., 2015. Secure
transmission in MIMO wiretap channels using general-
order transmit antenna selection with outdated CSI.
IEEE Trans Commun, 63(8):2959-2971.
https://doi.org/10.1109/TCOMM.2015.2442248

Huang YZ, Wang JL, Zhong CJ, et al., 2016. Secure trans-
mission in cooperative relaying networks with multiple
antennas. [EEE Trans Wirel Commun, 15(10):6843-
6856. https://doi.org/10.1109/TWC.2016.2591940

Jang J, Lee KB, 2003. Transmit power adaptation for mul-
tiuser OFMDA systems. [EEE J Sel Areas Commun,
21(2):171-178.
https://doi.org/10.1109/JSAC.2002.807348

Jorswieck EA; Wolf A, 2008. Resource allocation for the wire-
tap multi-carrier broadcast channel.

Downlink throughput

Elements of Information

Proc Int Conf on
Telecommunications, p.1-6.
https://doi.org/10.1109/ICTEL.2008.4652697

Karachontzitis S, Timotheou S, Krikidis I, et al., 2015.
Security-aware max—min resource allocation in mul-
tiuser OFMDA downlink. IEEE Trans Inform Forens
Secur, 10(3):529-542.
https://doi.org/10.1109/TIFS.2014.2384392

Li Z, Yates R, Trappe W, 2006. Secrecy capacity of in-
dependent parallel channels. In: Liu RH, Trappe W
(Eds.), Securing Wireless Communications at the Phys-
ical Layer. Springer, New York, p.1-18.
https://doi.org/10.1007/978-1-4419-1385-2 1

Shen ZK, Andrews JG, Evans BL, 2005. Adaptive resource
allocation in multiuser OFDM systems with propor-
tional rate constraints. IEFEE Trans Wirel Commun,

4(6):2726-2737.

https://doi.org/10.1109/TWC.2005.858010

Song GC, Li Y, 2005. Cross-layer optimization for
OFDM wireless networks—part II: algorithm develop-
ment. IEEE Trans Wirel Commun, 4(2):625-634.
https://doi.org/10.1109/TWC.2004.843067

Wang C, Wang HM, 2015. Robust joint beamforming and
jamming for secure AF networks: low-complexity de-
sign. IEEE Trans Veh Technol, 64(5):2192-2198.
https://doi.org/10.1109/TVT.2014.2334640

Wang HM, Wang C, Ng DWK, 2015. Artificial noise assisted
secure transmission under training and feedback. IFEE
Trans Signal Process, 63(23):6285-6298.
https://doi.org/10.1109/TSP.2015.2465301

Wang XW, Tao MX, Mo JH, et al., 2011. Power and subcar-
rier allocation for physical-layer security in OFMDA-
based broadband wireless networks. [IEEE Trans In-
form Forens Secur, 6(3):693-702.
https://doi.org/10.1109/TIFS.2011.2159206

Wong CY, Cheng RS, Letaief KB, et al., 1999.
OFDM with adaptive subcarrier, bit, and power allo-
cation. IEEE J Sel Areas Commun, 17(10):1747-1758.
https://doi.org/10.1109/49.793310

Wong IC, Evans BL, 2009. Optimal resource allocation in the
OFMDA downlink with imperfect channel knowledge.
IEEE Trans Commun, 57(1):232-241.
https://doi.org/10.1109/TCOMM.2009.0901.060546

Wu B, Chen C, Bai L, et al.,, 2010. Resource allocation
for OFMDA systems with guaranteed outage probabili-
ties. Proc 6*" Int Wireless Communications and Mobile
Computing Conf, p.731-735.
https://doi.org/10.1145/1815396.1815564

Wu B, Bai L, Chen C, et al., 2011.
for maximizing outage throughput in OFMDA systems
with finite-rate feedback. EURASIP J Wirel Commun
Netw, 2011:1-10.
https://doi.org/10.1186/1687-1499-2011-56

Wyner A, 1975. The wire-tap channel. Bell Syst Techn J,
54(8):1355-1387.
https://doi.org/10.1002/j.1538-7305.1975.tb02040.x

Yang N, Yeoh PL, Elkashlan M, et al., 2013.
antenna selection for security enhancement in MIMO
wiretap channels. [EEE Trans Commun, 61(1):144-
154. https://doi.org/10.1109/TCOMM.2012.12.110670

Zhang M, Liu Y, 2016. Energy harvesting for physical-layer
security in OFDMA networks. IEEE Trans Inform
Forens Secur, 11(1):154-162.
https://doi.org/10.1109/TIFS.2015.2481797

Zhang M, Liu 'Y, Zhang R, 2016. Artificial noise aided secrecy
information and power transfer in OFDMA systems.
IEEE Trans Wirel Commun, 15(4):3085-3096.
https://doi.org/10.1109/TWC.2016.2516528

Zhang RQ, Cheng X, Yang LQ, et al., 2015.
graph based resource allocation (InGRA) for D2D com-
munications underlaying cellular networks. IEEFE Trans
Veh Technol, 64(8):3844-3850.
https://doi.org/10.1109/TVT.2014.2356198

Zhang RQ, Cheng X, Yang LQ, 2016. Cooperation via
spectrum sharing for physical layer security in device-to-
device communications underlaying cellular networks.
IEEE Trans Wirel Commun, 15(8):5651-5663.
https://doi.org/10.1109/TWC.2016.2565579

Multiuser

Resource allocation

Transmit

Interference



408 Yang et al. / Front Inform Technol Electron Eng 2018 19(3):398-408

Appendix: Proof of Proposition 1

According to the conditional PDF obtained in
Eq. (10), we can rewrite Eq. (11) as follows:

EVn,k [10g2(1 + pn,k’)/n,k)ﬁ/n,k]
+oo
:/ log, (1 + az)e™ Iy(2v/tx)dz (A1)
0
=F(t),

where x = 1™k ¢ = Tk
Qi k Q.

, 0 = Pn kOy k. We rewrite
Io(-) in the form of Taylor series:

+o0 i
1 /2\%
To(2) = Z ili! (2) ' (A2)
Thus, we have
t+00 1 +oo )
F(t)=e ; i!i!/o log, (14+ax)e™*a'dz. (A3)

The derivative of F(t) is

—+o0

ti +oo
—t
¢ Zu(iﬂ)!/o logy(1 + az)

=0

F'(t) =

e — (i 4+ Dat]da
¢t too i
e t

= Gia
In2 ; i+ 1)!

(A4)

where G; = f0+°o In(1 + az)e %[zt — (i + 1)z']dz.
In addition, we have

+oo )

G, = / In(1 4+ ax)e 2" de

0
+oo )
—(i+ 1)/ In(1 4 az)e™z'dx
0
+oo )
= —/ In(1 + az)z"de™
0

+oo )
—(i+ 1)/ In(1 4 az)e™"z'dx
0
= —In(1 + ax)e "z THEZ

+oo )
+ / e *d[In(1 + ax)z'T)
0

+oo )
—(i+ 1)/ In(1 4 azx)e™z'dx
0
+oo a . .
— /0 e " [1 N axgc”l +(i+1)In(1 + az)z" | dx
+oo )
—(i+ 1)/ In(1 + azx)e™*a'dx
0

+oo a )
= / e ” 2 dz > 0.
0 1+ ax
(A5)

Thus, F'(t) > 0, F(t) is an increasing function of ¢,
and we obtain Proposition 1.



