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Abstract:
transfer in amplify-and-forward relay networks. We propose a joint robust cooperative beamforming and artificial

In this paper, we investigate physical layer security for simultaneous wireless information and power

noise scheme for secure communication and efficient wireless energy transfer. Specifically, by treating the energy
receiver as a potential eavesdropper and assuming that only imperfect channel state information can be obtained, we
formulate an optimization problem to maximize the worst-case secrecy rate between the source and the legitimate
information receiver under both the power constraint at the relays and the wireless power harvest constraint at
the energy receiver. Since such a problem is non-convex and hard to tackle, we propose a two-level optimization
approach which involves a one-dimensional search and semidefinite relaxation. Simulation results show that the

proposed robust scheme achieves better worst-case secrecy rate performance than other schemes.
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1 Introduction

With the rapid development of mobile devices
and base stations, the telecommunication industry
annually causes a significant carbon emission. As
a result, the green aspect is the utmost concern in
fifth generation (5G) mobile communication systems
(Andrews et al., 2014). Recently, a novel technology,
energy harvesting (EH), has been proposed for the
5G systems to circumvent the issue of energy lim-
itations in mobile devices and improve the energy
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efficiency of the networks by extracting energy from
the external natural environment (Yuen et al., 2015a;
2015b; 2015c¢).

Traditionally, energy is directly harvested from
external sources without exploiting the resources of
the communication network itself. However, when
the natural environment is not able to provide stable
energy, wireless mobile receivers have to find an alter-
native energy source, which can be the information-
carrying radio frequency (RF) signal radiated by
fixed transmitters (base station, hot spots, etc.)
(Krikidis et al., 2014).
shown that information and energy can be carried

Some recent results have

by the same RF signal simultaneously, termed ‘si-
multaneous wireless information and power transfer
(SWIPT)’ (Zhang and Ho, 2013; Huang et al., 2014;
Xu et al., 2014; Wang et al., 2016a; 2016b).
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SWIPT has been studied for various commu-
nication systems in different contexts. Specifically,
Xu et al. (2014) investigated the optimal informa-
tion and energy beamforming strategy for the multi-
user multiple-input single-output (MISO) SWIPT
system. Zhang and Ho (2013) considered the beam-
forming scheme in a multiple-input multiple-output
(MIMO) broadcast system and demonstrated that
beamforming can control the transmission direc-
tions of information and power effectively. Huang
et al. (2014) investigated the beamforming scheme
of SWIPT in a half-duplex relay system. Wang
et al. (2016a) investigated the SWIPT design in a
full-duplex relay system, where the signals received
at the relay are split according to a power splitting
(PS) ratio for information processing and EH. Later,
the work in Wang et al. (2016a) was extended in
Wang et al. (2016b) with two-way full-duplex relay
systems being considered.

On the other hand, transmitting energy and
information simultaneously makes the system vul-
nerable to security attacks, since the message sent
to the legitimate information receiver (IR) can be
eavesdropped by other nodes. This is an impor-
tant problem in 5G systems (Yang et al., 2015).
Chen et al. (2016) proposed the physical layer se-
curity (PLS) technique to exploit the characteristics
of wireless channels (such as fading and interference
(Zhang R et al., 2016)) to improve the security of the
SWIPT system. This technique has been considered
as a promising solution in many senarios (Liu et al.,
2013; Feng et al., 2015; Khandaker and Wong, 2015a;
2015b; Shi et al., 2015; Tian et al., 2015; Wang SH
and Wang BY, 2015; Chu et al., 2016; Xing et al.,
2016). Specifically, the problem of secure SWIPT
in a single-input single-output (SISO) fading wire-
tap channel was investigated by Xing et al. (2016).
Liu et al. (2013) investigated the secure beamforming
technique in a MISO SWIPT system. Later, the sys-
tem model in Liu et al. (2013) was extended to the
MIMO system in Shi et al. (2015), where multiple
data streams were transmitted in parallel through
spatial multiplexing to improve the achievable se-
crecy rate. Among the techniques in the literature,
reducing the artificial noise (AN) is an effective way
to improve the security performance. It can rein-
force the signals received at both IR and the energy
receiver (ER) while degrading the signals received at
the eavesdropper.

Note that all these works assume that perfect
knowledge of eavesdropper’s channel state informa-
tion (CSI) can be obtained. In practice, it may be dif-
ficult to obtain the CSI of the link between the trans-
mitter and the eavesdropper due to channel estima-
tion and quantization errors. To handle this issue,
robust optimization techniques have been introduced
by Feng et al., (2015), Khandaker and Wong (2015a;
2015b), Tian et al. (2015), Wang SH and Wang BY
(2015), and Chu et al. (2016). Specifically, robust se-
cure beamforming schemes for a MISO SWIPT sys-
tem were investigated with AN (Tian et al., 2015) or
without AN (Feng et al., 2015). Among these works,
the worst-case secrecy rate maximization (WCSRM)
criterion has been widely applied to formulate the
optimization problem.

All the above works have been focused on the
scenario in which ER and the eavesdropper are ge-
ometrically separated, while several works investi-
gated the scenario of co-located ER and eavesdrop-
per, e.g., treating ER as a potential eavesdropper.
Specifically, the robust secure power minimization in
the MISO downlink channel with single-antenna ERs
was investigated by Khandaker and Wong (2015b).
Khandaker and Wong (2015a) investigated the WC-
SRM problem for the MISO channel considering mul-
tiple colluding ERs. Recently, Chu et al. (2016) in-
vestigated the WCSRM problem for the MISO down-
link channel in the presence of multi-antenna ERs,
and proposed a joint robust design of the transmit
beamforming vector, AN, and the PS ratio. Wang
SH and Wang BY (2015) investigated a joint robust
precoding, AN, and the PS scheme in the MIMO sys-
tem, and proposed a suboptimal algorithm based on
the Taylor series expansion.

Cooperative relaying is a popular approach for
extending network coverage and providing spatial de-
grees of freedom (DoF), beneficial to improve PLS
(Rodriguez et al., 2015). Cooperative methods, such
as cooperative beamforming (CB) and cooperative
jamming (CJ), have been widely investigated in the
literature (Li et al., 2011; Zhang et al., 2012; Yang
et al., 2013a; 2013b; Li et al., 2015; Wang C and
Wang HM, 2015). Specifically, Li et al. (2011) in-
vestigated BC and CJ for decode-and-forword (DF)
relay. It is more difficult to design the CB vector
in amplify-and-forward (AF) relay networks due to
the effect of noise amplification. Zhang et al. (2012)
investigated the PLS design for the untrusted AF
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relay in the presence of friendly jammers. Yang
et al. (2013a) proposed a suboptimal design, where
the information is transmitted in the null space of
the relay-eavesdroppers channels. However, the de-
sign is limited to the scenario where the number of
eavesdroppers is smaller than the number of relays.
To take advantage of the available DoF at the relays,
a joint CB and AN (CBAN) scheme was proposed
by Yang et al. (2013b). For the scenario of imperfect
eavesdropper CSI, a joint robust design of the CB
and CJ scheme for the AF relay network was pro-
posed by Wang C and Wang HM (2015) for multiple
multi-antenna eavesdroppers based on an iterative
optimization algorithm. Li et al. (2015) investigated
the joint robust design of the AF beamforming matri-
ces and the AN covariance matrices in the scenario
of multiple multi-antenna AF relays, which can be
seen as a generalization of the work in Wang C and
Wang HM (2015).

Recently, secure transmission in the SWIPT re-
lay system has aroused great concerns (Li et al., 2014;
2016; Son and Kong, 2015; Xing et al., 2015; Salem
et al., 2016; Zhang G et al., 2016; Feng et al., 2017).
Specifically, Xing et al. (2015) investigated the se-
crecy rate maximization (SRM) problem in the EH-
enabled AF relay wiretap channels. Son and Kong
(2015) proposed a cooperative transmission scheme
in an EH-enabled AF relay system with an eaves-
dropper. Salem et al. (2016) analyzed the secrecy
capacity of a half-duplex EH-based multi-antenna
AF relay network in the presence of an eavesdrop-
per. Li et al. (2014) investigated the SRM problem
subject to the relay power budget and the EH con-
straints. Different from Li et al. (2014), Li et al.
(2016) considered a two-way AF relay network and
proposed a null space based CBAN scheme, which
is a simple but suboptimal strategy. Zhang G et al.
(2016) investigated a joint design of the signal AN
beamforming at the source, and AF beamforming at
the relay. Feng et al. (2017) proposed a joint CB and
energy signal (ES) scheme for secure SWIPT in the
AF relay wiretap channel.

Motivated by these works, in this paper, we
investigate the PLS for SWIPT in AF relay net-
Specifically, we focus on the following
settings: (1) Multiple single-antenna relays co-
operatively forward information from the source
to a legitimate IR in the presence of multiple
multi-antenna ERs, which may act as potential

works.

eavesdroppers; (2) Relays employ the CBAN scheme
to fulfill secure communication and meet the EH re-
quirement for ER; (3) Relays have perfect CSI of IR,
but imperfect CSI of ER; (4) Relays are subjected to
both total and individual power constraints. Based
on these settings, we formulate the WCSRM prob-
lem and propose a two-level optimization method to
solve it. In the proposed method, the outer prob-
lem is tackled by a one-dimensional search and the
inner one can be efficiently solved by semidefinite re-
laxation (SDR) (Luo et al., 2010) and S-procedure
(Luo et al., 2004). In addition, with the help of
Karush-Kuhn-Tucker (KKT) optimality, the tight-
ness of SDR is established.

One of the most related works is Feng et al.
(2017). However, the differences between Feng et al.
(2017) and our work are summarized as follows:
First, we consider the scenario of co-located ER and
eavesdropper (e.g., we treat ER as a potential eaves-
dropper), while Feng et al. (2017) investigated the
case of an individual ER and eavesdropper. Second,
we consider AN rather than the ES method proposed
by Feng et al. (2017), who assumed that a pseudo-
random ES is priori known at IR but not at the
eavesdroppers, and can be totally cancellated at IR,
which is overly optimistic because, for the total can-
cellation of the ES at IR, we need to exchange the
secret key and use the reciprocity of the channels be-
tween the transmitter and the IR. Feng et al. (2017)
considered the case of multiple single-antenna col-
luding eavesdroppers, since the colluding of multiple
single-antenna eavesdroppers can be mathematically
equivalent to that of a multi-antenna eavesdropper
(Wang C and Wang HM, 2015; Feng et al., 2017);
hence, the work in Feng et al. (2017) can be seen as
a special case of our work.

Notations: Throughout the paper, we use the
uppercase boldface letters for matrices and lower-
case boldface letters for vectors. The superscripts
()T, ()T, and ()™ represent transpose, conjugate,
and conjugate transpose, respectively. The trace
and rank of matrix A are denoted as tr(A) and
rank(A), respectively. a = vec(A) denotes stacking
the columns of matrix A into a vector a. vec™!(-)
is the inverse operation of vec(:). A > 0 indi-
cates that A is a positive semi-definite matrix. | - |,
Il -1, Il - [[p» ®, and © represent the absolute value,
Euclidean norm, Frobenius norm, Kronecker prod-
uct, and Hadamard product, respectively. D(a)
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represents a diagonal matrix with @ on the main
diagonal. I denotes an identity matrix with an ap-
propriate size. Re{a} denotes the real part of a com-
plex variable a. CN(0,I) denotes a circularly sym-
metric complex Gaussian random vector with mean
0 and covariance matrix I. [z]" indicates max (0, z).
Amin (A, B) denotes the minimum generalized eigen-
value of matrices A and B. E [-] stands for statistical
expectation.

2 System model and problem state-
ment

2.1 System model

We consider a cooperative relay wiretap chan-
nel for SWIPT (Fig. 1), in which a transmitter sends
confidential messages to IR while transferring wire-
less energy to M ERs, with the aid of K AF relays.
We assume that each ER is equipped with N, an-
tennas while the others are each equipped with a
single antenna. Let f € CKX!, b € CK*! and
G,, € CEXNe  denote the channel responses from
the transmitter to the relays, the relays to IR, and
the relays to the mth ER, respectively. We assume
that the channels between the transmitter and the
relays are perfectly known and there is no direct link
between the transmitter and IR or ERs, which is a
common assumption in the literature (Li et al., 2014;
Zhang G et al., 2016; Feng et al., 2017). Since the re-
lays operate in a half-duplex mode, one transmission
round is composed of two phases.

In the first phase, the transmitter broadcasts
its information s satisfying E[|s|*] = 1 to the relays.

Information
receiver

Y, ~
L1
Energy
N receiver 2

<~
Ly Y

\
Y Energy
N .
T~ \N\ receiver M
ol

Gl M
Fig. 1 System model for secure simultaneous wireless

information and power transfer in the amplify-and-
forward relay network

Relays

The received signal at the relays is given by

7yr,K]T = \/Efs—i—n“ (1)

where P is the transmit power at the transmitter
and n, is the additive noise at the relays with distri-
bution CN(0, 021).

In the second phase, the relays employ the co-
operative beamforming vector w € CK*! to for-
ward the source information and emit artificial noise
z € CKX! with distribution CAV(0,Q). Thus, the
signal transmitted by the relays is given by

Yr = [yr,l7yr,27 T

z, = D(y,)w + z. (2)

The signals received at IR and the mth ER are
respectively given by

y1 = VP.RED(f)ws + R D(w)n, + ht'z + ny,

(3a)
Ym =V P.GED(f)ws + GE D(w)n, + G2z + n,,,
(3b)

where n; and n,, are additive noises at IR and the
mth ER, respectively, both with a variance o and
CN(0,0%1).

For the received signal model (3), given w and
Q, the achievable information rates of IR and the
mth ER are

wH Aw
Ci(w, Q) = log, (1 + o + wiBw + hHQh> ’
(4a)
Co(w, Q) = log, (1 +P(GRFw) 'R, (Gng)),
(4b)

respectively, where A = P,DY(f)hh"'D(f), B =
02D(h)DH(h), F = D(f), and

R, = I1+c2GEwwlag,, + GEQG,., (5)

with W = D(w).

By neglecting the noise power, the harvest en-
ergy at the mth ER (normalized by the baseband
symbol duration) can be expressed as

= putr (G (P, Fww" F! 4+ 2 WWH + Q)G,,),
(6)
where 0 < p,,, < 1 denotes the energy transfer effi-
ciency for the mth ER.
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2.2 Problem statement

In this study, we assume that only imperfect
ERs’ CSI can be obtained. We use a deterministic
spherical model (Feng et al., 2015; Khandaker and
Wong, 2015a; 2015b; Li et al., 2015; Tian et al., 2015;
Wang C and Wang HM, 2015; Wang SH and Wang
BY, 2015; Chu et al., 2016) to characterize the CSI’s
uncertainties as

Vm, (7)

where G,,, denotes the estimate of the respective CSI,
AG,, denotes their respective error, and ¢, repre-
sents the respective size of the bounded error region.
Based on the system model, the worst-case se-
crecy rate is given by
1 +

— min  {Ci(w, Q) — Cpp(w,Q)}] .

ST | 2VGmeGm Y m
(8)

Our interest is to maximize the worst-case se-
crecy rate while transferring a certain amount of en-
ergy to ERs by jointly designing the CB vector w
and AN covariance Q. Mathematically, it can be
modeled as

max
w,Q>=0

% {Ol(w’ Q- vcmnelgi,\fmcm(w’ Q)}

(9a)
st.  En(w,Q) > nm,VGn € G, Vm,  (9b)
tr(Cww"™ + Q) < P, (9c¢)
tr((Cww™ + Q)ere}) < P.,Vk, (9d)

where C = P,FUF + UEI, P, and P, denote the
total and individual power budgets at the relays, re-
spectively, and ey, is a K x 1 unit vector with the kth
entry being equal to one.

It is highlighted that problem (9) is a non-
In the
next section, we will develop a tractable solution to
problem (9) through convex relaxation.

convex semi-infinite optimization problem.

3 Joint robust cooperative beamform-
ing and artificial noise design

In this section, we will first reformulate prob-
lem (9) into a two-level optimization problem, and
then show that it can be handled by solving a se-
quence of convex optimization problems.

3.1 A single variable reformation of prob-
lem (9)

Let us introduce a slack variable § and rewrite
problem (9) as

SCiw, Q) — Slog, (3) (10a)

wiQ20,5 B
1
1. Co(w, Q) <log, (= ),¥m, (10b
st. max Cp(w,Q) < log, (6) m,  (10b)

constraints (9b)—(9d). (10c)

By following a similar method in Li et al. (2015),
problem (10) can be equivalently formulated as a
two-level optimization problem, where the outer level
is a single-variable optimization problem with re-
spect to (w.r.t.) S, i.e.,

Ry = max 5logy(5+ ()

s.t. ﬁmin S ﬁ S 17

(11a)
(11b)

and the inner part is a quadratic fractional problem
w.r.t. w and Q for a fixed 3, formulated as

wl Aw

A
V0= MeX, G007+ wiBw - hEQh)
(12a)
st. P(GM Fw)" R (GY Fuw) < % -1,
VG € G, ¥, (12b)
constraints (9b)—(9d). (12¢)

The lower bound B, is derived as follows:

5> (1 N w Aw )1
- o? + wiBw+hHQh
- <1+ wHAw)l_ wi Bw
wi Bw wl(A + B)w
> Anin((A + B), B) £ Binin > 0.

(13)

Note that the outer-level problem (11) is a
single-variable optimization problem, which can be
solved by performing a one-dimensional line search
over 3. However, the inner-level problem (12) is still
non-convex. In what follows, we focus on solving

problem (12) by developing an SDR approach.

3.2 A semidefinite relaxation approach to
problem (12)

As a standard routine of SDR, let us denote
W £ ww', which means W = 0 and rank(W) = 1.
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To reformulate problem (12) into an SDP problem
w.r.t. W, we need to do some manipulation to the
constraints in problem (12).

First, by applying Schur’s complement (Boyd
and Vandenberghe, 2004) to the right-hand side of
constraint (12b), we have

P(GEFw)" R, (G Fw) < = —1

S

B'—1
P

Gg%’w
Py
R, -
& =

Substituting R,, in Eq. (5) into Eq. (14), prob-
lem (14) can be equivalently rewritten as

(G Fuw)"
R,

G Fw(GY Fw)!.

Y
o

(14)

GloW,Q,p)G,, + 02T = 0,YG,, € G, (15)

where

-1

W, Q. p) éafW@I—ﬁ PS_ [FWFI+Q. (16)

Similarly, constraint (9b) can be equivalently
rewritten as

pmtt(GETW, Q)G.) > 0, Y Gy € G, Y,
(17)

where

rw,Q) 2 a>°Wol+PFWFY Q. (18)

Combining these relationships and neglecting
the non-convex constraint rank(W) = 1, we obtain
the following SDR problem:

Yrelax (B) £
max tr(AW) (19a)
W=0.Q=0 B-1(0? + tr(BW + hh"'Q))
st. GRoW,Q,8)G,, + o2 1 -0,
VG € G, Vm, (19Db)
putr(G, TW, Q)Grn) = 1,
VG € G, Vm, (19¢)
tr(CW+ Q) < P, (19d)
tr((CW + Q)erer)) < Py, V k. (19e)

It is highlighted that the problem is still a non-
convex problem due to the infinite constraints (19b)
and (19¢). Next, we transform these constraints into
linear matrix inequalities (LMIs).

Now, we deal with constraint (19b). To make
constraint (19b) trackable, we first introduce the fol-
lowing lemma:

Lemma 1 (Luo ef al., 2004) Let f(X) = XTAX +
X"B+BUYX +C and E = 0. Then the implication

tr(EXX") <1= f(X)>=0

holds if and only if there exists p > 0, such that
c B"] [I o
B A | "o -E

Using Lemma 1 w.r.t. AG,, via A = ¢(W,Q, 3),
B = GL¥W,Q.5), C = GL¥W,Q,8)G,, +
021, and E = ¢,2I, we obtain the following LMI:

Em(W7 Q7 ﬁ? l‘l’m)

é[ég]ww,g,m[c‘;m I]

E

=1 7 (20)

+ D((U?nI — pmT), NmE;fI) = 0.
Now, we deal with constraint (19¢), by intro-
ducing Lemma 2:

Lemma 2 (S-lemma in Luo et al. (2004))
function

Define

filx) =z Az + 2Re{b§-{m} +c, j=1,2,---,
where A; = A? € C"*n b; € C™1 and ¢; € R.
The implication f1(x) < 0= fa(x) < 0 holds if and
only if there exists A > 0 such that

Al bl A2 bg
— —
A{b{{ 61} [b§ 02]_0’

provided that there exists a point xg such that
f (CC()) < 0.

To use Lemma 2 w.r.t. AG,,, we denote g,, £
vec(Gm), Gm = vec(G.y,), and Ag,, = vec(AG,,). Tt
is easy to know that |AG,||p < em < [|Agm|| < em-
Then constraint (19¢) can be equivalently rewritten
as

~ g ® LW, Q))gm + 1 /Py, < 0.
To make constraint (21) trackable, using Lemma
2 wrt. Ag, via Ay = —I @ TW,Q), by =

(21)

Nm/Pys A1 = I, by =0, and ¢; = —2,, we obtain
the following LMI:
Tm(w7 Q7 am)
I _
2| LasrmQn(1 g, ] @

+ D(emIa _0m812n - nm/pm) = 0.
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By taking into account all the relationships, we
obtain the following problem:

Yrelax (ﬁ) é
tr(AW)

max T (23a)
Wz0.Qz0, B~ (o} + tr(BW + hh"Q))
/‘Lma m
s.t. Em(wanﬁvum) i Oaum Z 07Vm,

(23b)

Y, W, Q,0,) = 0,0, >0,Ym, (23c)

tr(CW + Q) < P, (23d)

tr((CW + Q)exell) < P, Vk.  (23e)

Problem (23) is a quasi-convex problem, which
can be turned into a convex problem by employing
the Charnes and Cooper transformation (Charnes
and Cooper, 1962).
slack variable £ > 0 and making the following change
of variables W = W, Q = €Q, ipm = Euym, and
Oy, = €0, problem (23) can be recast as

Specifically, by introducing a

. max
W=0,Q=0,&,fim,0m

st. Eof +tr(BW + hh''Q) = 3, (24b)

EnWV,Q. B, fim) = 0, fim > 0,¥m, (24c)
(

)

tr(AW) (24a)

fm(wvévém) t Oyém 2 O7vm, 24d)
tr(CW + Q) < ¢P,, (24e
(CW + Q)ere)l) < EP,VE, (24f)

tr

_[(i }MW,Q,ﬂ)[Gm ] (2
+ D((02,1 = i X), fime,2T) = 0,

7,.W.Q,0,,)

2 [ o } I&TW.Q)[ T gn] (25b)

+ DO, ~Opme2, — £/ pm) = 0.

Problem (24) is an SDP problem, which can be
efficiently solved by the existing disciplined convex
programming toolbox such as CVX (Grant et al.,
2005).

To summarize, for a fixed §, it is easy to
obtain W™ and Q*. In addition, since [ €
[Amin((A 4+ B), B), 1], the optimal 3 (i.e., maximiz-
Ing “Yrelax(f) in problem (11)) can be handled by

performing a one-dimensional linear search. Once
problem (24) is solved, the solution (W*, Q*,£*) can
be used to recover W* and Q*.

Until this, we have proposed an SDR method
for problem (12); however, since we have relaxed
the non-convex rank-one constraint, one may won-
der whether the SDR is tight for problem (12). In
what follows, we will discuss the SDR tightness for
problem (12).

3.3 SDR tightness for problem (12)

In general, solving SDR problem (23) does not
mean solving the original non-convex problem (12),
as we have dropped the rank-one constraint in the
development of problem (23). However, we will show
below that SDR always obtains a rank-one optimal
solution to problem (23).

To this end, employing a similar approach as in
Yang et al. (2013a), we consider the following secrecy
rate constrained power minimization problem:

w&%&o, tr(CW) (26a)
Hom,O0m
s.t. tr(AW) >
%“&T"(ﬂ)(af +tr(BW + hh1Q)),  (26b)
tr(CW + Q) < P, (26¢
tr((CW + Q)erell) < Py, YV, (26d

E’m(wanﬁv//fm) i O,Mm > 07Vm, 26e

)
)
(26¢)
Y, W, Q,0,,) = 0,0, >0,Vm. (26f)
Notice that Yrelax(8) is the optimal value of
problem (23), which is now a constraint in prob-
lem (26). First we have the following proposition:
Proposition 1 Any feasible solution of prob-
lem (26) is optimal for problem (23). The proof
is similar to that for Proposition 2 in Yang et al.
(2013a), and is thus omitted here.
Proposition 2 For v(5) > 0, any optimal W*
to problem (26) always satisfies rank(W*) = 1. The
proof for Proposition 2 is given in Appendix.
Proposition 3  Suppose that the original prob-
lem (12) is feasible for v (8) > 0. Then the opti-
mal solution can be obtained by solving SDP prob-
lem (26). Furthermore, the optimal solution W*
must be of rank one.
Proof Proposition 3 is a direct result of Proposi-
tions 1 and 2.
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In particular, if SDR obtains a higher-rank solu-
tion for problem (23), then we can obtain a rank-one
optimal solution by solving the corresponding power
minimization problem (26).

4 Simulation results

In this section, we evaluate the performance
of our scheme through Monte Carlo simulations.
Specifically, we compare the proposed design with
the following methods: (1) nonrobust CBAN, e.g.,
designing the CBAN based on the estimated ERs’
CSI; (2) CBAN without considering security, e.g.,
maximizing IR’s achievable information rate while
satisfying the ERs’ EH constraint, without consid-
ering that ERs may eavesdrop the information; (3)
robust CB without AN, e.g., the optimal CB vec-
tor which can be obtained by solving problem (9)
via setting Q@ = 0; (4) null-space CBAN, which is
a modified version of the null-space CB method in
Yang et al. (2013a), e.g., completely eliminating the
confidential information leaked to all ERs by pro-
jecting the signal received onto the null space of the
ERs channel, and allowing relays to use part of the
power to generate AN. It should be mentioned that
the null-space CBAN can be used only in the case
where the number of relays is larger than the sum
of all the ERs’ antennas, which will be further con-
firmed by the simulation results.

We assume that all the entries of channel re-
sponses f, h, and G, are independent and iden-
tically distributed (i.i.d.) complex Gaussian random
variables with zero mean and unit variance. The
following parameters {K = 6, N, = 2, M = 2,
P, = P, =10 dBW, P, = B/K,Vk, 02 = 0} =
0%, =1,Ym} and {p,, = 0.5, 7y, = 0 dBW, &, =
0.1, Vm} are set for the simulation examples unless
specified. Our design and the other four designs are
labeled as robust CBAN, nonrobust CBAN, CBAN-
wo-SE, CB-wo-AN, and null-space CBAN (Yang
et al., 2013a), respectively.

4.1 Worst-case
power budget P,

secrecy rate versus relay

Fig. 2 illustrates the worst-case secrecy rates of
five different schemes versus the relay power bud-
get P,. It is observed from Fig. 2 that our robust
CBAN design outperforms the other schemes in the
total relay power region, while the CBAN without

considering security is the worst design. It should
be noted that in the low relay power region, the ro-
bust CB without AN scheme outperforms the null-
space CBAN scheme, while in the middle relay power
region, the robust CB without AN scheme is out-
performed by the latter. This is because with the
growth of the relay power, the adverse effect of the
uncertainty of CSI would scale up and become more
prominent to the secrecy rate performance, and the
robust CB without AN scheme suffers from more loss
than the null-space CBAN scheme, as well as our ro-
bust CBAN and the nonrobust CBAN scheme. This
phenomenon suggests that AN is an effective method
for resisting CSI uncertainty. This conclusion will be
confirmed further by the next example. In the high
relay power region, however, the worst-case secrecy
rates for all the schemes seem to grow slowly, since
in this region the power of the transmitter becomes
the main bottleneck, which limits the secrecy rate
performance.

3.0 ; ;
-+ Robust CBAN
-a-Nonrobust CBAN
-~ CBAN-wo-SE

-e- CB-wo-AN

-7 Null-space CBAN

2.5¢

———————————————————————————

2.0
150 - A N SR 4

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Worst-case secrecy rate (bit/(s-Hz))

,,,,,,,,,,,,,,,,,,,,,,,,,,

0 5 10 15 20 25 30
Relay’s power budget, P, (dBW)

Fig. 2 Worst-case secrecy rate versus the relays’
power constraint (CB: cooperative beamforming; AN:
artificial noise; CBAN: joint CB and AN; wo: with-
out; SE: security)

4.2 Worst-case secrecy rate versus energy re-
ceivers’ channel state information uncertainty
level ¢,

Fig. 3 shows the worst-case secrecy rates of
five different schemes versus the ERS’ CSI uncer-
tainty level ¢,,. It is observed from Fig. 3 that the
worst-case secrecy rates decrease with the increase
of ¢, for all the schemes, while our robust CBAN
scheme achieves the best performance. In addi-
tion, the nonrobust CBAN scheme and the null-space
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CBAN scheme obtain higher secrecy rates than the
robust CB without AN scheme. Furthermore, the
slopes for these schemes which consider AN (includ-
ing the CBAN without considering security scheme)
are smaller than the slope of the robust CB without
AN scheme. These observations more clearly illus-
trate that AN is beneficial in providing robustness.

4.3 Worst-case secrecy rate versus energy
harvesting threshold 7,

Fig. 4 shows the worst-case secrecy rates of five
different schemes versus the EH threshold 7,,. It is
seen that the worst-case secrecy rates decrease with

— Robust CBAN
-z Nonrobust CBAN
- CBAN-wo-SE

0.5+ -v-Null-space CBAN _______ ,,,,,,,,,,

Worst-case secrecy rate (bit/(s-Hz))

- CB-wo-AN | s
0 : : : :
0.1 0.2 0.3 04 0.5 0.6

Channel state information uncertainty level, ¢

Fig. 3 Worst-case secrecy rate versus the energy re-
ceivers’ channel state information uncertainty level
(CB: cooperative beamforming; AN: artificial noise;
CBAN: joint CB and AN; wo: without; SE: security)

15 -+ Robust CBAN

-a-Nonrobust CBAN
-¢- CBAN-wo-SE

-e- CB-wo-AN

'\ Null-space CBAN

1.0} Sl R

)

Worst-case secrecy rate (bit/(s-Hz))

10

Fig. 4 Worst-case secrecy rate versus the energy
harvesting threshold (CB: cooperative beamforming;
AN: artificial noise; CBAN: joint CB and AN; wo:
without; SE: security)

the increase of n,, for all the schemes. When the EH
threshold is small, the secrecy rates decrease slowly,
whereas when the threshold is large, the secrecy rates
decrease faster. However, our robust CBAN scheme
achieves a better performance than the others. In
addition, there is a remarkable phenomenon that
for the four schemes which consider AN, the secrecy
rates drop quickly when 7, is about 10 dBW, while
for the robust CB without AN scheme, the value is
about 5 dBW. This phenomenon demonstrates that
AN can provide better suitability to the EH thresh-
old in secure SWIPT systems.

4.4 Worst-case secrecy rate versus the num-
ber of relays K

Fig. 5 plots the worst-case secrecy rates of five
different schemes versus the number of relays K. It is
seen that the worst-case secrecy rates increase with
the increase of K for all the methods due to the in-
creased spatial DoF', while our robust CBAN scheme
outperforms other schemes. It should be noted that
the null-space CBAN can work only when K is larger
than the sum of the numbers of all the ERs’ anten-
nas. In this particular example, when K < 4, the
null-space CBAN is invalid since there is no enough
DoF left for IR after nulling the ER’s channel. In
addition, the slope of the null-space CBAN curve is
higher than those of other schemes, which suggests
that the secrecy rate performance of the null-space
CBAN scheme is more sensitive to spatial DoF than
those of other schemes.

-+ Robust CBAN

-z Nonrobust CBAN
16| & CBAN-wo-SE

-e- CB-wo-AN N
-7 Null-space CBAN -~ -- .-~~~ b

Worst-case secrecy rate (bit/(s-Hz))

40 45 50 55 60 65 70 75 80
Number of relays, K

Fig. 5 Worst-case secrecy rate versus the number of
relays (CB: cooperative beamforming; AN: artificial

noise; CBAN: joint CB and AN; wo: without; SE:
security)
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4.5 Worst-case secrecy rate versus the num-
ber of energy receivers M

Fig. 6 depicts the worst-case secrecy rates of five
different schemes versus the number of ERs M. It is
seen from the figure that the worst-case secrecy rates
decrease with the increase of M for all the methods
due to the decreased spatial DoF. Our robust CBAN
scheme significantly outperforms the other schemes,
especially when M is large. The secrecy rate of the
null-space CBAN scheme drops quickly to zero when
M > 3 in this particular example. This further sug-
gests that the spatial DoF has a great influence on
the performance of the null-space CBAN scheme.

-+ Robust CBAN |
-=- Nonrobust CBAN

-4~ CBAN-wo-SE
--- - CB-wo-AN B
-7+ Null-space CBAN

o

o

Worst-case secrecy rate (bit/(s-Hz))

v,

0 | | |
10 15 20 25 3.0
Number of energy receivers, M

35 40 45 50

Fig. 6 Worst-case secrecy rate versus the number
of energy receivers (CB: cooperative beamforming;
AN: artificial noise; CBAN: joint CB and AN; wo:
without; SE: security)

4.6 Worst-case secrecy rate versus the num-
ber of antennas per energy receiver N,

Fig. 7 depicts the worst-case secrecy rates of
five different schemes versus the number of ERs N..
Similar to the results in Fig. 6, the worst-case se-
crecy rates decrease with the increase of N, for all
the methods due to the decreased spatial DoF, while
our robust CBAN scheme outperforms the other
schemes. Once again, the null-space CBAN scheme
becomes invalid when N, > 3 in this example. In
addition, by comparing Fig. 7 with Fig. 6, we can see
that except for the null-space CBAN scheme, the
worst-case secrecy rate performances of the other
four schemes show approximately linear relation-
ships with N, in Fig. 7, while in Fig. 6, the decline

tendencies of worst-case secrecy rates for these four
schemes become weak with the increase of M. This
phenomenon suggests that the number of antennas
per ER has more influence than the number of ERs
on the worst-case secrecy rate, since we consider non-
colluding eavesdroppers; thus, the eavesdrop abil-
ity of each eavesdropper plays a more important
role on the secrecy performance than the number of
eavesdroppers.

-a- Nonrobust CBAN
- CBAN-wo-SE
-~ - CB-wo-AN 1
-7 Null-space CBAN

) S A t-----4-- = Robust CBAN

Worst-case secrecy rate (bit/(s-Hz))

0 : : : o8 : :
10 15 20 25 30 35 40 45 50
Number of antennas per energy receiver, N,

Fig. 7 Worst-case secrecy rate versus the number of
antennas per energy receiver (CB: cooperative beam-
forming; AN: artificial noise; CBAN: joint CB and
AN; wo: without; SE: security)

5 Conclusions

In this paper, we have investigated a robust
CBAN scheme for secure SWIPT in AF relay net-
works, in which ERs may act as potential eavesdrop-
pers. To obtain the optimal CB vector and AN co-
variance, we reformulated the WCSRM problem by
using the one-dimensional search based two-level op-
timization, and established a relationship between
the solution to the WCSRM problem and its cor-
responding power minimization problem. Further-
more, we provided a tightness analysis for this op-
timization problem, showing that the optimal solu-
tion must be of rank one. Simulation results demon-
strated the effectiveness of the proposed design.
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Matrix Analysis and Applications. Ts-

Appendix: Proof of Proposition 2

Since problem (26) is convex and satisfies the
Slater constraint condition, its duality gap is zero

and its partial Lagrangian can be defined as

L(X) =tr(CW) — a - tr(AW)
+ 0Yretax(B)B 7 (0F + tr(BW + hh'Q))
+ X (tr(CW+Q) — P)

K
+ ) M(tr((CW + Q)ere}l) — Pr) (A1)
k=1

M M
- Z tr(2,,5) — Z (T Y om)
m=1 m=1

— tr(®W) — t1(0Q),

where X denotes the collection of the primal and
dual variables. Specifically, « > 0, A\g > 0, \x >
0, 2, € HY*X T, € HY** ' & ¢ HE, and
O c Hf are the Lagrangian multipliers associated
with constraints (26b)—(26e) as well as the primal
variables W and @Q, respectively.

The KKT conditions relevant to the proof are
given as follows:

W =0, OQ = 0, (A2a)

K
o+ 2O p 4y 0r 0 Mepel

&=C -
B k=1
M M
= Iwtr(2,5n) = > Vwtr(Tn o),
m=1 m=1
(A2b)
K
@ = retxB) iy 3 Acerel!
ﬁ k=1
M M
— ) Votr(2nEn) = > Votr(T,Ty).
m=1 m=1
(A2¢)

Based on the operation of matrix differential in
Zhang (2004), we obtain the following relationships:

Votr(2,5,,) = I, (A3a)

wtr($2,,E,,) FUIT,.F + 0211, 0 I,

FT-1

(A3b)

with IT,, = [Gon 1)92m (G T
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Similarly, we obtain

Ne
Vatr(TnTn) =Y AL, (Ada)
n=1

Ne
Vwtr (T 1) = o2 (Z Aggvm) oI
n=1

Ne
+ P, FY (Z Aﬁ,’;””) F, (A4b)

n=1

where AS,’Z’") are the block submatrices of matrix
[T Gm |Tn| I gmn |%, which can be specifically
expressed as

(I Gn 1T I Gn ¥

A%vl) A%g) A%»Ne)
AL 42 AR (A5)
Agrjl\'fc,l) A’E‘,]],.VC,Q) ASYJZVC’NC)

Multiplying the left side of @ by FH and the
right side by F', we obtain

FROF = arelax(B) L FERREF + N FEF

K M
+ FH (Z Akeke§>F —FH (Z Hm>F

k=1 m=1

M N
—F1 (Z > AS;;»”>>F.

m=1n=1

(A6)

Combining these relationships, we can further
express @ as

b =C + O'E(@ ® I) — 01(1 +'Yrclax(6)ﬁ_l)A

M
+ RFYOF + P,(1-B)"'F! (Z Hm> F,
m=1
(A7)
and, together with @W = 0, we have

WZ = 05(1 + Vrclax(ﬂ)ﬁ_l)WAv (A8)

with

Z2C+o2O©0I) +PFIOF
M
+P(1-p)tFH (Z Hm> F. (A9)
m=1

Since

M
P(1—p)"'FH (Z Hm>F =0, (A10)

and

o2 oI)+ PFIOF ~ 0, (A11)

we obtain that Z - 0 has full rank.

In addition, rank(A) = 1 implies that rank(W)
= rank(WZ) = rank(WA) < rank(A) = 1, where
the first equality is due to full rank of Z, the sec-
ond equality follows Eq. (A8), and the inequality
is due to the basic rank inequality rank(AB) <
min{rank(A), rank(B)}. Since () > 0 and W* =
0 cannot be a solution, rank(W*) = 1 must hold.
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