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Abstract:
independent and identically generalized-K (Kq) fading channels is considered, where the eavesdropper overhears

In this paper, the transmission of confidential messages through single-input multiple-output (SIMO)

the transmission from the transmitter to the receiver. Both the receiver and the eavesdropper are equipped with
multiple antennas, and both active and passive eavesdroppings are considered where the channel state information of
the eavesdropper’s channel is or is not available at the transmitter. The secrecy performance of SIMO K¢ systems is
investigated. Analytical expressions for secrecy outage probability and average secrecy capacity of SIMO systems are
derived via two different methods, in which K¢ distribution is approximated by the Gamma and mixture Gamma
distributions, respectively. Numerical results are presented and verified via the Monte-Carlo simulation.
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1 Introduction
1.1 Background

Composite fading channels, such as Rayleigh-
lognormal (RL) and Nakagami-lognormal (NL) dis-
tributions, have been frequently used to model shad-
owing and multipath fading that occur simultane-
ously in realistic wireless scenarios (Stuber, 2011).
However, the probability density function (PDF) of
such lognormal-based fading models is not given in
a closed form, which makes the performance anal-
ysis difficult or even intractable (Jung et al., 2014).
Hence, several channel models with closed-form PDF
have been proposed to represent wireless propaga-
tion properties, such as the K distribution (Abdi
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and Kaveh, 1998; Bithas and Rontogiannis, 2015),
generalized-K (K¢) distribution (Shankar, 2004),
and G-distribution (Laourine et al., 2009). Among
these, Kg distribution has been used quite exten-
sively as can be seen from the open literature, and
the reason behind this is the fact that various fading
scenarios are covered in the closed form within the
K¢ distribution simply by adjusting two parameters
(Shankar, 2004). For example, the performance of
two-way amplify-and-forward (AF) relaying systems
over cascaded K¢ fading channels was analyzed by
Yadav and Upadhyay (2013), and the expressions for
both upper and lower bounds for outage probability
were derived.

Traditional communications use cryptographic
encryption and decryption methods in the upper lay-
ers of wireless network protocol stacks to provide
information security. Differing from the traditional
approach, physical-layer security was identified as
a promising strategy that offers secure communica-
tion by smartly exploiting the fading of the channels
(Yang et al., 2015). Recently, extensive efforts have
been devoted to exploring the physical-layer secrecy
performance over fading channels. Ata and Altunbas
(2015) analyzed the relay antenna selection problem
in a vehicle-to-vehicle communication system em-
ploying physical-layer network coding with the AF
scheme and obtained the lower and upper bounds of
the end-to-end signal-to-noise ratio (SNR) and the
cumulative density functions (CDFs). The secrecy
performance of the classic Wyner’s wiretap model
over the generalized Gamma fading channels was an-
alyzed, and the closed-form expressions for the prob-
ability of strictly positive secrecy capacity (SPSC)
and the lower bound of secrecy outage probability
(SOP) were derived by Lei et al. (2015b). The per-
formance of secure communications over non-small-
scale fading channels was investigated, and approxi-
mate closed-form expressions for the average secrecy
capacity (ASC), SOP, and SPSC over independent
log-normal fading, correlated log-normal fading, and
independent composite fading channels were derived
by Pan et al. (2016). Zou et al. (2013; 2015a) pro-
posed several optimal relay selection schemes to im-
prove the physical-layer security in wireless cooper-
ative networks and cognitive radio networks, respec-
tively. Zou et al. (2015b) presented several diversity
techniques for improving wireless security against
eavesdropping attacks. The secrecy outage prob-
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ability and diversity performances of a multi-user
multi-eavesdropper cellular network were studied by
Jiang et al. (2015). Liu et al. (2016) investigated the
secrecy performance of cognitive radio systems over
Rayleigh and log-normal fading channels in the pres-
ence of one eavesdropper, and derived exact and ap-
proximate closed-form expressions for the SOP. How-
ever, no study focuses on the physical-layer security
over K¢ fading channels. Based on results of Al-
Ahmadi and Yanikomeroglu (2010b) and Chatzidia-
mantis and Karagiannidis (2011), Lei et al. (2015a)
studied the secrecy performance over single-input
multiple-output (SIMO) K¢ fading channels and de-
rived the closed-form expressions for the ASC, the
bound of the SOP, and the SPSC. Through modeling
the SNR over K¢ channels with a mixture Gamma
(MG) distribution, Lei et al. (2016a) analyzed the
secrecy performance for the classic Wyner’s model
over Kg fading channels.

1.2 Motivation and contributions

In this study, the secrecy performance of SIMO
K systems is investigated. The main contributions
of our work are listed as follows:

1. In the first method, the sum of independent
K¢ random variables (RVs) is approximated by a
Gamma RV, and new expressions for the ASC, the
bound of the SOP, and the SPSC over SIMO K¢
fading channels are derived.

2. In the second method, the K distribution
is approximated by the MG distribution, and new
closed-form expressions for ASC and SOP over SIMO
K¢ fading channels are derived.

3. The asymptotic SOP, the secrecy diversity
order, and the secrecy array gain are derived.

These novel expressions provide a unified form
that can handle several of the well-known compos-
ite fading environments as special or limiting cases.
The two methods demonstrated in our work will be
a helpful reference for researchers dealing with Kg
fading channels, especially with the physical-layer
security issues in K¢ fading scenarios.

2 System model

We consider a wiretap radio network, in which
the transmitter (S) communicates with the legiti-
mate receiver (D) under the malicious attempt of

the eavesdropper (FE), as shown in Fig. 1. Tt is



1076 Lei et al. / Front Inform Technol Electron Eng 2016 17(10):1074-1084

assumed that S is equipped with a single antenna,
and D and E are equipped with Np (Np > 1) and
Ng (Ng > 1) antennas, respectively. Furthermore,
we assume that both the main and eavesdropper
channels undergo independent and identically dis-
tributed (i.i.d.) quasi-static Kg fading. The PDF
and CDF of the SNR over a K channel are respec-
tively given by (Bithas et al., 2006)

2=, Bi—1
i S K, (2/Z; ) 1

fi(y) =

F; () = mese (may;)
(El'y)leFQ (TTL17 1— (678 1 + mg; EZ’)/)
' < (k)T (1—0;)T (14 my)

L (m)T(1+a;) D (L4 k) ’
(2)
where T'(+) is the Gamma function, ¢ € {D, E},
m; and k; are the fading parameters of the main
and eavesdropper channels respectively, and + is the
SNR. Both m; and k; are limited to integer values,
%; being the average SNR of the main and eaves-
dropper channels, K, (-) is the modified Bessel func-
tion of order a, and ,F, (a;b;c) is the generalized
hyper-geometric function as defined in Eq. (9.14.2)

in Gradshteyn and Ryzhik (2007).

Main channel

............. > Wiretap channel

Fig. 1 System model demonstrating a source (S), a
legitimate destination (D), and an eavesdropper (FE).
The receivers are equipped with multiple antennas

It is assumed that the maximal radio combining
(MRC) scheme is adopted at the destination. Then
the instantaneous SNR at D (or E) can be expressed
as

N;
Vi = Z%’,j, (3)
Jj=1

where i € {D, E'} and +; ; signifies the instantaneous
SNR at the jth antenna of D (or E).

3 Statistical properties

Although the K¢ distribution has a closed-
form PDF compared with RL and NL distributions,
the modified Bessel function (contained in Eq. (1))
makes the performance analysis of Kg channels
complicated and difficult. As pointed out in Al-
Ahmadi and Yanikomeroglu (2010a) and Atapattu
et al. (2011), it is not straightforward to deal with the
CDF expression (Eq. (2)), which contains the hyper-
geometric functions, to derive the distributions of ;.

Several methods have been proposed to avoid
such difficulties and to significantly simplify the per-
formance analysis of composite fading channels. It
was testified that both a single Kg RV and the
sum of independent K¢ RVs can be closely approx-
imated by a single Gamma RV (Al-Ahmadi and
Yanikomeroglu, 2010a). Atapattu et al. (2011) pro-
posed an MG distribution to model the SNR of the
wireless composite fading channels and analyzed the
ergodic capacity of diversity reception schemes over
K¢ fading channels. The MG distribution is com-
posed of a weighted sum of Gamma distributions
that can approximate the K¢ distribution as well
as a variety of other fading distributions with high
accuracy by adjusting its parameters. The high ac-
curacy of this method was testified by Cheng (2013)
and Jung et al. (2013;2014). The PDF and CDF via
two different methods are given in this section. For
simplicity, we refer to these two methods as ‘Gamma-
based’ and ‘mixture Gamma-based’, respectively.

3.1 Gamma-based method

Al-Ahmadi and Yanikomeroglu (2010a) showed
that the sum of independent K¢ random variables
can be approximated by a Gamma RV. The PDF of
~; with the Gamma-based method is given as (Al-
Ahmadi and Yanikomeroglu, 2010a)

TP
)= posen(<1). @

I (pi) i
herei € {D, E}, 0; = (AF; — &) i, pi = N;
A 9 y Ve — T szapz—iAFi_Ei,
1 1
AF;, = — + — + ——, and ¢; is the adjustment
m; kg omgk;

parameter (Al-Ahmadi and Yanikomeroglu, 2010a).
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Using Eq. (4) above and Eq. (3.351.1) in Grad-
shteyn and Ryzhik (2007), the CDF of 4; is obtained

" Fi(y) = %pi)r <p 91) : (5)

Jy exp(—t)t*~tdt is the well-
known lower incomplete Gamma function, which is
defined by Eq. (8.350.1) in Gradshteyn and Ryzhik
(2007).

where 7 (a, )

3.2 Mixture Gamma-based method

Atapattu et al. (2011) proposed the MG distri-
bution to model the SNR of the K¢ channels. The
high accuracy of this method was testified by Cheng
(2013) and Jung et al. (2013; 2014). The PDF of ;
is derived with the MG-based method in Lemma 1.
Lemma 1 (Lei et al., 2016b) The PDF and CDF
of v;, i € {D, E} are given by

N SN Ry
fi ) = om)™ Y B <(l_1)!

Si

: 7lileXP( Si JV)) (6)

N S Rj
Fi(7) =(C(m)™ Y B> ((1_1)1

S, j=1 =1

)T, <¢,ﬂ)> : (7)

where i € {D, E}, Rj; denotes the coefficient which
can be obtained by Eq. (18) in Lei et al. (2016b),

L
N; o
B'i - ! | I (ai,j)nl’] ’
i1, 15,25+ -5 TV L

1<;<L
M1y M52 oy T4 L - L s
1,19 1,49 k) 1 H (nl’J)'
j=1
L
Si = (ni,l,ni,z, . 7ni,L) Zni,j =N; %,
Jj=1
0: :
Oéid = 7 .3 7
55 N (6T (mi) (65) ™)
v=1
Gii = é 0 — Eimiwjtjki_mi—l
2y tj ) 2,7 r (mz> P (kz) )

w; and t; are the weight factor and the abscissas
for the Gaussian—Laguerre integration (Abramowitz
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and Stegun, 1972) respectively, and L is the number
of terms.

Lemma 2 In the high SNR regime with ¥p — oo,
the asymptotic PDF and CDF of vyp are given by

I () =nymeie =t (8)
o n mpN
F = ———AMPAD 9
p (7) Ny ; 9)
AND (T (mp))™® L
heren="-—"2"27__ and A= aps.
= o Ny — 1) 52:21 P

The proof is given in Appendix.

4 Average secrecy capacity analysis

In this section, we consider active eavesdropping
scenarios, where the full channel state information
(CSI) of both the main and eavesdropper channels
are available at S (Wang et al., 2014).
scenario, S can adapt the achievable secrecy rate
Ry such that Ry < (s, where Cg is the maximum
achievable secrecy rate, i.e., secrecy capacity, and
can be characterized as (Bloch et al., 2008)

In such a

=max{ln(1+~vyp)—In(l+~g),0},

(10)
where In(1++p) and In(l1+yg) are the ca-
pacities of the main and eavesdropper channels,
respectively.

Then the ASC can be given by

A

_/O In(1+4+vp) fo (vp) FE (vp) dyp

Cs(vp,VE)

s (vp,ve)f (vp,vE) dYDdVE

Iy

+ /OO In(1+vEg) fe (ve) Fp (ve)dve
0

12
—/ In(1+~vg) fe (ve)dyE,
0

I3

(11)

where f (yp,vE) = fp (vp) f& (7E) is the joint PDF
of vp and vg.

In the following, we give the derivation of I, I5,
and I3 by using the Gamma-based and MG-based

methods.
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4.1 Gamma-based method

Substituting Egs. (4) and (5) into Eq. (11
obtain

), we

I =/ In(1+~p) Fe (vp) fo (vp) dvp
0
B QD*PD
I'(pp) T (pE)
> ypP " In(1+9p) ( 7D>
: T p, 22 dvp.
/0 exp(7p/0p) ey ) TP
(12)
By using Eqs. (8) and (9) in Lei et al. (2015b) and

Eq. (11) in Adamchik and Marichev (1990), the
logarithmic, exponential, and incomplete Gamma

functions can be expressed in terms of Meijer’s
G-function as

In(1+90) = G33 o [ib]. (13)

exp <—g—z> =G g—z } , (14)
TD\ 11 [ 1

r (pE7 9E> _G12 % pE,0:| (15>

Using Eq. (9.31.5) in Gradshteyn and Ryzhik (2007),
we deduce

w6 321 | = oot 22 .
(16)

Hence, using Eq. (20) in Lei et al. (2015a),

we obtain the closed-form expression of [; in

terms of the extended generalized bivariate Meijer’s
G-function (EGBMGF) as (Ansari et al., 2011)

Op~°P 1 /OO 1,2 1,1
70 PD G 9 3
Too)T (o)~ o 53 [1o]i0]

1,0 | YD |— 1,1 | YD |1
'Go,l {% pD—1:| G1,2 [@ pE,o] dvp

I =

1
B P(PD)P(PE)
) 0
G0 <pD 10 | pe.0 9D,92 ) (17)

Similarly, we obtain the closed-form expression
of I as

I = /OO In(1+9E) fe (ve) Fp (ve)dve
0

)
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Now, substituting Eq. (4) into Eq. (9) and using
Egs. (11) and (21) in Adamchik and Marichev (1990),
we obtain the closed-form expression of I3 as

Iy = /OOO In(1+9E) fe (ve)dve

= Op " /00 In(1++g)ve" 'exp <—’Y—E) dvg
I'(pe) Jo Ok
O "% [ o112 1,0 | VE |-
= G ‘ GhO | 2B |- | 4
T (pr) /0 YE ['VE ] 0.1 15 10 VE
—p

9E B 3)1 1 — ,1—
= WGZ?) @ ’O)iEI‘)}L_ppEE . (19)
Therefore, the ASC is obtained by substituting
Egs. (17)—(19) into Eq. (11).

4.2 Mixture Gamma-based method

Substituting Egs. (6) and (7) into Eq. (11) and
using Eq. (21) in Adamchik and Marichev (1990), we

obtain

I = /0°° In(1++p) fo (vp) Fe (vp)dyp

np,;mp nE,.smEg

:AZZBi Z l_gletfl

Sp Sg  j=1 I=1 s=1 t=1 CEs)
(20)

where A = (T (mp))N? (T (mg))®, B = BpBg,
Rj and Ry are coefficients which can be obtained
by Eq. (18) in Lei et al. (2016b), and

31 —1,1-1
& =Gy [CD,J' ‘0,—l,—l}
t—1

p
SE,s
B Pl L I

—l—p,1-l—p
0,—l—p,—l—p

Similarly, we obtain the closed-form expression
of I as

R Rg&o

l7
Sp Sg  j=1 I=1 s=1 t=1 (t—1)! (CDJ)

(21)
where
3,1 —t,1—t
§2 =GY3 [CES 0,—t,—t}
(gD,j) 3,1 —p—t,1—p—t
TGz,g [CDJ + B |0,—p_t,—p—t

p=0
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Now, substituting Eq. (6) into Eq. (11), we
obtain

I3 = /Ooo In(1+9E) fe (ve)dve

L MmE.smME
YB3
f_i_g]

Substituting Eqgs. (20)—(22) into Eq. (11), the
closed-form expression for the ASC for this scenario
is obtained.

LG [<E . (22)

5 Secrecy outage probability analysis

In this section, we consider passive eavesdrop-
ping scenarios, where S has no CSI about the eaves-
dropper’s channel (Wang et al., 2014). In such a sce-
nario, S has no choice but to encode the confidential
data into codewords with a constant rate Ry (Wang
et al., 2014). If Ry < Cs, perfect secrecy can be
achieved; otherwise, information theoretic security
is compromised. The SOP is a useful performance
metric to evaluate the secrecy performance of such
scenarios, which can be expressed as (Bloch et al.,
2008)

Pout =Pr {Os ('YD»'YE) S Rs}
=Pr{yp <Oyg+6 -1}
— [ Fo@um+o-1Iste)d, (2
0
where R; (Rs >0) is the target secrecy capacity

threshold and © = exp (Rs) > 1.
5.1 Gamma-based method

By substituting Egs. (4) and (5) into Eq. (23),
we obtain

P = / Fp (675 +6 — 1) fx (v5) dvs
0

eE_PE
" T(pp)T (p)
et ( 9’7E+@—1>
T (o, DETE T g
/0 exp(1e/0m) \"P Op i

(24)

The integral in Eq. (24) is not available in the
exact closed form because of the shift in the incom-
plete Gamma function (p;, ¢ € {D, E} in Eq. (5) is
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not an integer). Hence, we derive the lower bound of
the SOP by adopting a similar method proposed in
Liu (2013) and Lei et al. (2015b), i.e

Pyt = P{yvp <Ovg+6 -1}

> PoutL - P{'YD < @’YE}

— /OOO Fp (©Ovg) f&(yE) dvE. (25)

Now, using Egs. (4), (5), and Eq. (2.10.3.2) in
Prudnikov et al. (1992), we obtain the lower bound
of the SOP as

Polat_/ Fp (0vE) fe (ve)dve
0
GE_PE
" T'(pp)T (pr)
© el ( 9%3)
v (pp, 22 ) d
/o exp(e/05) \"7 0p )
_ _T(pe+pp) (9913)”’
ppl (pe)T (pp) \ Op

col (PD7PE +pp;pp + 1;—

00O
i)

where oF (a,b;c;z) is the Gauss hyper-geometric
function, as defined in Eq. (9.100) in Gradshteyn
and Ryzhik (2007).

5.2 Mixture Gamma-based method

By substituting Egs. (6) and (7) into Eq. (23)
and using Eq. (8.352.4) in Gradshteyn and Ryzhik
(2007), we obtain

Pout

- /OO Fp(©vg +0 —1) fg(ve)dve
0

L mpjimp [ NEsME

]Rst
—A22 B > 2 ) : 53_)1
Sp Sg j=1 =1 S= Dv]
(27)

where

o0
53:/ ' exp (—sp.sVE)
0

-1 AP _ p
1= Z ' (sp,;)’ (O +6 —1) dvs.
o= plexp (<p,j (O +0 —-1))

(28)

Using Egs. (1.111) and (3.326.2) in Gradshteyn
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and Ryzhik (2007), we obtain

&=L (e, (O 1))
(CE s)
-1 p —v
OO - 1P T (t +v)
S () v e

|
where [ P ) = —2
v vl (p —v)!

5.3 Asymptotic secrecy outage probability

The asymptotic SOP can be expressed as (Wang

et al., 2014)
o (75%).

where G4 refers to the secrecy diversity order, which

Fow = (Gavp) (29)

determines the slope of the asymptotic outage prob-
ability curve, and G, refers to the secrecy array
gain, which characterizes the SNR advantage of the
asymptotic SOP relative to the reference curve ﬁBGd

Substituting Eq. (9) into Eq. (23) and using
the multinomial theorem and Eq. (3.326.2) in Grad-
shteyn and Ryzhik (2007), we obtain

Pt —/ Fp(@ve+60 —1) fr (ye)dye
0

L np,.smg

—rmell ZBZ Z

/ (@pyE_i_@_l)mDND
0

: ’VEH exp (—cE vE) dvE
L mE,sME

—rmell ZBZ Z

63 ’
(30)

mpNp T(j+t
where £5° = > ( mD,ND ) 9-7(‘77—:,_&.
7=0 J (sE,s)
Henceforth, based on Egs. (29) and (30) and the
definitions of A\, 7, the secrecy diversity order and the

secrecy array gain are obtained as

Gd = NDmD, (31)
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where

Np

Npmp Z (WS(tS)kDimDil>

_ (mpkp) =1

NI (o)

s=1

6 Strictly positive secrecy capacity
analysis

The SPSC (Liu, 2013; Pan et al., 2016), which
means the existence of secrecy capacity, is a funda-
mental benchmark in secure communications, and
can be obtained by

Py="Pr {CS ('YD,")/E) > 0} =1— Fout |r.=0- (33)

6.1 Gamma-based method

By substituting Ry = 0 into Eq. (26), we obtain
SPSC for this scenario as

. _Dppt+pr) [(08\""
fo=1 pDr<pD>r<pE>(0D)

0
I (PD»PD+PE§PD +1; —ﬁ) . (34)

6.2 Mixture Gamma-based method

By substituting Ry = 0 into Eq. (27), we obtain

P0:1—AZZ<B
Sp SE
np,;mp L ME,sME

PID DD IE

J=1 1=1 s=1

]let&L
)

(35)

& ()T (t+p)
p=0 p!(§D,j+<E,s)t+p

where &4 =

7 Numerical results

In this section, we present numerical results
and Monte-Carlo simulations to validate our anal-
ysis models. The main parameters used in simula-
tions and analysis are L = 5 , mp = mg = m,
kp = kg = k, and the unit of Ry is nat/(s-Hz). The
curves under various conditions for comparison with
varying 4p are plotted.

Figs. 2-8 depict the ASC, SOP, and SPSC versus
¥p with varying (Np, Ng), g, and Ry over SIMO
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K¢ channels, respectively. With the Gamma-based
method, we obtain only the lower bound of the SOP
and hence the results do not fully agree with the sim-
ulations, while the exact SOP can be achieved with
the MG-based method. It is clear that the analysis
results match very well with simulation curves in all
figures except Fig. 8. Furthermore, it can be ob-
served that the ASC, SOP, and SPSC for a higher
7p outperform the ones for a lower 4p scenario as a
higher 4p signifies better channel conditions.

As demonstrated in Figs. 2—4, one can find that
all the secrecy performance metrics are enhanced by
increasing Np or decreasing Ng, which signifies the
number of antennas at D or E. It can be explained
by the fact that Np and Ny directly influence the re-
ceive diversity at D and F, respectively. From Figs. 3

)
100k 3
q
2
10—1 L
[
1§
10';— (ND‘ NE)=(1‘ 3), (11 2)‘ (1, 1),
21,61
Simulation
g *  Gamma-based analysis
10° ‘ ©  MG-based analysis
0 5 10 15

¥, (dB)

Fig. 2 Average secrecy capacity versus yp with m =
2, Rs =0.1, k=3, and yg = 5 dB

10° @

107°
* (No, NeJ=(3, 1), (2, 1), .
1010 (1,1),(1,2),(1,3) o
Simulation ©- .
*  Gamma-based analysis .
O  MG-based analysis v g
+ Asymptotic analysis :
10718 . X . : :
0 5 10 15 20 25 30

Vo (dB)

Fig. 3 Secrecy outage probability versus ¥p with
m =2, Rs =0.1, k=3, and yg = 1 dB

and 6, we also observe that the asymptotic results ac-
curately approach the secrecy diversity order and the
secrecy array gain. According to Eq. (31), we can ob-
serve that the secrecy diversity order is independent
of N and increases with the increase of Np, which
are testified by Fig. 3. As depicted in Figs. 5-7, one
can observe that all the secrecy performance metrics
are improved while decreasing 4g, which is the aver-
age SNR of the eavesdropper channel. It is because a
lower 4g signifies weaker eavesdropper channel con-
ditions. In Fig. 8, one can observe that the simulated
values for P, gradually approach the numerical re-
sults via the Gamma-based method as Ry decreases,
which can be easily explained by Ruglo (6-1) =0,
and very well match the analyticazl results via the
MG-based method.

100 .........
&
®
L«
D? 10’1 ....................................
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L (2,1).6.1)
Simulation
*  Gamma-based analysis
1072 oo i O  MG-based analysis 3
0 5 10 15
Vo (dB)

Fig. 4 Strictly positive secrecy capacity versus Jp
with m =2, Rs = 0.1, k=3, and g = 5 dB
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) O  MG-based analysis
10" - :
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Fig. 5 Average secrecy capacity versus yp with Rs =
0.1, m=2,k=3,and Np = Ng =2
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+ + + + Asymptotic analysis
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Fig. 6 Secrecy outage probability versus 7p with
Rs =0.1, m=2,k=3,and Np = Ng =2
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Fig. 7 Strictly positive secrecy capacity versus vp
with Rs = 0.1, m =2, k=3, and Np = Ng =2
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Fig. 8 Secrecy outage probability versus p with
m=2,k=2,g =2dB, and Np = Ng =2

8 Conclusions

In this paper, the physical-layer security over
independent SIMO K¢ channels was investigated
via two different methods. In the first method, the
sum of independent K¢ RVs was approximated by
a Gamma RV, and new closed-form expressions for
the ASC, the bound of the SOP, and the SPSC over
SIMO K¢ fading channels were derived. In the sec-
ond method, the K¢ distribution was approximated
by the MG distribution, and new closed-form ex-
pressions for the ASC, SOP, and SPSC were derived.
Furthermore, the asymptotic SOP, the secrecy diver-
sity order, and the secrecy array gain were obtained.
The model considered in this paper is more general,
and it can be applied in various practical application
scenarios. For example, a radio cellular wireless com-
munication system is composed of a single antenna
mobile station (MS) and a base station (BS) with
multiple antennas; another BS equipped with multi-
ple antennas wants to overhear the information from
the MS of the legitimate BS. Our results provide
a unified model to analyze the secrecy performance
over SIMO K¢ fading channels and can be readily
applied to practical wireless system design, in which
the physical-layer security issue is considered.

References

Abdi, A., Kaveh, M., 1998. K distribution:
priate substitute for Rayleigh-lognormal distribution in
fading-shadowing wireless channels.  Electron. Lett.,
34(9):851-852. http://dx.doi.org/10.1049 /el:19980625

Abramowitz, M., Stegun, I.A., 1972. Handbook of Mathe-
matical Functions: with Formulas, Graphs, and Math-
ematical Tables. Dover Press, New York.

Adamchik, V.S.,; Marichev, O.I., 1990. The algorithm for
calculating integrals of hypergeometric type functions
and its realization in REDUCE system. Proc. Int.
Symp. on Symbolic and Algebraic Computation, p.212-
224. http://dx.doi.org/10.1145/96877.96930

Al-Ahmadi, S., Yanikomeroglu, H., 2010a. On the approxi-
mation of the generalized-K distribution by a Gamma
distribution for modeling composite fading channels.
IEEE Trans. Wirel. Commaun., 9(2):706-713.
http://dx.doi.org/10.1109/TWC.2010.02.081266

Al-Ahmadi, S., Yanikomeroglu, H., 2010b. On the ap-
proximation of the PDF of the sum of independent
generalized- K RVs by another generalized-K PDF with
applications to distributed antenna systems.
IEEE Wireless Communications and Networking Conf.,
p.1-6. http://dx.doi.org/10.1109/WCNC.2010.5506178

Ansari, 1.S., Al-Ahmadi, S., Yilmaz, F., et al., 2011. A new
formula for the BER of binary modulations with dual-
branch selection over generalized-K composite fading

IEEE Trans. Commun., 59(10):2654-2658.

an appro-

Proc.

channels.

http://dx.doi.org/10.1109/TCOMM.2011.063011.100303A



Lei et al. / Front Inform Technol Electron Eng 2016 17(10):1074-1084

Ata, S.0O., Altunbas, 1., 2015. Relay antenna selection for
V2V communications using PLNC over cascaded fading
channels. Proc. Int. Wireless Communications and
Mobile Computing Conf., p.1336-1340.
http://dx.doi.org/10.1109/TWCMC.2015.7289276

Atapattu, S., Tellambura, C., Jiang, H., 2011. A mixture
Gamma distribution to model the SNR of wireless chan-
nels. IEEE Trans. Wirel. Commun., 10(12):4193-4203.
http://dx.doi.org/10.1109/TWC.2011.111210.102115

Bithas, P.S., Rontogiannis, A.A., 2015. Mobile communica-
tion systems in the presence of fading/shadowing, noise
and interference. IEEE Trans. Commun., 63(3):724-
737. http://dx.doi.org/10.1109/TCOMM.2015.2390625

Bithas, P.S., Sagias, N.C., Mathiopoulos, P.T., et al., 2006.
On the performance analysis of digital communications
over generalized-K fading channels. [EEE Commun.
Lett., 10(5):353-355.
http://dx.doi.org/10.1109/LCOMM.2006.1633320

Bloch, M., Barros, J., Rodrigues, M.R.D., et al., 2008. Wire-
less information-theoretic security. IEEE Trans. In-
form. Theory, 54(6):2515-2534.
http://dx.doi.org,/10.1109/TIT.2008.921908

Chatzidiamantis, N.D., Karagiannidis, G.K., 2011. On the
distribution of the sum of Gamma-Gamma variates
and applications in RF and optical wireless communi-
cations. IEEE Trans. Commun., 59(5):1298-1308.
http://dx.doi.org/10.1109/TCOMM.2011.020811.090205

Cheng, W., 2013. Performance analysis and comparison
of dual-hop amplify-and-forward relaying over mixture
Gamma and generalized- K fading channels. Proc. Int.
Conf. on Wireless Communications & Signal Process-
ing, p.1-6.
http://dx.doi.org/10.1109/WCSP.2013.6677092

Gradshteyn, I., Ryzhik, 1., 2007. Table of Integrals, Series,
and Products (7th Ed.) Academic Press, USA.

Jiang, Y., Zhu, J., Zou, Y., 2015. Secrecy outage analysis of
multi-user multi-eavesdropper cellular networks in the
face of cochannel interference. Dig. Commun. Netw.,
1(1):68-74.
http://dx.doi.org/10.1016/j.dcan.2015.02.002

Jung, J., Lee, S.R., Park, H., et al., 2013. Diversity analysis
over composite fading channels using a mixture Gamma
distribution. Proc. IEEE Int. Conf. on Communica-
tions, p.5824-5828.
http://dx.doi.org/10.1109/I1CC.2013.6655526

Jung, J., Lee, S.R., Park, H., et al., 2014. Capacity and
error probability analysis of diversity reception schemes
over generalized-K fading channels using a mixture
Gamma distribution. [IEEE Trans. Wirel. Commun.,
13(9):4721-4730.
http://dx.doi.org/10.1109/TWC.2014.2331691

Laourine, A., Alouini, M.S., Affes, S., et al., 2009. On
the performance analysis of composite multipath/
shadowing channels using the G-distribution. I[EEE
Trans. Commun., 57(4):1162-1170.
http://dx.doi.org/10.1109/TCOMM.2009.04.070258

Lei, H., Gao, C., Ansari, 1., et al, 2015a. On physical
layer security over SIMO generalized- K fading channels.
IEEE Trans. Veh. Technol., 65(9):7780-7785.
http://dx.doi.org/10.1109/TVT.2015.2496353

Lei, H., Gao, C., Guo, Y., et al., 2015b.
layer security over generalized Gamma fading channels.

On physical

1083

IEEE Commun. Lett., 19(7):1257-1260.
http://dx.doi.org/10.1109/LCOMM.2015.2426171

Lei, H., Zhang, H., Ansari, 1., et al., 2016a.
analysis of physical layer security over generalized-K
fading channels using a mixture Gamma distribution.
IEEE Commun. Lett., 20(2):408-411.
http://dx.doi.org/10.1109/LCOMM.2015.2504580

Lei, H., Zhang, H., Ansari, 1., et al., 2016b. Secrecy outage
analysis for SIMO underlay cognitive radio networks
over generalized-K fading channels. IEEE Signal Pro-
cess. Lett., 23(8):1106-1110.
http://dx.doi.org/10.1109/LSP.2016.2587323

Liu, H., Zhao, H., Jiang, H., et al., 2016. Physical-layer
secrecy outage of spectrum sharing CR systems over
fading channels. Sci. China Inform. Sci., 59:102308.
http://dx.doi.org/10.1007/s11432-015-5451-2

Liu, X., 2013. Probability of strictly positive secrecy capacity
of the Weibull fading channel. IEEE Global
Communications Conf., p.659-664.
http://dx.doi.org/10.1109/GLOCOM.2013.6831147

Pan, G., Tang, C., Zhang, X., et al., 2016. Physical-layer
security over non-small-scale fading channels. I[FEE
Trans. Veh. Technol., 65(3):1326-1339.
http://dx.doi.org/10.1109/TVT.2015.2412140

Prudnikov, A.P., Brychkov, Y.A., Marichev, O.1., 1992. Inte-
grals and Series, Volume 2: Special Functions. Gordon
and Breach Science Publishers, New York.

Shankar, P.M., 2004. Error rates in generalized shadowed
fading channels. Wirel. Commun., 28(3):233-
238.
http://dx.doi.org/10.1023/B:wire.0000032253.68423.86

Stuber, G.L., 2011.
Springer Science & Business Media, New York.

Wang, L., Elkashlan, M., Huang, J., et al., 2014. Se-
cure transmission with antenna selection in MIMO
Nakagami-m fading channels. IEEE Trans. Wirel
Commun., 13(11):6054-6067.
http://dx.doi.org/10.1109/TWC.2014.2359877

Yadav, S., Upadhyay, P.K., 2013.
two-way AF relaying systems over cascaded generalized-
K fading channels. Proc. National Conf. on Commu-
nications, p.1-5.
http://dx.doi.org/10.1109/NCC.2013.6487901

Yang, N., Wang, L., Geraci, G., et al., 2015. Safeguarding 5G
wireless communication networks using physical layer
security. IEEE Commun. Mag., 53(4):20-27.
http://dx.doi.org/10.1109/MCOM.2015.7081071

Zou, Y., Wang, X., Shen, W., 2013.
tion for physical-layer security in cooperative wireless
networks. IEEE J. Sel. Areas Commun., 31(10):2099-
2111. http://dx.doi.org/10.1109/JSAC.2013.131011

Zou, Y., Champagne, B., Zhu, W.P., et al., 2015a. Relay-
selection improves the security-reliability trade-off in
cognitive radio systems. IEEE Trans. Commun.,
63(1):215-228.
http://dx.doi.org/10.1109/TCOMM.2014.2377239

Zou, Y., Zhu, J., Wang, X., et al., 2015b. Improving physical-
layer security in wireless communications using diversity
techniques. IEEE Netw., 29(1):42-48.
http://dx.doi.org/10.1109/MNET.2015.7018202

Performance

Proc.

Pers.

Principles of Mobile Communication.

Performance analysis of

Optimal relay selec-



1084

Appendix: Proof of Lemma 2

We derive the asymptotic CDF from the SNR
of a single branch of the main channel. The PDF of
vp,; in the form of the MG distribution is expressed
by (Atapattu et al., 2011; Lei et al., 2016a)

L
foi() = apym exp(—spsy). (Al
s=1

Using Eq. (3.351.1) in Gradshteyn and Ryzhik
(2007), we obtain the CDF of vp ; as

L
Fp;(v) =Y aps(sps) ™Y (mp,sp,s7). (A2)
s=1

Using Eq. (8.352.6) in Gradshteyn and Ryzhik
(2007), we have

Y (mp,sp,s7y) = (mp —1)! (1 —exp (—<p,s7)

" (se)”
P ) (A3)
n!
n=0
_ - mpkp
When 4p — oo, we have =p = —— — 0
YD

and ¢p ; = :t_D — 0. Using the Taylor series expan-
J
sion truncated to the Ith order given by exp (z) =

l n
> % + O ('), we obtain

n=0
mp—1 n mp
SD SD
> (o7 ’5,7) :eXp(gp,sv)—i( ’57), +0 (™).
"0 n: mp:

(A4)
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Substituting Eq. (A4) into Eq. (A3), we have

D

(§D75’7>m
mp

T (mp,sp,s7) = +0(™).  (A9)

Substituting Eq. (A5) into Eq. (A2), the asymptotic
CDF of vp; is obtained by

oo A m
Fpi(v) :m—DV 2,

(A6)

L
where A = >~ ap,. Then the asymptotic PDF of
s=1

Yp,; is expressed as

I3 () = Aymet,

The moment generating function (MGF) of vp ; is
expressed as

(A7)

My (v) = AT (mp) s~ ™P. (A8)
Based on Eq. (3), we obtain the MGF of vp as
Mp (7) = ANP (D (mp)) P s™mP Mo (A9)

Based on the relationship between PDF and MGF,
we obtain the asymptotic PDF and CDF of vp as
Egs. (8) and (9), respectively.
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