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Abstract:
manufacturing systems. As the information channel of the system, the reliability of the network is crucial to the

Controller area network (CAN) based fieldbus technologies have been widely used in networked

system throughput, product quality, and work crew safety. However, due to the inaccessibility of the nodes’ internal
states, direct assessment of the reliability of CAN nodes using the nodes’ internal error counters is infeasible. In
this paper, a novel CAN node reliability assessment method, which uses node’s time to bus-off as the reliability
measure, is proposed. The method estimates the transmit error counter (TEC) of any node in the network based
on the network error log and the information provided by the observable nodes whose error counters are accessible.
First, a node TEC estimation model is established based on segmented Markov chains. It considers the sparseness
of the distribution of the CAN network errors. Second, by learning the differences between the model estimates and
the actual values from the observable node, a Bayesian network is developed for the estimation updating mechanism
of the observable nodes. Then, this estimation updating mechanism is transferred to general CAN nodes with no
TEC value accessibility to update the TEC estimation. Finally, a node reliability assessment method is developed
to predict the time to reach bus-off state of the nodes. Case studies are carried out to demonstrate the effectiveness
of the proposed methodology. Experimental results show that the estimates using the proposed model agree well
with actual observations.
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1 Introduction of networked automation systems and the diversity
of industrial conditions, the reliability of the CAN

Controller area network (CAN) is one of the  pyg network decreases gradually over time (Cauf-

most widely used fieldbuses in industrial automa-
tion. Developed in the 1980s, CAN networks pro-
vide good real-time performance and reliability at

relatively low cost. With the growing complexity
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friez et al., 2003). In practice, factors such as hard-
ware dysfunction and electromagnetic interference
will result in communication delay or interruption
and, more severely, may lead to the failure of the net-
work, which will be catastrophic in actual industrial
applications. To ensure production safety and prod-
uct quality, higher requirements for the performance
and reliability of the network should be satisfied.
To improve the performance and reliability of the
system, and reduce maintenance costs, it becomes
increasingly important to evaluate CAN network
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reliability online, which requires to estimate the time
to reach the bus-off state of the nodes in the network.

In the literature, some studies focused on net-
work performance and reliability. For example, Zhao
and Lei (2012) and Lei et al. (2014) classified the
error frames on the bus according to the length of
the error flag, and then combined a generalized zero-
inflated Poisson (GZIP) model with the ranked prob-
ability control (RPC) charts to achieve failure early
warning. Navet et al. (2000) established a general-
ized Poisson process (GPP) model to describe both
error frequency and error gravity, and evaluated the
worst-case deadline failure in real-time applications.
Wang et al. (2010) designed a fault-tolerant redun-
dancy technology to enhance the reliability of the
CAN bus, which integrates the advantages of the
analytical and hardware redundancy fault-tolerant
control concepts. Barranco et al. (2006; 2011) in-
troduced an active star topology, i.e., CANcentrate.
The active hub can prevent error propagation from
any of its ports to the others, and has a better fault
tolerance performance. Yomsi et al. (2012) proposed
a framework based on the transaction model, and in-
tegrated offsets in the analysis of worst-case response
times (WCRT) on CAN. Kumar et al. (2009) dis-
cussed the response time model of CAN messages,
and introduced a technique to derive probabilistic
parameters for messages with deterministic trans-
mission times.

In addition, some studies focused on predict-
ing the time of the nodes reaching the bus-off state,
which also involves modeling on the variation of
a node’s embedded transmit error counter (TEC)
value. For example, Gaujal and Navet (2005) de-
rived a continuous time Markov chain of the CAN
fault confinement mechanism, and assessed the risk
of reaching the error passive or bus-off state. Lei
et al. (2010) analyzed the changing trend of the CAN
node TEC value, established a discrete time Markov
chain, and developed a network /node time to failure
prediction algorithm. Chen et al. (2006) set up a dis-
crete time Markov model of the TEC value change,
and then calculated how long a CAN node can work
normally before it goes into its bus-off state. Navet
and Song (2001) modeled the TEC value change by
a discrete time Markov model under three cases: no
message is sent, send a message successfully, and fail
to send a message, and predicted the hitting time
of bus-off for nodes. These studies are based on the

bit error rate (BER) on the bus. However, accurate
measurement of the BER is difficult, which limits the
application of the above methods.

According to the literature, to analyze the time
to reach the bus-off state of a node, existing methods
need to measure the BER on the bus, which is an av-
eraged measure that could not reflect the stochastic
behaviors of the nodes upon each error. Moreover,
existing bus-off hitting time estimation methods as-
sume that the current internal error counters are
zero due to the inaccessibility of the node internal
states. Hence, the estimation results are not accu-
rate when the errors are persistent in the network.
In addition, although some intelligent nodes are com-
mercially available to provide network error informa-
tion, this information cannot be used to evaluate the
reliability of the whole network system, especially
when traditional nodes are also used in the network.
Therefore, it is needed to develop a new node relia-
bility assessment methodology that can predict the
node bus-off hitting time without interrupting nor-
mal network communication.

The goal of this study is to develop a novel node
reliability assessment methodology for a CAN net-
work using network traffic records and information
from TEC accessible nodes. The advantage of the
proposed method is that the node bus-off hitting
time can be predicted based on current estimates
of the node TEC values for a higher reliability as-
sessment accuracy, which is not available in exist-
ing methods. The result of this work will enable
one to estimate all the nodes’ statuses and time to
bus-off for node reliability assessment, which will ul-
timately improve system maintenance practice for
product quality and production safety assurance.

2 CAN fault confinement mechanism

The CAN fault confinement mechanism can en-
hance the efficiency of communication by preventing
an abnormal node from disturbing the normal opera-
tion of the whole system. In the process of CAN bus
communication, a node will be in one of the three
states (Bosch, 1991): error active state, error passive
state, and bus-off state.

The status of a CAN node is determined by its
embedded TEC and receive error counter (REC). In
general, a node will be in the error active state if its
TEC value is less than 127. If the node TEC value is
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greater than 127, the node will be in the error passive
state. The node will be in the bus-off state if its TEC
value is greater than 255. These counters are modi-
fied according to a set of rules (Bosch, 1991), and the
simplified rules are as follows: if a node detects an er-
ror in the data received, it will send the error frames
to interrupt this transmission, and the node TEC
value will increase by eight, until it crosses 255. If
the message is transmitted or received successfully,
the node TEC or REC value will decrease by one,
until it reaches zero (Farsi et al., 1999; Gaujal and
Navet, 2005; Chen et al., 2006).

3 Problem statement

Given a history of network traffic, i.e., datalink
and physical layers data including incomplete data
frame interrupted by errors, how to accurately esti-
mate the time to reach the bus-off state of all the
nodes is a challenging task since the majority of the
nodes’ embedded TEC values cannot be accessed.
Hence, to assess the reliabilities of all the nodes in the
network, the following issues should be addressed:

1. How to establish a node TEC value estima-
tion model according to the error log? In addition,
how to deal with the case in which the data frames
interrupted by the errors are unrecognizable?

2. How to establish a knowledge-based model
to describe the differences between the actual TEC
value and the estimated TEC value of an observ-
able node, so that the model can be transferrable to
general nodes without TEC accessibility to update
the predicted TEC values based on network error
information?

3. How to develop a model to predict the time
to reach the bus-off state of a node with the knowl-
edge of the node updated TEC value considering the
sparse distribution of the errors in time?

The assumptions in this study are as follows:
(1) only one master device (PLC) is in the network,
and the communication sets as polling mode; (2) the
TEC values of the observable nodes can be accessed
without significant delay; (3) the identifier (ID) of
the node can be identified from the frame ID.

4 Proposed methodology

In this work, a novel node reliability assessment
methodology is proposed for CAN network using er-

ror records and information from TEC accessible
nodes. The principal idea of the proposed method is
that by establishing a data-driven model to describe
the differences between the observed and estimated
TEC values of an observable node from network traf-
fic data, the TEC values of general nodes without
TEC accessibility can be better estimated using a
TEC estimation updating mechanism by transfer-
ring the knowledge from the model on the observable
nodes.

The overall framework of the proposed method
is shown in Fig. 1. First, error identification is con-
ducted to determine the ID of the transmitting node
upon each error. Second, considering the sparseness
of the errors, the node TEC value can be estimated
by segmented discrete time Markov chains (Zhang
et al., 2015). Third, a Bayesian network is built to
learn the difference between the estimated and actual
TEC values of the observable node. Finally, based on
the updated TEC value using the Bayesian network
transferred to general nodes, the random walk model
is developed to predict the node bus-off hitting time.
Details of the method are introduced as follows.

Record datalink layer
and physical layer data

v v

| Error identification | | Build Bayesian network |

'

Division process of dynamic
time windows

Predict node bus-off hitting
Estimate node TEC value time

| Observable node data |

A\
Update node TEC value |

Fig. 1 Overall framework of the proposed method
(TEC: transmit error counter)

4.1 Node TEC value estimation
4.1.1 Error identification

Error identification is a procedure to identify
which node is transmitting when a data frame is
interrupted by an error, so that the corresponding
node TEC value can be calculated. Fig. 2 illustrates
the scenario where a data frame is interrupted by an
error. According to the CAN protocol, the occur-
rence of an error will cause an error trigger, and then
the transmission process will be interrupted by error
frames.
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Fig. 2 Data frame interrupted by an error

Each CAN data frame has an arbitration field
which contains the information of the node that is
transmitting this message. If the ID information of
the interrupted data frame is complete, it can be
directly extracted from the interrupted data frame,
and then the error frame can be categorized to the
transmitting node. However, due to the implemen-
tation of the CAN protocol chips, an incomplete
CAN data frame will be discarded. Specific FPGA
based hardware and software systems are developed
so that all the incomplete data frames upon each er-
ror can be recorded using the error triggering and
recording mechanism developed in Lei and Djurd-
janovic (2010). The procedure of error identification
is shown in Fig. 3.

Is ID complete?

No

| Monitor bus status |

¥

| Error triggering |

v

Record datalink layer
and physical layer data |

L

| Decode analog waveform |

Pattern recognition

| Determine source address |

Fig. 3 Procedure of error identification

If the ID field of the interrupted frame is par-
tially damaged, analog waveforms will be used to
extract the source address of the interrupted packet.
First, waveforms are recorded by data acquisition
equipment and decoded to obtain the address seg-
ment. Second, the integrity of the address seg-
ment should be analyzed. If the address segment
is partially available, the source address of the in-
terrupted packet can be determined by conducting
pattern recognition analysis. Details of the analysis
procedure are given in Lei et al. (2010).

4.1.2 Segmented discrete time Markov chains

From the recorded information, the distribu-
tion of the error events can be analyzed in the time
based on their time stamps. The distribution of er-
ror frames over time is illustrated in Fig. 4, in which
the arrows represent the occurrence of the errors.
In general, the number of error frames is low over
the time period; i.e., the network errors occur only
sporadically. Also, the inter-arrival intervals of the
errors may not follow the same distribution at differ-
ent time periods.

|

Fig. 4 Distribution of error frames in the time axis

Considering the error distribution fluctuation in
TEC value estimation, dynamic time windows are
used to segment the time axis, making the distribu-
tion of error frames in each time window more co-
herent. The length of time windows is unequal, and
changes dynamically according to the distribution of
the error events along the time axis (Fig. 5).

E Ay By Az

11

t

Fig. 5 Division of dynamic time windows

The division process of the dynamic time win-
dows is shown in Fig. 6. Assume that the average
number of successful transmissions between two er-
ror frames is i, and that the standard deviation
for the number of successful transmissions is sq. If
the number of successful transmissions n between
two error frames is greater than tis, + sq, a time
window should be put between the two error frames
(e.g., the blank windows A; and As in Fig. 5). Then
the part between the two blank time windows is the
division for another time window, which contains er-
ror frames, such as Bj in Fig. 5.

The successful transmission probability within
each time window can be obtained by

p; = Sti/(Erri + Sti), (1)
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Disperse error frames in
the time axis
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Calculate t,s, and sy between adjacent
error frames

Y
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adjacent error frames
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Yes

Put a time window between adjacent
error frames

A

Put another time window
between two time windows

Fig. 6 Division process of dynamic time windows

where p; is the successful transmission probability
in the ith time window, St; denotes the number of
successful transmissions, and Err; the number of er-
ror frames in the ith time window. The node TEC
value one-step transition probability matrix P; of
the Markov chain in the ith time window is shown in
Eq. (2) (at the bottom of this page). In this matrix,
the first column denotes the current TEC value, and
the first row denotes the next value.

Assuming the initial distribution of the TEC
value is

a=[1,0,...,0]"T e R®, (3)

0 1 2 8
0O [ps O O 1—pi
L | pi 00 0
E =

254 o o o0 --- 0
255 0O 0 O 0
26 L O O O --- 0

each possible value for TEC is
Z=10,1,...,256]T € R*7, (4)

and the expectation of the estimated TEC value can
be obtained by

E[TEC] =T - PN . PN>...PNv .z (5)

where n is the number of time windows, and N; the
number of node TEC value changes in the ith time
window, N; = St; + Err;.

The variance of the estimated TEC value can be
obtained by

D[TEC] = o™ - P{Vl .P£V2 PnN" .72 ©
—(E[TEC))?,

where Z?2 is making a square operation for each ele-
ment of Z.

4.1.3 TEC value estimation considering unidentified
error information

If an error occurs in the arbitration area of a
data frame, the node ID of the corrupted data frame
cannot be identified by using only datalink layer in-
formation. In this case, node ID can be identified
directly using pattern recognition analysis from the
physical layer signals (Lei and Djurdjanovic, 2010).
However, a special scenario may occur when no use-
ful data is recorded. Hence, two extreme approaches
are proposed to deal with this situation:

Approach 1 None of the unrecognizable data
frames is related to the estimated node.

Approach 2 All of unrecognizable data frames are
classified to the estimated node.

The comparison of the effects of these two ap-
proaches on the TEC value estimation will be dis-
cussed in the experimental study section.

9 ... 253 254 255 256
0 e 0 0 0 0 7
l—pi -+ 0 0 0 0
0 . 0 0 0 0
(2)
0 pi 0 0 1-—p;
0 0 i 0 1-—p;
0 0 0 0 1




620 Zhang et al. / Front Inform Technol Electron Eng 2017 18(5):615-626

4.2 Updating on the node TEC value

The assumption of the node initial TEC value
distribution in Eq. (2) is that the node TEC value is
zero when we start estimation. However, in practice,
the estimation does not always begin from the boot
time. In addition, the initial distribution of the TEC
value is not precisely known. Hence, there exists
deviations between the estimated TEC value and the
Therefore, it is necessary to update
the estimated TEC value based on the information
learned from the observable nodes.

actual value.

4.2.1 TEC value updating procedure

The proposed updating procedure of the node
TEC value is shown in Fig. 7.

Actual TEC value of
observable node

Estimated TEC value
of observable node

V?‘
TEC value deviation
of observable node

Parameters and structures
of Bayesian network

'

Bayesian network
model

Estimated TEC value
of general nodes

AW

Updated TEC value of
general nodes

Fig. 7 Procedure of updating the node TEC value

Let £ be the deviation of a node TEC value
between the actual value Z, and the estimated value
Z, described in Eq. (7):

Za:Ze+€' (7)

Since the deviations of all nodes’ estimated TEC val-
ues are the results of the same set of variables, they
can be modeled by the same Bayesian network.

On one hand, for an observable node whose ac-
tual TEC value Z, is accessible, the estimated TEC
value Z, using network traffic data can be obtained
by Eq. (5). Then, the deviation £ can be calculated
by Eq. (7), which can be used to conduct the param-
eter study of the Bayesian network. On the other

(a) (b) (€)

Fig. 8 Bayesian network structures in this study: (a)
structure 1; (b) structure 2; (c) structure 3

hand, for general nodes, the estimated TEC value
Z, can be calculated by Eq. (5), and then updated
after obtaining the correcting deviation £ from the
Bayesian network for this node.

4.2.2 Bayesian network construction

Three Bayesian network structures are con-
structed in this section. In structure 1 (Fig. 8a),
the number of errors (F') and the number of success-
ful transmissions (.9) in the last time window are the
parent nodes of the estimated TEC value (T). The
deviation (E) is the child node of T. Compared with
structure 1, structure 2 (Fig. 8b) establishes two di-
rect links, i.e., F' to E and S to E. Compared with
structure 1, a parent node is added in structure 3
(Fig. 8c), which is the length of the second to last
time window (SL).

Under the condition of different variables, the
conditional expectation of deviation F[D|X] can be
obtained by the Bayesian network:

E[D|X] =Y d;P(D = di|X), (8)
i=1
where d; is the ith value of the deviation, X €
{F,S,T} within structures 1 and 2, and X €
{F,S,SL, T} within structure 3.

Hence, the estimated TEC value can be updated

with the conditional expectation of deviation:

Zw = Z.+ E[D|X], 9)
where Z,, denotes the updated TEC value.
4.3 Node bus-off hitting time prediction

In this section, the random walk model is devel-
oped to describe the dynamics of the node TEC value
and estimate the number of steps to be taken until
a node goes into its bus-off state. The node bus-off
hitting time is calculated with the knowledge of the
random walk model and the updated TEC value.
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with probability p,

1+ Ny,
Noz{ + No

1+ Ng, with probability 1 — p,

Ni, 1<k<247 = {

Ny, 248<k<256 = {1

)

p- E[l+ Nol + (1 —p) - E[l + Ns,
p-E[l4+ Ng_1]+ (1 —p) - E[1 + Ngys),
P E[1+ Ni_1]+ (1 —p) - E[1 + Nasel,

0,

4.3.1 Random walk model

The change of the node TEC value in Eq. (2) is
the random walk process (Janssen, 1981). Assume
that a node’s current TEC value is k, and Ny de-
notes the number of steps taken such that a node
TEC value changes from k to 256. Using ‘one-step’
analysis (Gaujal and Navet, 2005), Ny can be ob-
tained by Eq. (10). Further, the expectation of N
can be obtained by Eq. (11).

In our work, the communication mode acts as a
polling mode. Hence, the expectation of node bus-
off hitting time Tj;; is proportional to the number of
successful transmissions during the process:

Thit = p - E[Ni] - Tpol, (12)

where Tp,01 denotes the polling cycle, and p the prob-
ability of successful transmission. The standard de-
viation of node bus-off hitting time T, is obtained
as

T, =p-

D[Ng] - Tpor, (13)

where D[Ny] is the variance of N, which can be
obtained as

D[Ny = E[N;] — (E[Nk])*. (14)

4.3.2 Successful transmission probability calculation

We assume that the number of TEC value
changes within a polling cycle X follows a geometric
model:

P(X =z)=(1-p)*'-p, (15)

where p can be estimated by the maximum likeli-
hood estimation (MLE) algorithm using the follow-

1+ Ng_1,
1+ Nggs,

1+ Ng_1,

with probability p,

(10)
with probability 1 — p,
with probability p,
with probability 1 — p.
k=0,
1<k <247,
(11)
248 < k < 255,
k = 256.
ing equation:
n
==~ (16)
Zi:l Xi

where n is the number of polling cycles.

5 Testbed setup and case studies

In this section, we first introduce the details of
the testbed. Second, case studies are carried out to
verify the effectiveness of the node TEC value estima-
tion model. Third, the update of the node estimated
TEC value is realized by the Bayesian network. In
addition, the optimal Bayesian network structure is
selected based on the results of the case studies. Fi-
nally, the node bus-off hitting time is calculated for
different cases, and the effectiveness of prediction is
verified.

5.1 Testbed setup

The schematic layout of the experiment testbed
is shown in Fig. 9, and the constructed testbed is
shown in Fig. 10. The testbed contains three parts:
communication platform, error injection system, and
data acquisition system. The communication plat-
form is constructed by DeviceNet protocol hardware,
which is based on the CAN protocol. In the following
case studies, the bus communication speed is set at
500 kb/s, and there are five nodes on the bus, i.e.,
nodes 8, 9, 12, 15, and the PLC. Nodes 12 and 15
are in-house developed observable nodes whose TEC
value and time stamp of the TEC increments can be
accessed and transmitted.

The error injection system injects network errors
using a high-speed switch to emulate the intermittent
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120 Q 120 Q
| High speed
switch

[PLC| [Node 8| [Node 9| [Node 15| |[Node 12|

Error
injection

Physical
layer logger
Datalink y 99
layer Error
logger injection
system

Fig. 10 Experimental testbed for case studies (Ref-
erences to color refer to the online version of this
figure)

The
open circuit of the high-speed switch is controlled
by the LabVIEW programs running on the FPGA,
which creates the transient disconnection events of
CAN cables, and results in the network errors. The

connection problems on the network cables.

disconnection events’ arrivals follow a Poisson dis-
tribution. In this study, the default average fault
injection interval is 800 ps on the drop cable of node
12, unless otherwise specified. Note that although
the disconnection event is Poisson, the resultant oc-
currence of the errors is not Poisson (Lei et al., 2014).

The data acquisition system includes the
datalink layer logger and the physical layer log-
ger, which collect the datalink layer information and
physical layer information upon errors to predict the
node bus-off hitting time.

5.2 TEC value estimation for observable node

Two case studies are carried out on the observ-
able node 15. The first one verifies the effectiveness
of segmented discrete time Markov chains. The sec-
ond one analyzes the two approaches for dealing with
the unrecognizable data frames.

5.2.1 TEC value estimation using segmented dis-
crete time Markov chains

Segmented discrete time Markov chains are es-
tablished to estimate the node TEC value. The com-
parison of the estimated TEC value with the actual
observations under 800 ps error injection intervals is
shown in Fig. 11.

80 T T
—B - Actual value

60 —&— Estimated value
S
=240
>
2
= 20

0
-20 . + + y
5 10 15 20 25
Relative time

Fig. 11 Comparison of the estimated TEC value with
the actual value (800 pus)

The upper and lower bounds of error bars in
Fig. 11 are the positive and negative standard devia-
tions of the estimated TEC value. Fig. 11 shows that
the estimated TEC value agrees well with the actual
value. A closer look at the figure shows that the es-
timated TEC value has a certain volatility, which is
consistent with the actual situation.

5.2.2 TEC estimation with unrecognizable data
frames

In this case study, unrecognizable data frames
are randomly marked so that results can be com-
pared. First, 3% of recorded interrupted data frames
are randomly marked as unrecognizable. Then the
segmented discrete time Markov chains are estab-
lished to estimate the node TEC value using two
unrecognizable data approaches. The comparisons
of the estimated TEC value using data treatment
approaches 1 and 2 with the actual TEC value are
shown in Fig. 12.

Fig. 12 shows that the differences between esti-
mated and actual TEC values using data treatment
approach 1 are much smaller than those using ap-
proach 2. Moreover, as shown in Table 1, the esti-
mation error norms using approach 1 are significantly
smaller than those using approach 2. Therefore, ap-
proach 1 with none of the unrecognizable data frames
classified to the estimated node is better.
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Fig. 12 Comparison of the estimated TEC value using
data treatment approach 1 (a) and approach 2 (b)
with the actual TEC value

Table 1 Error norms of two approaches

Approach 1-norm 2-norm oco-norm
1 77.87 22.23 13.15
239.84 60.47 21.98

Further analysis shows that the unrecognizable
data frames are related not only to the estimated
node, but also to the other nodes interrupted by the
errors. In our testbed, normally eight data frames
are transmitted in each polling cycle, and hence if the
probability of the data frame being interrupted in the
arbitration area is equal among different nodes, the
unrecognizable data frames related to the estimated
node account only for 1/8 of all the unrecognizable
data frames. The larger the number of nodes, the
lower the probability that the unrecognizable data
frames belong to the estimated node. Hence, in the
case where the interrupted data frames cannot be
identified only by their ID information, using ap-
proach 1 is suitable for node TEC estimation.

5.3 Bayesian network and optimal structure
selection

First, the data from observable node 15 are used

to train the Bayesian network structures. Then,

these Bayesian networks are transferred to observ-
able node 12 to demonstrate the effectiveness of the
TEC value updating procedure by comparing the
updated TEC values and the actual values. The
settings of various conditions are shown in Table 2.
The conditions in each case study denote which vari-
ables are used in the conditional expectation; e.g., T’
means only T is used, and T'F means both T" and F’
variables are used.

Table 2 Case studies settings for Bayesian networks
based updating

Case Bayesian Conditions
structure
1 Fig. 8a T, F, S, TF, TS, FS, TFS
2 Fig. 8b T, F, S, TF, TS, FS, TFS
3 Fig. 8c T, F, S, SL, TF, TS, F'S, TFS

5.3.1 Effectiveness of Bayesian network structure 1

The update results obtained with conditions 7,
F, and S when applying the Bayesian network shown
in Fig. 8a, are shown in Fig. 13. The norms of the
updated TEC value error with the three different
conditions are shown in Table 3.

Table 3 shows that the 1- and 2-norm of the up-
dated TEC value error with conditions T, F, and S
decrease significantly when compared to the corre-
sponding norms of the estimated TEC value error.
The oo-norm of the updated TEC value error with
condition S also decreases. Hence, the updating ef-
fect with condition 7' is more significant than that
with F or S.

The updating results with conditions TF, TS,
FS, and TFS are shown in Fig. 14. The norms of
the updated TEC value error with the four different
conditions are also shown in Table 3.

Table 3 shows that the 1- and 2-norm of the
updated TEC value error with conditions TF, TS,
FS, and TFS also decrease when compared to the
norms of the estimated TEC value error, but the de-
creasing tendency is not significant. In addition, the
oo-norm of the updated TEC value error remains at
the same level. However, from Table 3 , the update
effects with conditions 7, F, and S are more signif-
icant than those with conditions TF, TS, FS, and
TFS. Therefore, only conditions T, F, and S need
to be considered when applying Bayesian network
structure 1.
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Fig. 13 Updating results with conditions T (a), F
(b), and S (c) in structure 1

Table 3 Norms of the updated TEC value error with
different conditions in structure 1

Condition l-norm  2-norm  oco-norm

Estimated TEC value error 322.50 58.38 19.49
T 260.75 48.11 19.49

F 309.19 56.92 19.49

S 263.39 50.58 17.39

TF 302.17 57.08 19.49

TS 317.08 58.28 19.49

FS 303.48 57.17 19.49

TFS 317.08 58.28 19.49

5.3.2 Effectiveness of Bayesian network structure 2

The updating results with different conditions
listed in Table 2 can be obtained when applying the
Bayesian network in Fig. 8b. The norms of the up-
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Fig. 14 Updating results with conditions TF (a), T'S
(b), FS (c), and TFS (d) in structure 1

dated TEC value error with different conditions are
shown in Table 4.

Table 4 shows that the 1- and 2-norm of the
updated TEC value error with conditions T, TF, TS,
FS, and TFS decrease when compared to the norms
of the estimated TEC value error, but the effect is not
obvious, and the co-norm of the updated TEC value
error has not changed. Moreover, with the conditions



Table 4 Norms of the updated TEC value error with
different conditions in structure 2
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Condition l-norm  2-norm  oco-norm

Estimated TEC value error 322.50 58.38 19.49
T 261.67 48.75 19.49

F 322.50 58.38 19.49

S 322.50 58.38 19.49

TF 306.80 57.39 19.49

TS 317.08 58.29 19.49

FS 307.75 57.65 19.49

TFS 317.08 58.29 19.49

F and S, none of the error norms decreases. Hence,
these two conditions have no effect.

Compared with the updating effect of Bayesian
network structure 1, although structure 2 has a cer-
tain effect, structure 1 is more effective. A similar
conclusion can be drawn from comparing Bayesian
network structures 1 and 3, whose results are omit-
ted due to page limits.

5.3.3 Optimal structure selection

The above analysis shows that Bayesian net-
work structure 1 shows the best updating effects. In
addition, structures 2 and 3 are much more com-
plex, which lead to greater computation and lower
efficiency. Therefore, Bayesian network structure 1
should be used to update the node estimated TEC
value, and only conditions 7T, F, and S need to be
considered.

5.4 Bus-off hitting time prediction for general
nodes

In this subsection, the average fault injection in-
terval is set as 800, 810, and 820 us, and the fault
is injected on the drop cable on node 9. Assume
t, is half of the node actual bus-off hitting time,
and the data recorded before ¢, are used to predict
the node bus-off hitting time. First, the estimated
TEC value is obtained by segmented discrete time

Markov chains using network traffic data. Then,
the updating of the node estimated TEC is realized
by Bayesian network structure 1 (Fig. 8a), which
is trained using data from observable node 12. Fi-
nally, the node bus-off hitting time is calculated by
the random walk model and compared with actual
observation.

The
first one predicts the node bus-off hitting time
under different error log deletion ratios, used to
emulate a random un-identifiable data frame sce-
nario caused by errors. The second study com-
pares the proposed method with the traditional TEC
value using Markov chains developed in Lei et al.
(2010).

Two sets of case studies are carried out.

5.4.1 Bus-off time prediction under different error
log deletion ratios

Tables 5 gives the corresponding prediction of
node bus-off hitting times for the error log deletion
ratios equal to 25%, 50%, and 75%. The predicted
node bus-off hitting time agrees well with the actual
value under different error log deletion ratios.

5.4.2 Hitting time prediction using Markov chain

As mentioned in Section 4.3.1, let Nj denote
the number of steps that a node TEC value changes
from k to 256. Here, a Markov chain model, devel-
oped by Lei et al. (2010), can be used to calculate
the expectation and variance of Ni. Then, the ex-
pectation and the standard deviation of node bus-off
hitting time can be obtained by Egs. (12) and (13),
respectively. The prediction results are shown in Ta-
ble 6. The deviations between the predicted value
and actual value of node bus-off hitting time using
the Markov chain model are significantly larger than
that using the method proposed in this study. Hence,
the proposed method shows better prediction results.

Table 5 Comparison of predicted bus-off time with actual time for different error log deletion ratios

Average fault Actual hitting

Expectation of predicted

Standard deviation of

injection time (s) hitting time (s) predicted hitting time (s)
interval (us) Rg=25% Rg=50% Rg=75% Rg=25% Rg=50% Rg=75% Rg=25% Rg=50% Rg=75%
800 16.79 16.79 16.79 15.25 14.95 10.60 6.90 6.70 4.12
810 67.27 67.27 67.27 80.41 68.73 54.55 64.87 53.56 40.05
820 95.89 95.89 95.89 106.53 79.65 64.88 90.49 64.12 48.87

Rpg: error log deletion ratio
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Table 6 Comparison of predicted bus-off time and
actual time (Markov chain model)

Expectation Standard

AV.e r.age.fault A,Ct}lal of predicted deviation of
injection hitting L . o
. . hitting predicted hitting
interval (pus)  time (s) . .
time (s) time (s)
800 16.79 22.27 11.83
810 67.27 79.15 63.64
820 95.89 117.16 100.99

6 Conclusions

In this paper, a CAN node reliability assessment
methodology has been proposed using the informa-
First, the node TEC
value is estimated by a segment discrete time Markov
chain using the data recorded on the bus. In addi-

tion from observable nodes.

tion, two approaches are proposed and compared to
handle the unrecognizable data frames caused by a
damaged ID segment. Then, the optimal Bayesian
network is trained using the TEC values from the
observable nodes, and a TEC value updating pro-
cedure for general nodes is proposed. Finally, the
random walk model is established to predict the
node bus-off hitting time. Case studies are carried
out to demonstrate the effectiveness of the proposed
methodology. Experimental results show that the
estimated TEC values agree well with the actual ob-
servations, as well as the predicted bus-off hitting
time of the nodes. Future work includes optimiz-
ing the method of time window division, improving
TEC value updating procedures, and dealing with
the multi-master mode.
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