1370 Wan et al. / Front Inform Technol Electron Eng 2017 18(9):1370-1384

Frontiers of Information Technology & Electronic Engineering
www.jzus.zju.edu.cn; engineering.cae.cn; www.springerlink.com
ISSN 2095-9184 (print); ISSN 2095-9230 (online)

E-mail: jzus@zju.edu.cn

A reliable and energy-efficient storage system with

erasure coding cache’

Ji-guang WANT*, Da-ping LIf, Xiao-yang QU, Chao YIN, Jun WANG, Chang-sheng XIET
(Wuhan National Laboratory for Optoelectronics, Department of Computer Science and Technology,
Huazhong University of Science and Technology, Wuhan 430074, China)

TE-mail: jgwan@mail.hust.edu.cn; ldplep@qq.com; cs_xie@mail.hust.edu.cn

Received Jan. 31, 2016; Revision accepted May 3, 2016; Crosschecked Sept. 23, 2017

Abstract:
to serve incoming requests while other disks are often spun down to save energy during slack periods. However,

In modern energy-saving replication storage systems, a primary group of disks is always powered up

since new writes cannot be immediately synchronized into all disks, system reliability is degraded. In this paper,
we develop a high-reliability and energy-efficient replication storage system, named RERAID, based on RAID10.
RERAID employs part of the free space in the primary disk group and uses erasure coding to construct a code
cache at the front end to absorb new writes. Since code cache supports failure recovery of two or more disks by
using erasure coding, RERAID guarantees a reliability comparable with that of the RAID10 storage system. In
addition, we develop an algorithm, called erasure coding write (ECW), to buffer many small random writes into a
few large writes, which are then written to the code cache in a parallel fashion sequentially to improve the write
performance. Experimental results show that RERAID significantly improves write performance and saves more

energy than existing solutions.
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1 Introduction

Along with the rapid growth of data production
in information technology (IT) companies, greater
requirements for storage space have come. Large-
scale parallel I/O systems have been widely used
in high performance computer systems and are ex-
tremely important for high performance computing
(HPC) and other big data applications, such as those
used by the U.S. Department of Energy to simulate
new energy sources (Department of Energy, 2012),
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which produce vast amounts of data. On the other
hand, due to the continuously increasing scale of
parallel I/O systems, the proportion of the energy
consumption of I/O systems to the total cost of
ownership (TCO) becomes larger and larger. In a
typical data center, the storage subsystem can con-
sume more than 27% of the total energy (Zhu et al.,
2005) and it grows annually. Power in storage sys-
tems is often saved at the expense of reliability and
performance (Eom and Hollingsworth, 2000). In
replication storage systems, one or more disk groups
are powered off to save energy when workloads are
light. There are many power layout solutions (Amur
et al., 2010), such as EERAID (Li and Wang, 2004),
GRAID (Mao et al., 2008), ROLO (Yue et al., 2010;
2016), Rabbit (Department of Energy, 2012), and
Sierra (Thereska et al., 2011). However, since the

up-to-date writes are stored only in the primary disk
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group when the non-primary disk groups are spun
down, the reliability of the new data will be de-
graded until the new data is written back to all the
To save energy without de-
grading reliability and performance, we propose to
use erasure coding to encode the up-to-date data.

non-primary replicas.

Unlike using replications to improve reliability,
storage systems using erasure coding have the dis-
advantage of high computing overhead. Fortunately,
we find that abundant and speedy CPU cores make
it possible to perform coding online. For example,
a single Intel Xeon E3-1230v3 CPU core can en-
code data at 5.26 GB/s for Reed-Solomon(3,5) codes,
which is faster than even current high-end NIC with
40 Gb/s bandwidth. The performance of the disk
has improved much slower than that of CPUs such
that the bottleneck of system performance is not the
CPU, but the disk. Thus, we can conclude that the
effect of computing overhead on a storage system’s
overall performance is minimal compared with that
of the read and write overheads of the disk.

Based on the above considerations, we de-
veloped a reliable and energy-efficient replication
storage system with erasure coding cache, called
RERAID. In our system, we divide all the disks into
X groups, which are the primary replica, the second
replica, and so on. The erasure coding cache is com-
posed of part of the primary disk group and used as
a log to store the up-to-date write requests, and we
refer to the erasure coding cache as the code cache
for convenience. The up-to-date write data is stored
only in the code cache sequentially as a log, so we
can spin down all the non-primary disk groups to
save energy and use the primary disk group to deal
with all the requests. At the same time, the system
will have a good write performance. To guarantee
the reliability of the new data in the code cache, we
also developed the erasure coding writing (ECW) al-
gorithm. The ECW algorithm can optimize small
write requests by aggregating them into fixed-size
large write chunks and encoding the chunk in mem-
ory. Finally, we can obtain a new chunk consisting of
data chunk and parity chunk, and then write it into
code area.

When the system workload is light or the code
cache is going to be full, RERAID will migrate the
up-to-date data from the code cache to the old data
area of both the primary group and other groups.
Thus, the reliability of the old data will also be se-

cured by replications. Owing to the use of the logging
technique, the modification of the same data blocks
will be stored in different places in the code cache.
To make data migration more convenient, we pro-
posed the minimum correlation flush disk (MCFD)
algorithm. This algorithm reorganizes data blocks
from correlated chunks in the code cache by the or-
der of every block’s location in the disk, and then
flushes them to all the replicas.

The contributions of this study are summarized
as follows:

1. RERAID is capable of providing the reliabil-
ity of new and old data. RERAID also decreases
energy consumption without compromising perfor-
mance. We have developed the ECW algorithm to
improve write performance. With this algorithm,
RERAID buffers many small random writes into
large writes and then writes them to the code cache,
which is a special area established using erasure cod-
ing in the primary disk group. The system details
will be described in Section 3.2.

2. To migrate data from the code cache to all the
replicas in RERAID, we have developed the MCFD
algorithm (Section 3.4) to improve the write perfor-
mance. According to the correlations among differ-
ent chunks in the code cache, we choose the chunks
with higher correlations and reconstitute them into
stripes and then flush the stripes to the disk.

3. We have implemented RERAID based on
Linux soft RAID. A comprehensive sensitivity eval-
uation indicates that the higher the write ratio is,
the better the RERAID performance will be, espe-
cially under random write workloads. For high write-
to-read-ratio I/O workloads, RERAID could signifi-
cantly improve the write performance by 69.1% com-
pared to current energy saving solutions (GRAID,
ERAID, etc.) when the requests are all write re-
quests. In addition, it reduces energy consumption
by 44.4% compared to RAID10, and 16.7% compared
to GRAID. The code cache of RERAID allows the
flexibility of choosing any erasure coding level ac-
cording to storage security demand, hence support-
ing different disk failure-recovery numbers.

2 Objective and related work

In this section, we first show the objectives of
this study. Then, we discuss several popular disk
array layouts, such as GRAID. Finally, we discuss
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small write technology, which will be used in our
system.

2.1 Objective

Reliability is a prerequisite in storage systems,
and redundancy is a common method used to en-
sure a storage system’s reliability.  Well-known
storage systems, such as GFS (Ghemawat et al.,
2003), HDFS (Borthaku, 2010), Amazon S3 (Ama-
zon, 2007), Ceph (Weil et al., 2006), and EMC Atmos
(EMC, 2008), use replication to provide data redun-
dancy. For example, HDFS, a currently widely used
cloud file system, adopts three-way replication by
default; EMC Atmos allows the reservation of more
replicas with additional payment. Replication has
many advantages over erasure coding. Simplicity of
implementation is its prime advantage. More impor-
tantly, replication that is available in different nodes
increases the total disk-read bandwidth, which helps
balance loads across the nodes.

With reliability requirements increasing, a sin-
gle point of fault tolerance is far from meeting
the needs of consumers, and thus multi-level fault-
tolerant systems come into play. There are many
erasure codes. For example, EVENODD (Blaum
et al., 1994), RDP (Corbett et al., 2004), X code
(Xu and Bruck, 1999), and star code, can tolerate si-
multaneous failures of two to three disks; RS coding
(Plank and Xu, 2006) can tolerate k disk failures. In
distributed systems, by erasure coding, data can be
divided into m fragments and recoded into n frag-
ments (n > m). In this situation, the original data
can be reconstructed from any m fragments. Some
researchers believe that erasure coding has the po-
tential to replace the N-way replication in the future,
as with the updated GFS2, which has imported RS
encoding in action. However, erasure coding has
its disadvantages, such as extra disk requests when
modifying and an additional calculation workload.
In this study, we successfully avoid modifying writes
by importing write logging technology and designing
the ECW algorithm. As a note, we are aware that
the development of hardware can help us solve the
calculation problem.

Storage system designers should consider how
to balance performance, power consumption, and re-
liability. We design our system to combine the ad-
vantages of replications and erasure coding. In the
system, we use a multi-mirror fashion to accept more
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read requests and use a code cache to receive write
requests to reduce disk writes. If the read workload is
not heavy, we can shut off the nodes containing non-
primary replicas to save energy. Our proposal has
the main advantage of saving energy and maintain-
ing reliability with seldom performance degradation,
while not requiring any additional hardware.

2.2 Related work
2.2.1 Disk array layouts on energy saving

Ever since RAID (Patterson et al., 1988) was
invented, energy consumption and reliability have
been a concern of researchers. Massive array of idle
disks (MAID) (Colarelli and Grunwald, 2002) intro-
duces an energy consumption disk array, which has
an alternative tape library as a backup system. It or-
ganizes a group of disks into RAIDO form and defines
a subset of the disks as ‘hot disks’ and the others as
‘cold disks’. The hot disks are active for a long period
of time, while the cold disks remain at a low energy
consumption status. This technology has solved the
energy-efficiency problem, but the up-to-date data
in the hot disks suffers from a reliability problem.

Another energy-saving technique named PDC
(Pinheiro and Bianchini, 2004) migrates popular
data to a subset of disks dynamically. Thus, though
the load will be unbalanced, the majority of disks
will be switched to a low power mode. In realiza-
tion, PDC places the files visited most frequently
on the first disk and places the second most fre-
quently visited files in the second disk, and so on.
ERAID is similar to PDC. ERAID (Li and Wang,
2006; Wang et al., 2008) saves energy by spinning
down partial disk groups. Through its time-window
control scheme, it can control the trade-off between
energy conservation and performance degradation.
All schemes mentioned above have the same defect:
they do not address reliability and aim only for en-
ergy conservation.

Auto RAID (Wilkes et al., 1996) combines
RAID1 (Lu et al., 2007) and RAID5 to achieve a
tradeoff between performance and energy. GRAID
and ROLO add a separate log disk on the basis of
RAID10, so it has two replicas for writing new data
and reading old data, and thus its reliability can be
guaranteed. However, hardware added in GRAID
leads to an increase in loading time and uncertainty,
so it is not advisable.
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Rabbit and Sierra address power-proportional
distributed storage. When a primary node fails, the
non-primary node will be activated and the data in
the primary node will be restored. Each replica is
grouped into gear groups. When one of the primary
servers fails, non-primary groups will be spun up to
recover the files. These two models have used gear to
guarantee system reliability in low power modes, in
which most of the replicas are shut down. In essence,
the gear groups also use replica technology to protect
data from loss, and data is stored with at least two
replicas.

2.2.2 Small write technology

Parity Logging (Stodolsky et al., 1993) is the
first that introduced the logging technique in disk ar-
rays. It is used to overcome the small write problem
of RAID5. Log-Structured Array (LSA) (Menon,
1995) was proposed by combining LFS, RAID5, and
a non-volatile cache. LSA writes the updated data
into new disk locations instead of writing in place to
improve the write performance of RAID5. As with
Parity Logging, Logging RAID (Chen et al., 2000)
was also proposed to solve the small write problem
of RAID5. Parity Logging, LSA, and Logging RAID
are all based on RAID5. The main idea of DCD (Hu
and Yang, 1996) is to use a small log disk, referred to
as a cache disk, as a secondary disk cache to optimize
write performance. While the cache disk and normal
data disk have the same physical properties, the ac-
cess speed of the former differs dramatically from
that of the latter because of different data units and
the different ways in which data is accessed. Its ob-
jective is to exploit this speed difference by using the
log disk as a cache to build a reliable and smooth
disk hierarchy. In this study, we have extended these
technologies into RERAID.

3 RERAID
3.1 Design

The power consumption of disks in standby
mode is far less than that in active mode.
ever, switching a disk from a standby mode to an

How-

active mode requires a great deal of energy. For ex-
ample, a Western Digital RE4 1 TB WD1003FBYX
(3.5SATA /64 MB Cache 3 Gb/S, 7200 r/min) disk’s
idle power, standby power, and active power are

about 5.9, 0.7, and 7.9 W, respectively. The time
for spinning up the disk is about 5.6 s. Therefore,
our strategy is to put non-primary replications in
standby mode as long as possible, and reduce the
number of transitions from standby mode to active
mode as much as possible.

The architecture of RERAID is shown in Fig. 1.
Disks are divided into X groups, which are the pri-
mary replica, the second replica, and so on. The
disks in each replica are organized in the form of
RAIDO. In the example in Fig. 1, each disk group has
four disks. In the primary group, a part of the unused
space is separated by erasure coding as a code cache,
similar to log. Usually, there exists unused storage
space that can be used as a code cache to cache the
new data. The non-primary replicas are usually put
in standby mode to save energy. As shown in Fig. 1,
the code cache stores all the up-to-date data, while
the data areas of the primary replica and other non-
primary replicas have the same old data.

[l Data M Code cache

[J Standby

J

Xth‘replica

Fig. 1 The architecture of RERAID

In detail, upon receiving write requests,
RERAID will encode the data and send the requests
to the code cache first. When the code cache is al-
most full or the system has a low workload, RERAID
will wake up all the replica disks and flush the new
data in the code cache to all the replicas, including
the data area of the primary replica. To make the
destage more quickly, we develop a flush algorithm,
called MCFD, to migrate data from the code cache
to all the replicas (see Section 3.4). When receiving
read requests, only the code cache and the primary
replica group are used. When a disk of the primary
replica is damaged, the new data in the code cache
can be restored by erasure coding and the old data
not in the code cache can be restored from the other
replicas. So, our scheme can guarantee the reliability
of the system.

Here, we compare erasure coding with multi-
replication. The greatest benefit of erasure coding is
that its write overhead is less than that of replication.
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When using triple replication, if we want to write
seven blocks of new data, we must write 21 blocks (7
blocks to write data and 14 blocks for replication).
In contrast, if we use erasure coding, such as two
parities, writing 7 blocks of new data requires writing
only 9 blocks.

However, the calculation overhead of erasure
coding is larger than that of multi-replication, es-
pecially when the data is modified. This is because
erasure coding requires calculation updating rather
than the simply overwriting in multi-replication.
Fortunately, CPU performance has been develop-
ing rapidly; however, disk performance is develop-
ing slowly. This indicates that disk performance be-
comes the bottleneck in storage servers. As CPU
performance can benefit the calculations, however,
the calculation overhead of erasure coding is not an
impact on the overall storage performance.

Another workload in erasure coding is addi-
tional disk requests in modifying writes. When data
is modified, the system must update the parity. Since
it needs to read unmodified data blocks in a check
chain separated on several disks, more read requests
are involved.

To shield the above disadvantages, we design
the ECW algorithm for RERAID, which will be de-
scribed in detail in Section 3.2.

3.2 Write buffer and code cache

To improve the write performance of our sys-
tem, we developed an algorithm called ECW. The
up-to-date writing requests are stored in the mag-
netic random access memory (MRAM) buffer provi-
sionally and every modification is treated as a new
write. The MRAM write buffer is divided into a few
fixed-size chunks (about 4 chunks) and the size of
MRAM is just about 4 MB in our experiment. So,
the MRAM writer buffer is small enough and it will
not affect the reliability of RERAID. In the system,
each replica has n disks and n = k + m, where m
represents the number of data blocks and k the num-
ber of parity blocks. Note that data is divided and
encoded in the system memory, not in MRAM.

There are four steps for ECW (Fig. 2):

1. Cache the data: The system receives write
requests and caches the data in a fixed-size chunk in
MRAM sequentially. There are about four chunks in
MRAM.

2. Split the chunk: When a chunk is full, the
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system will divide it logically into m fixed-size blocks
(D1, Dy, -+, Dy,) in the system memory.

3. Code the chunk: m data blocks are encoded to
obtain k parity blocks (Py, Py, - - , Px) in the system
memory.

4. Write to the code cache: RERAID writes the
data blocks (Di, D2, ---, D,,) and parity blocks
(Py, P2, -+, P) into the code cache in the disks of
the primary replica in parallel. Encoded data is dis-
tributed on disks using the common left-symmetric
mode, to facilitate load balance.

Here, the type of erasure coding that we choose
depends on the system requirements. If we choose
one parity block, we can use erasure coding similar
to RAID5 XOR; if we need more reliability, we can
use two or more parity blocks. Currently, only the
RS algorithm can tolerate multiple faults and is easy
to configure, so we use this algorithm in our system.
The data to be encoded is stored in the write buffer,
so we can configure flexibly the number of redundan-
cies to adjust the reliability. The ECW algorithm is
described in Algorithm 1.

Write bufferEJ Cluster(1] | Clusteri2) | .. | Clusterit] | MRAM 1
_______________ Lo T

Memory | (B[ Da] Bs] o [ B Cuser i

! ®) !

' B[] - [Ba] P[P [ Pc] Coded data
T e T
Codecache!”  ~~ " TTTTTTTTTTTTTL s ot \

]

1

1

r A —|
Log_Cluster{1]! :: :: 71 . {::
Log_Cluster(2] ! |: |: :: H
tog_Custerisll (1 /1 .. £ . 33
T BN N

! Disk[1] Diski2] M Disklr] !

Fig. 2 The erasure coding writing (ECW) algorithm
of RERAID

3.3 System data structure

RERAID uses write buffer to temporarily store
small-size data that is accessed by host 1/O re-
quests. In addition, as a result of write logging,
prime data and changes are stored separately, which
makes data recovery a concern. Our solution is to
employ a simple log structure as seen in prior studies
(Bhadkamkar et al., 2009; Soundararajan et al.,
2010).
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Algorithm 1 Erasure coding writing algorithm for
write operation of RERAID

Input: Req, incoming request; O, offset (default value

is 0); Ly, size of Req; p, pointer pointing to the
available cluster in buffer; L., available capacity of
cluster p

: while L. < L, do

Write data with size L. of request to cluster p

O+ =L

L,— =1L,

// Pointing to the next available cluster in buffer

oW o

o

p = p — next

6: L. = available Length(p)
// Destaging processing

7. if p = NULL then

8: Calculate the recently least visited cluster p us-
ing the LRU algorithm
9: Split cluster p into m chunks and calculate k
parities using Reed-Solomon coding
10: Write the data into the log cluster list
11:  end if

12: end while
13: Write data with a size of L, of request into cluster p

Since RERAID writes new data in the write
buffer and code cache, the system must ensure that
the reads are always of the up-to-date versions af-
ter a clean shutdown or a system crash. RERAID
implements a persistent log table, which is updated
whenever RERAID is reconfigured or a new map en-
try is added. To minimize the write cost, we do not
maintain dirty data when flushing disks. After an
unclean shutdown, all entries in the persistent map
are marked as dirty and the I/O operations to these
blocks are directed to RERAID.

The log table mentioned above is a structure
that saves the RERAID metadata information. It is
a concrete realization of the system that conserves
disk space in a hash table. The hash table will re-
main in memory and will be written separately into
the corresponding cluster in the code cache; thus,
the submitted requests can safely remain in the code
cache and do not lose the primary destination ad-
dress. Since metadata is stored not only in the mem-
ory log table, but also separately in every cluster
on the disks, the system can rebuild the log_table to
recover the updated data after a crash.

The log_table in memory uses hashing search
to provide an efficient block query service. It can
quickly inform the system whether a block has been
fetched into memory or not. Furthermore, using the
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memory based log table will reduce update costs.
Since metadata is visited and updated frequently,
avoiding metadata operations on disks will reduce
I/0O load and improve performance.

The log_table of RERAID is shown in Fig. 3 for
a sequence of I/O requests accessing data blocks at
addresses addr[1], addr[2], - - -, addr[i], where i > 1
is the sum of the number of requests in the clus-
ter. To save space, we take 1 kb space from the
cluster to construct a log table to record the lo-
cation of each request. A logical block addressing
(LBA) table indicates the location of each request
block so that queries can be made easily. We de-
fine the data structure with an offset of 2 bytes, a
length of 2 bytes, and an LBA of 6 bytes. In this ar-
rangement, we are guaranteed to have enough space
to point to the requested information’s destination
address.
address. Some blocks may be very large and the oth-

Each block’s information is stored in one

ers may be smaller because the size of the request is
not defined. If there is enough space in the cluster,
the next request will join this cluster. Otherwise, we
will create a new cluster to write the request.

addr([1]
addr[2]
Head
Request_1
Request_2 offset | len | LBA
Cluster
Request_i

Fig. 3 The log_table of RERAID

When a system crash occurs, the system will
search the log table to update the data. Then, we
can retrieve the lost data from LBA. LBA will be
updated when a new request arrives. Meanwhile,
the recovered data can be written to all the replicas.

3.4 Flush disk
3.4.1 Idea of flush disk

As mentioned in Section 3.1, we need to migrate
data from the code cache in the primary replica to
the data area of the primary replica and the second
replica (or more if available). Also, we will write
the data in MRAM to disks. Before that, we should
merge the up-to-date data in MRAM with the data
in the code cache (if they are related) and then write
the merged data to the data area of all the replicas
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in parallel. Then, we will delete the data in the code
area and MRAM after we have completed the migra-
tion. We call this operation ‘flush disk (destage)’.
The principle of flush disk is described as follows:

1. Release all the code cache space.
wake up the second replica, we should flush all the
data in the code cache as quickly as possible to all
replicas, including the primary replica. After flush-
ing the disks, we restore the sleep state for the non-
primary replicas.

2. Flush the disk for the best performance. The
code cache is organized in the form of clusters, which
are divided into small blocks. Data is written to all
the replicas by the address. The written data in a

Once we

cluster is dispersed in different locations; as a result,
if we use the general algorithm, the writing will be
inefficient. Thus, we should flush disks according to
stripes in replicas. If we can decrease the number of
writes, then the write performance will be better.

From the analysis above, we design a minimum
correlation flush disk (MCFD) algorithm, which
repackages the stripes in accordance with the cor-
relation of the different clusters in the code cache.
The idea of the flush disk is shown in Fig. 4.

Code cache
1|2 |14]12] 5| 2

@

Log_cluster[1]

12|23 3| 4 |57| 6 |Log cluster[2]

Log_cluster[L]

| 1 | 2 | 14 | 12 | 5 | 28 | Log_cluster[1]

|1|z|3|4|5|6|8tripe[1]

Frmmm———mm———— e ————

Memory
112|3|4af|5]| 6| Stripe[1]
Stripe[2]
Stripe[M]

Data area
Fig. 4 The destaging process of RERAID
At first, we suppose that there are L clusters in

the code cache. As shown in Fig. 4, the data is stored
in log_clusters 1 to L. If we construct the stripe in
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the flush disk, we can obtain data from correlative
log clusters that have blocks belonging to the same
stripe. Then, we can write the stripe to the repli-
cas. Here, we suppose that both the log cluster and
stripe have six blocks. Applying the write logging
system, data can be logically arranged in one stripe
of the replica, and stored in separated clusters in the
code cache. To flush that stripe to disks, the system
needs to read correlative log clusters to memory, re-
structure the whole data of the stripe, and write it
to replicas.

3.4.2 MCFD algorithm

Before we discuss the process of the flush disk,
we give the definition of correlation:
Definition (Correlation) As part of the data in a
log cluster in the code cache will be stored in a stripe
in the data area of the disk, we say the stripe having
some data of the log cluster is correlative with the
log cluster and the correlation between them is 1.

For example, as shown in Fig. 4, log cluster 1
has blocks named 1, 2, 14, 5, 12, and 28, and blocks
1, 2, and 5 belong to stripe 1. In this case, we say
that there is a correlation between log cluster 1 and
stripe 1, and the value is 1; otherwise, the value of
correlation is null. When the log cluster has been
read into memory, we will change the available value
of log_cluster from 1 to 0.

To construct a stripe, the related log clusters
should be loaded into memory first.
lution is to load every log cluster from the code

A simple so-

cache into memory. However, since the code cache
may be large, the memory requirement could be a
challenge. So, we use a dynamic release solution
to solve the problem. In our algorithm, allocated
memory can store only part of the code cache. Ev-
ery time MCFD memory has a free space, it locates
the stripe with the lowest correlation, reads its cor-
relative log clusters into memory, and constructs
the stripe in memory. When log clusters related to
the stripe are all read into memory, the constructed
stripe will be written to replicas, and then the cor-
responding blocks of these log clusters in memory
will be released. This process is repeated until every
log cluster is disposed, which makes it possible to
run MCFD with the minimal memory requirements,
and MCFD is as efficient as fully loading the whole
data in the code cache. The following describes an
example of MCFD:



Wan et al. / Front Inform Technol Electron Eng 2017 18(9):1370-1384

1. Calculate the correlation table. To construct
a stripe, we construct the correlation table among
stripes and log clusters. We give the correlation
table among clusters and stripes of this example in
Table 1. The columns are stripes 1 to 8 and the rows
are log clusters 1 to 7. The values in the last row
show the number of correlated log clusters to each
stripe.

2. Construct the first stripe with related clus-
ters. From Table 1, we can see that stripe 8 has the
lowest correlation to the log clusters. So, we choose
stripe 8 and the correlated log cluster, log cluster
2. We read log cluster 2 into memory, construct
stripe 8, and write it to all the replicas. After stripe
8 is flushed, the memory-cached data blocks related
with stripe 8 in log_cluster 2 will be freed, and the
correlated value will be changed to null. This is the
first step of flush disk. After these operations, we
change the correlation table. We erase the column of
stripe 8 and change the available value of log _cluster
2 from 1 to 0, since we have read log_cluster 2 into
memory. When all the blocks’ values of a log__cluster
are null (not 0), we will delete the log  cluster. At the
same time, the value of the last row will be changed
to show the new correlation in total. The table is
now smaller as shown in Table 2.

3. Choose the second stripe. After retrieving the
first stripe and correlated log _clusters, we check the
correlation values. Now, we find that stripe 3 has the
lowest correlation value. So, we choose stripe 3 and
the correlation log cluster 5. Then we perform the
same operations as stripe 8 and log_ cluster 2. Thus,
we can erase the row of log cluster 2.

4. Obtain other stripes. Repeat steps 1-3.
Then, we will obtain other stripes and flush them
one by one.

It is possible that many log clusters and stripes
may be visited, but each stripe is associated only
with a few of the log_clusters. As a result, many cor-
relations between log clusters and stripes are null.
To save storage space, a cross list storage technology
that uses a sparse array is adopted.

3.4.3 Read and write when flushing disk

As we have already activated all the replicas
when flushing disks, we can write and read them
directly. In addition, we will write the data cached
in MRAM (if available) to all the replicas, but some
up-to-date data may still be in MRAM for a short
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Table 1 Correlation between log clusters 1-7 and
stripes 1-8

Correlation

Log_cluster
1 2 3 4 5 6 7 8

1 1 1 1 1

2 1 1
3 1 1 1 1

4 1 1 1

5 1 1 1

6 1 1

7 1 1 1

Sum 2 4 2 5 2 2 3 1

Table 2 New correlation between log clusters 1-7
and stripes 1-7

Correlation
Log_cluster
1 2 3 4 5 6 7
1 1 1 1 1
2 0
3 1 1 1 1
4 1 1 1
5 1 1 1
6 1 1
7 1 1 1
Sum 2 4 1 5 2 2 3

time, so we should take this scenario into account,
even though its possibility of occurring is low. Given
all that, here we describe read and write processes in
detail when flushing disks:

1. Read. When a read request first goes to the
MRAM, if a read miss occurs, the request will re-
fer to the code cache; if this request misses in the
code cache, it will be redirected to all the replicas in
parallel to obtain the required data.

2. Write. When a write request comes, as the
up-to-date data in MRAM will also be flushed to the
disks, we can just store the write request in MRAM
first and wait for the destage.

4 Prototype and implementation
4.1 Prototype system

Our prototype system runs on a Linux server
(Fig. 5). The module between the iSCSI-target
module and multiple-device (MD) module is the
RERAID module that we designed, and it is respon-
sible for energy saving for the multi-mirror system.
For simplicity, we use RAID10 as a two-mirror sys-
tem to realize the RERAID system.



1378 Wan et al. / Front Inform Technol Electron Eng 2017 18(9):1370-1384

Remote server

iSCSI-target module

RERAID module

|Buffer management| | Flushing disk |

| Erasure coding ||Energy management|

MD module | Code cache || 1/O redirector |

Disks

Fig. 5 The prototype of RERAID

The iSCSI-target module is responsible for the
transformation of iSCSI and the construction of the
target. This module is made by the open source
project, iSCSI Enterprise Target (version 0.4.17).
The RERAID module keeps the primary replica
active, takes part of the primary disks to make
up a RAID array, and turns non-primary replicas
into standby mode to save energy. When the sec-
ond replica (or more if available) goes into standby
mode, read requests of the mirror disks will be redi-
rected to the matching primary replica, while write
requests will be written to the code cache, which
will wait until the other replicas switch to an ac-
tive mode for writing. The MD module manages the
disk array and realizes soft RAID with virtual block
equipment.

As shown in Fig. 5, there are six modules in
the RERAID module, which are the buffer manage-
ment module, the flushing disk module, the erasure
coding module, the energy management module, the
code cache module, and the I/O redirector module.
The buffer management module controls the write
buffer, receives data, and writes data to the code
cache. The erasure coding module is used to encode
and decode data through the specific code. The code
cache module is an important module which deals
with all write requests and part of the read requests
for the system. When the size of data in the code
cache reaches a threshold, the flushing disk mod-
ule will be invoked to move data with the MCFD
algorithm. The energy management module is re-
sponsible for controlling the second replica group in
standby mode or active mode. To ease the imple-
mentation, RERAID keeps the second replica group
in standby mode until the code cache is almost full
and we have to do the destage. When the destage
is finished, RERAID will switch the second replica
to standby mode. The I/O redirector module will

control the I/0 requests to particular replica groups
by judging the state of the replica groups.

4.2 Hash table data structure

RERAID uses a hash table to maintain the rela-
tionship between the data in the code cache and the
data disks (Fig. 6). The main variables are explained
below:

1. cluster id records the cluster index of each
block.

2. clu_offset records the block offset in the clus-
ter. It can fix the position of the data in the cache
through the cluster index and the block offset of the
cluster for a convenient search.

3. Map is an optional unit of eight mappings.
Each mapping records a 1-bit data that represents
one sector in a block. When the value is 1, the
mapping is valid and the data in the represented
sector is up-to-date; if the value is 0, the mapping is
invalid.

Hash
block_id1 —>| Node |—>| Node |—>| Node
block_id2
4
cluster_id > ... | cluster1
... | cluster2

clu_offset .. | cluster3

block_idn map Code cache

Fig. 6 The data structure of the hash table

5 Reliability analysis

In this section, we will compare the reliability
of RERAID with those of GRAID and RAIDI10.
We use the Markov model to analyze the reliabil-
ity of RERAID. We use the mean time to data loss
(MTTDL) as the standard of comparison. At first,
we assume temporarily that the failure probability
of each disk is independent and obeys the index dis-
tribution to establish the model conveniently. We
denote p as the repair rate and A the failure rate.
We suppose A < p because the mean time between
failures is much longer than the mean time to re-
pair a disk. When a disk fails, a repair process is
immediately initiated for data recovery.

According to the previous conclusions on the
MTTDL of RAID10 (Xin et al., 2003), the MTTDL
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of RAID10 consisting of eight disks is

19X + 24
— 1
8#2 ) ( )

and the MTTDL of GRAID consisting of eight data
disks and one dedicated log disk is (Mao et al., 2008)

17T+ 2p
_ 2
10,2 (2)

As for RERAID, we take two-disk failure toler-
ance erasure coding as an example. Fig. 7 shows the
simplified state transition probability diagram for a
RERAID disk array consisting of four primary data
disks and four mirrored data disks. State (0) repre-
sents the normal state of the system when all eight
disks are operational. In the normal state, four mir-
rored disks are spun down. It is reasonable to assume
that, for simplicity of analysis, the spun down disks
are not likely to fail or do not incur data loss even
if they do fail. A failure of any of the four primary
data disks would bring the disk array to state (1).
A failure of a second disk would bring the array to
state (2). Any third failure occurring while the array
is in state (2) will result in a data loss.

MTTDLRAID10-8 =

MTTDLGgraID -9 ~

Data loss

Fig. 7 State transition probability diagram with av-
erage disk repair time (day) for a RERAID disk array
consisting of four data disks and four mirrored disks

Repair transitions recover the array from state
(2) to state (1) and then from state (1) to state (0).
The state changing rate is equal to the multiple of
the number of disks that fail and the disk repair
rate L.

The Kolmogorov system of differential equations
describing the behavior of RERAID is

dp(‘;t(t) = —4\po(t) + pp1(t),
dp(;t(t) = — (3N + p)p1(t) + 4Ap1 (1) + 2upa(t),
ddet(t) = —(2X + 20)p2(t) + 3Ap1 (1),

3)
where p;(t) (i = 1,2) is the probability that the sys-
tem is in state (i) with the initial conditions pg(0)
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= 1 and p;(0) = 0. The Laplace transforms of these
equations are

spo(s) — 1= —4Apg(t) + ppi(t),
spi(s) = —(BA+ pw)p1 () + 4Ap1(t) + 2up5 (1),
sp3(s) = —(2A + 2p)p5(t) + 3Api(t).
(4)
Observing that the MTTDL of the array is given
by (Xin et al., 2003)

MTTDL = p;(0), (5)

we solve the system of Laplace transforms for s = 0
and use this result to compute the MTTDL of our
System:

132 + BAp + 4>

MTTDL =
RERAID X0+ 1)

(6)

Fig. 8 shows MTTDL as a function of MTTR
(mean time to repair) for RERAID, RAID10, and
GRAID. The disk failure rate A is assumed to be
one failure every one hundred thousand hours, which
is slightly less than one failure every eleven years.
These values come from the failure rates observed by
Pinheiro et al. (2007). MTTR is expressed in days
and MTTDL in years. Fig. 8 shows that MTTDL of
RERAID is slightly better than those of RAID10 and
GRAID. As the disk repair time increases, MTTDL
of RERAID will be almost equal to those of RAID10
and GRAID. When the total number of disks in-
creases, we can obtain similar results. As to ERAID,
the recently up-to-date data will be lost, even if just
one disk fails. Thus, compared with these architec-
tures, our RERAID is more reliable.

GRAID

—e— RERAID

--@-- RAID10

Mean time to data loss
(%103 year)
©

1 2 3 4 5 6 7 8 9 10
Mean time to repair (day)

Fig. 8 Mean time to data loss achieved at different
disk array levels
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6 Evaluation
6.1 Experimental setup

In the experiments, we test the performance and
energy consumption when k£ = 2 in erasure cod-
ing, comparing RERAID with GRAID, RAID10, and
ERAID. These four configurations, which are evalu-
ated and compared in detail, are:

1. RERAID: We implement RERAID with four
primary disks and four mirrored disks, like RAID10.
Each primary disk of RERAID reserves 1 GB (or
more) to perform as a code cache, using erasure cod-
ing and log technologies.

2. GRAID: We implement GRAID with four pri-
mary disks, four mirrored disks, and one log disk.

3. ERAID and RAID10: We implement RAID10
and ERAID with four primary disks and four mir-
rored disks.

When receiving requests under the energy-
efficient state, there is no operation regarding flush-
ing the disk. There are four disks running in our
system, five disks running in GRAID, eight disks run-
ning in RAID10, and four disks running in ERAID.
When flushing the disk, all the disks will run. The
performance evaluation is conducted on a platform
of server-class hardware with an Intel® Xeon® 5110
1.60 GHz CPU and 2 GB DDR RAM. In the system,
the disk module is a 500 GB hard disk with the Fe-
dora Linux 8-i386 operating system and a 1000 Mb/s
Ethernet card.

We use a portable wave analysis device (ZH-
102) to test the energy consumption. The storage
server, wave analysis device, and client framework
are shown in Fig. 9. The AC to DC module converts
alternating current to direct current, and from this

Storage server

Power
supply

=
=
AC—DC jjzg @
=
=

Client

Fig. 9 The experimental pro of RERAID

module, we can obtain 5 and 12 V power supplies
for the disks. Two lines connect the wave analysis
device with the 5 V line and 12 V line, separately.
When testing, through the Ethernet, the wave anal-
ysis device sends data acquired from the 5 and 12 V
lines to a client. The client records the current value
every second. Thus, we can calculate the change of
power consumption.

We use four ‘.spc’ traces as load to evaluate
the performance and energy consumption. They are
Rsrch, Web, Mds, and User, collected from enterprise
servers at Microsoft Research Cambridge (Table 3).
On the client, we use the trace tool btreplay to re-
play the trace. Through the replay, the request in
the trace is sent to RERAID in the form of iSCSI
request.

Table 3 Features of traces

Trace er.te I0PS ARS Source
ratio (KB)
User 59% 83.87 22.66 User home directories
Web 70% 50.32 14.99 Web SQL server
Mds 88% 18.41 9.19 Media server
Rsrch 91% 21.17 8.93 Research projects

IOPS: input/output operations per second; ARS: average re-
quired size

6.2 Energy conservation

For our RERAID, there are two modes: high-
power mode and low-power mode.
mode, half of all the disks are spun down to con-

In low-power

serve energy and code caches are used for logging;
we refer to this period as the logging period. In
high-power mode, all disks are active and the data
in the code cache is destaged to corresponding disks;
we refer to this period as the destaging period. As
shown in Fig. 10a, under our four traces, the logging
period and destaging period are interleaved and the
duration of the destaging period is far shorter than
that of the logging period. We show the number of
destagings and the destaging period ratio when the
code cache is 1 GB in Table 4. We have run the
entire period but the rest looks the same, so we give
only a 60-h picture here.

Fig. 10b shows the observed power consump-
tion distributions of web workloads. First, RERAID
consumes less energy than GRAID and RAIDI0.
RAID10 will never spin down partial disks for en-
ergy conservation and GRAID uses an extra disk for
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Fig. 10 Observed power consumption characteristics
of RERAID: (a) alternated logging period and destag-

ing period under different traces; (b) observed power
consumption of web workload

Table 4 Destage of RERAID

Ratio of time

Trace Number of destagings . .
spent in destaging

Web 13 6.36%

User 11 4.65%

Mds 11 3.57%

Rsrch 7 2.19%

logging, so GRAID and RAID10 will consume more
energy than RERAID in either the destaging period
or the logging period. Second, we find that the time
spent on destaging is relatively short, so it will not
obviously impair the total performance.

We use the four workloads to compare RERAID,
GRAID, and RAID10 (Fig. 11). First, we can see
that RERAID has the best energy conservation.
Compared with RAID10, RERAID saves 44.4% en-
ergy. This is because RERAID spins down partial
disks for energy conservaiton in the logging period,
but RAID10 keeps all disks active in both the desat-
ing period and the logging period. Compared with
GRAID, RERAID saves 16.7%, as GRAID activates
one more disk compared with RERAID. In addition,
we find that the saved energy ratios are similar un-
der various traces, and this is because most of time,
partial disks are spun down. As shown in Table 4,
the time spent in the destaging period is less than
6.36%.

mRERAID [GRAID RAID10
= 70
=
= 60 |—
= 50 —
% 40 — — —
c 30 —
Q
o 20 =
£ 10
g |
& 0
Web User Rsrch Mds
Trace

Fig. 11 Total energy consumption under different
traces

6.3 Overall performance

Fig. 12 compares the average response time
of RERAID with those of GRAID, ERAID, and
RAID10 using the four traces. First, RERAID per-
forms better than the others under Web, Mds, and
Rsrch, because RERAID exploits the ECW algo-
rithm and code cache area to improve write perfor-
mance, and Web, Mds, and Rsrch are write-intensive
workloads (Table 3). For the trace User, where
the read ratio is the highest, the performance of
RERAID is the worst. We know that there is a log
disk in GRAID and ERAID and they write to the log
disk and the primary disk group synchronously, but
RERAID writes only to the code cache (log area).
Second, we can see that RAID10 performs best, be-
cause it opens eight disks and provides good paral-
lelizing reads and writes.

m RERAID = GRAID ERAID RAID10

6

? 5

=

22 4

8E,

SE

g= 2

[

< ! =an: [
0 Web User Rsrch Mds

Trace

Fig. 12 Total average response time of different traces

6.4 Effect of erasure coding write

Fig. 13 shows the response time under differ-
ent traces for read and write. As shown, RERAID
has the worst read average response time and the
best write average response time, compared with
GRAID, ERAID, and RAID10. This is because writ-
ing to code cache sequentially is faster than writing
to the data disk randomly, but reading from the code
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Fig. 13 Average response time under different traces
for read (a) and write (b)

cache (logging area) is slower than reading from the
disk.

In Fig. 13a, for trace User, the read average
response time of RERAID is about twice as long
as that of any of the others.
trace User has the highest read request ratio, 41%
(Table 3), and the speed of reading from the code
cache is slower than that of reading from the data
disk.

In Fig. 13b, RERAID outperforms other sys-
tems under various traces. Our erasure coding write
combined with the ECW algorithm can optimize

The reason is that

small-size writes into large-size writes, which can re-
duce the number of disk I/O operations to improve
write performance.

In conclusion, our RERAID system deals with
write requests well, but struggles with read requests.

6.5 Effect of code cache size

We test the effects of code cache size on perfor-
mance in this section. We set the size of code cache
to 1, 2, 4, and 8 GB (Fig. 14).

In Fig. 14a, as the code cache size increases,
the overall performance increases slightly. This is
because when flushing the disk, the performance de-
creases. So, when we increase the code cache size,
we should decease the destage number for a better
performance.

2017 18(9):1370-1384
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Fig. 14 The effects of code cache size on performance
(a) and on the destaging period ratio (b)

In Fig. 14b, the destaging period ratio is defined
as the proportion of the destage time to the total
time. Fig. 14b shows that changing the logging space
alone will not influence the destaging interval ratio.
The reason is that increasing cache size will prolong
both the logging and destaging periods, and thus the
ratio will not change.

Thus, we can conclude that destage has only a
small effect on the performance.

7 Conclusions

In this paper, we developed a high-reliability
and energy-efficient storage system named RERAID.
It has multiple replicas to provide power proportion-
ally for general reads and writes. It saves energy by
spinning down the replica groups without migrating
data or imposing extra requirements. Its code cache
comprises part of the free space in the primary disk
group and uses erasure coding to ensure the reliabil-
ity of the data. The code cache is also used as a log to
receive write requests and can merge many random
small writes into a few large writes to improve the
write performance when combined with the ECW al-
gorithm. At the same time, it provides a flush disk
mechanism to accelerate the flush and permit the
operator to choose the right time to flush.

By implementing the system and experiments
with real system traces, our results show that
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RERALID is effective in improving performance and
saving energy without reducing the reliability. The
results show that the performance of RERAID is
better than those of others presented in this pa-
per, especially when the write ratio in request is
more than 80%. When the request is all com-
posed of write requests, RERAID could improve
significantly the write performance by 69.1% com-
pared to other energy-saving solutions (e.g., GRAID,
ERAID). In addition, it reduces the energy consump-
tion by 44.4% compared to RAID10, and 16.7% com-
pared to GRAID.

There is still much work to do, mainly in two di-
rections. First, we will study how to apply RERAID
in distributed storage environments. Second, we can
implement the erasure coding with a higher tolerance
to failures. The purpose is to find out which combi-
nation is the best for performance, energy efficiency,
and reliability.

In conclusion, we believe that RERAID is an
attractive disk array design and RERAID offers
high performance, while achieving significant energy-
saving performance.
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