Front. Eng. Manag. 2025, 12(4): 1196-1219
https://doi.org/10.1007/s42524-025-4173-4

RESEARCH ARTICLE

Zhiwei CHEN, Luogeng ZHANG, Jiayun CHU, Xiaotong FANG, Hongyan DUI

Computational resource configuration analysis and
optimization methods for unmanned system
considering intended functionality safety

© Higher Education Press 2025

Abstract With the rapid expansion of unmanned system
capabilities, integrating and sharing computing resources
has become essential. In addition to enhancing resource
utilization efficiency, this architecture may also introduce
conflicts related to resource competition. Therefore, effec-
tive resource-sharing configurations are crucial to ensure
the Safety of the Intended Functionality (SOTIF). This
paper proposes a computing resource configuration analysis
and optimization methods for SOTIF. First, four SOTIF
requirements are explored using the computing resource-
sharing architecture for unmanned systems, encompassing
computing time, computing power, energy consumption
restrictions, and mutual exclusion and correlation.
Secondly, the computing resource configuration model and
its SOTIF constraints are formalized based on the graph
and set theories. Subsequently, this study divides the
design process of computing resource configuration
schemes into resource selection and allocation. It introduces
a resource selection optimization method based on
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Forward Checking and a resource allocation optimization
method based on NSGA-II. Finally, a typical unmanned
driving scenario is considered as an example, and the optimal
resource selection and allocation schemes are sequentially
determined using the proposed method on the computing
platform.
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1 Introduction

Automation has rapidly increased across multiple indus-
tries worldwide (Guo et al., 2021; Khastgir et al., 2021).
Unmanned systems, including aerial and underwater vari-
ants (Zhao et al., 2023; Chen et al., 2024), not only
enhance performance in various fields but also provide
significant economic and environmental benefits.
However, with these advancements comes increased
complexity, leading to a rise in accidents and safety
concerns (Chen et al., 2025; de Koning et al., 2024).
Ensuring the safety of the intended functionality (SOTIF)
has become crucial as functional inadequacies and perfor-
mance

limitations of unmanned systems become more appar-
ent. Although the ISO/PAS 21448 standard for “Road
Vehicles Safety of the Intended Functionality” was intro-
duced in 2019, it lacks specific technical guidance, under-
scoring the need for further research (Schnellbach and
Griessnig, 2019).

The SOTIF process is a hot topic for unmanned
systems which mainly deals with the unreasonable risk
due to those hazards caused by performance limitations.
Some recent fatalaccidents involving autonomous vehicles
have revealed that unmanned systems are highly sensitive
to safety hazards due to performance limitations rather
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than traditional hardware or software faults or errors
(Board, 2019; Pimentel, 2019). In these accidents, the
performance boundary is exceeded at a certain point,
namely the unmanned system is no longer competent for
itscurrent job. However, users are often much overconfi-
dent in these smart unmanned systems and thus neglect
the signs of danger.With the large-scale use of intelligent
technology, similar risks are increasingly troubling
designers. Therefore, it is vital to answer the question of
whether the intended function of an unmanned system
could be declared safe, which is exactly the ultimate goal
of SOTIF design. More and more researchers are starting
to delve into the SOTIF field. Kinalzyk (2021) detailed
the differences between SOTIF and traditional functional
safety work and proposed an integrated analysis
approach. Skoglund et al. (2021) comprehensively
analyzed the work process and focusedon three types of
problems: SOTIF, functional safety, and information
security, and provided a safety work arrangement for the
entire development cycle of the system. Chelouati et al.
(2023) explored the case of automatic train safety and
security and proposed a GSN-based high-level frame-
work. Grabbe et al. (2020) recommended using FRAM
for risk assessment in developing highly automated vehi-
cles, aiming to provide system design suggestions and
insights for validation work. Overall, this study aims to
extend the existing safety work process to cover the
research scope of SOTIF. Similar work generally empha-
sizes the non-fault features of SOTIF-related hazards,
which has reference significance for a deeper understand-
ing of the SOTIF mechanism.

In addition, many researchers are currently committed
to analyzing the SOTIF of an unmanned system through
case testing. For example, Neurohr et al. (2020) proposed
16 factors to consider in scenario-based unmanned driving
testing, including scenario generation, requirement gener-
ation, testing bias, testing execution, and testing confir-
mation. Zhou et al. (2022a) proposed a unified scenario
description language and evaluation standard, which can
support the expansion of test scenarios and improve data
utilization efficiency. In analyzing SOTIF based on case
testing, most studies use statistical indicators such as
accident rates and takeover request frequencies (corre-
sponding to situations where the system’s intended func-
tionality is insufficient) as the basis for the final judg-
ment. Birch et al. (2020) proposed a state machine to
structure an argument concerning SOTIF. Cai et al.
(2023) predicted the motion behavior of the preceding
vehicle based on historical data and improved Markov
model. Collinetal. (2020) linked the Rulebooks framework
and the SOTIF process. Hu et al. (2022) proposed a novel
and implementation-independent SOTIF validation strat-
egy through real-world examples. Jiménez et al. (2023)
demonstrated how the integration of the SOTIF process
within an existing validation tool suite can be achieved.
However, Kalra and Paddock (2016) have proven that at
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least 100 unmanned systems must be driven continuously
for 12.5 years to demonstrate that unmanned systems
have the same safety level as existing vehicles. Although
many efforts have been made to improve case testingeffi-
ciency, the cost of analyzing SOTIF through pure experi-
mental means is prohibitively high. There is a strong
demand for considering SOTIF requirements in forward
design of the unmanned systems.

Meanwhile, many research scholars have focused on
SOTIF and its association with human-machine interac-
tions. For example, Yan et al. (2021) proposed a SOTIF
evaluation strategy for safety supervision to support the
evaluation of driver errors and lane deviation risks caused
by driver errors. Zhang et al. (2021) discussed the effec-
tiveness of system theoretical process analysis and cogni-
tive task analysis methods in addressing SOTIF issues in
human factors engineering. Abdulazim et al. (2021)
proposed a contextual-based predictive ML model to
monitor the intervention between the driver and lane keep
assist system. Rau et al. (2019) reviewed the SOTIF
process, which described the development of a framework
for deriving scenarios. It should be noted that SOTIF
issues related to human-machine interaction usually only
exist in low-level unmanned systems, which do not apply
to high-level unmanned driving (SAE L4 and L5)
because the necessary takeover actions by human drivers
are no longer required when the unmanned driving function
is activated.

SOTIF refers to the state description of whether the
unmanned capability meets the actual operating needs
under non-fault conditions.Thus, research on operating
capabilities in specific operating tasks can also be classified
into the scope of consideration for SOTIF. For example,
Esterle et al. (2019) used linear logic to judge driving
decisions during the operational phase to monitor
whether they comply with preset traffic rules.Wang et al.
(2022) proposed a robust non-fragile fault-tolerant
control strategy as a quantitative risk method for the
adaptive cruise control function for ensuring SOTIF. Chu
et al. (2023) proposed a method to evaluate SOTIF-
oriented perception effectiveness for forward obstacle
detection of unmanned systems. Zhang et al. (2019)
proposed intended safety systems for intelligent driving,
incorporating SOTIF concepts to analyze and evaluate
the driving scene and system safety. Luo et al. (2022)
proposed a fuzzy reasoningevaluation method based on
an analysis of scenarios and elements. Zhou et al. (2022b)
investigated the safety of autonomous emergency braking
(AEB) perception systems, providing crucial insights for
optimizing AEB perception system parameters.

Briefly, the SOTIF concept is a challenging field that is
directly related to the type of function being considered
in unmanned systems. Although there are many conceptual
discussions about SOTIF, there are relatively few
forward design methods for specific functions.This paper
presents an SOTIF analysis and optimization for
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unmanned systembased on computational resource allo-
cation, the main contributions of this study are summarized
as follows:

1) Computational resource allocation scheme modeling
with multidimensional SOTIF constraints based on graph
and set theory: This study constructs a comprehensive
model for computational resource allocation in unmanned
systems using graph and set theory. It considers task rela-
tionships, communication requirements, and SOTIF
constraints, enabling a systematic analysis to ensure
safety.

2) Optimization method for computational resource
selection based on Forward Checking: This study intro-
duces an optimization method for computational resource
selection using Forward Checking. It boosts efficiency by
narrowing the search space and swiftly identifying optimal
allocation schemes that meet SOTIF constraints.

3) Optimization method for computational resource
allocation based on NSGA-II: This study uses NSGA-II
to optimize computational resource allocation, considering
various objectives, such as load distribution and commu-
nication cost, while meeting SOTIF constraints. The
NSGA-II generates Pareto-optimal solutions, enabling
efficient resource use and safety.

This study introduces an innovative framework for
analyzing and optimizing computational resource allocation
in unmanned systems, enhancing both their efficiency and
safety. The paper is organized as follows: Section 2 outlines
the objectives and problem definition. Section 3 discusses
the SOTIF analysis method based on computational power
requirements. Section 4 details the comprehensive opti-
mization methods for resource selection considering SOTIF
and computational power costs. Section 5 details the
comprehensive optimization method for resource allocation
considering SOTIF and rational computational power allo-
cation. Section 6 presents a case study, and Section 7
concludes the study with key findings.

2 Object description and problem
description

Unmanned systems are intelligent systems that perceive
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their environment and make driving decisions
autonomously. For specific unmanned driving tasks, the
resource entities involved can be categorized into four
types: sensors, communication units, processors, and
actuators, as shown in Fig. 1. During task execution,
sensors capture and preprocess environmental data. This
data is transmitted through communication units to
processors, where specific applications perform further
computations. After multiple processing stages, driving
commands are sent via communication units to actuators,
which adjust the vehicle’s behavior in real-time.

The design process for the computational resource allo-
cation scheme in unmanned systems is illustrated in
Fig. 2. It begins with a functional logic model derived
from breaking down the driving tasks, which defines the
target functions and their interactions. Various applications
and messages within this model act as virtual resources
deployed on computational platforms, serving as key
inputs for the allocation scheme. Additionally, information
about available hardware resources is a critical input for
this design process. Based on these foundations, the
computational resource allocation design can be divided
into two key challenges:

1) Hardware Resource Selection Problem: This involves
selecting an appropriate combination of hardware entities
from the available resource pool to form a computational
platform system. This system must support at least one
configuration that satisfies SOTIF requirements.

2) Functional Logic Architecture and Computational
Platform Mapping Problem: This focuses on balancing
multiple design objectives to find the optimal allocation
among all configurations that meet SOTIF requirements.

To address these challenges, this study proposes a
computational resource allocation method based on graph
and set theory. The method leverages functional logic and
resource entity models to evaluate resource sharing and
constraints related to SOTIF. The optimization process is
divided into two stages: resource selection and allocation
scheme optimization. Forward Checking and NSGA-II
algorithms are employed for optimization. Comprehensive
case studies validated the method’s effectiveness, demon-
strating significant improvements in resource allocation
efficiency.
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Fig. 1

Examples of resources related to unmanned driving.
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3 SOTIF analysis based on computational F={F1<i<|F|},
power requirements )
M={M|1<j< M,
J
This section performs formal modeling for the computa- 0 - ey
tional resource allocation scheme and its related SOTIF =l - .
requirements to support the subsequent analysis and opti- ) B
mization work for SOTIF requirements. emas - O
. . m m 1
3.1 The functional logic model frmy S M
FM = : ,
After decomposing and integrating into reusable func-
i .. Jfmyp, Sy
tions, autonomous driving tasks are represented as a : :
series of executable applications. Communication mf mf
between these applications ensures task progress. As MF = . . .
shown in Fig. 3, a typical functional logic model depicts ' '
these relationships. In this study, a quintuple mfin, Ly

(F,M,E,FM,MF) represents the functional logic rela-
tionship for autonomous driving tasks, as follows:

where F' represents the set of functions F; to be executed;
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Fig. 3 Example of a functional logic model.

M represents the set of communications M; to be trans-
mitted; E is the communication cost matrix between
functions, where e¢,, denotes the bandwidth required to
send a message from function F, to F,, with main diagonal
elements always 0; FM and MF are communication-
sending and receiving matrices, respectively. In FM,
fm,, = 1iffunction F, sends communication requirement
M,, else fm,, =0; in MF, mf, =1 if function F,
receives communication requirement M, else mf, = 0.

Furthermore, each functionF;can be decomposed into a
series of real-time application requirements, defined as
follows:

F,‘ = <RR,‘,F,‘> s
T ={r /1 <r<Ti), @
Tir = <Ci,r’ Di,ra Ti.r> ’

where RR; represents the memory requirements for
executing function F;; I'; represents the set of application
programs within F;, assumed to be numbered by priority.
Each application program T;, is characterized by its worst-
case execution time C;,, deadline D;,, and arrival period
T;,. The worst-case execution time C;, depends on the
processing resource capability used. Similarly, each
communication requirement M; is decomposed into a
series of messages, defined as follows:

M, = {m_/,s” SSS |Mf|}’

3)
my, = (BW,,.Cy,.D,,.T,,.Pre,, Sub, ),

where m;; represents the information within the commu-
nication requirement M;, numbered by priority. Each

information m;, is described by six parameters: commu-
nication cost BW,, , worst-case transmission time C,, ,
transmission deadline D,, , message period 7, , source
application program Pre,, , and target application
program Sub,, . The worst-case transmission time C,,, is
dependent on the communication resource capability.

3.2 Resource entity model

As shown in Fig. 4, the types of resource entities
included in the computing platform system can be
divided into processor and communication resources. The
resource entity model is represented by a triple
(N, Bus,A), whichis defined as follows:

N ={N|l <i<|N[},
Bus = {Bus,|1 < j <|Busl},
L2 N ¢ S W) % 4

a1 QN |Bus|

where N represents the set of processor resources, and its
element N, is used to refer to the processor entity
included in the platform; Bus represents the set of
communication resources, and its element Bus; is used to
refer to the communication bus included in the platform;
A is the connection matrix, and its element a,, represents
the connection relationship between processor N, and
communication bus Bus,. When processor N, is
connected to communication bus Bus,, a,, = 1, indicating
that data transmission can take place.
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Fig. 4 Example of Resource Entity Model.

The basic performance of any processing resource node
is characterized by the memory constraint RAM,,
input/output communication bandwidth constraint BW,,
and computing power Cal;. Additionally, for a running
processor, its energy consumption per unit time includes
both static and dynamic energy components (Collin et al.,
2019):

idle runtime

Power = Power' ™ + Power , &)

. . idl
where thestatic power consumption, denoted as Power™,

encompasses power consumed by the clock circuit during
processor core execution, multi-threaded dynamic
scheduling control, on-chip bus communication, and
other overheads provided by the processor manufacturer.
Dynamic power consumption, denoted as Power™™™,
primarily arises from computing and storage units, varying
with the executed program. To approximate dynamic
power consumption, two parameters, P;"""" for storage
space operations and P"™" for time computing opera-
tions, are agreed upon. The calculation method for the
dynamic power consumption is as follows:

Power™™"™ = Memory- PT*™ + TimeRate - P"™", (6)

where memory represents the size of memory occupied
by the program during execution; TimeRate represents
the occupancy rate of the effective time of program
execution, determined by the ratio of actual execution
time to arrival time interval.

Based on this, any processor resource N; can be repre-
sented by the following six-tuple:

N, = (RAM,, BW,,Cal,, P/, P}, P"™ ) (7)

Similarly, communication resources can be character-
ized using basic performance parameters such as commu-
nication bandwidth BWp,,, and communication capability
Comyg,,. Unlike processor resources, the energy consump-
tion related to access operations can be ignored when
considering communication resource consumption, and
instead, static power consumption Pj< and power
consumption per unit time for transmission operation
Pinmit are used to characterize communication resource
performance. Therefore, any communication resource

Bus; can be represented using the following four-tuple:

Bus;®~ Bus;

Bus; = <B W sus,s Comgys s P P““"“““). (8)

Considering the computing power of different processor
resources directly impacts the estimation of worst-case
execution time for application programs. This paper
simplifies this consideration by using relative capacity
values. A reference processor is chosen in the computing
platform system, with its processing capacity set to 1.
The processing capacity parameter of other processors is
the ratio of their processing capacity to that of the reference
processor. Similarly, relative communication capabilities
were used to describe the performance of the communica-
tion buses in this study.

3.3 Configuration model and SOTIF constraints

Based on the definitions of the functional logical and
resource entity models mentioned above, the following
two allocation matrices can be used to characterize the
mapping relationship between the application program
and messages with their corresponding entity resources:
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X1 o Xyw
X= ,
XiFL XiFLIv) ©)
Yo o YiBus
Y= ,
Yimi1 Vi1 1Bus|

where X represents the function allocation matrixand ¥
represents the communication allocation matrix, where
the corresponding elements satisfy:

1 when F;is deployed on N;

Xij =
0 else
i=1,2,..|F|], j=12,...,|N|,
1 when M, is transmitted via Bus,
Ypa =
0 else
p=12,....|M|, q=1,2,...,|Bus|. (10)

Note that the functionality allocation matrix X,
communication allocation matrix Y and the resource
connectivity matrix A described in section 3.2 are inher-
ently correlated. Equations (11) and (12) provide the
mathematical relationship between the three matrices
from the sending and receiving communication perspec-
tive, respectively:

M| |F|
D e fmy, vz =a, =1, (1)
p=1 i=1
|M|  |F]|
szﬁ"mfpej'ym>1:>at,q:1’ (12)

p=1 j=1

where s,7=1,2,...,IN|, g=1,2,...,|Bus|. Combining
Egs. (11)and (12), the following identity can be derived.

(13)

where max(-) and min(-) representing taking the maxi-
mum/minimum value bitwise.

On this basis, this study considers a configuration
scheme (X,Y) to be compliant with SOTIF requirements
if and only if it satisfies the following conditions simulta-
neously:

1) Uniqueness requirement for function and communi-
cation allocation

All functions F; are assigned to one and only one
corresponding processor resource entity:

A = max(min(X" - FM -Y,1),min(X" - MF" - Y, 1)),

(14)
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When the sending and receiving functions are located
on different processor resources, the communication
requirement M, is sent and received by one and only one
corresponding communication resource. When the sending
and receiving functions are located on the same processor
resource, the communication requirement M; can be
directly fulfilled by accessing the memory of the proces-
sor:

|Bus|

Ywae<1l, p=12,...,|M|, (15)
g=1
IFlIFI IN] Bus]
ZmeLp-x,-’s-m p,j-x,-,s=1—2yp’q,p=1,2,...,|M|.
=l j=1 s=1 q
(16)

2) The configuration scheme satisfies the real-time
constraints of all application executions

In an effective configuration scheme, each application
7,, needs to complete execution before its corresponding
deadline D;,. Considering the computational characteris-
tics of processor resource N; when application 7;, is
deployed on processor resource N; its corresponding
equivalent worst-case execution time is C;,/Cal;. We use
the worst-case task response time R, to represent the
upper limit of the time required to complete application
7,,. The scheduling mode of programs on processor
resources will directly affect their corresponding worst-
case task response time. In this article, we consider the
most common fixed-priority scheduling mode. Based on
this, it can be determined that:

Ci r Ri r Cn
Ri,r = — + Z ’V - “
T€hp(Ti)

Cal; T, | Cal’ a7
where [-] denotes rounding up; hp(7;,) represents the set
of applications with higher priorities than 7;, running on
the same processor. Equation (17) reflects the worst-case
response time of a task, which consists of the worst-case
execution time and the time preempted by higher-priority
tasks running on the same processor.

In computing resource sharing, partition scheduling is a
widely used mechanism where the rotation period for
running partitions on a processing resource module is
denoted as RL. The proportion of the total period that an
application 7;, corresponding to functionality F; occupies
in its partition is denoted as «; (referred to as the partition
coefficient). Considering the inherent mechanism of
mutually exclusive partition scheduling, other partitions
can be regarded as a cyclic task with higher priority,
having a period of RL and execution time of (1 —a;)RL
when computing the worst-case response time R;, of the
application 7;,. Based on this, Eq. (18) can be reformu-
lated:
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Cir - Rir Clk ir
R, =—+ . 1-a;))RL. 18
7~ Cal, ;{TJ Cal, { w( @) (18)

It is known that the partition rotation period RL is a
predetermined positive actual number. If RL— 0, it
follows that:

Rir Rir
i (19)
RL RL
According to Eq. (18):
C., < [R,] Cu
R, =—-+ +(1-a)R;,. (20
= Cal, ;{TJ Car 7@ (20)
And thus satisfy:
1 (C, (R
a; < Z;— (R +ZS(——+1) ]
(21)

1 (WCx G
= . ik Z Zik
Calj Ri r T,' k
k=1 > k=1 ’
For application 7;,, It satisfies the real-time requirement

if and only if the response time R;, is not greater than the
deadline D;, (i.e. R;, < D;,) which is equivalent to Eq.

(22):
s
Cal; |4

Therefore, it can be considered that the real-time
requirements of all applications in the partition where
function F; is located can be met as long as they satisfy:

1 b
Cal, i

M lk
P = = max
1<r<ihy ” ik

where @ is defined to constrain the lower bound of the
partition coefficient «;, which is only related to the function
F..

Thus, the real-time requirements related to the applica-
tion can be expressed in the scheduling scheme as
follows: “For any processor resource, there exists a feasible
combination of partition coefficients, such that each
application within each partition is schedulable and the
sum of all partition coefficients does not exceed 1.” In
other words, it satisfies:

Cu X Cu
b — |<a. 22
bt T, )< 22

k=1

< ah
(23)

|F| 1

b
Z_'.xi’j‘ai < 1,
—~ Cal;

3) The configuration scheme meets the real-time
constraints of all message transmissions
When the communication requirement M; is assigned

j=1,2,...,IN. (24
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to the communication resource Bus,, the worst-case
transmission time of message M; in m;, on the bus can
be represented as follows:

Cm Rm ; Cm
Rm -+ Bm + Z —— |- —Ay
" COmBmI " ka ComBusq

ny, Ehp(m ,p\)

(25)

where hp(m;,) represents the set of messages with higher
priority than m;, on the same data bus; since there is
actually no direct priority relationship between different
communication requirements M;, whenever considering
the communication requirement M; in this paper, it is
assumed conservatively that other communication
requirements M, (k # j) have higher priority than M;;
B,,, represents the maximum blocking time, which is
equivalent to the blocking caused by the longest trans-
mission time of the low-priority message:

Cm il
B, = max

o 26
s<l<|M/| ComBuxq ( )

Similarly, according to Eq. (25), it can be inferred that:

R <1 1C,. + C,, + Z B 1)e
mi, X 5 max e m |-
o ComBm T,

s<l<|M | mkEh[)(m“)

(27)
After simplification:

Cm/ + max Cm il + Zm;\ehp(mw) ka
Y<l<|M |

R, <

s

. 28)
(COmBusq - kaehp(m,,\) #::)

In summary, to strictly ensure that the worst-case trans-
mission time R, is not greater than the deadline D,, , a
feasible approach is to make sure that:

C,, + maxC,, +3 )C,,,k

s<l<|M/ | " Ehp(mm

<D,,. (29)

ka
(COmqu - kaehp(m,,,\) T_)

For simplicity, concerning any communication require-
ment M, (k=1,2,...,IM|), two related variables are
defined in this paper, the values of which are solely
dependent on the communication requirement M, :

CMA = § Cmu )
1<I<IMy
30
CMA _ ka.l ( )
Ty, I<i<iMy]

Therefore, Eq. (29) is equivalent to:

M|
1 (m, Z ,q'(ﬂ+%)]<l’ (31)

Comy,, omp,, =
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where B, is defined by Eq. (32), and its value is only
related to the message m;;,.

|| ||

Bo. = ——|C,. + max C,, - DY S (32

D,, s<t<|mj| I=s+1 I=s+1 © Mt

It should be noted that although Eq. (31) can provide
the most accurate real-time guarantee for transmission
delay, it needs to be calculated separately for each
message, which poses a huge challenge for practical anal-
ysis. To simplify the calculation, the communication
requirement M;, is defined as:

BY = max (3m , (33)
t<s<|m|

D® = min D, (34)
1<s<|M

On this basis, the requirement that “the scheduling
scheme can meet the real-time constraints of all message
transmissions” can be expressed as:

|Bus| M|
C C
ub ﬂ My <1
S g o+ o (55
J=12,... M|,
(35)

where Eq. (35) is a sufficient condition for Eq. (31) to
hold, i.e., Eq. (35) can provide a stronger feasibility guar-
antee.

4) The processing capacity requiredunder the maximum
processing resources that a processor can provide

For any processor resource module, the application
resource requirements deployed on it do not exceed its
inherent memory, output bandwidth, and input bandwidth
capabilities. It satisfies:

IF]

Zx,-,jRR,-SRAMj, j=12,...,|N|, (36)
i=1
|F] IF|
in,jZ(l_xi,k)ek,i<BWi, j=12,...,IN|, 37
i=1 k=1
|F] |F|
Dox Y (=x)ew <BW, j=1.2,...INl.  (38)

i=1 k=1

5) The communication capacity requiredunder the
maximum communication resources that can be provided

For any communication resource module, the sum of
the required communication bandwidths corresponding to
all messages transmitted through the communication
resource by the processors connected does not exceed its
inherent communication bandwidth capacity limit. This
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includes both input bandwidth requirements and output
bandwidth requirements, where:

IF] |M| IF| |F|
in,sszi,p ‘yp,qz mej,p "€ 'mfp,i < BWBuS(/’
i=1 p=1 j=1 k=1
s=1,2,...,INl, q=1,2,...,|Bus|,
(39)
IF] |M| IF||F|
Z Yoo D My Yy 3 D fm, e mf < BWg,
p=1 j=1 k=1
s=1,2,...,IN|, ¢g=1,2,...,|Bus|.
(40)

6) All processor resource power consumption under the
threshold

High-performance processor resources enhance the
performance of unmanned driving tasks but often result
in increased energy consumption and heat dissipation.
Processor power consumption comprises static and
dynamic components, with the dynamic component
further divided into computational and storage opera-
tions. A reasonable and safe configuration scheme should
ensure that the total power consumption of all processor
resources remains within a predefined threshold, as
follows:

memory  |F| |F| T

Z Xi‘jRR; + P;umpute Z , ; Z ik P?b,

i=1 i=1

Pi‘dle +
/7 RAM,

j=1,2,...,IN|.

(41)

7) Power consumption of all communication resources
under the thresholds

Similarly, the working power consumption of all
communication resources must not exceed a specified
threshold. This paper primarily addresses the static power
consumption and data transmission power consumption
of communication resources, with the following require-
ments:

|M]| 1M

idle transmit E E b
PBm +PBus yl"i = PBHA ’ q

m

.,|Bus]|.

i

p=1

(42)

8) Preset feature allocation mutual exclusion require-
ments

In designing a shared configuration scheme, it is essential
to consider preset allocation constraints and correlations
between different functions and between functions and
processor resources, as required by unmanned driving
tasks.

Mutual exclusion in allocation means that “two target
functions cannot be deployed on the same processor
resource.” This requirement is satisfied by:
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INI

in,j'xk,j = O,

j=1

(43)

when F; and F} are preset as mutually exclusive func-
tions.

Allocated correlation means that “two target functions
must be deployed on the same processing resource.” This
requirement is satisfied by:

IN]
xi’j'xk’j = 1, (44)

J=1

when F; and F} are preset as correlated functions.

In summary, Egs. (14)—(16), (24), (35)—(44) collectively
constitute the constraint criteria for the feasibility of the
configuration (X,Y). To facilitate batch operation analy-
sis, this paper introduces auxiliary matrices listed in
Table 1, which enable a vectorized representation of each
constraint.

On this basis, SOTIF constraints of the configuration
scheme can be reorganized into the following matrix
expression:

Con0l: X-SN=SF,

Con02: Y-SBus<SM,

Con03: rdiag(MF-X-X"-FM)=1-Y-SBus,
Con04 :  diag(SCal)-X" - SAlpha < SN,

Con05: diag(SBeta)-Y-SCOMB +diag((SDLb)™")

.Y -diag(SCOMB)- YT -SCM +Y
-diag(SCOMB)-Y" -SCTM < SM,

Con06: X'-SRR<SRAM,
Con07: rdiag((1-X")-E-X) < SBW,
Con08: rdiag((1-X")-E"-X) < SBW,
Con09: X" -MF"-diag(rdiag(MF -E" - FM))-
Y <BWNB,
Conl0: X"-FM-diag(rdiag(MF -E" - FM))-
Y < BWNB,
Conl1: SPI+diag(SPM)-X" -SRR + diag (SPC)-

X"-SCT < SPUb,

Conl2: SPIB+diag(SPTB)-Y"-SCTM < SPUbB,
Conl3: max(X-X",ME)= ME,
Conld: min(X-X",MC)=MC,

(45)

where diag(-) denotes the operation of transforming a
column vector into a diagonal matrix, while rdiag(-)
denotes the operation of extracting the diagonal elements
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of a square matrix to form a column vector. Equation (46)
provides examples of the operations of these two
operators; Constraints Con01, Con02 and Con03 corre-
spond to uniqueness requirements; constraints Con04 and
Con05 correspond to temporal requirements; constraints
Con06, Con07, Con08, Con09, Conl0 correspond to
capability requirements; constraints Conll and Conl2
correspond to energy consumption limit requirements;
and constraints Conl3 and Conl4 correspond to mutual
exclusion and correlation requirements.

HEE NN

(46)
4 Comprehensive optimization for
resource selection considering SOTIF and
computational power costs

This section presents a method for optimizing SOTIF and
computational power costs for unmanned systems under
varying computational power conditions. It introduces
Constraint Satisfaction Problems (CSP) and a forward-
checking algorithm, illustrating how hardware resource
selection can be addressed through CSP construction.

4.1 Constraint satisfaction problems and Forward
Checking algorithm

CSP has been applied to many practical problems since
Mackworth (1977) first developed it. Classic examples
include map coloring, job scheduling, and the n-queens
problem. A formally defined CSP consists of a set of
variables, each assigned values from a specific domain,
and a set of constraints that must be simultaneously satis-
fied. This can be represented as the following triple:

<X’ D, C>3 (47)
where X ={x,,...,x,} represents a set of variables;
D ={D,,...,D,} represents the corresponding domain of

variables, and each element D; (i=1,...,n) reflects all
possible values for each variable x, € X; C ={cy,...,c,}
represents a finite set of constraints that limit feasible
values for each group of variables.

A feasible solution for a CSP is a set of specific assign-
ments {x, =a,...,x, =a,}, from the variable domains,
which guarantees that all constraints are not violated.
Solving a CSP involves assigning values to variables to
find feasible solutions. If at least one solution exists, the
CSP is considered satisfiable; otherwise, it is unsatisfi-
able. There are two main approaches to solving a CSP:
backtracking search and constraint propagation. Back-
tracking systematically explores all possible value combi-
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Table 1 Definition of auxiliary matrices related to SOTIF constraints
on computing resources

Symbol

Index Label Size Element Value Assignment
1 SN INIx 1 SN =1
2 SF |FIx1 SF,;]Z]
3 SM |M|Xl SM[YIZI
4 SBus  |Bus|x1 SBus;y =1
5 SAlpha  |F|x1 SAlpha;, = o/?
1
6 NIx 1 SCal;y =
SCal  IN| i = o
7 SBeta  |M|x1 SBeta;; =B
8 SCOMB |Bus|x 1 SCOMB; =
Compys,
9 scCM IM|x1 SCM;, = Zléjs\Mi\ Cim,
10 SDLh  |M|x1 SDLb;; = D'
Cin
11 scTM  |IM|x1 SCT;; = ZKKIM,-\ T
12 SRR |FIx1 SRR;1 = RR;
13 SRAM  |N|x1 SRAM;; = RAM;
14 SBW  IN|x1 SBW; = BW;
15 BWNB |N|x|Bus| SBWB;,j = BW us;
16 SPI INIx1 SPI;; = pide
17 SPM  IN|x1 SPM;y =P
18 SPC IN|x 1 SPC;; = pf"mpu‘e
C,',j
19 scT IFIx1 SCT;) = ZKNF’_I T
20 SPUb  INIx1 SPUb;y = P
21 SPIB  |Bus|x1 SPIB; = Py
22 SPTB |Bus|x1 PTB;; = P
23 SPUbB |Bus|x1 SPUbB; = Py
24 ME \F|x|F| CAL; ;= 0 F;and F; are mutually exclusive
"] 1 others
~ _J 1 Fiand F; are correlated
25 MC  |FIX|F| CAL; ;= { 0 ! hers
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Table 2 The pseudocode of the main program of Forward Checking

1: function Backtracking-Search (csp) returns a solution, or failure
: Return Backtrack ({},csp)
: function Backtrack (assignment, csp) returns a solution, or failure
. if assignment is complete then return assignment

: var «— Select-Unassigned-Variable (csp)

2
3
4
5
6: foreach value in Order-Domain-Values (var, assignment, csp) do
7: if value is consistent with assignment then

8: add {var = value} to assignment

9: inferences < Inference (csp, var, value)

10: if inferences # failure then

11: add inferences to assignment

12: result < Backtrack (assignment, csp)

13: if result # failures then

14: return result

15: remove {var = value; add inferences from assignment

16: return failure

nations, often using depth-first search, to identify feasible
solutions. In contrast, constraint propagation narrows the
range of valid variable values by enforcing “local
compatibility” through continuous reasoning. Haralick
and Elliott combined these methods into the Forward
Checking algorithm Kondrak and Van Beek (1997),
which prunes the search tree early to reduce the number
of nodes visited, minimizing the search effort.

Table 2 presents the pseudocode for the main program
using Forward Checking. It integrates two heuristic tech-
niques: ‘Select-Unassigned-Variable’ and ‘Order-Domain-
Values.” These heuristics allow for efficient variable and
value ordering based on the problem’s requirements,
improving search performance. Common heuristic meth-
ods include minimum remaining values, minimum
degree, and minimum constraint values, among others.

4.2 Computational resource selection optimization
method

Figure 5 illustrates the process of optimizing compute
resource selection. This involves constructing a CSP in a
limited search space and ensuring it meets SOTIF
requirements using the forward-checking algorithm. The
‘compute resource selection’ challenge is divided into
two stages: ‘processor resource selection’ and ‘communi-
cation resource selection’. The goal is to create a cost-
effective plan that fulfills all SOTIF requirements.

4.2.1 Processor resource selection

In addressing the “processor resource selection” problem,
communication resource constraints are temporarily
ignored, assuming sufficient communication resources
for message transmission. In Eq. (45), the constraints
directly related to processor resources include eight
items: Con01, Con04, Con06, ConQ7, Con08, Conll,
Conl3, Conl4. These are used as criteria to assess the
feasibility of processor resource combinations. For all
processing resource sets AR ={AR;|1 <i<|AR|} in the
resource library, a processing resource combination can
be defined by the following variables:

NumAR = (numAR, numAR, numARr), (48)

where numAR, represents the number of resources
selected for the ith candidate processing resource type
AR,.

This study defines the relationship between the processor
resource combination scheme, NumAR, and the processor
resource set N ={N;|1 <i<|N|} in the resource entity
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Given the functional logic model
<F,M, E, FM, MF>

Given the resource library to be selected
<AR, ABus>

Calculate upper and lower limits
[numAR”, numAR"]

Determine the set of potential feasible
solutions RegionAR

{

Construct the CSP and use the Forward
Checking algorithm to solve it

|
|
|
|
|
|
|
|
|
|
|
NumAR «— RegionAR, | :
|
|
|
|
|
|
|
|
|
|

solution N

I Record the optimal

[ Current problems are
| insurmountable

Fig. 5 The basic process of the compute resource selection optimization method.

model, as illustrated in Fig. 6. The elements in both sets
satisfy the following criteria:

J Jj-1
N, — AR, when ZnumARk>i> numAR,. (49)

k=1 k=1

Designers can set an acceptable upper limit on the
number of processor resources, numAR" | in advance, due
to the constraints of onboard space. Additionally, a
conservative constraint is that the number of processor
resources will not exceed the number of target functions,
since the worst-case scenario would involve assigning
each task to a different processing resource. Thus,
numAR" < |F|. Inspired by the memory resource capacity
constraint in Eq. (36), it can be determined for the final
resource entity scheme (NN, Bus,A) that:

INT IF |F| IN|

Conl5: Z Zx,.,_,RRi = ZRR,. < ZRAM_,. (50)
j=1 = i=1 j=1

The constraint Conl5 is a necessary condition for
constraint Con06, which is independent of the allocation
of functions and can support rapid prunin search
space pruning. According to Eq. (50), it can be determined
that:

1207
N
| "Communication resource selection" |
| issue :
| Calculate upper and lower |
| limits [numABus"™, numABus"] |
|

|
: Determine the set of potential feasible |
| solutions RegionABus |
| |
| |
| |
| |
| |
| NumABus «— RegionABus; ‘ |
| |
| ‘ |
| Construct the CSP and use the Forward I
| Checking algorithm to solve it |
| |
| |
| |
| |
| |
| |
| Current problems are Record the optimal :
| insurmountable solution Bus |
e S S |

Determine the optimal
solution <N, Bus>
>\ End [
|[NumAR)| |F| RR
i=1 i b
anAR,- > — = numAR” . (51)
. max RAM,y,
i=1 1<i<|[NumAR|

Based on this, the “processor resource selection” prob-
lem can be formulated as the following optimization
problem:

|NumAR|

min numAR; - costAR,,
NumAR & ;
i=
|NumAR|

numAR" > Z numAR; > numAR",

i=1

S.t.
is a positive integer.
Con01 A Con04 A Con06 A ConQ7 A Con08

AConll AConl3 AConl4,
(52)

where X represents the mapping relationship between
functions and processing resources, defined by Eq. (9).
In fact, due to the constraint that numAR" >
M numAR,; > numAR" (numAR,; is a positive integer),
Eq. (52) can be understood as a finite-state search prob-
lem. By considering only the feasible domain and
constraint Conl5, we can easily obtain all potential solu-

tions and calculate the corresponding design costs. We
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v ] [m] @
NumAR | numAI:?1 =2 | | numA;?z =1 |
N |M;mHﬁ;MMM¥MMMeAMM;MJ

Fig. 6 The mapping relationship between the combination of processor resources and the set of processor resources.

use RegionAR = {RegionAR|1 < i < |RegionAR]|} to repre-
sent the set of all potential solutions, where the solutions
are numbered in ascending order of cost, i.e.,
Cost(RegionAR,) < Cost(RegionAR,) (when i< j). After
determining RegionAR, Eq. (52) can be solved by
sequentially checking whether a feasible allocation
scheme X.

The symbol NumAR = (numAR, numAR, ---
numAR,,g) 1s used to represent any processor resource
combination corresponding to a traversal process. To
reduce the search space when judging the feasibility of
the function allocation scheme X, this paper defines the
following auxiliary column vector for the function alloca-
tion scheme by borrowing the requirement of allocation
uniqueness:

XZ,
(53)

where XZ, represents the processor resource number on
which function F; is deployed, the element in the allocation
scheme X satisfies:

1 j=XZ,

0 j#XZ

i=1,2,..

=
~.
Il

S F]. 54)

On this basis, the problem of determining whether
SOTIF requirements can be satisfied for a given processor
resource combination NumAR can be formulated as a
CSP problem with the following structure.

variableZ « XZ
domainD «{1,2,...,|N|}
constraintC < {Con04, Con06, Con07, Con08,

Conll, Conl3, Conl4},
(55)

where |N| = ZL’Z;"”AR‘ numAR,;.

This paper introduces two heuristic methods for selecting
unassigned variables:

1) Minimum Remaining Values (MRV): This method
selects the variable with the fewest remaining values in
its domain among the unassigned variables.

2) Maximum Memory Requirement (MMR): This
method chooses the variable with the highest memory
requirement among the unassigned variables.

Although the auxiliary column vector XZ offers a
better representation for reducing the search space, the
original matrix X is more practical for checking
constraint violations. Therefore, during consistency
checks in the Forward Checking algorithm, it is essential
to convert between the auxiliary column vector XZ and
the original matrix X. The conversion rules refer to Eqs.
(53) and (54).

4.2.2 Communication resource selection

For all communication resource sets ABus = {ABus;|1 <
i <|ABus|} in the resource library, a communication
resource combination can be defined using the following
variables:

NumABus = (numABus, numABus, --- numABusg,).

(56)

where numABus; represents the number of resources
selected for the ith candidate communication resource
type ABus; .

The communication resource combination NumABus is
defined similarly as in Fig. 6, and its correspondence with
the communication resource set Bus={Bus;|1<j<
|Bus|} in the resource entity model satisfies the following
condition:

j -1
Bus; < ABus; when ZnumABusk >i> Z numABus,.

k=1 k=1

(57)

Similarly, designers can preset an acceptable upper
limit of communication resource quantity numABus",
while the lower limit of communication resource quantity
numABus" can be determined according to Eq. (58):

|NumAR|
1 Z;l numAR; > 2
\;lumAR\ ‘ (58)
Z_ numAR; =1

i=

numABus"” =

Note that when evaluating the communication resource
combination NumABus, the satisfiability of the resource
connection matrix A must be checked simultaneously.
According to Eq. (13), the resource connection matrix A
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can be directly determined from matrix X and matrix Y.
Therefore, it is unnecessary to assign values separately to
the resource connection matrix A.

In summary, this paper represents the “communication
resource selection” problem as the following optimization
problem:

|NumABus|
min numABus, - costABus,
NumABus -
= |numABus|
s.t. numABus” > Z numABus; > numABus"

i=1

numABus; is a positive integer.

dX,Y Con0Ol1 ~ Conl4
(59)

>

Similarly, the “communication resource selection’
problem is also regarded as a search problem in a finite
state space. It is assumed that RegionABus=
{RegionABus;|1 <i<|RegionABusl|} represents the set of
all potential solutions for the “communication resource
selection” optimization problem, and the solutions are
numbered in ascending or concerning
Cost(RegionABus,) < Cost(RegionABus,) (i < j). There-
fore, Eq. (59) can be solved by sequentially checking the
feasibility of the communication resource combination
corresponding to each potential solution RegionABus,
concerning the functionality allocation matrix X and the
communication allocation matrix Y.

The symbol NumABus = (numABus, numABus, -
numABusz,y) 1s used to represent the combination of
communication resources during any traversal process.
Similar to constructing the auxiliary column vector XZ
for the functionality allocation matrix X in Eq. (53), this
paper defines the auxiliary column vector YZ corre-
sponding to the communication allocation matrix Y as
follows:

YZ,

yz=| : |, (60)

where YZ; represents the communication resource
number connected to the communication requirement M, .
In addition, it is agreed that when the communication
demand M; does not need to be transmitted through any
communication resource, its corresponding element
YZ,=-1, that is YZ,=-1 when Zlﬁf‘yi.j =0. Corre-
spondingly, the elements in the communication allocation
matrix Y satisfy:

1 j=YZ )
Yij= i=1,2,...
0 j#YZ

;M. (61)
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Subsequently, the problem of determining the feasibility
of SOTIF requirements for a given communication
resource combination scheme NumABus is constructed
in the followingCSP form:

variable Z, « XZ
variable Z, « YZ

corresponding domain D, « {1,2,...,|N|} , (62)

corresponding domain D, « {—-1,1,2,...,|Bus|}

constraint C « Con01 ~ Conl4

where |N| = Z'I.Z'I”"AR‘ numAR;, |Bus| = Z'IZT’"AB’”‘ numABus; .

When a feasible solution is found for the CSP in Eq.
(62), the current communication resource combination
scheme is optimal and meets all requirements. If no feasible
solution exists, the scheme must be revised, and the next
option in the set RegionABus should be evaluated. The
final optimal computing resource combination scheme,
denoted as (NumAR,NumABus), is determined by
combining the best solutions from both the “processor
resource selection” and ‘“communication resource
selection” problems. To maintain consistency with the
symbols used in Section 3.2, we define N <~ NumAR and
Bus < NumABus. Therefore, the optimal computing
resource combination scheme is represented as
(N, Bus).

5 Comprehensive optimization for
resource allocation considering SOTIF and
rational computational power allocation

This subsection discusses trade-offs among design objec-
tives and optimal solution selection in computational
resource allocation schemes for functional safety. It intro-
duces constrained optimization problems and NSGA-II,
detailing optimization based on safety constraints.

5.1 Constraint optimization problems and the NSGA-II
algorithm

In this study, the Non-Dominated Sorting Genetic Algo-
rithm (NSGA-II) (Deb et al. 2002) is used to design the
computing resource allocation scheme. Table 3 provides
the pseudocode for NSGA-II. This algorithm enhances
traditional genetic algorithms by integrating Pareto sorting
to obtain Pareto-optimal solutions for multiple objectives.
NSGA-II generally comprises the following six steps:
1) population initialization; 2) non-dominated sorting;
3) crowding distance assignment; 4) optimization
selection; 5) genetic population generation (crossover and
mutation); 6) population recombination and generation.
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Table 3 Pseudocode of NSGA-II main program

—

: population initialization Po

t<0

: while condition

: Qy«—Make-New-Population (P;)
Ry —P;UQ;

F « Fast-Nondominated-Sort (R;)
P —@andi—1

: while |P1|+|Fi|< N

: Crowding-Distance-Assignment (F;)

—
=]

i Py < P UF;

—
—_

i+l

N

: end while

[
W

: Sort (Fi,<n)

—_
S

D Pyt « Py UF[1 (N = |Pia))]

—
W

te—t+1

—_
=2

: end while

5.2 Optimization methods for computing resource
allocation schemes

For a given combination of computing resources
(N,Bus), there may be multiple feasible allocation
schemes for computing resources, with differences in
load distribution and communication costs. According to
Eq. (13), the resource connection matrix A can be derived
from the functional allocation matrix X and the commu-
nication allocation matrix Y. Therefore, the independent
variables that need to be determined in the process of
designing the computing resource allocation scheme
include the functional allocation matrix X and the
communication allocation matrix ¥ We represent the
computing resource allocation scheme as (X,Y) (or
(X,Y,A)), and consider the following three optimization
objectives in this paper:

1) Achieving as uniform a load distribution as possible,
balancing the task utilization of processor resources in the
system

Task utilization is a key metric for evaluating processor
resource performance. It represents the proportion of time
that processor resources are actively executing tasks
during system operation. The utilization of processor
resources depends on the functions assigned and running
on them. For a function F;, its task utilization is defined
as follows:

|Fil |Fil

UF)=) U(x,)=) i—

Therefore, for a given configuration scheme (X,Y),
considering the task utilization factor, this article uses the
second-order central moment to represent the optimization

(63)
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objective as follows:

UX.Y)=X"-U(F)
(Vxn-TEY) (VY -TXY))

minUXY =
IV

(64)

where U (F) represents a |F| X 1 column vector composed
of U(F)); U(X,Y) represents a |[N|x1 column vector
composed of the task utilization factor of each processor
resource under the configuration scheme (X,Y); and
U (X,Y) represents the average task utilization factor of
each processor resource.

2) Allocate the load as evenly as possible and balance
the memory utilization of processor resources in the
system

Similarly, considering the memory utilization of
processor resources, this paper uses the second-order
central moment to represent the optimization objective as
follows:

R(X,Y) = (diag(SRAM))™" - X" - SRR
(R (X,Y)-R(X, Y))T . (R (X,Y)-R(X, Y)) ,
IN|

minRXY =
(65)

where R(X,Y) represents an |[N|X1 column vector
composed of the memory utilization of each processor
resource under the configuration (X,Y), and U(X,Y)
represents the average memory utilization of each proces-
sor resource.

3) Minimize the communication cost required by the
system as much as possible

Considering the total communication cost required by
the system, this paper represents the optimization objective
using the first-order moment as follows:

minTXY = SN" - rdiag(1-X")-E-X).  (66)

Considering the three factors mentioned above, the
optimization problem for allocating computing resources
(X,Y) can be defined as the following multi-objective
constrained optimization problem:

min[UXY,RXY, TXY]
*xn (67)
s.t. Con0O1 ~ Conl4.

This paper uses NSGA-II to solve the multi-objective
constrained optimization problem described in Eq. (67).
When using NSGA-II, a chromosome encoding format,
as shown in Fig. 7 is adopted. The chromosome consists
of atotal of |F| + |M| bits, where the first |F| bits correspond
to the allocation of one objective function each, and the
last |M| bits correspond to a specific connection of
processor resources. It is easy to convert the chromosome



Zhiwei CHEN et al. Computational resource analysis and optimization for unmanned system

Function ID
1 i I

1211

Communication demand ID

1 J M

[ o |

| o | | e

Clr+p

Clr+1 ‘ ‘ Cin+ ‘

imber assigned to

'he processor nt

the function

The communication resource number assigned
to the communication requirement

Fig. 7 The chromosome encoding method for optimization design of computing resource allocation scheme.

encoding into a computing resource allocation scheme
(X,Y) using Egs. (53) and (60).

Considering the nonlinear nature of SOTIF constraints,
this paper uses the penalty function method to transform
the multi-objective optimization problem into an uncon-
strained optimization problem. The encoding method
illustrated in Fig. 1 automatically satisfies the constraints
Con01 and Con02 for the resource allocation scheme
(X,Y). Therefore, penalties are designed for constraints
Con03 ~ Conl4, as follows:

PE, =max(||rdiag(MF -X-X"- FM)
—(1-Y)-SBusl|,,0)

PE, =SN" - max(diag(S Cal)- X" - SAlpha — SN, 0)

PE, =SM" - max(diag(S Beta)-Y -S COMB
+ (diag(S DLb))™ - Y - diag(S COMB)
Y'-SCM+Y -diag(SCOMB)-Y"
-SCTM-SM,0)

PE, =SN"-max(X" - SRR — SRAM, 0)

PE; =SN"-max(rdiag((1-X")- E - X) — SBW,0)

PE, =SN" - max(rdiag((1— X")- ET-X) - SBW,0)

PE, =SN" -max(X" - MF" - diag(rdiag(MF - E* - FM))
-Y-BWNRB,0)-SBus

PEg =SN™-max(X" - FM - diag(rdiag(MF - E* - FM))
-Y—BWNB,0)-SBus

PE, =SN" - max(SPI + diag(SPM)- X" - SRR
+diag(SPC)-X"-SCT — SPUb,0)

PE,, =S Bus" -max(S PIB + diag(S PTB)- Y
-SCTM-SPUbB,0)

PE,; =max(|max(X- X", ME)— ME||,,0)

PE, =max(||min(X - X", MC) — MC]||,,0),

(68)

where |-||, represents the column sum norm of a matrix,
which is the maximum value of the absolute sum of all
column vectors of the matrix; max(-) represents the
maximum value taken element-wise. In this article, we
further integrate all penalty functions and express them in
the form of Eq. (69):

12
PEXY = Ze,. .PE,=@". PE, (69)

i=1

where 6; represents the weight value of each normalized
penalty function indicator; ® and PE represent the
weight values and row vector composed of each penalty
function indicator, respectively.

By combining the objective function and penalty func-
tion, the fitness function used in NSGA-II for problem-
solving can be expressed as:

Fitness, = w,- UXY + PEXY,
Fitness, = w,-RXY + PEXY,
Fitness; = w;-TXY + PEXY,

(70)

where w; is also a weight value used for normalization.

At this point, based on the chromosome encoding
defined in Fig. 7. and the fitness function defined in Eq.
(70), the NSGA-II algorithm provided in Table 3 can be
smoothly executed.In practice, the following tricks are
recommended in order to obtain the optimal computed
resource allocation (X, Y):

1) All the weight values should be trailed before the
NSGA-II algorithm is executed.On the one hand,
throughestimating the magnitudes of UXY, RXY and
TXY, we canpreset the value of w; to ensure that
- UXY, w,-RXY, and w;-TXY are of the same magni-
tude. On the other hand, because lower fitness values
indicate better solutions, it is believedthat an unsatisfied-
scheme (X,Y) will reach a rather high fitness value by
setting the condition 6, > w,. Therefore, throughestimating
the magnitudes of thepenalty functions, we can preset the
value of ® to ensure the PEXY will be significantly
higher than w, - UXY, w,-RXY, and w;-TXY.

2) The control parameters of the NSGA-II should be
scientifically designed.Control parameters, such as popu-
lation size Num,,,, crossover rate p. and mutation rate
P, have a direct impact on the performance and stability
of the algorithm. According to practical experience,the
preferredranges of initialvalues for Num,,,, p. and p,
are [20, 200], [0.6, 1], and [0.01, 0.1], respectively. There
are several options to better determine these control
parameters. For example, we can carry out the control
parameter tuning experiments and observe the specific
impact on the performance of the algorithm.Besides,
adaptive probabilities of crossover and mutation have
also been a favored choice (Srinivas and Patnaik, 1994).

3) The correctness of the final solutions should be veri-
fied after the optimal process. Because ofdefining the
penalty functions, it is impossible to completely rule out
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the possibility that the final solution does not satisfy the
SOTIF constraints. Therefore, it is necessary to verify the
correctness of the Pareto optimal solution through auto-
mated solution tools. In practice, the feasibility verification
code of the solution is similar to the penalty function
code, and thus partial code can be reused.

Finally, by combining the computed resource combina-
tion (N, Bus) obtained in Section 3 and the computed
resource allocation (X,Y), determined in this section, a
computed resource configuration scheme that satisfies all
SOTIF requirements is generated.

6 Case study

In this section, we analyze and optimize computing
resource allocation schemes for unmanned driving func-
tions in relation to SOTIF requirements. Tables 4 and 5
provide detailed parameters for the expected functions/
applications and communication/messages. Based on
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Table 5, the communication cost matrix £, communication
sending matrix M and communication receiving matrix
MF defined in Eq. (71) can be determined as follows:

0 021 0 10 0 5 12 5 12
12 0 0 11 0 34 0 0 0 O
0 0 024 0 0 0 0 0 O
o o0 o0 o0 o0 o0 O O 0 O
Ee 50 0 0 O 17 22 0 22 O ’
0 0 0 0 21 0 0 22 0 22
0 0 0 16 0 0 0 15 0 O
0 012 0 16 0 30 0 0 O
0 0 0 16 06 0 0 O 0 15
0 012 0 16 0 0 O 30 O
(71)
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Table 4 Expected parameters related to the functions/applications to be executed

Function ID Memory requirement RR (MB)  Application ID ~ Worst execution time C (ms)  Relative time frame D (ms)  Periodicity T (ms)
Fy 70 711 1 20 20
T12 2 35 35
T13 3 40 40
F> 90 72,1 2 30 30
22 4 50 50
F3 50 73,1 4 55 55
732 5 80 80
Fy4 100 74,1 7 90 90
Fs 80 75,1 2 35 35
752 2 40 40
753 3 40 40
Fs 80 76,1 1 25 25
76,2 2 50 50
76,3 4 60 60
F; 70 T7,1 3 35 35
7712 4 60 60
Fg 60 78,1 2 30 30
782 2 50 50
Fy 70 79,1 3 35 35
792 4 60 60
Fio 60 710, 2 30 30
7102 2 50 50

6.1 Computing resource selection

The selection and optimization of computing resources
according to SOTIF requirements is divided into two
phases: “Processor resource selection” and “Communica-
tion resource selection.” In general terms, the power
consumption threshold is set to 150 W for processor
resources and 70 W for communication resources.

By analyzing the Processor Resource Selection prob-
lem, the lower and upper limits for the number of processor
resources selected in the repository AR shown in Table 6
are first defined as follows:

numAR" = B0 1.43numAR" = 4.
512

Furthermore, a total of 2793(7°+7°+7*) potential
solution sets were constructed, and a preliminary screening
was performed based on constraint Conl5 defined in Eq.
(50), resulting in the set RegionAR, composed of 2587
potential solutions, sorted in ascending order of cost.
Based on the Forward Checking algorithm, the corre-
sponding constraint satisfaction problem was solved, and
the 431st processor resource combination
NumAR=(0 0 1 1 2 0 0) was ultimately determined as
the optimal solution that satisfies SOTIF constraints

(74)

(Con01, Con04, Con06 Con08, Conll, Conl3, Conl4)
which selects one AR;, one AR,, and two AR,. For this
processor resource solution, the assignment order and
feasible solutions obtained using the “least remaining
value” and “maximum memory requirement” heuristics
with the Forward Checking algorithm are as follows:

F4:1 F5:2 F6:2 F1:1 F2:2 F7:3
F9:4 F8:3 F10:4 F3:1,

(75)

XZ=(1211223344) (76)

This paper compares the actual number of assignment
operations with the expected upper limit of operations
when applying the Forward Checking algorithm to solve
the CSP for each candidate solution RegionAR,, as shown
in Fig. 8. The results indicate a significant reduction in
the number of assignment operations due to the use of the
“minimum remaining value” and “maximum memory
requirement” heuristics, which effectively minimize
unnecessary operations.For example, for RegionAR,,, =
(00200 2 0), the total number of hardware resources
used is 4. If a full search traversal is performed, the overall
expected upper limit of assignment operations is
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Table 5 Expected communication/message-related parameters to be transmitted

Bandwidth requirements

Relative time rame  Periodicity

Communication ID ~ Message ID BW (MbJs) Transfer time C (ms) D (ms) T (ms) Source ID  Objective ID
M, mi,1 7 0.04 20 20 711 731
mi2 14 0.06 40 40 713 732
M, ma,1 10 0.05 35 35 712 75,1
M3 m3y 5 0.03 20 20 7Ll 77,1
My my. 1 12 0.06 35 35 712 782
Ms ms.| 5 0.03 20 20 T1,1 79,1
Mg me, 1 12 0.06 35 35 T12 7102
M7 mz,1 12 0.06 30 30 72,1 712
Ms mg. 1 11 0.06 50 50 22 T4,1
My mo, 1 14 0.06 30 30 72,1 76,2
mg2 20 0.1 50 50 2.2 T6.3
Mo nio,1 24 0.12 80 80 732 T4,1
M, miy, 15 0.07 40 40 753 713
My, miz,1 17 0.08 40 40 752 76,2
M3 mi3,1 10 0.05 35 35 75,1 77,1
mi3;2 12 0.06 40 40 752 7712
My mi4,1 10 0.05 35 35 75,1 79,1
mia 12 0.06 40 40 752 792
M;s mis, 7 0.04 25 25 76,1 75,1
mis;2 14 0.06 25 25 T6.1 753
Mg mie,1 5 0.03 25 25 76,1 78,1
mie2 17 0.08 50 50 762 782
M7 mi7,1 5 0.03 25 25 T6,1 T10,1
nmy72 17 0.08 50 50 762 7102
Mg mig, 16 0.08 60 60 77,2 T4,1
Mg mi9,1 15 0.06 35 35 77,1 782
M»g mao,1 12 0.06 50 50 782 732
M> may,1 16 0.08 30 30 78,1 753
M>> mo. 14 0.06 30 30 78,1 77,1
m22 16 0.07 50 50 78,2 772
Mys ma3. 1 16 0.08 60 60 792 T4,1
Moy mo4.1 15 0.06 35 35 79,1 T10,2
Mjs mas,1 12 0.06 50 50 T10,2 732
Mg m2e,1 16 0.08 30 30 710, 753
M7 ma7,1 14 0.06 30 30 T10,1 79,1
nmy72 16 0.07 50 50 7102 79,2

47 = 16384, However, after only 40 assignment operations
using the Forward Checking algorithm, it is determined
that the current processor resource combination cannot
satisfy all SOTIF requirements.

On the basis of the optimal processor resource combi-
nation NumAR =(0 0 1 1 2 0 0) obtained in this paper,
further optimization design is carried out for the commu-
nication resource selection problem. Similarly, the lower

and upper limits of the number of communication
resources selected in the resource library ABus described
in Table 7 are defined as:

numABus” = 1numABus" = 4. (77)

Furthermore, a set of 120(:) potential solutionsare
constructed in RegionABus, where the solution numbers
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Table 6 The candidate processor resource parameters
D RAM BW Computing Static power Power consumption for storage ~ Calculating operational power Price Cost
(MB)  (Mb/s)  power Cal  consumption Pidle (W) operation P (W/MB) consumption PEOMPUe (W) rice Los
AR, 256 100 1 100 0.0016 80 200
AR 256 100 1.1 110 0.0016 90 300
AR3 256 100 0.9 90 0.0016 70 170
ARy 256 150 1 100 0.0016 80 250
ARs 256 80 0.9 90 0.0016 70 140
ARg 128 100 0.8 80 0.0016 65 150
AR; 512 100 1.2 120 0.0016 95 400
172]
5
5 150 o
o}
(=5
=)
g 100 .
=
=
.2b
& 50
G
o
o}
£
E O,AA,A,AAA,,;,,,,; L S e S R e e |
= 1 50 100 150 200 250 300 350 400 431
Alternative possible solutions RegionAR;
- (a) Actual number of assignment operations
=
2
g x10*
8' 2.0 T
§
g 15 X
k! ;
w2
& 1.0
G
=]
o}
< 0.5
£
=
= {
g 0 il . . M I ' .
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= (b) Upper limit of expected number of assignment operands
Fig. 8 Curve showing the change in assignment operations with respect to the candidate solution RegionAR;.
Table 7 The candidate communication resource parameters
Communication Static power Power consumption for .
1D BWpus (Mb/s) capability Compus consumption Pl (W) communication operation PiEts™" (W) Price Cost
ABus 100 1 45 35 270
ABus; 80 0.8 40 33 240
ABus3 50 0.5 36 29 200
are arranged in ascending order of cost. Based on the F4:1 F5:2 F6:2 M12: -1 M15:-1 F7:3
Forwarfl Ch.eckm.g algorlthm., the corresponding MI13:1 MI18:2 FO:4 M14:-1 M23:1 F2:1
constraint satisfaction problem is solved, and the 9th
. . . F1:2 F8:3 F10:4 F3:1 M1:1 M2:-1
communication resource combination solution
NumABus = (0 2 0) is determined as the optimal solution M3:1 M4:2 M5:1 M6:2 M7:1 M8: -1 (78)

that can satisfy SOTIF constraints (Con01 —Conl4), i.c.,
two ABus,. are selected. The assignment sequence and
feasible solutions for this communication resource solution
are shown below:

M9:1 M10: -1 M11:-1 M16:2 M17:2
M19: -1 M20:1 M21:1 M22:—-1 M24:-1
M25:1 M26:1 M27: -1
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XZ=(2 1112233447
YZ=1-112121-11-1-1-11
1 -1222-111-11-111-D".

(79

In summary, the optimal result for the selection of
computing resources that meets SOTIF requirements is:

NumAR=(0011200) NumABus=(0 2 0). (80)

6.2 Computingresource allocation

Based on the optimal compute resource selection scheme
determined by Eq. (80), this section will further use the
NSGA-II algorithm to determine the optimal compute
resource allocation scheme that satisfies SOTIF require-
ments. To set the penalty coefficient more reasonably,
this paper first makes a preliminary estimate of the order
of magnitude of the objective functions defined in Egs.

Front. Eng. Manag. 2025, 12(4): 1196-1219

(64)-(66) and the penalty function defined in Eq. (69),
where the magnitudes of UXY, RXY and TXY are
approximately 0.01, 0.01, and 100, respectively, while
the penalty function is generally not less than 10. There-
fore, based on experience, the weighting coefficients
related to the objective functions in Egs. (69) and (70) are
specified as follows:

; =100 w, = 100 w; = 0.001 6, = 1000 (i = 1,2,...,12).
(81)

In this case, in order to ensure the search strength for
the solution space,the population size and the maximum
genetic generation are set as 200 and 500, respectively.
Meanwhile, the adaptive crossover rate p. and mutation
rate p,, is used to enhancethe performance and stability of
the algorithm. Drawing on Srinivas’ widely recognized
research (Srinivas and Patnaik, 1994), detailed definitions
of crossover rate p. and mutation rate p, for each gener-
ation are specified as follows:

3 . .
l_[ . ( Fitness, — Fitnessy,
min
pe = i Fitness; — Fitness,

1

, 1) dFitness; < Fitness;
, (82)

VFitness, > Fitness;

p)?l =
0.5

where Fitness; is the larger of thefitness values Fitness;
of the solutions to be crossed in each generation;
Fitness,;, is the minimum of fitness values Fitness;;
Fitness; is the average of fitness values Fitness;. Both
Egs. (82) and (83) reflect that the closerto the Fitness,,,
the smaller rate should be set.

6.0

5.5 —UX x 10? |-
—RX x 10?
5.0 TX x 10~

0
0 50 100 150200250 300 350 400 450 500
Number of iterations

(a)

3 . .

- . [ Fitness; — Fitness,y; . -

0.5- | |m1n( ™ 1| 3IFitness; < Fitness;
i Fitness; — Fitness y,

; (83)

Fitness; > F'itness;

Figure 9 illustrates the NSGA-II optimization process.
Figure 9(a) Shows the average fitness values of 200 indi-
viduals over generations, with initial sharp drops indicating
elimination of infeasible solutions. As shown in Fig. 9(b),
after about 8 generations, the curve of the Pareto optimal
total number of individuals has remained at 200.

200 40
175 35
150 30
125 —Number of solutions in the Paroto opyimal front || - g
5 ——Types of solutions in the Paroto opyimal front -
£
£100 20
<z
75 15
50 r 10
—
‘r—J
25 5

0
0 50 100 150200250 300 350 400 450 500
Number of iterations

(b)

Fig. 9 Optimization process of computing resource allocation scheme.
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However, the curve for the Pareto optimal total types of
individual types only began to converge after about 139
generations, and finally stabilized at 10. This convergence
indicates solution stability despite maintaining solution
diversity.

For the Pareto optimal solution generated after 500 iter-
ations, 70 duplicate individuals were further removed in
the last generation. And the remaining 10 different solu-
tions are presented in Table 8. Obviously, the fitness
values of all Pareto optimal solutions will already have
their corresponding penalty functions at 0 after 500 itera-
tions. Therefore, the original objective functions UXY,
RXY and TXY can be directly obtained based on the
fitness values, as shown in Fig. 10. Since these resource
allocation schemes are Pareto optimal and thus often
require further analysis in practical engineering applica-
tions. In this case, there is a cluster of points near the
origin of the UXY—RXY view, there is a cluster of points
near the origin. Solutions within this cluster are recom-
mended if the focus is on average resource usage, with
total communication cost as a secondary consideration.
Consequently, the 3 rdsolution is identified as the most
suitable allocation scheme in this case.

Based on the analysis in Sections 6.1 and 6.2 the optimal
computing resource allocation scheme can be determined

as follows:
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Fig. 10 Visualization results of Pareto optimal solutions for
computational resource allocation.

NumAR=0 01120 0), NumABus=(0 2 0)
XZ=(434321221 1),
YZ=(-1211211-11211 -1
221 -12-1-12-111 -1,
11
11
11
11

where the resource connection matrix A is determined
according to Eq. (13).

(84)

Table 8 The Pareto optimal solutions of the optimization of the computing resource allocation scheme and their corresponding fitness function

values
Index Pareto optimal solutions of computing resource allocation scheme Fitness function
Xz Yz UXYx100 RXYx100 TXYx0.01

1 (2,33.3.2,1,44,1.1) (1,-1,1,1,2,22,-1,2,-1,-1,1,2,2,1,1,-1,2,-1,2,1,-1,2,-1,2,1,-1) 0.291 3.00 2.93
2 (1,3,3,3,2,2,4,4,1,1) 1,2,1,1,-1,-1,2,-1,1,-1,2,-1,2.2,-1,1,1,2,-1,2,2,-1,2,-1,2,2,-1) 0.427 2.62 2.85
3 (4,3,4,3.2,1,2.2,1,1) -1,2,1,1,2,1,1,-1,1,2,1,1,-1,2,2,1,-1,2,-1,2,-1,-1,2,-1,1,1,-1) 0.705 2.09 2.83
4 (43,3,3,2,1,22,1,1) (1,2,1,1,2,2.2,-1,1,-1,1,1,-1,2,1,1,-1,2,-1,2,-1,-1,2,-1,2,1,-1) 0.991 6.67 2.8
5 (2,3,3,3,2,2,4,4,1,1) (1,-1,1,1,1,2.2,-1,1,-1,-1,-1,2.2,-1,1,2.2,-1,2,2,-1,2,-1,2,2,1) 1.063 422 2.77
6 (2,3,23,1,24,4,1,1) (-1,2,1,1,1,1,2,-1,2,1,1,1,2,-1,2,1,2,2,-1,2.2 -1,2,-1,1,-1,-1) 1.133 1.48 3.05
7 (2,3,2,3.2,1,44,1,1) -1,-1,1,1,2,1,1,-1,1,2,-1,1,2,2,1,1,-1,2,-1,2,1,-1,2,-1,1,1,-1) 1237 1.48 2.96
8 (2,3,1,3,2,2,4,4,1,1) @-1,1,12,12,-1,1,1,-1,-1,22,-1,1,1,2,-1,2,2,-1,2,-1,-1,2,-1) 1.297 1.94 2.89
9 (1,3,1,3,2,2,4,4,1,1) -1,2,1,1,-1,-1,1,-1,1,1,2,-1,2,2,-1,1,1,2,-1,2,1,-1,2,-1,-1,1,-1) 1.893 3.00 2.76
10 (1,2,1,3,2,2,4,4,1,1) -1,1,1,1,-1,-1,2,1,-1,1,1,-1,2,2,-1,1,2.2,-1,2,2.-1,2,-1,-1,1,-1) 3.734 7.12 253
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7 Conclusions

This paper proposes an innovative computational
resource allocation method for unmanned systems
considering SOTIF, aiming at enhancing system perfor-
mance and safety. First, a comprehensive computational
resource allocation model is established by considering
multidimensional SOTIF constraints, which can ensure
SOTIF across various driving scenarios. Secondly, a
forward-checking-based optimization method is proposed
for computational resource selection, which can reduce
search space and improve efficiency. This method can
rapidly identify and exclude infeasible resource combina-
tions, and expedite the discovery of optimal allocation
schemes meeting all SOTIF constraints. Furthermore,
NSGA-II is employed for multi-objective optimization of
computational resource allocation schemes by considering
SOTIF constraints and balancing various design objec-
tives, such as task load distribution, memory utilization,
and communication cost. NSGA-II can effectively deal
with multi-objective  optimization problems under
complex constraints, offering an efficient and practical
optimization strategy for computational resource allocation
in unmanned systems. Based on the analytical optimization
methods proposed in this paper, the optimal result of
computing resource selection and the optimal allocation
scheme is supplied, which can give some reference for
unmanned system SOTIF design.

Compared with the state-of-the-art techniques associated
with the SOTIF issues of unmanned systems, this paper
proposes a computational resource allocation scheme
modeling with multidimensional SOTIF constraints based
on graph and set theory as well as a two-step optimization
method for computational resource selection and compu-
tational resource allocation. Not only is it an important
effort to guide the design of computational resource of
unmanned system, but also it is asignificant attempt to
combine SOTIF analysis with product forward design.
Besides, it is noted that our work also has some disadvan-
tages. This paper sets two general search heuristics,
namely minimum residual value and maximum memory
requirement, for optimizing SOTIF computing resource
selection based on forward checking. Future heuristics
can supplement these to enhance the optimization effi-
ciency further.
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