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Abstract Real-time decision making reflects the con-
vergence of several digital technologies, including those
concerned with the promulgation of artificial intelligence
and other advanced technologies that underpin real-time
actions. More specifically, real-time decision making can
be depicted in terms of three converging dimensions:
Internet of Things, decision making, and real-time. The
Internet of Things include tangible goods, intangible
services, ServGoods, and connected ServGoods. Decision
making includes model-based analytics (since before
1990), information-based Big Data (since 1990), and
training-based artificial intelligence (since 2000), and it is
bolstered by the evolving real-time technologies of sensing
(i.e., capturing streaming data), processing (i.e., applying
real-time analytics), reacting (i.e., making decisions in
real-time), and learning (i.e., employing deep neural
networks). Real-time includes mobile networks, autono-
mous vehicles, and artificial general intelligence. Central to
decision making, especially real-time decision making, is
the ServGood concept, which the author introduced in an
earlier paper (2012). It is a physical product or good
encased by a services layer that renders the good more
adaptable and smarter for a specific purpose or use.
Addition of another communication sensors layer could
further enhance its smartness and adaptiveness. Such
connected ServGoods constitute a solid foundation for the
advanced products of tomorrow which can further display
their growing intelligence through real-time decisions.
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1 Internet of Things

The paper details the technologies that are converging to
make real-time decision making (DM) a greater reality.
More specifically and as indicated in Fig. 1, real-time DM
can be depicted in terms of three converging dimensions.
The first dimension is about the Internet of Things (IoT),
which include tangible goods, intangible services,
ServGoods—that Tien (2012; 2015) defines as services-
encased goods—and connected ServGoods. The second
dimension is about DM, which includes model-based
analytics (since before 1990), information-based Big Data
(since 1990), and training-based artificial intelligence (AI)
(since 2000), and additionally embraces the evolving
technologies of sensing (i.e., capturing streaming data),
processing (i.e., applying real-time analytics), reacting
(i.e., making real-time decisions), and learning (i.e.,
employing deep neural networks). The third dimension is
about real-time, which includes mobile networks, auton-
omous vehicles (AVs), and artificial general intelligence
(AGD).

The remainder of Section 1 identifies the physical
devices and service processes which endeavor to obtain the
necessary data, to appropriately process the data, and then
to make the informed decisions; Section 2 details the DM
process; Section 3 concerns real-time issues; and Section 4
closes with several related observations. As alluded to
earlier, the IoT are actually connected ServGoods. Thus,
IoT are ServGood systems or devices, each with an Internet
Protocol (IP) address to communicate within LANs (Local
Area Networks), WANs (Wide Area Networks), or
FAANG (Facebook, Apple, Amazon, Netflix and
Alphabet’s Google) and BAT (Baidu, Alibaba, Tencent)
clouds. To begin, what is the definition of a ServGood or,
more appropriately, a connected ServGood? In Fig. 2, a
ServGood is depicted as a physical or tangible good
encased or enveloped within a non-physical or intangible
services layer that makes the good smarter or renders it
more customizable (i.e., adaptable) for a specific purpose
or use. Another layer of communication sensors would
allow for interactions between and among the Internet-
connected network of ServGoods. Actually, sensors can be
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Fig. 1 Three-dimensional approach to real-time DM.

regarded as just ServGoods or devices that can detect
events or changes and respond, if necessary, through
appropriate optical or electrical output signals. Sensors can
likewise enhance the five traditional senses of sight,
hearing, taste, smell, and touch. Thus, while Fig. 2
illustrates a static or stationary three-dimensional (3D)
internet of ServGoods, Fig. 3 illustrates a temporally
dynamic internet of ServGoods, within which the
ServGoods are able to move in the 4th time dimension.
Table 1 compares the tangible goods with the intangible
services; it further distinguishes between ServGoods and
connected ServGoods. Indeed, ServGoods are becoming
the preeminent innovations of the 21st Century. In fact, in
the MIT Technology Review (MIT, 2017) and out of the top
50 “smartest” companies, Table 2 reports that 5 (i.e.,
Nvidia, Amazon, Alphabet/Google, iFlytek, and Tencent)
or half of the list’s top ten companies are known for
connected ServGood products, all with an Al focus.

Interestingly and for the first time, two of the top 10 are
Chinese companies: iFlytek is dedicated to the develop-
ment of human speech and Tencent is a holding company
for a diverse set of businesses, including e-commerce,
video gaming, real estate, virtual reality, robotics, ride-
sharing, banking, etc. Table 3 identifies the nature of the
ServGood connection or interaction: human-to-human
(e.g., through cell phone); machine-to-machine (e.g.,
through IoT); machine-to-human (e.g., through video
conferencing); and human-to-machine (e.g., through e-
commerce).

Before addressing the DM process in the next section, it
is insightful to consider it from a 3-tier perspective, as
illustrated in Fig. 4. In the first, “data” tier, raw data are
processed into information, which can then, if appropriate,
be processed into knowledge, and finally, if further
appropriate, into wisdom. In the second, DM tier, it is
seen that data can support operational DM, information can
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Fig. 2 3D internet of connected ServGoods.
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Fig. 3 4D Internet of connected ServGoods.

Table 1 Tangible goods, intangible services, ServGoods and connected ServGoods

Time >

Focus Tangible goods Intangible services ServGoods Connected ServGoods
Production Pre-produced Co-produced Demand-produced Internet-connected
Variability Identical Heterogeneous Assorted Assorted
Physicality Tangible Intangible Mixed Mixed
Product Inventoryable Perishable Identifiable Identifiable
Objective Reliable Personalizable Adaptable Connectable
Satisfaction Utility-related Expectation-related Satisfaction-related Status-related
Life cycle Recyclable Reusable Flexible Agile
Example Car Electronic-assists IoT Connected autos
Table 2 Top 10 smartest companies in 2017 (MIT, 2017)

Focus Scope Tangible goods Intangible services ServGoods Connected ServGoods
1. Nvidia Al chips X X X X

2. SpaceX Recycled rockets X — — —

3. Amazon Al/Alexa X X X X

4. 23andMe Genome — X — —

5. Alphabet Al Apps X X X X

6. iFlytek China Al Siri X X X X

7. Kite Pharma Cancer therapy — X — —

8. Tencent China AI WeChat X X X X

9. Regeneron Biotech treatments — X — —

10. Spark Biotech treatments — X — —

Note: “X” means “related”; and “—” means “not related”
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Table 3 Connected ServGoods

Connection Example ServGoods

H2H Intercom; cellular devices; Bluetooth communication; web-based speaker system; electronic voice communication; short message service
H2M E-commerce; occupancy sensor; point-of-sale; social media; webcam; security camera; ATM (automatic teller machine); wearable; laptop
M2H Radio; video internet protocol phone; high power WiFi (wireless networking); e-billboard; RFID (radio frequency identification); alarm system
M2M Connected device; embedded artificially intelligent device; environmental monitoring gadget; video conferencing; AV; networked sensor; drone

Note: H2H: human-to-human; H2M: human-to-machine; M2H: machine-to-machine; M2M: machine-to-machine
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Fig. 4 Decision making: A 3-tier perspective.

support tactical DM, knowledge can support strategic DM,
and wisdom can support systemic DM. Finally, in the third,
“time” tier, the influence of time is highlighted: that is, real-
time corresponds to events that can occur in intervals of
time which approach zero, while steady-state corresponds
to events that can occur when time approaches infinity and
the corresponding event values exist and are finite.

Finally, it should be noted that the IoT is itself in a
constant state of flux or reconfiguration. For example,
efficient micro services can be combined with edge
computing, whereby compute power can be accessed, as
needed. Moreover, different micro services could share a
common hardware device (e.g., camera).

2 Decision making

Too often decision makers have to act with incomplete data
or under uncertainty. In either case, as indicated in Section
1 and depicted in Fig. 5(a), real-time DM is framed by four
steps: sensing, processing, reacting, and learning. As
detailed in Tien (2003), the feedback loops in Fig. 5 serve
to refine and update or inform the four steps; Ross (2015),
for example, defines a “robo-pancreas” ServGood as one
that can simultaneously sense, process, react and learn
about diabetic recognition and mitigation.

e Sensing. Every human can be considered to be a giant
multi-sensor, accumulating a vast volume of data over time
and space, ranging from metadata to, respectively, raw
data, processed data, information, knowledge and/or
wisdom. Data are being obtained by both qualitative
(i.e., mostly human) and quantitative (i.e., mostly electro-
nic) sensors, ranging from conducted surveys to digital
recordings. Clearly, all of this data can accumulate very
quickly in both time and space; as indicated in Fig. 6, the
digital data that have been generated and replicated every
year have exploded from 1 zettabyte in 2010 to an
estimated 35 zettabytes in 2020. Note that a byte is a basic
digital unit containing 8 binary bits, which can include up
to 2 raised to the power of 8 values (i.e., 0 to 255);
furthermore, a kilobyte is equal to 1000**1 bytes, a
megabyte is 1000**2 bytes, a gigabyte is 1000**3 bytes, a
terabyte is 1000**4 bytes, a petabyte is 1000**5 bytes, an
exabyte is 1000**6 bytes, a zettabyte is 1000**7 bytes,
and a yottabyte is 1000**8 bytes. In 2019, the expected
data volume is about 25 zettabytes.

e Processing. To date, near the end of the first two
decades in the 21st Century, the explosion in visual, audio,
and other forms of digital data is posing a potentially
overwhelming problem. Fortunately, continued electronic
innovations have been able to keep pace with Moore’s law,
resulting in storage and CPU (central processing unit)
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Fig. 5 (a) DM: underpinning informatics; (b) DM: Big Data focus; (c) DM: Big Data and artificial intelligence foci.
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Fig. 6 World-wide growth in digital data. Source: International
Data Corporation.

capacities becoming cheaper, larger, faster, and smarter. At
present, Big Data and its more recent cousin, Al, are
actually being employed as competitive advantages,
whereby the accumulated data are judiciously being
processed to better manage supply chains, to yield new
insights about customers, and to identify new areas of
business opportunities. In sum, Big Data and Al have been
able to improve services, products and processes by
enabling more real-time, and informed, decisions (Tien,
2014; 2017). Moreover, the real-time mining of streaming
data has contributed to both enhanced data accuracy and
timely DM.

e Reacting. When considering and managing connected
ServGoods, it is critical to act and react in real-time; this is
especially necessary at the operational level, where
humans can at best react in seconds while software-driven
actuators can react in nanoseconds. Nevertheless, both
humans and software programs must still respond within
the decision informatics paradigm depicted in Fig. 5(a). It
should be noted that the paradigm mirrors the evidence- or
risk-based protocols that are reflective of the needs in, say,
healthcare, transportation and finance. Human-information
interface is considered as another critical element of
decision informatics; it is, moreover, a vital aspect of
systems engineering.

e Learning. As indicated in Fig. 5(a), the decision
informatics paradigm subsumes the critical feedback or
learning step, akin to critically updating a ServGood’s
knowledge base in preparation for future actions or
reactions. The learning step is typically an adapt-as-you-
go process. For example, while a robot could, at the
beginning, simply obey Asimov’s initial Three Laws of
Robotics (Asimov, 1950), it must learn additional
principles so that it can satisfactorily resolve, as an
example, the well-known “trolley” dilemma (i.e., a trolley
that is hurtling towards a group of bystanders could be
diverted by an attentive engineer onto a different path
where only one person is standing, question: is it
appropriate for the engineer to play God and decide who
lives and who dies?). As further discussed in Section 3.2,
AVs will, of course, constantly face such trolley dilemmas.
As another example, England’s House of Lords Select
Committee on Artificial Intelligence (2018) just recently

identified an Al bill of principles or, in essence, limitations,
which are listed below.

1) AI should be developed for the common good and
benefit of humanity;

2) Al should operate on principles of intelligibility and
fairness;

3) Al should not be used to diminish the data rights or
privacy of individuals, families or communities;

4) All citizens have the right to be educated to enable
them to flourish mentally, emotionally and economically
alongside Al;

5) The autonomous power to hurt, destroy or deceive
human beings should never be vested in Al

Clearly, the five stated principles serve to somewhat treat
Al entities, together with their ethical demeanor, as legal
personas, subject to the law.

2.1  Model-based analytics

Over time, the critical DM methods of model-based
analytics has also made room for information-based Big
Data and, more recently, training-based Al. While Big
Data and Al are further discussed in Sections 2.2 and 2.3,
respectively, it is helpful to first understand model-based
analytics. Model-based-analytics, including quantitative
and qualitative, have been prevalent since the dawn of
mathematical reasoning. Quantitative research is primarily
focused on numerical and repeatable data; it avoids
subjectivity, which is within the realm of qualitative
research. In practice, both model-based approaches are
typically employed in any in-depth analysis. In the natural
and social sciences, quantitative research focuses on
observable phenomena via statistical, mathematical or
computational reasoning; the quantitative objective is to
develop and validate mathematical models, theories and
hypotheses. The process of measurement is, of course,
central to modeling since it provides the essential
relationships between the various variables.

Analytics are detailed in a range of courses, including
design of experiment, test of hypotheses, time value of
money, statistics, probability, sampling, regression, queu-
ing, mathematical programming, dynamic programming,
time series, etc. Obviously, this very brief section on
model-based analytics cannot do justice to such a
substantial body of knowledge. Instead, model-based
analytics are further compared to Big Data in Section
2.2, and, in turn, Al is compared to Big Data in Section 2.3.

2.2 Information-based Big Data

Information-based Big Data is depicted in Fig. 5(b); it
includes the sensing step, as well as the processing step
(i.e., the step that processes data into information). Big
Data, which includes model-based analytics, refers to a
data set whose volume is beyond the ability of available
analytics to process within a manageable time frame.
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Indeed, Big Data is not a fixed or immutable term; it is
highly dependent on the capacity and ability of the
software tools; now, big consists of a few terabytes to
several petabytes, while it can very well be in the range of
exabyte in the near future. Also, Big Data can be described
by several attributes: originally, there were three (i.e.,
volume, variety, and velocity), later, two more attributes
(veracity and value), were included.

Tien (2014) has identified several key differences
between the Big Data approach and its model-based
counterpart; these are identified in Table 4 in terms of its
components: data acquisition, data access, data analytics,
and data applications. More importantly, Big Data’s
somewhat convenient, but not necessarily valid, approach
can result in a corresponding set of potential concerns, as
listed in Table 5. Other concerns include amassing data
with minimum privacy considerations and processing data
in an increasingly unfocused and unproductive manner.

2.3 Training-based artificial intelligence

Training-based Al is depicted in Fig. 5(c); it includes the
processing, reacting and learning steps. Moreover,
Al includes both information-based Big Data and
model-based analytics. Thus, Al is a ServGood or
service-enveloped machine that attempts to simulate or
mimic the cognitive capabilities of the human mind,
sometimes regarded as human intelligence. At the core lies
an integrated system of digital devices that can perform
vital DM functions; it is an Al-based, real-time approach to
DM.

Al, a research endeavor championed by the Defense
Advanced Research Projects Agency (DARPA), is based
on an evolving and growing set of real-time and service-
oriented technologies which allow computers to approx-
imate elements of human thought, including observing,
understanding, learning, analyzing, optimizing, predicting,
customizing, and, in general, making decisions (Castro and
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New, 2016). As an example, Google’s search routine,
trained by neural networks and machine learning, has
become much more powerful in regard to aggregating the
data, identifying patterns, and making appropriate deci-
sions. Indeed, machine learning has also made consider-
able improvements in the recognition of voice patterns and
the processing of graphic images, as well as in vehicle-
assist functions. Deep learning is a critical component of
machine learning, modeled similarly in the way layers of
synapses and neurons in the brain adapt as they are
exposed to changing input.

A range of Al-based ServGoods is listed in Table 6,
including web bots that can execute pre-programmed
scripts; electromechanical robots that can autonomously
perform a complex sequence of actions; electronic
assistants that can understand and respond in natural
language; medical devices that can monitor, diagnose and
decide; and platforms that can employ machine learning
and DM tools. Large, established companies like Nvidia,
Intel, Baidu, etc. have developed their own proprietary Al
platforms, based on advanced GPUs (graphics processing
units). Initially, the GPU was designed to create and
manage images for games and streaming media players.
Smaller enterprises employ readily available Al platforms,
including a predictive analytics service (Azure Machine
Learning), an enterprise-level smart system (Ayasdi), and
an image-recognition and matching system (Pinterest). Not
surprising, some Al systems have outperformed their
human counterparts, especially in regard to repetitive
tasks.

The balance of Section 2.3 addresses two critical issues
in greater depth: the Al time line and the machine learning
approach. In regard to the Al time line and as summarized
in Table 7, Tien (2017) has appropriately segmented Al’s
limited history into three, 25-year epochs: the 1950-1975
defining period, the 1975-2000 winter period, and the
2000—today renaissance period. Al, as a concept, was first
conceived by the famous English mathematician, logician,

Table 4 Data processing approaches: Big Data versus model-based analytics

Component Element Model-based analytics Big Data
Acquisition Focus Problem-oriented Data-oriented
Emphasis Data quality Data quantity
Scope Representative sample Large sample
Access Focus On-supply, local-computing On-demand, cloud-computing
Emphasis Over-time accessibility Real-time accessibility
Scope Personal-security Cyber-security
Analytics Focus Analytical elegance Analytical messiness
Empbhasis Causative relationship Correlative relationship
Scope Data-rich, information-poor Data-rich, information-unleashed
Application Focus Steady-state optimality Real-time feasibility
Emphasis Model-driven Evidence-driven
Scope Objective findings Good enough results
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Table 5 Big Data: potential concerns (Tien, 2013)

Component Element Potential concermn
Acquisition Focus Big Data does not imply big/complete understanding of underlying problem
Emphasis Big Data quantity does not imply data quality
Scope Big Data proxies or sample does not imply a representative or even a complete sample
Access Focus Big Data’s on-demand accessibility may create privacy concerns
Emphasis Big Data’s real-time abilities may obscure past and future access concerns
Scope Big Data’s cyber-security concerns may overlook personal-security concerns
Analytics Focus Big Data’s inherent messiness may obscure underlying relationships
Emphasis Big Data’s correlational finding may result in an unintended causal consequence
Scope Big Data’s unleashing of information may obscure underlying knowledge
Application Focus Big Data’s feasible explanations may obscure more probable explanations
Emphasis Big Data’s evidence-driven findings may obscure underlying factual knowledge
Scope Big Data’s subjective, consumer-centric findings may obscure simpler objective findings

Table 6 Al categories and ServGoods

Al category

Definition; example ServGoods

Electronic assistants

Agents of software that can understand human language then act appropriately; Microsoft’s digital assistant/Cortana, Apple’s

HomeKit/Siri, Amazon’s Echo/Alexa, Google’s Home/Assistant

Web bots

Software applications that runs automated tasks (i.e., Scripts) over the Internet; Web Crawler, search engine, Facebook Bot,

Chatterbot, Twitter Bot, Malicious Bot (Botnet, Zombie Bot, Ticketing Bot, Spambot)

Electromechanical robots

Programmable machines which is capable of carrying out a complex series of actions automatically; military quadrupedal

machines, drones, mining robots, welding robots, collaborative robots, AVs

Medical devices

Appliances intended for diagnostic and/or therapeutic purposes; da Vinci Surgical Assist System, Cloud-Based Health Monitoring

System, Glucose Monitor, Insulin Pump, Rehabilitation Robot, Telepresence Robot, Wearables, Defibrillator, Pacemaker

Platforms

Users employ pre-built machine learning and DM algorithms and applications; virtual reality, speech recognition, natural language

generation, recommendation systems (e.g., Amazon, Netflix), image recognition, predictive analytics, speech synthesis

and code-breaker, Turing (1950); it was subsequently
followed up by a summer workshop at Dartmouth
University where McCarthy et al. (1955) coined the “AI”
term and a philosophical paper was published by Minsky
(1960). However, the defining period came to an abrupt
end when Dreyfus (1972) penned “What Computers Can't
Do”; it thoughtfully augured that human intelligence is
based primarily on unconscious predispositions instead of
conscious mathematical formulations, as initially envi-
sioned by the early Al pioneers. However, except for a
brute force backgammon win in 1979 (using a DARPA-
funded computer program) and a similar chess win in 1997
(using IBM’s Deep Blue supercomputer), a long winter of

Table 7 Al time line

minimal progress ensued in the next twenty five years,
until a statistical neural network approach to machine
learning made its debut in the 21st century, after almost
half a century of predictions about its imminent arrival.
Clearly, the neural network approach is more consistent
with the way a human brain mobilizes unconscious
thoughts to recognize patterns, to identify inconsistencies,
and to arrive at conclusions (Mlodinow, 2012). Such a non-
algorithmic approach was the impetus for DARPA’s 2004
sponsorship of a driverless car contest across the Mohave
Desert; for IBM’s Watson 2011 defeated of two Jeopardy!
champions; and for Google’s AlphaGo 2016 victory over
Korea’s Go champion. It should be recognized that

Period

Major milestones

Defining (1950-1975)

1950 (Alan Turing introduces “machine thinking”; 1955 (John McCarthy, Marvin Minsky, and Claude Shannon met at

Dartmouth to coin “AI”); 1961 (Marvin Minsky publishes “Steps toward artificial intelligence”); 1972 (Hubert Dreyfus
publishes “What computers can't do”)

Winter (1975-2000)

1979 (Backgammon program by Hans Berliner defeated human champion); 1997 (IBM’s Deep Blue chess computer defeated

world champion Garry Kasparov in a rematch)

Renaissance (2000—present)

2004 (DARPA sponsors driverless car competition across Mohave Desert); 2011 (IBM’s Watson defeated Jeopardy!

champions); 2016 (Google’s AlphaGo beat Korea’s Go champion)
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although both Go (devised in China in 500 BC and
competed on a 19-by-19 checker board with black- or
white-colored stones assigned to each player) and Chess
(devised in India in 455 AD and competed on a 8-by-8
checker board with 16 chess pieces per player) are board
games, Go, while seemingly simpler than Chess, is
actually more complex. Nevertheless, computers have
been able to beat humans at checkers, chess, Othello, and
now, with AI’s assistance, Go. In time, sophisticated, but
not brute force, Al could evolve; such Al-complete, Al-
hard or AGI would control the driverless cars of tomorrow
or, more appropriately and according to Tien (2016), by
about 2030.

Although artificial neural network (ANN) was the initial
basis for Al, the AI term has evolved to also encompass
machine learning, machine intelligence, deep learning,
visual processing, natural language processing, ranking,
predicting, Big Data, real-time analytics, and, indeed, all
aspects of real-time DM. More importantly, it is to be noted
that most Al applications require some degree of human
assist or collaboration, as when AlphaGo technicians
employed Monte Carlo simulation to assess policy and
value networks in order to reach a 99.8% win rate over
other Go programs. Consequently, the European champion
Hui Fan was beaten by AlphaGo in October 2015, and
then, in February 2016, AlphaGo bested the Korean
champion Sedol Lee by 4 games to 1. Interestingly,
AlphaGo’s remarkable achievement was an unforeseen Al
breakthrough.

In regard to machine learning, Table 8 identifies four
alternate approaches: in a neural network, neurons (similar
to axons in a biological brain) are interconnected by
synapses (McCulloch and Pitts, 1943); in an ANN,
neurons learn to carry out a task (e.g., recognizing a
unique face) by considering numerous examples that are
employed to adjust the weighted layers as learning
proceeds (Kleene, 1956); in early machine learning,
statistical techniques are used to automate analytical
model building (Samuel, 1959); and in deep learning,
data representations are acquired through supervised,
semi-supervised or unsupervised means (Schmidhuber,
2015). Based on pattern recognition and computational
modeling theory, machine learning is employed when it is
not feasible to develop explicit algorithms; example

Table 8 Al learning approaches
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applications include filtering spam, detecting network
intruders, identifying malicious data manipulators, etc. In
an unsupervised mode, machine learning closely resembles
data mining; it can yield complex and correlative models
and resolution procedures that can reliably uncover hidden
insights and produce repeatable decisions.

In general, Al developers are either theoreticians who
focus on mathematical formulations or practitioners who
focus on abstractions of high-level data with multiple
processing layers. An Al network with multiple layers
employ a signal path that traverses from front to back. Back
propagation employs forward stimulation to reset weights
on the “front” neural units; this can be accomplished
sometimes by training with a known result. While neural
networks can be trained to yield appropriate or “good
enough” answers (much like the Big Data approach), the
resultant black box responses are not necessarily explain-
able. Indeed, the resultant steps and findings are not
explicitly understood to even the human designer; they are
simply the outcomes from a trained neural network. For
this reason, the non-transparent results can be a stumbling
block for the widespread promulgation and acceptance of
Al; that is, if the Al outcome is inexplicable, then, for
example, how can a judge or jury pass judgment on the
appropriateness of an Al outcome? More research is
required to better understand the Al outcomes; they must
become more transparent. Such a transparent Al (TAI)
must be forthcoming if Al is to become a more viable and
credible technology. Additionally, it is critical for the Al
training to be unbiased in regard to gender, sex, race,
politics, etc.

Obviously, Al, especially TAI or, as further discussed in
Section 3.3, AGI, can assist in almost all areas of human
endeavor. As listed in Table 9, the global professional
services company, Accenture (2017), projects the top 10
economic sectors that could benefit from Al by 2035 to
include, by order of impact, manufacturing, professional
services, wholesale and retail, information and commu-
nication, financial services, construction, healthcare, lod-
ging and food services, utilities, and education. It should
also be noted that there are tradeoffs to be made in regard
to difficulty versus value in the development of Al
applications. Figure 7 suggests that data processing, tax
preparation and genomic testing to be low in both difficulty

Approach (reference)

Scope

Neural network
(McCulloch and Pitts, 1943)

ANN (Kleene, 1956)

In a biological neural network, neurons (analogous to axons in a biological brain) are interconnected by synapses; when
activated, such a network of neurons or cells can carry out a specific function

Through backpropagation of errors, artificial neurons learn to perform a task (e.g., recognizing a cat) by considering

many examples; the neurons are aggregated into layers with weights that adjust as learning proceeds

Machine learning
(Arthur, 1959)

Deep learning
(Schmidhuber, 2015)

Employs statistical techniques to automate analytical model building, without being explicitly programmed; it is about
learning from example data, identifying patterns and making decisions

Also known as deep neural or/belief networks, deep learning is about understanding data representations, as opposed to
task-specific algorithms, through supervised, semi-supervised or unsupervised means
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Table 9 Projected top 10 output sectors benefitting from Al by 2035 (Accenture, 2017)

Focus

Scope

1. Manufacturing
. Professional services
. Wholesale & retail
. Information & communication

. Financial services

2

3

4

5

6. Construction

7. Healthcare
8. Lodging & food services
9. Utilities

10. Education

Semiconductor yields; supply chains; product quality
Process streamlining; design thinking; digital consulting

Wholesale distribution; retail space; customer service

Cloud management; corporate communications; information management

Digital banking; algorithmic trading; robo-advisors
Smart construction; building information modeling; construction management

Drug discovery; CRISPR; dental implants; wearables

Velociraptor receptionists; staffing schedules; food and beverage forecasts

Power production; power transmission; power consumption

Personal assistants; individualized learning; learning analytics

Note: CRISPR: clustered regularly interspaced short palindromic repeats

Value

Low High

Data processing Credit scoring

. Low Tax preparation Natural language processing

% Genomic testing Leadership skills

% Customer targeting | Natural language generation
High | Real-time translation | Social skills development

Machine learning Autonomous systems

Fig. 7 Al applications: difficulty versus value.

and value; customer targeting, real-time translation and
machine learning to be low in value but high in difficulty;
credit scoring, natural language processing and leadership
skills to be low in difficulty but high in value; and natural
language generation, social skills development and
autonomous systems to be high in both difficulty and
value.

As in the comparison of Big Data to model-based
analytics, Table 10 seeks to compare the Al and Big Data
approaches, in terms of data acquisition, data access, data
analytics, and data application. Although the two
approaches are similar in their reliance, respectively, on
large data sets and equally large sets of training examples,
the table has identified a number of distinctions between
the two approaches (Tien, 2017). Like Big Data, Al’s
somewhat convenient and not necessarily rational
approach can yield a corresponding potential set of
concerns, as shown in Table 11. Of course, as in the case
of Big Data, Al concerns can be overcome, or at least
mitigated, with effective and thoughtful approaches and
practices. Nevertheless, as indicated earlier, AI’s hidden
layers do require additional research, validation and

transparency.

Finally, it should be noted that Al is still evolving and
converging with Big Data as it becomes a more powerful
and adaptive real-time DM tool; its evolution into a more
encompassing and sophisticated AGI machine is further
considered in Section 3.3.

3 Real-time

DM as of the beginning of this 21st Century has already
come a long way: building on earlier advances ranging
from static to steady-state to dynamic to increasingly more
real-time, it has progressed from model-based analytics
(since before 1990), to information-based Big Data (since
1990), and to training-based Al (since 2000). In fact,
Nvidia recently announced an eighth generation GPU that
can simultaneously handle several real-time data streams.
Thus, underscored by machine learning and large data sets,
real-time DM is becoming both more viable and more
powerful.

There are, of course, a range of digital technologies that
is near real-time in its DM process, including, as examples,
instant-translators, electronic assistants, and ServGoods
that can be considered to be virtual, augmented, or
mediated reality. A key question is: what is real-time?
The third tier in Fig. 4 suggests that real-time corresponds
to events that can occur in intervals of time which approach
zero; alternatively, real-time must be able to productively
deal with the forthcoming era of AVs (Tien, 2016). With
the 5G communications advent at 10 Gbps, actions in real-
time can be readily attained; thus, when transmitting at 10
Gbps, it only takes 67 ns between each frame, and the
downloading of an high-definition (HD) movie will be able
to occur in 1 s versus 10 min in today’s 4G environment. In
the remainder of this section, three real-time related DM
technologies are highlighted: mobile networks, AVs, and
AGL
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Table 10 Data processing approaches: Al versus Big Data
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Component Element Big Data Al
Acquisition Focus Data-oriented Learning example-oriented
Emphasis Data quantity Learning example quantity
Scope Large sample Increased learning layers
Access Focus On-demand, cloud-computing On-demand, cloud-computing
Emphasis Real-time accessibility Real-time accessibility
Scope Cyber-security Cyber-security
Analytics Focus Analytical messiness Includes non-transparent layers
Emphasis Correlative relationship Reinforced learning examples
Scope Data-rich, information-unleashed Example-rich, lessons-learned
Application Focus Real-time feasibility Real-time feasibility
Emphasis Evidence-driven Learning-driven
Scope Good enough results Good enough results
Table 11 Al potential concerns
Component Element Potential concern
Acquisition Focus Al does not imply complete understanding of underlying problem
Emphasis Al’s learning quantity does not imply learning quality
Scope AT’s learning sample does not imply a complete sample
Access Focus AI’s on-demand accessibility may create privacy concerns
Emphasis AT’s real-time abilities may obscure past and future access concerns
Scope Al’s cyber-security concerns may overlook personal-security concerns
Analytics Focus AT’s hidden or non-transparent layers may obscure underlying relationships
Emphasis AT’s example reinforcements may result in an unintended causal understanding
Scope AT’s lessons learned may obscure underlying information and knowledge
Application Focus AI’s non-obvious explanations may obscure more probable explanations
Emphasis Al’s non-transparent findings may obscure underlying biases
Scope AI’s good enough findings may obscure simpler transparent findings
3.1 Mobile networks multiplexing.

Mobility is the byword of the day. As people are in
constant motion, they likewise require real-time commu-
nication from and to any device or ServGood. Conse-
quently, their mobile devices must be wireless or
WiFi-connected so that enhanced scale and coverage can
be acquired; moreover, WiFi demand is experiencing
exponential growth. (It should be noted that WiFi is a
wireless local area networking technology, based on the
IEEE 802.11 standards; on the other hand, WiFi is a WiFi
Alliance trademark that restricts the term “WiFi certified”
to products that satisfy the Alliance’s interoperability
certification requirements.) As identified in Table 12, WiFi
is currently operative at four frequency locations: 2.4, 3, 5,
and 60 GHz. In the future and as smart gadgets proliferate,
additional WiF1i spectra will be required, together with such
powerful new technologies as spectrum sharing and

Unfortunately, existent WiFi routers are subject to
several drawbacks; their antennas are precarious; they are
subject to frequency interference; and they lack the ability
to critically diagnose a technical difficulty. More recently,
smarter wireless technologies (e.g., Netgear’s Orbi) are
overcoming some of these weaknesses, including with the
use of WIMAX (Worldwide Interoperability for Micro-
wave Access), which is a long wavelength-system, cover-
ing many kilometers and which spectrum extends much
beyond the current WiFi range of between 2.4 and 60 GHz.
While WiFi and WiMAX are designed for different
purposes, they are actually quite complementary (in that
a WiMAX-enabled computer can spawn a local area, WiFi
network for interconnecting various devices). Moreover,
WiIMAX is typically cheaper and faster than most cable
modems.

As indicated in Table 13, since 1980, there has already



James M. TIEN. Convergence to real-time decision making 215

Table 12 Frequency spectrum applications

Range/GHz Example applications

0.0-1.0 AM radio (540-1600 kHz), broadcast TV (3 kHz), FM radio (88.1-108.1 MHz), cell phone (800 MHz)
1.0-2.0 GPS (1.22 and 1.57 GHz), cell phone (1.0 GHz)

2.0-300.0 WiFi (2.4, 3, 5, and 60 GHz), satellite radio (2.3 GHz), Bluetooth, microwave oven

Above 300.0 Ultraviolet, infrared, visible light, Gamma ray, X-ray

Note: GPS: global positioning system

been four generations of WiFi, with each generation
spanning about a decade. The generation of 1G (from
1980) was a strictly analog voice version; the generation of
2G (from 1990) provided a digital voice-only service; the
generation of 3G (from 2000) provided a digital voice
service plus some multimedia and text data; the generation
of 4G (from 2010) is a true broadband service, with long
term evolution (LTE) and WiMax attributes that are
designed for roaming Internet access support via smart-
phones and other handheld devices; and the generation of
5G is scheduled for commercialization in 2020 with faster
speed (i.e., 10 Gbps, versus 1 Gbps for the current 4G
system) and greater reliability. In addition, 5G is expected
to be underpinned by several new technologies, including
millimeter waves which are between 30 to 300 GHz,
portable miniature base stations (i.e., small cells), massive
MIMO (multiple-input, multiple-output), reduction in
MIMO signal interference (i.e., beamforming), and full
duplex (i.e., simultaneous transmission of incoming and
outgoing signals on the same frequency). Under 5G, the
service quality in terms of bandwidth, loss, reliability,
latency, and jitter will all be algorithmically tuned to
provide the best wireless performance. In brief, 5G will be
able to support real-time systems, including drones,
simultaneous video feeds, instant augmented reality
(AR), virtual multiplayer games, surgery-at-a-distance,
and as stated earlier, AVs.

Global positioning system (GPS) constitutes another
critical mobile network. Bradford Parkinson is recognized
as the chief architect of the ubiquitous GPS, a 1973 effort
which he initiated in his capacity as a U.S. Air Force

Table 13 Generations of wireless networks

colonel; together with his colleague, James Spilker, he
published the fundamental text on GPS theory and
applications (Parkinson and Spilker, 1996). More recently,
Parkinson was awarded the 2018 Medal of Honor by the
IEEE (Institute of Electrical and Electronic Engineers) “for
fundamental contributions to and leadership in ... driving
the early applications of the Global Positioning System”
(Perry, 2018). GPS employs a Doppler radio-effect to
ascertain the time and geolocation information to any-
where on or near the Earth, as long as there is an
unobstructed line of sight to at least four GPS satellites.
Unfortunately, inasmuch as GPS signals are relatively
weak, they can be easily obstructed by mountains or other
obstacles like buildings. Although GPS became fully
operational, with 24 satellites, in 1993, it was only open for
civilian use after the Korean Airlines disaster in 1983,
initially in a degraded form until the year 2000. New GPS
receivers using an inaugural navigation band are being
released in 2018 with much higher precision, to within 30
cm or just under one foot. In order to counter the U.S.
domination of the GPS landscape, several countries are
establishing similar systems, including China’s BeiDou
Navigation Satellite System, Russia’s GLONASS (Global
Navigation Satellite System), European Union’s Galileo
positioning system, India’s NavIC (navigation constella-
tion), and Japan’s Quasi-Zenith Satellite System.

The GPS technology relies on both time and the known
position of dedicated satellites that have stable atomic
clocks which are synchronized with ground clocks and
with one another. Any drift from true time is corrected
daily, and the satellite locations are known with great

Inaugural date: generation
(speed in kbps)

Description of features

1980: 1G (2.4)

Issues (possible eavesdropping by all-band radio receiver); basic analog voice service; promulgated by Japan’s NTT; analog

protocols; growth fueled by cellular phones (an area is divided into cells)

1990: 2G (64)

Benefits (digital encryption, short message service); basic digital voice service; promulgated by Finland’s Radiolinja; first digital

standards (GPRS, GSM, CDMA, EDGE); improved coverage and capacity

2000: 3G (2000)

First mobile broadband (wide band CDMA, WLAN, Bluetooth, global roaming, UMTS, HSDPA, Internet, video conferencing

calls); basic voice service with some data (multimedia, text, etc.); promulgated by IMT

2010: 4G (100000)

High mobility communications (cars, trains, HD mobile TV); true mobile broadband; internet-based protocols (WiMAX, LTE);

primarily for digital data; promulgated by IMT-advanced; growth fueled by smartphones

2020: 5G (to be detailed)

Expected by South Korea; more reliable service; small cells; millimeter waves; faster speed (e.g., download an HD movie in 1 s

versus 10 min under 4G); full duplex; beamforming; robust GPS; massive MIMO
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exactitude. GPS receivers, including those in most cell
phones and vehicle tracking devices (e.g., Garmin and
Google Maps), have clocks as well, but they are less stable
and less exact. On the other hand, GPS satellites
continuously transmit data about their current time and
location. Although four satellites are required for normal
operation, fewer can be employed in certain circumstances;
if, for example, one variable is already known (e.g., by
reusing, say, the last known altitude dimension), a receiver
can determine its position by triangulating among only
three satellites.

Obviously, in any real-time decision venue, some form
of time-space device must be employed, as in the case of
driverless cars. Table 14 identifies a number of such
decision-oriented applications, including cellular tele-
phony (for geotagging and locating emergency vehicles),
celestial astronomy (for extrasolar planet discovery and
location of atmospheric conditions), robotic navigation
(for real-time location and identification of AVs), and site-
specific management (for use in modern agriculture).
Additionally, with the astounding proliferation in IoT
devices or ServGoods, more Internet traffic is expected; in
order to process this growth, a robust mobile network will
be required that can transmit information and data with
minimum interruptions or delays. Clearly, both data
transmission capacity (i.e., bandwidth) and data delay
(i.e., latency) are critical to the IoT performance. As a
consequence, the updated Internet-in-the-cloud (with 5G
and an enhanced GPS) is a necessary attribute for the
functioning of AVs. A more recent XY system can be
considered to be a local GPS with smartphone tracking of
one’s pet, luggage, car, bicycle, etc.

3.2 Autonomous vehicles

Autonomous entities were first featured in science fiction
as beings that appear to be sentient and autonomous in their
behavior, thus considered to be inhabitants of a perceived
alternate reality. However, in the context of this paper,
autonomous entities refer to ServGoods that are self-
controlled and not directed by outside forces. Table 15
identifies several autonomous ServGoods, including those
pertaining to space (e.g., probe that can explore the surface
of a planet and collect samples), architecture (e.g.,

Table 14 GPS applications
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windows that can adapt to changing light, heat), agriculture
(e.g., drone that can control weeds, seed clouds, plant
seeds, analyze soil), infrastructure (e.g., dam that can adapt
or maintain reservoir level and prevent flooding) and
delivery (e.g., driverless vehicle or drone that can deliver
packages to a specific address).

In regard to AVs, the NHTSA (National Highway Traffic
Safety Administration, 2013) identified five possible
degrees or levels of automation (i.e., no automation,
function-specific automation, combined function automa-
tion, limited self-driving automation, and full self-driving
automation), although a couple of additional levels are
being added to restrict some of the driverless vehicles from
accessing certain locations unless they are equipped with
additional capabilities. On the other hand and as indicated
in Table 16, the five levels could likewise be stated in terms
of the driver’s level of engagement, ranging from being
fully engaged (pre-2000), to mostly engaged (from 2000 to
2010), to partially engaged (from 2010 to 2020), to mostly
disengaged (from 2020 to 2030), and to fully disengaged
(post-2030).

In fact, Tien (2016) has identified AVs to be the Sputnik
of ServGoods; it has served to galvanize the U.S.
(including its government, auto industry, electronic
industry, and higher education establishments) into an
age of real-time automata. Thus, precipitating a major
quality-of-life disruption, together with policy implications
regarding privacy and security, liability and insurance, and
regulations and standards. In sum, AVs will be capable of
recognizing its environs, interacting with other ServGoods,
and circumnavigating barriers, all the while entertaining its
occupants. As AVs proliferate, they will be recognized as
just another service and not a product or good to be leased
or owned; actually, they will be considered to be a
ServGood to be co-developed and shared. Consequently, at
this point in time, ServGood companies are perhaps better
positioned to develop the required services-endowed, AVs.

AVs were first conceived in a General Motors video that
debuted at the 1939 New York World’s Fair. Much later
and as alluded to earlier, DARPA (Defense Advanced
Research Projects Administration) announced a one-
million-dollar AV race across the Mojave Desert in 2005,
followed by an AV Urban Challenge in 2007 that was
located in a mock city. Since the turn of the century, several

Area

Example applications

Cellular telephony

Clock synchronization enables time transfer to facilitate inter-cell handoff and support hybrid GPS/cellular position detection

for geotagging and locating emergency callers

Celestial astronomy

Positional and clock synchronization are employed in astrometry and celestial mechanics, including the discovery of extrasolar

planets and the location of atmospheric conditions

Robotic navigation

Site-specific management

Autonomous, real-time location and identification of routes for cars, trucks, planes to function without a human driver and

without collisions

Modern agriculture is becoming more efficient (in fuel consumption), effective (in water use), and precision-based

(in produce yield)
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Table 15 Example autonomous ServGoods

Al focus Example autonomous ServGoods

Space Probe that can explore the surface of a planet and collect samples
Architecture Windows that can adapt to changing light, heat, etc.
Agriculture Drone that can control weeds, seed clouds, analyze soil, etc.
Infrastructure Dam that can maintain reservoir level and prevent flooding
Delivery Driverless vehicle or drone that can deliver packages to an address

Table 16 AV: levels of automation

Level Automation National Highway Traffic Safety Administration (2013) definition Driver (period)
0 No-automation The driver is in complete and sole control of the primary vehicle controls (brake, steering,  Driver fully involved
throttle, and motive power) at all times (from pre-2000)
1 Function-specific Automation at this level involves one or more specific control functions. (Examples include  Driver mostly involved
automation electronic stability control or pre-charged brakes, where the vehicle automatically assists (from 2000 to 2010)
with braking to enable the driver to regain control of the vehicle or stop faster than possible
by acting alone.)
2 Combined function This level involves automation of at least two primary control functions designed to work in  Driver partially involved
automation unison to relieve the driver of control of those functions. (An example of combined functions (from 2010 to 2020)
enabling a Level 2 system is adaptive cruise control in combination with lane centering.)
3 Limited self-driving Vehicles at this level of automation enable the driver to cede full control of all safety-critical Driver mostly disengaged
automation functions under certain traffic or environmental conditions and in those conditions to rely (from 2020 to 2030)
heavily on the vehicle to monitor for changes in those conditions requiring transition back to
driver control. The driver is expected to be available for occasional control, but with
sufficiently comfortable transition time. (The Google car is an example of limited self-driving
automation.)
4 Full self-driving The vehicle is designed to perform all safety-critical driving functions and monitor roadway  Driver fully disengaged
automation conditions for an entire trip. Such a design anticipates that the driver will provide destination (post-2030)

or navigation input, but is not expected to be available for control at any time during the trip.
This includes both occupied and unoccupied vehicles. (Alternative definitions include
driverless, no-wheel and AV.)

Table 17 Example auto assist systems

System Scope

Parking assist On board cameras/sensors detect a suitable parking spot; car takes control of steering and braking so as to ease itself into place for

either parallel or perpendicular parking

Active cruise
control

Allowing for varying gap between car and vehicle before it, system can also take the car to a full stop and allow it to creep slowly
ahead, so that driver never has to touch the brake or accelerator in stop-and-go highway traffic

Blind spot assist Cameras/sensors installed in side view mirror can tell when a vehicle pulls alongside car and can steer car back into lane if a vehicle is

detected in adjacent lane

Forward collision
prevention

Cameras/sensors can warn driver of potential forward or side collisions with other vehicles, cyclists and pedestrians; brakes are
applied to prevent or mitigate an accident or a frontal collision

Lane drift warning Lane departure warning systems use cameras mounted on side/rearview mirrors to watch for lane markings and warn driver when a

tire is about to unintentionally drift over them; wheels are then steered back

auto businesses, electronic enterprises, research universi-
ties, and government agencies have, to a large extent,
partnered with each other to bring to fruition the era of
driverless cars. Indeed, Table 17 identifies five car-assist
mechanisms that are already available in today’s market
place: parking assist, active cruise control, blind spot
assist, forward collision prevention, and lane drift warning.
As summarized in Table 18, innovations in every

engineering discipline, including biomedical, chemical,
computer science, communications, electrical, energy,
environmental, industrial, materials, and mechanical
engineering, have already contributed to AV advancement.
Interestingly, all the identified disciplines can be consid-
ered to be a part of the broader domain in systems, man and
cybernetics (Tien, 2017).

First offered on its 2015 Model S vehicle, Tesla is
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Table 18 AV: discipline-based example innovations
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Discipline Example technology Scope
Biomedical 1. Biological sensors; 1. Detecting toxic substances & driver behavior;
2. Driver sensors; 2. Wearables, embeddables, tattoos, etc.;
3. Metrology tools 3. Testing and measuring of nanoscale features
Chemical 1. Sensing “snow smoke”; 1. Including fuel leaks & hybrid energy sources;

2. Underwater sensors;
3. Chemical simulation

Computer science 1. AL,
2. Learning algorithms;

3. Data fusion

Communications 1. V2X techniques;
2. Environmental sensing;

3. Real-time sensing

Electrical 1. Adaptive headlights;
2. Cyber security protocols;

3. Electronic standards

Energy 1. Energy standards;
2. Energy alternatives;

3. Energy considerations

1. Human health monitors;
2. Vehicle presence;
3. Environmental monitors

Environmental

1. Simulation tools;
2. Decision analytics;
3. Human factors

Industrial

Material 1. Nano particles;
2. Surface plasmonics;

3. Carbon fibre

1. Antilock brakes;
2. 3D printing;
3. Cruise control

Mechanical

2. Including hydrothermal vents, chemically altered water, etc.;
3. Neural network modeling & control

1. Machine learning & virtual personal assistants (e.g., Apple’s Siri);

2. Develop intuitive & predictive learning algorithms;
3. Sources: sensors, actuators, smartphones, people, etc.

1. Where X =driver, vehicle, environment, infrastructure, or cloud;
2. Constant awareness of surroundings through radar, lidar, sonar, etc.;
3. Enhanced sensor range to keep car & driver constantly informed

1. For safety, sensors measure speed, steering angle and yaw;

2. Employ cyber techniques to keep vehicle secure inside and out;

3. Smart meters, electronic devices, energy sources, etc.

1. Minimize CO, emissions, meet Paris climate agreement of 2016, etc.;
2. Gas-only, hybrid (gas & battery), plug-in hybrid, all-electric, etc.;
3. Learning from unmanned air & sea vehicles (e.g., event data recorder)

1. Self-powered & embedded sensors which monitor human health;
2. Ensure that vehicle projects an interference-free & clear signal;
3. Self-powered and embedded sensors which monitor environment

1. Optimize service & product designs through simulation;
2. Cognitive computing & vehicle routing software;

3. Designing security & privacy that match user needs & expectations

1. Manufacturing of vehicular components using nano-particles;

2. Coupling light with nano-oscillations of information-laden electrons;
3. Light-weight, high-strength & high-performance carbon material

1. Allows wheels to maintain road contact while braking & turning;

2. Personalized design using layer-on-layer of nanomaterial,
3. A servomechanism that maintains the speed of a vehicle

making available an autopilot version with a number of
ultrasonic sensors, a front radar, a camera, and electro-
nically synchronized brakes. However, within a few
months of the 2015 Model S introduction with its Levels
2 and 3 rated automation, two crashes occurred: the May 7,
2016, crash resulted in a Tesla driver’s death (blinded by
sunlight, neither the human driver nor the electronic
autopilot noticed the white surface of a tractor trailer), and
the July 1, 2016, guardrail collision that turned the Tesla
upside down (fortunately, with no sustained injury). More
recently, on March 19, 2018, a pedestrian was fatally
struck by an autonomous Uber vehicle in Arizona, and on
May 10, 2018, two individuals died when their 2014 Tesla
Model S struck a wall and ignited on fire. Perhaps no AV
should be introduced on the roadways unless it has attained
a Level 4 designation; integrating a human driver with a
partially limited AV system is not only dangerous but
could put the human at a disadvantage, as the driver may
well be lulled into a state of complacency, instead of being
in a state of constant alertness while actively driving the
car. In fact, unlike Tesla, several AV pioneers (e.g.,
Alphabet Google, GM) have decided not to introduce their

AVs until a Level 4 automation has been fully achieved.
Obviously, the introduction of Level 4 AVs will not only
disrupt the automobile industry but also the broader
transportation industry, as well as related industries (e.g.,
insurance, housing, education). Anderson et al. (2014)
predict that AVs will pervade the mining and farming
industries by 2020 and the taxicab and car-sharing industry
by 2030. Moreover, in a world of connected AVs that can
communicate directly with each other, there will be no
need for traffic lights. However, there will, unfortunately,
be potential breaches of privacy and security; not only are
the vehicles themselves vulnerable to being hacked but so
are their connected ServGoods. Indeed, the AV industry
must consider cyber vulnerabilities as a critical matter.
Beyond the obvious issues of privacy and security, there
are other critical worries, including cultural and trust
concerns, government regulations and engineering stan-
dards, and risk and liability. Of course, forthcoming new
technologies could also impact the promulgation and
proliferation of AVs. For example, a recent technology that
may have a profound impact is LIDAR (light detection and
ranging), a detection system that functions like radar but
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employs laser light to measure distance between targets of
interest.

In addition to the technical problems that must still be
overcome, there are obviously a number of issues or
policies to be resolved before AVs are generally allowed on
the U.S. roadways, including the aforementioned trolley
dilemmas and the difficulties of having AVs co-exist with
non-AVs. Although it may be obvious that in the case of,
say, a brake failure, AVs should spare the lives of many
over the few, to spare the humans over the animals, and to
spare the young over the old, most AV quandaries will be
quite nuanced and additional training-based data are
required to appropriately program AVs in real-time.

Finally, a word of caution should be made about Al-
inspired AVs. Can lawyers, policymakers and ethicists
hold AVs or their operators accountable as they do now?
As noted earlier, Al recommendations are sometimes not
transparent or obvious; if so, how can one assign fault and
damages in a legal proceeding? Perhaps the AGI will in
time overcome this predicament.

3.3 Artificial general intelligence

Several observations about AGI are noted in Table 19. The
first observation concerns today’s narrow or weak Al
systems; although they can efficiently carry out internet
searches, image recognitions, language translations, etc.,
they cannot perform these individual tasks in a parallel or
integrated manner. Together with Big Data, the goal of Al
is, of course, to recognize and resolve problems or issues in
much the same way that the human brain does, by utilizing
the combined power of several million connected neurons;
obviously, current ANNs are much less complex than the
human brain. Certainly, AGI seeks to span neural
connections much further, link many more processing
layers, and not be limited to just neighboring neurons.
However, training these neural network layers will require
several thousand cycles of learning, especially if Al were
to address related issues like social networking (Hendler
and Mulvehill, 2016).

In theory, AGI can become an existential threat to

Table 19 AGI: observations

humanity. Indeed, AGI, under the control of a technolo-
gically advanced and authoritarian government, could
render an already-acknowledged police state into a
terrifying all-knowing one in which all residents are
under constant digital surveillance, much like in the
dystopian “1984” fictionalized state (Orwell, 1949), and
where human actions are constantly being monitored by
the always-present Big Brother. Western democracies are
also succumbing to the use of privately obtained data for
inappropriate purposes, as in the case of the recent
Facebook scandal (whereby the now defunct Cambridge
Analytica illegally accessed 87 million records for
nefarious reasons by operatives involved in the 2016
Trump campaign). Clearly, such inappropriate accesses
will invariably prompt governments to become more
involved in regulating the collection of and access to
privately-obtained data.

Moreover, the improper accumulation and misuse of
private data (including the 2017 Equifax breach, the 2011
Health Net hack, the 2007 Google street view, the 2006
America Online search leak, and the 2005 Sony spyware
incidents) have resulted in a growing backlash against Big
Data. Thus, in order to mitigate such invasions of privacy,
on May 25, 2018, the European Union’s General Data
Protection Regulation extended the data privacy and
security rights of all European residents by giving them
the power to better control their own data. More
interestingly, since samples of, say, Big Data or Al can
be regarded as valuable assets, shouldn’t they be appro-
priately valued and bought and sold like all assets?
Likewise, shouldn’t social media companies obtain
permission from and pay their customers for the use of
the collected data?

The overarching goal of AGI, if not Al, is, of course, to
react in an integrated and optimal manner. However, even
under fixed or deterministic circumstances, making an
optimal decision is not obvious. Furthermore, in an
uncertain, dynamic or real-time setting, such optimal DM
would be even more difficult, if not impossible. Note that
an AGI-based machine may only become a human
substitute if the underlying actions can approximate

Issue Scope

Current Today’s narrow or weak Al system is limited in its scope of possible, non-integrated actions

Al Today’s Al intelligence is certainly not that of a human brain; it is closer to that of a worm
AGI AGI should be able to integrate sight, hearing, smell, taste, touch, judgment, action, etc.
Integration In theory, AGI may concurrently control a person’s vehicle, smartphone, computer, pacemaker, etc.
AGI Under a totalitarian regime, AGI could make “1984” a reality or result in a technological singularity
Threats AGI can become an existential threat to humanity if it is able to recursively improve on itself
AGI AQGI restrictions: United Kingdom Committee on Al; European Union’s GDPR
Limitations AGI actions must be the result of Al-human partnering or true collaboration

AGI Caution should be exercised, especially when the reasoning behind an Al action is not transparent
Cautions To minimize unintended consequences, Al developers must become more responsible

Note: GDPR: General Data Protection Regulation
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human intelligence. Such a device could recursively
improve on itself, and eventually achieve superintelli-
gence. Moreover, one or more superintelligences could
result in a technological singularity. However, it is doubtful
that such an AGI or superintelligence, with consciousness,
can become an actuality in the near future (Tegmark,
2018). Nevertheless, if narrow Al addresses a particular
problem by employing different parts of the brain, then
AGI can be thought of as reflecting the whole brain, able to
concurrently solve various problems that were not assumed
in the initial design phase. The whole brain architecture
(most likely, based on an integration of ANNs and deep
machine learning, all within a brain’s architectural frame-
work (containing some 14 billion neurons, a temporal lobe,
a visual cortex, a neocortex, etc.)) would exhibit the same
behavior and sense of values as a human. Clearly, as long
as humans remain smarter than machines, the former
should have nothing to fear from the latter.

Interestingly, even without attaining an AGI status, Al
has already been condemned for a number of imagined and
current ruthless actions, which Atkinson (2016) discredits
as myths, including the beliefs that Al can undermine most
jobs, render humans stupid, invade people’s privacy,
encourage abuse and bias, and eventually obliterate
humanity. Another fear concerns AI’s eventual displace-
ment of humans; for example, it is well known that Al
outperforms humans in a number of visually repetitive
tasks, including facial recognitions and X-ray readings. On
the other hand, retarding Al development could be even
more costly, leading to lower growth in per-capita incomes,
slower progress of critical technologies like driverless cars
and healthcare imaging, and, in general, fewer advances in
services, goods and ServGoods. More importantly, by
partnering with Al, governments could gainfully address
safety, security, and public policy (including facilitating the
identification of forgeries and fake news); healthcare
professionals could employ Al in diagnosing diseases
and developing effective treatments; and homes could
become more energy-efficient by embedding Al devices in
their home appliances. Indeed, Al-human partnering can
occur through augmentation (e.g., by providing additional
information), collaboration (e.g., by offering a second
opinion), and hyperlearning (e.g., by developing a digital
assistant that could suggest alternative solutions). How-
ever, as noted earlier, Al may also inadvertently introduce
a bias or jump to a wrong conclusion, one that could be
learning-induced; if not appropriately validated, such
biases could result in serious consequences, including
morbidity, mortality and bankruptcy.

Clearly, caution must be exercised and all Al-derived
actions must be carefully assessed, especially if they are
not obviously transparent. As indicated earlier, Al, or any
electromechanical outcome, works best when trained and
validated by humans. This caution is best illustrated by the
actions of Stanislav Petrov, a lieutenant colonel in the
Soviet Air Defense Forces. When a technical glitch

occurred in 1983 that recommended a retaliatory missile
strike, Petrov, after carefully assessing the tense Cold War
situation, chose to countermand the attack. Following his
death in 2017, a biographer credited him with saving the
world from certain disaster. As it turned out, the mistake
was due to a computer’s failure to distinguish between the
sun’s reflections off clouds and the light signatures akin to
a missile attack. Clearly, retaining a human in the critical
decision loop may have saved humanity. More precisely,
the ultimate aim of Al or AGI should be to create machines
that can truly assist and partner with people; that is why
vast data sets are required to appropriately train the
machines.

In regard to minimizing unintended consequences, Al
developers, realizing their technology’s awesome power,
are becoming more cautious in their Al pursuits. For
example, on June 7, 2018, Alphabet Inc.’s Google, in
response to employee backlash against weaponing Al,
stated that it would not renew its Al work with the U.S. Air
Force which, if successful, could have resulted in a fully
autonomous weapon system that could hunt for targets and
launch missiles without human supervision. Moreover,
Google subsequently established a set of principles to
guide its future Al decisions. Then, on October 12, 2018,
Google employed these principles to justify taking a pass
on the Pentagon’s 10 billion USD cloud-computing
contract, entitled JEDI (Joint Enterprise Defense Infra-
structure). Obviously, as Al becomes more AGI-like, such
principles must be reconsidered and upgraded.

On the other hand, AI’s beneficial outcomes, including
detecting fraud, composing art, optimizing logistics,
conducting research, and providing instant translations,
could certainly make the world a better place. In fact,
technology giants like Alphabet/Google, Amazon,
Alibaba, IBM and Microsoft believe that now is the right
time to talk about the nearly boundless frontier of Al; in
many ways, it is likewise a new frontier about ethics and
risk assessment as it is about an awesome emerging
technology, which may someday be concurrently control-
ling an individual’s vehicle, smartphone, computer, pace-
maker, and stock trades. Indeed, Gholami et al. (2018)
describe how a future Al or AGI can coordinate the
innumerable number of sensors in an intensive care unit
and appropriately manage any required machine-human
interactions.

Finally, the increased national attention on Al is perhaps
best reflected in the recent establishment of a new College
of Computing at the Massachusetts Institute of Technology
(MIT), funded with a 350 million USD gift which will
nearly double MIT’s academic capabilities in Al through
the addition of some 50 new faculty positions.

4 Related observations

Clearly, real-time DM constitutes a major disruptive
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technology that is impacting, if not transforming, a range
of industries in regard to their services, goods, and
ServGoods. Some twelve related observations, which
subsume the contents in Sections 1 through 3, and likewise
reference several earlier efforts by the author, are
summarized herein:

1) IoT/ServGoods are able to obtain Big Data correla-
tions, not causations;

2) 5G wireless will greatly enhance the development of
real-time technologies, including AVs;

3) Real-time decision making (RTDM) based on
decision informatics is central to ServGood actions;

4) GPUs are displacing CPUs, a bonus for Al;

5) Al is critical for the Third Industrial Revolution
(TIR), which subsumes mass production within mass
customization;

6) IoT, RTDM and Al constitute a disruptive innovation,
collectively and individually;

7) Collectively and individually, [oT, RTDM and Al are
vulnerable to being hacked;

8) GPS is very vulnerable to being hacked; out of 16
“nation critical” sectors, 14 are GPS-dependent;

9) In addition to Al, other forms of intelligence can
likewise be operationalized over time;

10) Al is an ever-evolving technology, from Al to AGI;

11) In regard to monetizing assets, care must be taken to
not embracing profit at the expense of privacy;

12) DM has gone from model-based analytics (before
1990), to Big Data (since 1990), to Al (since 2000).

First, given that vast amounts of data are being acquired
by the IoT or ServGoods, Big Data methods remain in
vogue (Tien, 2014); nonetheless, it should be recognized
that Big Data methods are, at best, correlational analyses
which must still be statistically explored with traditional
design of experiment and hypothesis testing procedures to
determine underlying causal relationships, if any.

Second, 5G wireless is a necessary foundation for real-
time technologies (Tien, 2017), including AVs and other
WiFi ServGoods. Similar to the Soviet Union’s 1957
launch of Sputnik, the U.S. focus on driverless vehicles,
expected in 2030, is being carried out with the full and
coordinated support of the auto industry, the electronics
industry, the institutions of higher education, and the
Federal and State governments.

Third, real-time DM based on the decision informatics
paradigm (Tien, 2003) is at the center of critical
innovations in healthcare, transportation, manufacturing,
navigation, etc., including solutions for resolving “trolley”
dilemmas, for control of risks in unsupervised learning,
and for creating machine intelligence. Indeed, real-time
DM is the basis for the convergence of loT, Big Data and
AL

Fourth, the GPU with up to 5000 cores is displacing the
CPU with up to 32 cores, inasmuch as the former is better
suited to high performance computing or massive parallel
processing, a bonus for Al learning.

Fifth, Al is a critical component of what Tien (2012)
refers to as the TIR; in particular, Al is able to a) combine
goods and services into “ServGoods”, b) converge
adaptive services, digital manufacturing, mass customiza-
tion, Big Data analytics and other TIR technologies, ¢)
minimize the need for outsourcing and offshoring, and d)
subsume mass production under an efficient mass
customization framework. Also, while Al is clearly a
boon to drug discovery and driverless cars, it can also be an
ethical threat to, say, gene splicing and automated
misinformation.

Sixth, IoT, RTDM, and Al can be collectively and
individually regarded as being possibly a disruptive
innovation. Thus, as noted by Tien (2017), while the AV
reflects the convergence of several critical technologies, it
may well make individual car ownership an anomaly and,
instead, make car sharing a new reality that will
permanently change the transportation landscape.

Seventh, in an integrated IoT, RTDM and Al world,
there are ample opportunities for hacking (Tien, 2017).
Thus, whether intended or unintended, hacking an AV
could become a springboard to embedding malicious
software in all the AV-connected devices.

Eighth, the GPS is also quite vulnerable to being hacked,
especially if a rogue nation wished to attack another nation.
In the U.S., it should be noted that out of 16 “nation-
critical” assets, 14 are GPS-dependent.

Ninth, while digital methods have helped to operatio-
nalize AL other forms of intelligence (i.e., nature smart,
musical smart, reasoning smart, life smart, collaboration
smart, empathy smart, emotional smart, interpersonal
smart, intrapersonal smart, body smart, spatial smart,
etc.) can likewise be artificially operationalized and
contribute to enhancing an Al-based DM process.

Tenth, Al is an ever-evolving technology; thus, current
researchers in learning and deep neural networks are
already extending Al to AGI through hyper learning (i.e.,
unsupervised and reinforcement learning) that do not
require human assistance.

Eleventh, while there is a strong incentive to monetize
assets (e.g., using Facebook’s vast database), care must be
taken to not over-embrace profit at the expense of under-
embracing privacy.

Twelfth, the major DM approaches of model-based
analytics (since before 1990), information-based Big Data
(since 1990), and training-based Al (since 2000) may well
be integrated over time and eventually be subsumed by
AGI with enhanced scope, scale and speed.
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