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Abstract For a long time, store-and-forward had been
the transport mode in network communications. In
other words, information had been regarded as a com-
modity that only needs to be routed through the net-
work, possibly with replication at the intermediate
nodes. In the late 1990’s, a new concept called net-
work coding fundamentally changed the way a network
can be operated. Under the paradigm of network cod-
ing, information can be processed within the network for
the purpose of transmission. It was demonstrated that
compared with store-and-forward, the network through-
put can generally be increased by employing network
coding. Since then, network coding has made significant
impact on different branches of information science. The
impact of network coding has gone as far as mathemat-
ics, physics, and biology. This expository work aims to
be an introduction to this fast-growing subject with a
detailed discussion of the basic theoretical results.
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1 Introduction

The concept of network coding was first introduced for
satellite communication networks in Yeung and Zhang
[1] and then fully developed in Ahlswede et al. [2], where
in the latter the term “network coding” was coined. In
Li et al. [3], it was established that optimality can be
achieved by linear network coding.

Originally studied in information theory, network cod-
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ing has made significant impact on various fields in infor-
mation science (channel coding [4-6], wireless communi-
cations [7,8], computer networks [9], computer science
[10], cryptography [11,12]). The impact of network cod-
ing has gone as far as mathematics (matroid theory [13],
graph theory [14], game theory [15], optimization theory
[16]), physics (quantum information theory [17]), and bi-
ology (cellular communications [18]). We note that the
papers referenced above is very far from being an ex-
haustive list.

Since 2005, network coding has been under very heavy
research. To date, seven special journal issues on net-
work coding related topics [19-25] have been or will be
published. There are now two annual conferences ded-
icated to network coding, the Workshop on Network
Coding, Theory, and Applications') (NetCod) since 2005
and the IEEE International Workshop on Wireless Net-
work Coding (WiNC) since 2008. There have also been
special reports on network coding by Scientific Ameri-
can [26] and New Scientist [27].

We first start with a historical perspective. For a
point-to-point communication system, classical informa-
tion theory [28] asserts that asymptotic optimality can
be achieved by separating source coding and channel
coding. The goal of source coding is to represent the
information source in (almost) fair bits? (see Ref. [29],
Section 5.3). The goal of channel coding is to enable the
transmission of fair bits through the channel essentially
free of error with no reference to the meaning of these
fair bits. Thus a theme in classical information theory
for point-to-point communication is that fair bits can be
drawn equivalence to a commodity.

It is intuitively appealing that this theme in classical
information theory would continue to hold in network
communication where the network consists of noiseless
point-to-point communication channels. If so, in order
to multicast® information from a source node to pos-
sibly more than one sink node, we only need to com-
press the information at the source node into fair bits,

1) To be changed to International Symposium on Network Coding in 2010.
2) Fair bits refer to i.i.d. bits, each distributed uniformly on {0, 1}.
3) Multicast means to transmit information from a source node to a specified set of sink nodes.
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organize them into data packets, and route the packets
to the sink node through the intermediate nodes in the
network. In the case when there are more than one sink
node, the information needs to be replicated at certain
intermediate nodes so that every sink node can receive
a copy of the information. This method of transmit-
ting information in a network is generally referred to as
store-and-forward or routing. As a matter of fact, al-
most all computer networks built in the last few decades
are based on this principle, where routers are deployed
at the intermediate nodes to switch a data packet from
an input channel to an output channel without process-
ing the data content. The delivery of data packets in
a computer network resembles mail delivery in a postal
system. We refer the readers to textbooks on data com-
munication [30,31] and switching theory [32,33].

However, we will see very shortly that in network com-
munication, it does not suffice to simply route and/or
replicate information within the network. Specifically,
coding generally needs to be employed at the interme-
diate nodes in order to achieve bandwidth optimality.
This notion is called network coding.

This paper serves as an introduction to network cod-
ing with emphasis on single-source network coding, i.e.,
there is only one information source in the network. The
rest of the paper is organized as follows. Section 2 gives a
few simple examples that explain the concept of network
coding, with applications to wireless/satellite communi-
Section 3 discusses linear network coding for
acyclic networks. Section 4 discusses convolutional net-
work coding for cyclic networks. Section 5 concludes the

paper.

cations.

2 Some examples

In this section, the advantage of network coding over
routing is explained by means of a few simple examples.
The application of network coding in wireless and satel-
lite communication is also discussed.

2.1 Butterfly network

We will use a finite directed graph to represent a point-
to-point communication network. A node in the network
corresponds to a vertex in the graph, while a communi-
cation channel in the network corresponds to an edge
in the graph. We will not distinguish a node from a
vertex, nor will we distinguish a channel from an edge.
In the graph, a node is represented by a circle, with
the exception that the unique source node, denoted by
s (if exists), is represented by a square. Each edge is
labeled by a positive integer called the capacity® or the

rate constraint, which gives the maximum number of in-
formation symbols taken from some finite alphabet that
can be transmitted over the channel per unit time. In
this section, we assume that the information symbol is
binary. When there is only one edge from node a to node
b, we denote the edge by (a,b).

Example 1 (Butterfly network I) Consider the
network in Fig. 1(a). In this network, two bits by and by
are generated at source node s, and they are to be mul-
ticast to two sink nodes ¢; and t2. In Fig. 1(b), we try
to devise a routing scheme for this purpose. By symme-
try, we send the two bits on different output channels at
node s. Without loss of generality, b; is sent on channel
(s,1) and bs is sent on channel (s,2). At nodes 1 and
2, the received bit is replicated and the copies are sent
on the two output channels. At node 3, since both by
and by are received but there is only one output chan-
nel, we have to choose one of the two bits to be sent on
the output channel (3,4). Suppose we send b; as in Fig.
1(b). Then the bit is replicated at node 4 and the two
copies are sent to nodes t; and ts, respectively. At node
to, both by and by are received. However, at node tq,
two copies of by are received and bs cannot be recovered.
Thus this routing scheme does not work. Similarly, if by
instead of b; is sent on channel (3,4), then b; cannot be
recovered at node ts.

Fig. 1 Butterfly network I

However, if network coding is allowed, it is actually
possible to achieve our goal. Figure 1(c) shows a scheme
which multicasts both by and by to nodes t; and o, where
‘4’ denotes modulo 2 addition. At node ¢, by is received,

4) Here the term “capacity” is used in the sense of graph theory.
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and by can be recovered by adding by and by + b2, because

(1)

Similarly, bs is received at node to, and b; can be recov-
ered by adding by and by + bs.

In this scheme, b; and by are encoded into the bit
b1 + be which is then sent on channel (3,4). If network
coding is not allowed, in order to multicast both b; and
by to nodes t; and t3, at least one more bit has to be
sent. Figure 1(d) shows such a scheme. In this scheme,
however, the capacity of channel (3,4) is exceeded by 1
bit. If the capacity of channel (3,4) cannot be exceeded
and network coding is not allowed, it is not difficult to
show that at most 1.5 bits can be multicast per unit time
on the average.

by + (b1 +b2) = (b1 +b1) + b =0+ by = bs.

The above example shows the advantage of network
coding over routing for a single multicast in a net-
work. The next example shows the advantage of net-
work coding over routing for multiple unicasts® in a
network. These examples refute the folklore that in-
formation transmission in a point-to-point network is
equivalent to a commodity flow.

Example 2 (Butterfly network II) In Fig. 1, in-
stead of both being generated at node s, suppose bit by
is generated at node 1 and bit by is generated at node 2.
Then we can remove node s and obtain the network in
Fig. 2(a). We again want to multicast b; and by to both
nodes t; and t3. Since this network is essentially the
same as the previous one, Fig. 2(b) shows the obvious
network coding solution.

(a) (b)

1

by+bsy

(c)

Fig. 2 Butterfly network II

There are two multicasts in this network. However, if
we merge node 1 and node ¢; into a new node t} and
merge node 2 and node t2 into a new node t}, then we

5) Unicast is the special case of multicast with one sink node.
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obtain the network and the corresponding network cod-
ing solution in Fig. 2(c). In this new network, bits b;
and by are generated at nodes t] and t}, respectively,
and the communication goal is to exchange the two bits
through the network. In other words, the two multicasts
in Fig. 2(a) become two unicasts in Fig. 2(c).

If network coding is not allowed, we need to route b;
from node t} to node t} and to route by from node t}
to node t}. Since each of these routes has to go through
node 3 and node 4, if b; and by are routed simultaneously,
the capacity of channel (3,4) is exceeded. Therefore, we
see the advantage of network coding over routing when
there are multiple unicasts in the network.

2.2  Wireless and satellite communications

In wireless communication, when a node broadcasts, dif-
ferent noisy versions of the signal is received by the
neighboring nodes. Under certain conditions, with suit-
able channel coding, we can assume the existence of
an error-free channel between the broadcast node and
the neighboring nodes such that each of the latter re-
ceives exactly the same information. Such an abstrac-
tion, though generally suboptimal, provides very useful
tools for communication systems design.

Our model for network communication can be used
for modeling the above broadcast scenario by imposing
the following constraints on the broadcast node:

1) all the output channels have the same capacity;

2) the same symbol is sent on each of the output chan-

nels.
We will refer to these constraints as the broadcast con-
straint. Figure 3(a) is an illustration of a broadcast node
b with two neighboring nodes n; and ne, where the two
output channels of node b have the same capacity.

(a) (b)

Fig. 3 A broadcast node b with two neighboring nodes n; and
n2

In order to express the broadcast constraint in the
usual graph-theoretic terminology, we need to establish
the following simple fact about network coding.

Proposition 1  Network coding is not necessary at a
node if the node has only one input channel and the ca-
pacity of each output channel is the same as that of the
input channel.

Proof Consider a node in the network as prescribed
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and denote the symbol(s) received on the input channel
by . (There is more than one symbol in z if the input
channel has capacity larger than 1.) Let a coding scheme
be given, and denote the symbol sent on the ith output
channel by g;(x).

We now show that one may assume without loss of
generality that x is sent on all the output channels. If
instead of g;(x) is sent on the ith output channel, then
the receiving node can mimic the effect of receiving g;(x)
by applying the function g; on x upon receiving it. In
other words, any coding scheme that does not send =z
on all the output channels can readily be converted into
one which does. This proves the proposition.

We now show that the broadcast constraint depicted
in Fig. 3(a) is logically equivalent to the usual graph
representation in Fig. 3(b). In this figure, the unlabeled
node is a dummy node associated with the broadcast
node which is inserted for the purpose of modeling the
broadcast constraint, where the input channel and all
the output channels of the dummy node have the same
capacity as an output channel of the broadcast node b
in Fig. 3(a). Although no broadcast constraint is im-
posed on the dummy node in Fig. 3(b), by Proposition
1, we may assume without loss of generality that the
dummy node simply sends the symbol received on the
input channel on each of the output channels. Then
Figs. 3(a) and 3(b) are logically equivalent to each other
because a coding scheme for the former corresponds to
a coding scheme for the latter, and vice versa.

Example 3 (A wireless/satellite system) Con-
sider a communication system with two wireless nodes t}
and t, that generate two bits by and bs, respectively, and
the two bits are to be exchanged through a relay node.
Such a system can also be the model of a satellite com-
munication system, where the relay node corresponds
to a satellite, and the two nodes t| and ¢, correspond
to ground stations that communicate with each other
through the satellite.

We make the usual assumption that a wireless node
cannot simultaneously

1) transmit and receive;

2) receive the transmission from more than one neigh-

boring node.
A straightforward routing scheme which takes a total of
4 time units to complete is shown in Fig. 4(a), with k
being the discrete time index.

By taking into account the broadcast nature of the
relay node, the system can be modeled by the network
in Fig. 2(c), where node 3 corresponds to the relay node
and node 4 corresponds to the associated dummy node.
Then the network coding solution is shown in Fig. 4(b),
which takes a total of 3 time units to complete. In other

® O ® @ O ®

k=1 L _hl_.
b, b,
k=2 === -
by bi+b,  bith,
k=3 T
by
k=4  ~—3—

(a) (b)

Fig. 4 A network coding application in wireless communication

words, a very simple coding scheme at the relay node
can save 50% of the downlink bandwidth. This appli-
cation of network coding has recently been proposed for
space communications [34].

Recently, Zhang et al. [35] proposed physical-layer net-
work coding (PNC) that exploits the multiple access
nature in wireless communication. With PNC, nodes
t} and t}, can transmit simultaneously, and therefore it
takes only 2 time units to complete the communication
process.

2.3 Source separation

In an error-free point-to-point communication system,
suppose we want to transmit two information sources X
and Y. If we compress the two sources separately, we
need to transmit approximately H(X) + H(Y) bits. If
we compress the two sources jointly, we need to trans-
mit approximately H(X,Y) bits, where H(-) denotes the
entropy function of a random variable. If X and Y are
independent, we have

H(X,Y) = H(X)+ H(Y). 2)

In other words, if the information sources are indepen-
dent, asymptotically there is no difference between cod-
ing them separately or jointly.

We will refer to coding independent information
sources separately as source separation. Example 2 re-
veals the important fact that source separation is not
necessarily optimal in network communication® , which
is explained as follows. Let By and Bs be random bits
generated at nodes ¢} and t}, respectively, where By and
By are independent and each of them are distributed
uniformly on {0,1}. With Bj as side-information which
is independent of Bj, node t, has to receive at least 1
bit in order to decode Bp. Since node t5 can receive
information only from node 4 which in turn can receive
information only from node 3, any coding scheme that
transmits By from node t] to node t5 must send at least
1 bit on channel (3,4). Similarly, any coding scheme
that transmits By from node t} to node ¢} must send

6) The suboptimality of source separation was first demonstrated by Yeung [36].
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at least 1 bit on channel (3,4). Therefore, any source
separation solution must send at least 2 bits on chan-
nel (3,4). Since the network coding solution in Fig. 2(c)
sends only 1 bit on channel (3,4), we see that source
separation is not optimal.

For a network coding problem with multiple informa-
tion sources, since source separation does not guarantee
optimality, the problem cannot always be decomposed
into a number single-source problems. We will see in
the next section that single-source network coding has a
relatively simple characterization. However, the charac-
terization of multi-source network coding is much more
involved [29].

3 Linear network coding for acyclic networks

In this section, we will establish the max-flow bound as
the fundamental bound for multicasting a single infor-
mation source in a point-to-point communication net-
work. In particular, we will construct linear network
codes that achieve the max-flow bound at various levels
of generality for acyclic networks.

A finite field is a system of symbols on which one can
perform operations corresponding to the four operations
in arithmetic for real numbers, namely addition, sub-
traction, multiplication, and division. The set of real
numbers together with the associated operations are re-
ferred to as the field of real numbers, or simply the real
field. Unlike the real field that has an infinite number
of elements, a finite field has only a finite number of ele-
ments. For finite field theory, we refer the reader to Ref.
[37]. For our discussions here, since we will not make use
of the detailed structural properties of a finite field, the
reader may by and large regard the algebra on a finite
field and the algebra on the real field as the same.

In a linear network code, all the information symbols
are regarded as elements of a finite field F' called the
base field. These include the symbols that comprise the
information source as well as the symbols transmitted
on the channels. For example, F' is taken to be the bi-
nary field GF(2) when the information unit is the bit.
Furthermore, encoding and decoding are based on lin-
ear algebra defined on the based field, so that efficient
algorithms for encoding and decoding as well as for code
construction can be obtained.

In this section, we consider acyclic networks, i.e., net-
works with no directed cycle. We study the network
coding problem in which a message consisting of a fi-
nite block of symbols is multicast. We make the ideal
assumption that the propagation delay in the network,
which includes the processing delay at the nodes and
the transmission delay over the channels, is zero. In a

7) Also called an ancestral order in graph theory.

general setting, a pipeline of messages may be multi-
cast, and the propagation delay may be non-negligible.
If the network is acyclic, then the operations in the net-
work can be so synchronized that sequential messages
are processed independent of each other. In this way,
the network coding problem is independent of the prop-
agation delay. Therefore, it suffices to study the network
coding problem as described.

On the other hand, when a network contains directed
cycles, the processing and transmission of sequential
messages can convolve with together. Then the amount
of delay incurred becomes part of the consideration in
network coding. This will be discussed in the next sec-
tion.

3.1 Acyclic networks

Denote a directed network by G = (V, E), where V and
E are the sets of nodes and channels, respectively. A
pair of channels (d,e) € E x E is called an adjacent
pair if there exists a node t € V such that d € In(¢)
and e € Out(t). A directed path in G is a sequence of
channels

S em (3)

such that (e;, e;41) is an adjacent pair for all 1 < i < m.
Let e; € Out(t) and e, € In(t'). The sequence in (3) is
called a directed path from e; to e,,, or equivalently, a
directed path from node ¢ to node t’. If ¢t = t/, then the
directed path is called a directed cycle. A directed net-
work G is cyclic if it contains a directed cycle, otherwise
G is acyclic.

Acyclic networks are easier to handle because the

€1,€2,..

nodes in the network can be ordered in a way which
allows encoding at the nodes to be carried out in a se-
quential and consistent manner. The following proposi-
tion describes such an order.

Proposition 2  If G is a finite directed acyclic graph,
then it is possible to order the nodes of GG in a sequence
such that if there is an edge from node ¢ to node 7, then
node 7 appears before node j in the sequence.

Following the direction of the edges, we will refer to
an order prescribed by Proposition 2 as an upstream-to-
downstream order” . For a given acyclic network, such
an order (not unique) is implicitly assumed. The nodes
in the network encodes according to this order, referred
to as the encoding order. Then whenever a node en-
codes, all the information needed would have already
been received on the input channels of that node.

3.2 Linear network codes

In this section, we formulate a linear network code on
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an acyclic network G. By allowing parallel channels be-
tween a pair of nodes, we assume without loss of gen-
erality that all the channels in the network have unit
capacity, i.e., one symbol in the base field F' can be trans-
mitted on each channel. There exists a unique node s
in G, called the source node, where a message consisting
of w symbols taken from the base field F' is generated.
To avoid trivially, we assume that every non-source node
has at least one input channel.

We assume that there is no loop in G, and there is no
input channel at node s. To facilitate our discussion,
however, we let In(s) be a set of w imaginary chan-
nels that terminate at node s but have no originating
nodes. The reader may think of the w symbols form-
ing the message as being received by source node s on
these w imaginary channels. We emphasize that these
imaginary channels are not part of the network, and the
number of these channels is context dependent. Figure
5(a) illustrates the butterfly network with w = 2 imagi-
nary channels appended at source node s.

by

(a) (b)

Fig. 5 (a) Two imaginary channels are appended to the source
node of butterfly network; (b) a 2-dimensional network code for
butterfly network

Two directed paths P; and P in G are edge-disjoint if
the two paths do not share a common channel. It is not
difficult to see that for a non-source node ¢, the maxi-
mum number of edge-disjoint paths from node s to node
t is equal to maxflow(t).

The message generated at source node s, consisting of
w symbols in the base field F', is represented by a row
w-vector x € F“. Based on the value of x, source node s
transmits a symbol over each output channel. Encoding
at the nodes in the network is carried out according to a
certain upstream-to-downstream order. At a node in the
network, the ensemble of received symbols is mapped to
a symbol in F specific to each output channel, and the
symbol is sent on that channel. The following definition
of a network code formally describes this mechanism.
Since the code so defined is not necessarily linear, the
base field F' can be regarded in this context as any finite
alphabet.

Definition 1 (Local description of a network

code) An w-dimensional network code on an acyclic
network over a base field F' consists of a local encoding
mapping

ke : FIOI  p (4)

for every channel e in the network, where e € Out(t).

With the encoding mechanism as described, the local
encoding mappings derive recursively the symbols trans-
mitted over all channels e, denoted by f.(x). The above
definition of a network code does not explicitly give the
values of fe(x), whose mathematical properties are at
the focus of the present discussion. Therefore, we also
present an equivalent definition below, which describes a
network code in terms of both the local encoding mech-
anisms as well as the recursively derived values f(x).

Definition 2 (Global description of a network
code) An w-dimensional network code on an acyclic
network over a base field F' consists of a local encoding

mapping

ke : FIn®I L p (5)
and a global encoding mapping
fo:FY = F (6)

for each channel e in the network, where e € Out(?),
such that:

For every node ¢ and every channel e € Out(t), fe(x)
is uniquely determined by (f4(x) : d € In(t)) via the
local encoding mapping k. (7)

The mappings fe for the w imaginary channels e €
In(s) project I onto the distinct dimensions of F'“.(8)

Example 4 Let x = [b; b2] denote a generic row
vector in GF(2)2. Figure 5(b) shows a 2-dimensional
binary network code for the butterfly network with the
following global encoding mappings:

fe(x) = by for e = (0,9), (5,1), (t, ), (£, ), (9)
fe(x) = by fore = (o,s)’,(s,u),(u,w),(u,z), (10)
fe(x) =0b1+byfore= (w,x),(x,y),(ﬂc,z), (11)
where (o, s) and (o, s)’ denote the two imaginary chan-
nels at node s. The corresponding local encoding map-

pings are
];(s,t) (b1, b2) = b1, iﬁ(s,u)(bhl&) = by, (12)
];'(t,w)(bl) = ];(t,y)(bl) = by, (13)

Euw)(02) = K(u,z)(b2) = b2, K(w,z)(b1,b2) = b1 + b2,
(14)
ete.

When a global encoding mapping fe is linear, it cor-
responds to a column w-vector f. such that f.(z) is the
product x - f., where the row w-vector x is the message
generated at node s. Similarly, when a local encoding

mapping k., where e € Out(t), is linear, it corresponds
to a column |In(t)|-vector k. such that k.(y) =y - ke,
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where y € FI®! is the row vector representing the
symbols received at node ¢. In an w-dimensional net-
work code on an acyclic network, if all the local encod-
ing mappings are linear, then so are the global encoding
mappings since they are functional compositions of the
local encoding mappings. The converse is also true: If
the global encoding mappings are all linear, then so are
the local encoding mappings. We leave the proof as an
exercise.

In the following, we formulate a linear network code
as a network code whose local and global encoding map-
pings are all linear. Again, both the local and global
descriptions are presented even though they are equiva-
lent. The global description of a linear network code will
be very useful when we construct such codes in Section
3.4.

Definition 3 (Local description of a linear net-
work code) An w-dimensional linear network code
on an acyclic network over a base field F' consists of
a scalar kg4, called the local encoding kernel, for ev-
ery adjacent pair of channels (d, e) in the network. The
[In(¢)| x |Out(t)| matrix

Ki = [kd,elaem(t),ecout(t) (15)

is called the local encoding kernel at node t.

Note that the matrix structure of K; implicitly as-
sumes an ordering among the channels.

Definition 4 (Global description of a linear net-
work code) An w-dimensional linear network code on
an acyclic network over a base field F' consists of a scalar
kq e for every adjacent pair of channels (d, e) in the net-
work as well as a column w-vector f, for every channel e
such that:

f, = Zdeln(t) kq.c £q for e € Out(t). (16)

The vectors f. for the w imaginary channels e € In(s)
form the standard basis of the vector space F*.  (17)

The vector f. is called the global encoding kernel for
channel e.

‘We now explain how the global description above spec-
ifies the linear network code. Initially, source node s gen-
erates a message x as a row w-vector. In view of (17), the
symbols in x are regarded as being received by source
node s on the imaginary channels as x - f;,d € In(s).
Starting at source node s, any node ¢ in the network
receives the symbols x - f4, d € In(t), from which it cal-
culates the symbol x - f. for sending on each channel
e € Out(t) via the linear formula

x fo=x Y kaefi= Y kaelx fa),

deln(t) deln(t)

(18)

where the first equality follows from (16). In this way,

the symbol x - f. is transmitted on any channel e (which
may be an imaginary channel) in the network.

Given the local encoding kernels for all the channels
in an acyclic network, the global encoding kernels can be
calculated recursively in any upstream-to-downstream
order by (16), while (17) provides the boundary con-
ditions.

Remark A partial analogy can be drawn between the
global encoding kernels for the channels in a linear net-
work code and the columns of a generator matrix of a
linear block code in algebraic coding theory [38-40]. The
former are indexed by the channels in the network, while
the latter are indexed by “time”. However, the global
encoding kernels in a linear network code are constrained
by the network topology via (16), while the columns in
the generator matrix of a linear block code in general
are not subject to any such constraint.

The following two examples illustrate the relation be-
tween the local encoding kernels and the global encod-
ing kernels of a linear network code. The reader should
understand these two examples thoroughly before pro-
ceeding to the next section.

Example 5  The network code in Fig. 5(b) is in fact
linear. Assume the alphabetical order among the chan-
nels (o,s), (o,8), (s,t), ..., (x,z). Then the local en-
coding kernels at the nodes are:

1

1 )

10
K, = 7Kw:
01

Ki=K,=K,=[1 1].

(19)

The corresponding global encoding kernels are:

for e = (o, 5), (s, 1), (t,w), and (,vy),

for e = (0,5)’, (s,u), (u,w), and (u, 2),

for e = (w, x), (x,y), and (z, 2).

(20)

The local/global encoding kernels are summarized in
Fig. 6. In fact, they describe a 2-dimensional linear net-
work code regardless of the choice of the base field.

Example 6  For a general 2-dimensional linear net-
work code on the network in Fig. 6, the local encoding
kernels at the nodes can be expressed as

Ks: [b d] ) Kt: [6 fL Ku: [g hL (21)
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K=[1 1]

Fig. 6 Global and local encoding kernels for 2-dimensional linear
network code in Example 5

where a, b, c,...,l, the entries of the matrices, are inde-
terminates in the base field F'. Starting with

1 0
foo = and f, oy = )

we can obtain all the global encoding kernels below by
applying (16) recursively:

(23)

a c
£ s = ) f sau) — 5 24
(s.8) lb_ (s,u) [dl (24)
ae- af
fitw) = [be s fw) = [bf] ;
cg_ ch
f w,aw) — 5 f w,z) — y 25
(uww) ldg_ (u.2) ldh] (25)
aet + cgj
f(w,:c) = . o (26)
bei + dgj
aetk + cgjk aetl + cgjl
(z,y) = . . y Na,2) = i - (27)
beik + dgjk beil + dgjl
For example, f(,, ;) is obtained from f(, ,,) and f(, ., by
fw,2) = Kt w),(w,2) Lt w) T Kuw), (w,e) Fu,w) (28)
| ae | g
=1 + 29
[be / ldg (29)
_ ae? + ng: . (30)
bei + dgj

The local/global encoding kernels of the general linear
network code are summarized in Fig. 7.

3.3 Desirable properties of a linear network code

For a non-source node ¢, denote by maxflow(¢) the value
of a maximum flow from node s to node ¢. For a collec-
tion of non-source nodes T, denote by maxflow(T") the
value of a maximum flow from node s to T.

fo= [1'.

]
Il
=)

0l

cg
[d.i?] ch

e+ i

[ae:k +cgik ]
beik + dgjk

Ke=1k 1] 1 geit + cgj!]
Lbeil +dgjl

Fig. 7 Local/global encoding kernels of a general 2-dimensional
linear network code

In the sequel, we adopt the conventional notation ()
for the linear span of a set of vectors. For a node ¢, let

Vi=({fe:ecIn(®)}) (31)
and for a collection T' of nodes, let
Vi = (UterV4). (32)
For a collection £ of channels, let
Ve={fe:ecd}, (33)

with the convention Vz = {0}, where 0 denotes the zero
column w-vector.

In the next theorem, we establish the mazx-flow bound
for linear network coding.

Theorem 1 (Max-flow bound)
sional linear network code on an acyclic network, for
any collection T' of non-source nodes,

For an w-dimen-

dim(Vr) < min{w, maxflow(T")}. (34)

Proof Let the acyclic network be G = (V, E). Con-
sider a cut U between source node s and a collection
T of non-source nodes, and let Ey be the set of edges
across the cut U. Then Vr is a linear transformation of

Ve, , where
dim(Vy) < dim(Vg, ) < |Evl. (35)

Minimizing over all the cuts between s and T and invok-

ing the max-flow min-cut theorem, we have
dim(Vr) < maxflow (7). (36)

On the other hand, Vp is a linear transformation of

Vs = F“. Therefore,
dim(Vr) < dim(Vy) = w. (37)

Then the proof is completed by combining (36) and (37).
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For a collection of channels £ C FE (i.e., not including
the imaginary channels), we denote by maxflow(§) the
value of a max-flow from source node s to €. Theorem 1
has the following straightforward corollary.

Corollary 1  For an w-dimensional linear network

code on an acyclic network, for any collection of channels
§CE,
dim(Ve) < min{w, maxflow(§)}. (38)
Whether the max-flow bound in Theorem 1 or Corol-
lary 1 is achievable depends on the network topology,
the dimension w, and the coding scheme. Three special
classes of linear network codes are defined below by the
achievement of this bound to three different extents.

Definition 5 An w-dimensional linear network code
on an acyclic network qualifies as a linear multicast, a
linear broadcast, or a linear dispersion, respectively, if

the following hold:

dim(V;) = w for every non-source node ¢t with

maxflow(t) > w; (39)

dim(V;) = min{w, maxflow(t)} for every non-source
node t; (40)

dim (V) = min{w, maxflow(T")} for every collection
T of non-source nodes. (41)

For a set £ of channels, including possibly the imagi-
nary channels, let

Fe = [fe]eee (42)

be the w x |£| matrix obtained by putting f.,e € £ in
juxtaposition. For a node ¢, the symbols x - f., e € In(t)
are received on the input channels. Equivalently, the
row |In(t)|-vector

X+ Fia (43)

is received. Obviously, the message x, consisting of w in-
formation units, can be uniquely determined at the node
if and only if the rank of F, ) is equal to w, i.e.,

dim(V;) = w. (44)
By the max-flow bound (Theorem 1), the rate at which
information is transmitted from source node s to a non-
source node ¢ (a collection T' of non-source nodes) cannot
exceed maxflow(t) (maxflow(T")).

For a linear multicast, a node ¢t can decode the mes-
sage x if and only if maxflow(t) > w. For a node ¢ with
maxflow(t) < w, nothing is guaranteed. An application
of an w-dimensional linear multicast is for multicasting
information at rate w to all (or some of) those non-source
nodes with max-flow at least equal to w.

8) Here F'“ refers to the row vector space.

For a linear broadcast, like a linear multicast, a node ¢
can decode the message x if and only if maxflow(t) > w.
For a node ¢t with maxflow(t) < w, the set of all received
vectors, namely

{X . FIn(t) X E Fw}, (45)
form a vector subspace of F with dimension equal to
maxflow(t), but there is no guarantee on which such
subspace is actually received®. An application of lin-
ear broadcast is for multicasting information on a net-
work at a variable rate [41]. A random version of linear
broadcast is also useful for identifying the max-flow of a
non-source in an unknown network topology [42].

For a linear dispersion, a collection 7" of non-
source nodes can decode the message x if and only if
maxflow(T) > w. If maxflow(T) < w, the collection
T receives a vector subspace with dimension equal to
maxflow(T"). Again, there is no guarantee on which such
subspace is actually received. An application of linear
dispersion is in a two-tier network system consisting of
the backbone network and a number of local area net-
works (LANSs), where each LAN is connected to one or
more nodes on the backbone network. An information
source with rate w, generated at a node s in the backbone
network, is to be transmitted to every user on the LANS.
With a linear dispersion on the backbone network, ev-
ery user on a LAN can receive the information source as
long as the LAN acquires through the backbone network
an aggregated max-flow from node s at least equal to w.
Moreover, new LANs can be established under the same
criterion without modifying the linear dispersion on the
backbone network.

Note that for all the three classes of linear network
codes in Definition 5, a sink node is not explicitly iden-
tified. Also, it is immediate from the definition that
every linear dispersion is a linear broadcast, and every
linear broadcast is a linear multicast. The example be-
low shows that a linear broadcast is not necessarily a
linear dispersion, a linear multicast is not necessarily a
linear broadcast, and a linear network code is not nec-
essarily a linear multicast.

Example 7  Figure 8(a) shows a 2-dimensional lin-
ear dispersion on an acyclic network with the global en-
coding kernels as prescribed. Figure 8(b) shows a 2-
dimensional linear broadcast on the same network that
is not a linear dispersion because

maxflow({t,u}) =2 =w, (46)
while the global encoding kernels of the channels in
In(¢)UIn(u) span only a 1-dimensional subspace. Figure
8(c) shows a 2-dimensional linear multicast that is not
a linear broadcast since node u receives no information
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at all. Finally, the 2-dimensional linear network code in
Fig. 8(d) is not a linear multicast.

;'f}]

(c) (d)

Fig. 8 (a) A 2-dimensional linear dispersion over an acyclic net-
work; (b) a 2-dimensional linear broadcast that is not a linear
dispersion; (c) a 2-dimensional linear multicast that is not a linear
broadcast; (d) a 2-dimensional linear network code that is not a
linear multicast

Example 8 The linear network code in Example 5
meets all the criteria (39) through (41) in Definition 5.
Thus it is a 2-dimensional linear dispersion, and hence
also a linear broadcast and linear multicast, regardless
of the choice of the base field. The same applies to the
linear network code in Fig. 8(a).

Example 9 The general linear network code in Ex-
ample 6 meets the criterion (39) for a linear multicast
when

o f(; ) and f(, ., are linearly independent;

e f;,) and f(, ) are linearly independent;

o f(, ) and f(, .y are linearly independent.
Equivalently, the criterion says that e, f, g, h, k, [, ad—bc,
abeti+adgj—baei—begj, and daei+dcgj — cbet —cdgj are
all nonzero. Example 5 has been the special case with

and

b=c=0. (48)

3.3.1 Implementation of a linear network code

In implementation of a linear network code, be it a linear
multicast, a linear broadcast, a linear dispersion, or any
linear network code, in order that the code can be used as
intended, the global encoding kernels f., e € In(¢) must
be known by each node t if node t is to recover any use-
ful information from the symbols received on the input
channels. These global encoding kernels can be made
available ahead of time if the code is already decided.
Alternatively, they can be delivered through the input
channels if multiple usage of the network is allowed.
One possible way to deliver the global encoding ker-
nels to node ¢ in a coding session of length n, where

n > w, is as follows. At time k = 1,2,...,w, the source
node transmits the dummy message my, a row w-vector
with all the components equal to 0 except that the kth
component is equal to 1. Note that

mj

(49)

the w x w identity matrix. At time k = w + i, where

1 =1,2,...,n — w, the source node transmits the mes-
sage x;. Then throughout the coding session, node ¢
receives
Fmy
my - - _ -
I, FIn(t)
X1 X1 Fne)
m,, r
Fingy=| X2 | Fuey = | X2 L'y
X1 .
X2
| Xn—w | | Xn—w * FIn(t) i
L Xn—w |

(50)
on the input channels. In other words, the global encod-
ing kernels of the input channels at node ¢ are received
at the beginning of the coding session. This applies to
all the sink nodes in the network simultaneously because
the w dummy messages do not depend on the particular
node t. If Fy,(;) has full rank, then node ¢ can start to
decode x; upon receiving xi - Fiy(s)-

Since n — w messages are transmitted in a coding ses-
sion of length n, the utilization of the network is equal
to (n — w)/n, which tends to 1 as n — oco. That is,
the overhead for delivering the global encoding kernels
through the network is asymptotically negligible.

3.4 Existence and construction

For a given acyclic network, the following three factors
dictate the existence of an w-dimensional linear network
code with a prescribed set of desirable properties:

e the value of w,

e the network topology,

e the choice of the base field F'.
We begin with an example illustrating the third factor.

Example 10 On the network in Fig. 9, a 2-
dimensional ternary linear multicast can be constructed
by the following local encoding kernels at the nodes:

0111
Ks:l ]andKui:[l 1 1]

o1
1 01 2 (51)
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for 1 < ¢ < 4. On the other hand, we can prove the
nonexistence of a 2-dimensional binary linear multicast
on this network as follows. Assuming the contrary that
a 2-dimensional binary linear multicast exists, we will
derive a contradiction. Let the global encoding kernel
fisu) = [Yi 2T for 1 < i < 4. Since maxflow(ty) = 2
for all 1 < k£ < 6, the global encoding kernels for
the two input channels to each node t; must be lin-
early independent. Thus, if node t; is at the down-
stream of both nodes u; and uj, then the two vectors
[y; z:]" and [y; z;]7 must be linearly independent. As
each node t; is at the downstream of a different pair of
nodes among w1, ug, u3, and u4, the four vectors [y; z; ] T,
1 <7 < 4, are pairwise linearly independent, and conse-
quently, must be four distinct vectors in GF(2)2. Then
one of them must be [0 0]7 since there are only four
vectors in GF(2)2. This contradicts the pairwise linear
independence among the four vectors.

i

Fig. 9 A network with a 2-dimensional ternary linear multicast
but without a 2-dimensional binary linear multicast

In order for the linear network code to qualify as a
linear multicast, a linear broadcast, or a linear disper-
sion, it is required that certain collections of global en-
coding kernels span the maximum possible dimensions.
This is equivalent to certain polynomial functions taking
nonzero values, where the indeterminates of these poly-
nomials are the local encoding kernels. To fix ideas, take
w = 3, consider a node t with two input channels, and
put the global encoding kernels of these two channels
in juxtaposition to form a 3 x 2 matrix. Then, this ma-
trix attains the maximum possible rank of 2 if and only if
there exists a 2 X 2 submatrix with nonzero determinant.

According to the local description, a linear network
code is specified by the local encoding kernels, and the
global encoding kernels can be derived recursively in an
upstream-to-downstream order. From Example 5, it is
not hard to see that every component in a global encod-
ing kernel is a polynomial function whose indeterminates
are the local encoding kernels.

When a nonzero value of a polynomial function is re-
quired, it does not merely mean that at least one coef-
ficient in the polynomial is nonzero. Rather, it means
a way to choose scalar values for the indeterminates so
that the polynomial function is evaluated to a nonzero
scalar value.

When the base field is small, certain polynomial equa-
tions may be unavoidable. For instance, for any prime
number p, the polynomial equation zP — z = 0 is satis-
fied for any z € GF(p). The nonexistence of a binary
linear multicast in Example 10 can also trace its root
to a set of polynomial equations that cannot be avoided
simultaneously over GF(2).

However, when the base field is sufficiently large, every
nonzero polynomial function can indeed be evaluated to
a nonzero value with a proper choice of the values taken
by the set of indeterminates involved. This is formally
stated in the following elementary lemma, which will be
instrumental in the proof of Theorem 2 asserting the ex-
istence of a linear multicast on an acyclic network when
the base field is sufficiently large.

Lemma 1 Let g(z1,22,...,2,) be a nonzero polyno-
mial with coeflicients in a field F. If |F| is greater than
the degree of g in every z; for 1 < j < n, then there

.,an € F such that

Sy an) #£ 0.

Proof The lemma is proved by induction on n. For

exist ay, aq, ..

g(ai,as, .. (52)

n = 0, g is a nonzero constant in F, and the lemma
Assume that the lemma is true for
. 2Zn) as a
polynomial in z, with coefficients in the polynomial ring
F[Zl, Z2, ..

is obviously true.
n — 1 for some n > 1. Express g(z1, 22, -

i) anl]v i'e'7

g(z1,29,. .., 2n) = h(zl,ZQ,...72n,1)znk +--0, (53)

where k is the degree of ¢g in 2z, and the lead-
ing coeflicient h(z1,z29,...,2,—1) is a nonzero poly-
nomial in Flz1,29,...,2,—1]. By the induction hy-
pothesis, there exist ai,a2,...,a,—1 € F such that
h(ai,as2,...,an—1) # 0. Thus g(a1,as,...,an_1,2) is
a nonzero polynomial in z with degree k < |F|. Since
this polynomial cannot have more than k roots in F' and
|F'| > k, there exists a, € F such that

g(a17a27"’7an717an)7&0' (54)
Corollary 2 Let g(z1, 22, ..., 2n) be a nonzero poly-
nomial with coefficients in a field F' with |F'| > m, where
m is the highest degree of g in z; for 1 < j < n. Let
ai,as, ...,a, be chosen independently according to the

uniform distribution on . Then

m n
Pr{g(a1,az2,...,an) #0} > (1 - m) . (55)
In particular,

Pr{g(ai,az,...,a,) #0} — 1 (56)

as |F| — oc.

Proof The first part of the corollary is proved by
induction on n. For n = 0, g is a nonzero constant in F',
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and the proposition is obviously true. Assume that the
proposition is true for n — 1 for some n > 1. From (53)
and the induction hypothesis, we see that

Pr{g(z1,22,...,2n) # 0} (57)
= Pr{h(z1,22,...,2n-1) # 0} (58)
‘Pr{g(z1,22,...,2n) # 0lh(21, 22, ..., 2n—1) # 0} (59)

n—1
>(1—|%) Pr{g(z1, 22, 20) # 0

sz #0060
)R
= (1 - %)n (62)

This proves the first part of the corollary. As n is fixed,
the lower bound above tends to 1 as |F| — oo. This
completes the proof.

Example 11  Recall the 2-dimensional linear net-
work code in Example 6 that is expressed in the 12 in-
determinates a,b,c,...,l. Place the vectors f(; ,) and
f(u,w) in juxtaposition into the 2 X 2 matrix

I, — ae cg 7 (63)
be dg
the vectors f(; ) and f(, ,) into the 2 x 2 matrix
I af aeik + cgjk (64)
Y bf beik +dgjk |

and the vectors f, ) and f(, ) into the 2 x 2 matrix

_ ae?l + ng:l ch . (65)
beil +dgjl dh
Clearly,
det(L,,) - det(Ly) - det(L.) # 0 € Fla,b,c,...,l]. (66)

Applying Lemma 1 to the polynomial on the left-hand
side above, we can set scalar values for the 12 indeter-
minates so that it is evaluated to a nonzero value in F
when F' is sufficiently large. This implies that the de-
terminants on the left-hand side of (66) are evaluated to
nonzero values in F' simultaneously. Thus these scalar
values yield a 2-dimensional linear multicast. In fact,

det(Ly,) - det(Ly) - det(L,) =1 (67)
when
b=c=0 (68)
and
a=d=e=f=---=[l=1. (69)

Therefore, the 2-dimensional linear network code de-
picted in Fig. 6 is a linear multicast, and this fact is
regardless of the choice of the base field F'.

Theorem 2  There exists an w-dimensional linear
multicast on an acyclic network for sufficiently large base

field F.

A stronger version of this theorem was first proved by
Li et al. [3] by means of a vector space approach. The
proof given below, based on a matrix approach, is due
to Koetter and Médard [43].

Proof For adirected path P = ey, e9,..
Kp = H Kejesin-

1<j<m

., €m, define

(70)

Calculating by (16) recursively from the upstream chan-
nels to the downstream channels, it is not hard to find
that

f. = Z (EP: a path from d to e KP) fq (71)

d€ln(s)

for every channel e (see Example 12 below). Denote by
F[#] the polynomial ring over the field F with all the kg e
as indeterminates, where the total number of such inde-
terminates is equal to >, |In(t)| - |Out(t)|. Thus, every
component of every global encoding kernel belongs to
F[*]. The subsequent arguments in this proof actually
depend on this fact alone but not on the exact form of
(71).

Let ¢ be a non-source node with maxflow(t) > w. Then
there exist w edge-disjoint paths from the w imaginary
channels to w distinct channels in In(¢). Put the global
encoding kernels of these w channels in juxtaposition to
form an wxw matrix L;. We will prove that

for properly set scalar values of the indeterminates.
Toward proving this claim, we set
kige=1 (73)

for all adjacent pairs of channels (d, ¢) along any one of
the w edge-disjoint paths, and set

kige=0 (74)

otherwise. With such local encoding kernels, the sym-
bols sent on the w imaginary channels at source node s
are routed to node ¢ via the w edge-disjoint paths. Thus
the columns in L; are simply the global encoding kernels
of the imaginary channels, which form the standard ba-
sis of the space F*’. Then (72) follows, and the claim is
proved.

Consequently,
det(Ly) # 0 € F[+], (75)

i.e., det(L;) is a nonzero polynomial in the indetermi-
nates kq.. Since this conclusion applies to every non-
source node ¢ with maxflow(t) > w,

[T  det(L) #0€ F.

t:maxflow(t) >w

(76)
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Applying Lemma 1 to the above polynomial when the
field F' is sufficiently large, we can set scalar values in F'
for the indeterminates so that

Il det@)#0€F, (77)
t:maxflow(t) >w
which in turns implies that
det(L;) #0€ F (78)

for all ¢ such that maxflow(¢) > w. These scalar values
then yield a linear network code that meets the require-
ment (39) for a linear multicast.

Corollary 3  There exists an w-dimensional linear
broadcast on an acyclic network for sufficiently large
base field F.

Proof For every non-source node t in the given
acyclic network, install a new node ¢’ and w input chan-
nels to this new node, with min{w, maxflow(¢)} of them
from node ¢ and the remaining w — min{w, maxflow(¢)}
from source node s. This constructs a new acyclic net-
work. Now consider an w-dimensional linear multicast
on the new network whose existence follows from Theo-
rem 2. For every node ¢’ as described above, dim(Vy,) =
w because maxflow(t') = w. Moreover, since |[In(t')| = w,
the global encoding kernels f., e € In(¢') are linearly in-
dependent. Therefore,

dim(({f. : e € In(¢') N Out(t)}))

— |In(#') N Out(?)| (79)
— min{w, maxflow(t)}. (80)
By (16),
({f. : e € In(¥) N Out(t)}) C V.. (81)
Therefore,
dim(V;) > dim(({f, : e € In(¢') NOut(®)})) (82
— min{w, maxflow(t)}. (83)
Then by invoking Theorem 1, we conclude that
dim(V;) = min{w, maxflow(t)}. (84)

In other words, an w-dimensional linear multicast on
the new network incorporates an w-dimensional linear
broadcast on the original network.

Corollary 4  There exists an w-dimensional linear
dispersion on an acyclic network for sufficiently large

base field F'.

Proof For every nonempty collection T of non-
source nodes in the given acyclic network, install a new
node ur and maxflow(t) channels from every node t € T

to this new node. This constructs a new acyclic network
with

maxflow(ur) = maxflow(T') (85)

for every T. Now consider an w-dimensional linear
broadcast on the new network whose existence follows
from Corollary 3. By (16),

Vi C Vi (36)
Then
dim(V) > dim(V,,,.) (87)
= min{w, maxflow(ur)} (88)
= min{w, maxflow(T)}. (89)
By invoking Theorem 1, we conclude that
dim(Vr) = min{w, maxflow(T)}. (90)

In other words, an w-dimensional linear broadcast on
the new network incorporates an w-dimensional linear
dispersion on the original network.

Example 12 We now illustrate the formula (71) in
the proof of Theorem 2 with the 2-dimensional linear
network code in Example 6 which is expressed in the 12
indeterminates a, b, c,...,l. The local encoding kernels
at the nodes are

a ¢

Ks:[b d},Kt:[e fl Ku=1lg hl, (91)

szl;],mz{k z}.

Starting with £, = [1 0]" and f, 5 = [0 1]7, we
can calculate the global encoding kernels by the formula
(71). Take f(, ,) as the example. There are two paths
from (o, s) to (z,y) and two from (o,s)’ to (x,y). For
these paths,

(92)

Kp
aetk for P = (o,s),(s,t), (t,w), (w,z), (z,y),
) beik  for P = (o,s)',(s,1), (t,w), (w,z),(z,y),
) cgjk for P = (o,s), (s,u), (u,w), (w, ), (,y)
dgjk for P = (o,s)’, (s,u), (u,w), (w, ), (z,y)
(93)
Thus
f(x,y) = (aeik)f(ms) + (beik)f(o7s)/
+ (cgik)fo,5) + (dgjk)fi sy (94)
S T (95)
beik + dgjk

which is consistent with Example 6.
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The proof of Theorem 2 provides an algorithm for
constructing a linear multicast that uses Lemma 1 as a
subroutine to search for scalars ai,as,...,a, € F such
that g(a1,aq,...,a,) # 0 whenever g(z1,z29,...,2,) is a
nonzero polynomial over a sufficiently large field F'. The
straightforward implementation of this subroutine is ex-
haustive search, which is generally computationally in-
efficient. Nevertheless, the proof of Theorem 2 renders a
simple method to construct a linear multicast randomly.

Corollary 5  Consider an w-dimensional linear net-
work code on an acyclic network. By choosing the local
encoding kernels k4. for all adjacent pairs of channels
(d,e) independently according to the uniform distribu-
tion on the base field F, a linear multicast can be con-
structed with probability tends to 1 as |F| — oo.

Proof This follows directly from Corollary 2 and the
proof of Theorem 2.

The technique described in the above theorem for con-
structing a linear network code is called random network
coding. Random network coding has the advantage that
the code construction can be done independent of the
network topology, making it very useful when the net-
work topology is unknown. A case study for an appli-
cation of random network coding will be presented in
Section 3.5.

While random network coding offers a simple con-
struction and more flexibility, a much larger base field is
usually required. In some applications, it is necessary to
verify that the code randomly constructed indeed pos-
sesses the desired properties. Such a task can be com-
putationally non-trivial.

The next algorithm, due to Jaggi and Sanders et al.
[44], constructs a linear multicast deterministically in
polynomial time. Unlike the algorithm given in the proof
of Theorem 2 that assigns values to the local encoding
kernels, this algorithm assigns values to the global en-
coding kernels.

Algorithm 1 (Jaggi-Sanders algorithm) This
algorithm constructs an w-dimensional linear multicast
over a finite field ' on an acyclic network when |F| > 7,
the number of non-source nodes ¢ in the network with
maxflow(t) > w. Denote these n non-source nodes by
b1, to, ...ty

A sequence of channels eq,es,...,e; is called a path
leading to a node t, if e; € In(s), e; € In(ty), and
(ej,ej+1) is an adjacent pair for all 1 < j <! —1. For
each ¢, 1 < ¢ < 7, there exist w edge-disjoint paths
Py1,P,0,..., P, leading to t,. All together there are
nw such paths. The following procedure assigns a global
encoding kernel f, for every channel e in the network in
an upstream-to-downstream order so that dim(V;,) = w
for1<qg<n.

// By definition, the global encoding kernels of
// the w imaginary channels form the standard
// basis of F“.
for (¢ =1;g <mq++)
for (=11 <w;i++)
eq,s = the imaginary channel initiating path P, ;;
// This initializes e, ;. Subsequently, e, ,; will
// be dynamically updated by moving down
// path P, ; until it finally becomes a channel
// in In(t,).
for (every node ¢, in any upstream-to-downstream
order)
{

for (every channel e € Out(t))
{
// With respect to this channel e, define a
// “pair” as a pair (g,4) of indices such that
// channel e is on the path P, ;. Note that for
// each g, there exists at most one pair (g,1).
// Thus the number of pairs is at least 0 and
// at most 7. Since the nodes ¢ are chosen in
// an upstream-to-downstream order, if (g, %)
// is a pair, then e, ; € In(¢) by induction, so
// that f._, € V;. For reasons to be explained
// in  the algorithm verification below,
/] fe,. & ({fe,, :J #i}), and therefore
[ R € VAL, G £},
Choose a vector w in V; such that w ¢ ({f,, :
J#i})
for every pair (gq,1);
// To see the existence of such a vector w, let
// dim(V;) = v. Then, dim(V; N ({fe,, : j #
// i})) < v — 1 for every pair (q,i) since
/] fur € VA fen, + # 1) Thus
17 Vi 0 Uiy o meir (L fens 23 7 1)
/) < lFPL < |F = |V,
f. = w;
// This is equivalent to choosing scalar values
// for local encoding kernels k4. for all d €
// In(t) such that 3 yery kacts & ({Fey,
/] j #i}) for every pair (q,1).
for (every pair (g,1))
€q,i = €5
}
}

}

Algorithm verification For 1 < g<nand 1< i<
w, the channel ¢, ; is on the path P, ;. Initially e, ; is
an imaginary channel at source node s. Through dy-
namic updating, it moves downstream along the path
until finally reaching a channel in In(%,).

Fix an index ¢, where 1 < ¢ < 5. Initially, the vec-

torsfe, |, fe, 5, ., e, arelinearly independent because
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they form the standard basis of F“. At the end, they
need to span the vector space F. Therefore, in order for
the eventually constructed linear network code to qualify
as a linear multicast, it suffices to show the preservation
of the linear independence among f. ,,fe ,,...,fe,
throughout the algorithm.

We need to show the preservation in the generic step
inside the “for loop” for each channel e in the algorithm.
The algorithm defines a “pair” as a pair (g, ) of indices
such that channel e is on path P,;. When no (g¢,1) is
a pair for 1 < ¢ < w, the channels e;1,€e42,...,€qw
are not changed in the generic step; neither are the vec-
tors fe, |, fe, ., -, fe, .. So we only need to consider the
scenario that a pair (g,¢) exists for some 7. The only
change among the channels €41, €42, ..., €4, is that eq;
becomes e. Meanwhile, the only change among the vec-
tors fe, ., f, fe,. is that f. , becomes a vector

q,17

€q,191€q, 29 * ) teq w
w ¢ ({fe,, 1 #1i}). (96)
This preserves the linear independence among
fe,1ofe,ns o fe, . as desired.

Complexity analysis There are a total of |E| chan-
nels in the network. In the algorithm, the generic step
in the “for loop” for each channel e processes at most n
pairs. Throughout the algorithm, at most | E|n such col-
lections of channels are processed. From this, it is not
hard to implement the algorithm within a polynomial
time in |E| for a fixed w. The computational details can
be found in Ref. [44].

Remark 1 In the Jaggi-Sanders algorithm, all nodes
t in the network with maxflow(t) > w serve as a sink
node that receives the message x. The algorithm can
easily be modified accordingly if only a subset of such
nodes need to serve as a sink node. In that case, the
field size requirement is |F'| > 7', where 7’ is the total
number of sink nodes.

Remark 2 It is not difficult to see from the lower
bound on the required field size in the Jaggi-Sanders
algorithm that if a field much larger than sufficient is
used, then a linear multicast can be constructed with
high probability by randomly choosing the global en-
coding kernels.

3.5 Random network coding: A case study

We have seen in Corollary 5 that if the local encoding
kernels of a linear network code are randomly chosen,
a linear multicast can be obtained with high probability
provided that the base field is sufficiently large. Since the
code construction is independent of the network topol-

9) http://en.wikipedia.org/wiki/Avalanche_(P2P)

ogy, the network code so constructed can be used when
the network topology is unknown. This technique, called
random network coding, was proposed by Ho et al. [45].

In this section, we study an application of random net-
work coding in peer-to-peer (P2P) networks. The model
to be presented is based on a system called Avalanche
for file distribution proposed by Gkantsidis and
Rodriguez [9]. Avalanche can be regarded as a network-
coded version of BitTorrent [46], and it has been further
developed into Microsoft Secure Content Distribution
(MSCD) that has been trialed on the Internet for soft-
ware distribution?). A similar system for video stream-
ing has been deployed by UUSee.com [47]. The analysis
of such systems presented here is due to Yeung [48].

3.5.1 How the system works

A file originally residing on a single server is to be
distributed to a large number of users through a net-
work. The server divides the file into k£ data blocks,
B1,Bs, ..., By, and uploads coded versions of these
blocks to different users according to some protocol.
These users again help distributing the file by upload-
ing blocks to other users in the network. By means of
such repeated operations, a logical network called an
overlay network is formed by the users as the process
On this logical network, henceforth referred
to as the network, information can be dispersed very
rapidly, and the file is eventually delivered to every user
in the network. Note that the topology of the network
is not known ahead of time.

In the system, new users can join the network as a
node at any time as long as the distribution process is
active. Upon arrival, a new user will contact a desig-
nated node called the tracker that provides a subset of
the other users already in the system forming the set
of neighboring nodes of the new user. Subsequent in-
formation flow in the network is possible only between
neighboring nodes.

For the purpose of coding, the data blocks
By, Bs, ..., By are represented as symbols in a large fi-
nite field F referred to as the base field'?). At the be-
ginning of the distribution process, a client A contacts
the server and receives a number of encoded blocks. For
example, the server uploads two encoded blocks E; and
E5 to client A, where for i = 1,2,

evolves.

Ei=c¢ By 4+ By + - + i By, (97)

with cé, 1 < j < k, being chosen randomly from the
base field F'. Note that each E; and E5 is some random
linear combination of By, Bs, ..., B.

In general, whenever a node needs to upload an en-
coded block to a neighboring node, the block is formed

10) In the system proposed in Ref. [9], the size of the base field is of the order 216.



378 Front. Electr. Electron. Eng. China 2010, 5(3): 363-390

by taking a random linear combination of all the blocks
possessed by that node. Continuing with the above ex-
ample, when client A needs to upload an encoded block
FE5 to a neighboring client B, we have

E3 =By + 3B, (98)

where ¢} and ¢§ are randomly chosen from F. Substi-
tuting (97) into (98), we obtain

k
Z clc + c2c ) B;. (99)
Thus F3 and in general every encoded block sub-
sequently uploaded by a node in the network is
some random linear combination of the data blocks
By, Bo,...,DBy.

The exact strategy for downloading encoded blocks
from the neighboring nodes so as to avoid receiving re-
dundant information depends on the implementation.
The main idea is that downloading from a neighbor-
ing node is necessary only if the neighboring node has
at least one block not in the linear span of all the
blocks possessed by that particular node. Upon receiv-
ing enough linearly independent encoded blocks, a node
is able to decode the whole file.

Compared with store-and-forward, the application of
network coding as described in the above system can re-
duce the file download time because an encoded block
uploaded by a node contains information about every
block possessed by that node. Moreover, in case some
nodes leave the system before the end of the distribu-
tion process, it is more likely that the remaining nodes
have the necessary information to recover the whole file
if network coding is used. In the following, we will give
a quantitative analysis to substantiate these claimed ad-
vantages of network coding.

3.5.2 Model and analysis

Let V be the set of all the nodes in the system. In
implementation, blocks of data are transmitted between
neighboring nodes in an asynchronous manner, and pos-
sibly at different speeds. To simplify the analysis, we as-
sume that every transmission from one node to a neigh-
boring node is completed in an integral number of time
units. Then we can unfold the network of nodes in dis-
crete time into a graph G* = (V*, E*) with the node
set

*={iy:ieVandt >0}, (100)
where node i; € V* corresponds to node ¢ € V' at time
t. The edge set E* specified below is determined by the
strategy adopted for the server as well as for all the other
nodes in V to request uploading of data blocks from the
neighboring nodes. Specifically, there are two types of
edges in E*:

1) There is an edge with capacity m from node i to
node j-, where t < ¢/, if m blocks are transmitted
from node i to node j, starting at time ¢ and ending
at time ¢'.

2) For each i € V and ¢t > 0, there is an edge with

infinite capacity from node i; to node 4;41.
An edge of the second type models the assumption that
the blocks, once possessed by a node, are retained in that
node indefinitely over time. Without loss of generality,
we may assume that all the blocks possessed by nodes
11,1 < t are transmitted uncoded on the edge from node
it to node 4yy1.

An illustration of the graph G* up to t = 3 with V'
consisting of the server S and three clients A, B, and C
is given in Fig. 10, where the edges with infinite capaci-
ties are lightened for clarity. Note that the graph G* is
acyclic because each edge is pointed in the positive time
direction and hence a cycle cannot be formed.

=0 t=1

t=2 1

server S

client A

client B

client C
Fig. 10 An illustration of graph G*

Denote the server S by node s € V' and regard node
sp in G* as the source node generating the whole file
consisting of k£ data blocks and multicasting it to all the
other nodes in G* via random linear network coding,
with the coefficients in the random linear combinations
forming the encoded blocks being the local encoding ker-
nels of the network code. Note that random network
coding is applied on G*, not the logical network formed
by the user nodes.

Also note that in order to simplify our description of
the system, we have omitted the necessity of delivering
the global encoding kernels to the nodes for the purpose
of decoding. We refer the reader to the discussion toward
the end of Section 3.3 for this implementation detail.

We are now ready to determine the time it takes for a
particular node i € V to receive the whole file. Denote
the value of a max-flow from node sy to a node v € G*
other than sg by maxflow(v). When the base field is
sufficiently large, by Corollary 5, with probability close
to 1, the network code generated randomly during the
process is a linear multicast, so that those nodes #; with

maxflow(iy) > k (101)

can receive the whole file. In other words, with high
probability, the time it takes a node ¢ € V to receive
the whole file is equal to t*, the minimum ¢ that sat-
isfies (101). Obviously, this is a lower bound on the
time it takes a node i € V to receive the whole file,
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and it is achievable with high probability by the system
under investigation. In the rare event that node ¢ can-
not decode at time t*, it can eventually decode upon
downloading some additional encoded blocks from the
neighboring nodes.

When some nodes leave the system before the end
of the distribution process, an important question is
whether the remaining nodes have the necessary infor-
mation to recover the whole file. To be specific, assume
that a subset of users U¢ C V leave the system after time
t, and we want to know whether the users in U = V\U*
have sufficient information to recover the whole file. If
they do, by further exchanging information among them-
selves, every user in U can eventually receive the whole
file (provided that no more nodes leave the system). To-
ward this end, again consider the graph G*. Let

Uy ={ut:ueU} (102)

and denote the value of a max-flow from node sg to the
set of nodes U; by maxflow(U;). If

maxflow(U;) > k, (103)

then the users in U with high probability would have
the necessary information to recover the whole file. This
is almost the best possible performance one can expect
from such a system, because if

maxflow(Uz) < k, (104)

it is simply impossible for the users in U to recover the
whole file even if they are allowed to exchange informa-
tion among themselves.

Thus we see that random network coding provides
the system with both maximum bandwidth efficiency
and maximum robustness. However, additional compu-
tational resource is required compared with store-and-
forward. These are engineering tradeoffs in the design
of such systems.

We conclude this section by an example further
demonstrating the advantage of random network cod-
ing when it is applied to packet networks with packet
loss.

Example 13 The random network coding scheme
discussed in this section can be applied to packet net-
works with packet loss. Consider the network depicted in
Fig. 11 consisting of three nodes, s, t, and u. Data pack-
ets are sent from node s to node u via node t. Let the
packet loss rates of channels (s,t¢) and (¢,u) be 7, i.e.,
a fraction v of packets are lost during their transmis-
sion through the channel. Then the fraction of packets
sent by node s that are eventually received at node u is

(1 =)
@

Fig. 11 A simple packet network

To fix idea, assume the packet size is sufficiently large
and one packet is sent on each channel per unit time.
To remedy the problem of packet loss, a fountain code
[49] can be employed at node s. This would allow data
packets to be sent from node s to node u reliably at
an effective rate equal to (1 — 7)2. In such a scheme,
node t simply forwards to node u the packets it receives
from node s. On the other hand, by using the random
network coding scheme we have discussed, data packets
can be sent from node s to node w reliably at an effective
rate equal to 1 —~y, which is strictly higher than (1 —~)?
whenever v > 0. This can be proved by means of the
analysis presented in this section. The details are left as
an exercise.

While a fountain code can remedy the problem of
packet loss between the source node and the sink node,
it cannot prevent the packet loss rate from accumulating
when packets are routed through the network. On the
other hand, the use of random network coding allows
information to be transmitted from the source node to
the sink node at the maximum possible rate, namely the
min-cut between the source node and the sink node af-
ter the packet loss in the channels has been taken into
account.

4 Linear network coding for cyclic networks

A directed network is cyclic if it contains at least one
directed cycle. In Section 3, we have discussed network
coding over an acyclic network, for which there exists an
upstream-to-downstream order on the nodes. Following
such an order, whenever a node encodes, all the infor-
mation needed would have already been received on the
input channels of that node. For a cyclic network, such
an order of the nodes does not exists. This makes net-
work coding over a cyclic network substantially different
from network coding over an acyclic network.

4.1 Delay-free cyclic networks

When we discussed network coding over an acyclic net-
work in Section 3, we assumed that there is no propaga-
tion delay in the network. Based on this assumption,
a linear network code can be specified by either the
local description in Definition 3 or the global descrip-
tion in Definition 4. The local and global descriptions
of a linear network code are equivalent over an acyclic
network because given the local encoding kernels, the
global encoding kernels can be calculated recursively in
any upstream-to-downstream order. In other words, (16)
has a unique solution for the global encoding kernels in
terms of the local encoding kernels, while (17) serves as
the boundary conditions.

If these descriptions are applied to a cyclic network,
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it is not clear whether for any given set of local encod-
ing kernels, there exists a unique solution for the global
encoding kernels. In the following, we give one example
with a unique solution, one with no solution, and one
with multiple solutions.

Example 14  Consider the cyclic network in Fig. 12.
Let (s,t) precede (v,t) in the ordering among the chan-
nels. Similarly, let (s,¢') precede (v,t'). Given the local
encoding kernels

10 1
K, = VK, =Ky = , 105
[0 1] \— K, M (105)

K, = H,mzn 1], (106)

(16) yields the following unique solution for the global
encoding kernels:

1 0
fo.) = e = [O] s fsny = frw) = L] , (107)

1
fuw) = fon) = foey = L] . (108)

These global encoding kernels are shown in Fig. 12, and
they in fact define a 2-dimensional linear broadcast re-
gardless of the choice of the base field. Since

Koty (tu) = 0 (109)

and
(110)

information looping in the directed cycles (¢, u), (u,v),
(v,t) and (¢, u), (u,v), (v,t') is prevented.

ol (i
&~[o 1]

ko), (t'u) = 0,

K.=[1 1]

Fig. 12 A 2-dimensional linear broadcast on a cyclic network

Example 15
encoding kernels on a cyclic network is unlikely to be
compatible with any global encoding kernels. In Fig.
13(a), a local encoding kernel is prescribed at each node
in a cyclic network. Had a global encoding kernel f,
existed for each channel e, the requirement (16) would

An arbitrarily prescribed set of local

imply the equations

oy = (1) + fw,2) (111)
0
(ww) = |4 + £z, (112)
fw.e) = fyw)s (113)
which sum up to
1 0
ORI

a contradiction.

The nonexistence of compatible global encoding ker-
nels can also be interpreted in terms of the message
transmission. Let the message x = [a b] be a generic
vector in F2, where F' denotes the base field. The sym-
bol transmitted on channel e, given by x - f., are shown
in Fig. 13(b). In particular, the symbols transmitted on
channels (z,y), (y,w), and (w,z), namely p,q, and r,
are related through

p=a+r, (115)

q=">b+p, (116)

r=gq. (117)
These equalities imply that

a+b=0, (118)

a contradiction to the independence between the two
components a and b of a generic message.

Example 16 Let F be an extension field of
GF(2)'V. Consider the same prescription of the local
encoding kernels at the nodes as in Example 15 except

that
11
K, = )

The following three sets of global encoding kernels meet
the requirement (16) in the definition of a linear network

code:
1 0
flo2) = f(s,) = M s Ky = M :

(119)

1
£y w) = fw,a) = M ; (120)
1 1
f(o,0) = f(s,9) = [0] s oy = [0] ;
0
£y w) = fw,a) = M ; (121)

11) In an extension field of GF(2), the arithmetic on the symbols 0 and 1 are modulo 2 arithmetic.
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r{n-_.\'] = ri_l_h ]

lI'\-II = [ I ]
(a)

kernels

i

1
f(o0) = f(s,9) = [01 s Koy =

1
£y ) = fwe) = l 1 ~ (122)

1

4.2 Convolutional network codes

In a real network, the propagation delay, which includes
the processing delay at the nodes and the transmission
delay over the channels, cannot be zero. For a cyclic
network, this renders the implementation non-physical
because the transmission on an output channel of a node
can only depend on the information received on the in-
put channels of that node. Besides, technical difficulties
as described in the last section arise even with the ideal
assumption that there is no propagation delay.

In this section, we introduce the unit-delay network
as a model for network coding on a cyclic network
G = (V,E), where V and E are the sets of nodes and
channels of the network, respectively. In this model, a
symbol is transmitted on every channel in the network
at every discrete time index, with the transmission delay
equal to exactly one time unit. Intuitively, this assump-
tion on the transmission delay over a channel ensures
no information looping in the network even in the pres-
ence of a directed cycle. The results to be developed in
this section, although discussed in the context of cyclic
networks, apply equally well to acyclic networks.

As a time-multiplexed network in the combined space-
time domain, a unit-delay network can be unfolded with
respect to the time dimension into an indefinitely long
network called a trellis network. Corresponding to a
physical node t is a sequence of nodes tg, t1,t2, ... in the
trellis network, with the subscripts being the time in-
dices. A channel e; in the trellis network represents the
transmission on the physical channel e between times j
and j+1. When the physical channel e is from node ¢ to
node u, the channel e; in the trellis network is from node

381

(b)

Fig. 13 An example of a cyclic network and local encoding kernels that do not render a solution for global encoding

t; to node u;j41. Note that the trellis network is acyclic
regardless of the topology of the physical network, be-
cause all the channels are pointing in the forward time
direction so that a directed cycle cannot be formed.

Example 17 Regard the network in Fig. 13 as a unit-
delay network. For each channel e in the network, the
scalar values in the base field F' transmitted on the chan-
nels e;, j = 0 in the corresponding trellis network are
determined by the local encoding kernels. This is il-
lustrated in Fig. 14. For instance, the channels (z,y);,
j = 0 carry the scalar values

0, 0, ag, a1, az+bg, ag+as+b1, a1 +as+bs, ..., (123)

respectively. This constitutes an example of a convolu-
tional network code to be formally defined in Definition
6.

Let c; be the scalar value in F' transmitted on a
particular channel in the network at time j. A suc-
cinct mathematical expression for the sequence of scalars
Co,C1,C2, ... is the z-transform

oo
chzj :co+clz+0222—|—-~-,
§=0

(124)

where the power j of the dummy variable z represents
discrete time. The pipelining of scalars transmitted over
a time-multiplexed channel can thus be regarded as the
transmission of a power series over the channel. For ex-
ample, the transmission of a scalar value on the channel
(z,y); for each j > 0 in the trellis network in Fig. 14
translates into the transmission of the power series

apz? + a12° + (ag + bo)z4 + (ap +as + b1)25
+ (a1 +a4+bg)26+"'

over the channel (z,y) in the network in Fig. 13.

The z-transform in (124) is a power series in the
dummy variable z, which would be regarded as either
a real number or a complex number in the context of
signal analysis. However, in the context of convolutional
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Fig. 14 Trellis network depicting a convolutional network code defined on physical network in Fig. 13

coding, such a power series should not be regarded as
anything more than a representation of the sequence of
scalars cg, c1, o, . ... Specifically, the dummy variable z
is not associated with any value, and there is no notion of
convergence. Such power series are called formal power
series.

Given a field F', consider rational functions of a
dummy variable z of the form

p(2)
1+ 2q(z)’
where p(z) and ¢(z) are polynomials. The following
properties of such a function are relevant to our sub-
sequent discussion:

1) The denominator has a constant term, so the func-
tion can be expanded into a power series by long
division (see Example 18).

2) If p(z) is not the zero polynomial, the inverse func-
tion, namely,

(125)

1+ 2q(2)

o02) (126)

exists.
Note that the rational function in (126) does not rep-
resent a power series if p(z) contains the factor z, or
equivalently, does not contain a constant term.

The ring of power series over F' is conventionally de-
noted by F[[z]]. Rational functions of the form (125)
will be called rational power series which constitute a
ring denoted by F(z) [50]. It follows directly from the
definitions that F(z) is a subring of F[[z]]. We refer
the reader to Ref. [51] for a comprehensive treatment of
abstract algebra.

In the following, we illustrate the concepts of rational
power series through a few simple examples.

Example 18
write

If z is a complex number, then we can

1
=142+
1—-=2

provided that |z| < 1, where we have interpreted the

(127)

coefficients in the power series on the right-hand side as

real (or complex) numbers. If |z| > 1, the above expres-
sion is not meaningful because the power series diverges.

However, if we do not associate z with a value but
regard the coefficients in the power series as elements in
a commutative ring, we can always write

(1-2)1+2+22+22+-)
A4+z+22 4224+ )= (+22+224+--1) (128)
1. (129)

In this sense, we say that 1 — z is the reciprocal of the
power series 1 + z + 22 4+ 2% + .- - and write

1
=142+ 2243+

— (130)

We also say that 1+ z + 22 4 23+ - - - is the power series
expansion of 1/(1 — z). In fact, the power series on the
right-hand side can be readily obtained by dividing 1 by
1 — z using long division.

Alternatively, we can seek the inverse of 1 — z by con-

sidering the identity
(1 —2)(ap+ a1z +azz*+---) = 1. (131)

By equating the powers of z on both sides, we have

a =1, (132)

—ap + a1 =0, (133)
—ai +as =0, (134)
(135)

Then by forward substitution, we immediately obtain

1=a0=a1=a2=---, (136)

which gives exactly the power series obtained by long
division. The reader can easily verify that long division
indeed mimics the process of forward substitution.

For polynomials p(z) and ¢(z) where ¢(z) is not the
zero polynomial, we can always expand the rational func-
tion p(z)/q(z) into a series. However, such a series is not
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always a power series. For example,

1 1/ 1
== 137
z— 22 z(l—z) (137)
1
:;(1—1—24—224—---) (138)
=z 4142422+, (139)

The above is not a power series because of the term in-
volving a negative power of z. In fact, the identity

(z—2H(ag + a1z +agz® +--) =1 (140)

has no solution for ag, ai,as,... since there is no con-
stant term on the left-hand side. Therefore, 1/(z — 2?)
indeed does not have a power series expansion.

From the above example, we see that p(z)/q(z) rep-
resents a rational power series if and only if g(z) has a
nonzero constant term, or equivalently, does not contain
the factor z.

Definition 6 (Convolutional network code) An
w-dimensional convolutional network code on a unit-
delay network over a base field F' consists of an element
kqe(z) € F(z) for every adjacent pair of channels (d, e)
in the network as well as a column w-vector f.(z) over
F(z) for every channel e such that:

fe(2) = 22 getn(e) Fa.e(2)fa(z) for e € Out(t).  (141)

The vectors f.(z) for the imaginary channels e € In(s)
consist of scalar components that form the standard ba-
sis of the vector space F*. (142)

The vector f.(z) is called the global encoding kernel
for channel e, and kq.(z) is called the local encoding

kernel for the adjacent pair of channels (d,e). The
[In(¢)| x |Out(t)| matrix
Kt(Z) = [kd,e(Z)]deln(t),eEOut(t) (143)

is called the local encoding kernel at node t.

The constraint (141) is the time-multiplexed version
of (16), with the factor z in the equation indicating a
unit-time delay that represents the transmission delay
over a channel. In the language of electronic circuit the-
ory, for an adjacent pair of channels (d,e), the “gain”
from channel d to channel e is given by zkq (z).

A convolutional network code over a unit-delay net-
work can be viewed as a discrete-time linear time-
invariant (LTT) system defined by the local encoding
kernels, where the local encoding kernel kq.(z) speci-
fies the impulse response of an LTI filter from channel
d to channel e. The requirement that kg .(2) is a power
series corresponds to the causality of the filter. The ad-
ditional requirement that kg .(2) is rational ensures that
the filter is implementable by a finite circuitry of shift
registers. Intuitively, once the local encoding kernels are

given, the global encoding kernels are uniquely deter-
mined. This is explained as follows. Write

fo(2) =) foj2! =foo+feaz+f2®+ - (144)
j=0

and

o0
kd,e(z) = Z kd,e,jzj = kd,e,O + kd,e,lz + kd,e,222 + -
§=0
(145)
where f. ; is a column w-vector in F'“ and kge; is a
scalar in F'. Then the equation in (141) can be written
in time domain as the convolutional equation

j—1
fo; = Z (Zokd,e,ufd,j1u> (146)

deln(t)
for j > 0, with the boundary conditions provided by
(142):
e The vectors f. o, e € In(¢) form the standard basis
of the vector space F'“.
e The vectors f, j, e € In(t) are the zero vector for all
j=z1
For j = 0, the summation in (146) is empty, so that
f. o vanishes. For j > 0, the right-hand side of (146)
involves the vectors f;,; only for 0 < ¢ < j — 1. Thus
the vectors f, ;, j > 1 can be calculated recursively via
(146) with the boundary condition

fg0=0 forallde E. (147)

Together with f, o = 0, the global encoding kernel f.(z)
is determined (cf. (144)). In other words, in a convolu-
tional network code over a unit-delay network, the global
encoding kernels are determined once the local encoding
kernels are given. From (144), we see that the compo-
nents of f.(z) are power series in z, so f.(z) is a column
w-vector over F[[z]]. In Theorem 3, we will further estab-
lish that the components of the global encoding kernels
are in fact rational functions in z, proving that f.(z) is
indeed a column w-vector over f(z) as required in Defi-
nition 6 for a convolutional network code.

Example 19 In Fig. 13, denote the two imaginary
channels by (o, s) and (o, s)’. A convolutional network
code is specified by the prescription of a local encoding
kernel at every node as shown in the figure:

10

Ka(z) = [0 1

] | Ku(2) = Ky(2) = H . (1)

Ky(z)=[1], (149)

and a global encoding kernel for every channel:

f(o,s)(z) = l;] ) f(o,s)/(z) = l?] ) (150)
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o
A e
flo)(2) = zz;g:zz; : (153)
fiyu)(2) = 22;8:;; (154)
a2y (2) = ;;8:22 , (155)

where the last three global encoding kernels have been
solved from the following equations:

£ (2) = 2 [ £a) () Fy(2) ] H (156)
=22 + 2 £ .2)(2), (157)
By(2) = 2 (£ (=) Fo(2) ] E] (158)
= 7° + 28,4 (2), (159)
flw.a)(2) = 2 (fy) (2)) M = 2f(y.w)(2). (160)

These local and global encoding kernels of a 2-
dimensional convolutional network code are summarized
in Fig. 15.

23(1-23)
2(1-23)

Fig. 15 Local and global encoding kernels of convolutional net-
work code in Example 19

Represent the message generated at source node s at
time j, where j > 0, by a row w-vector x; € F'“. Equiv-
alently, source node s generates the message pipeline
represented by the z-transform

x(z) = ijzj, (161)
J=0

which is a row w-vector over F[[z]], the ring of power
series over F. Here, x(z) is not necessarily rational.

Through a convolutional network code, each channel
e carries the power series x(2) f.(z). Write

x(2)f.(2) = Zmevjzj, (162)
§=0
where
J
Mej = Xufeju. (163)
u=0

For e € Out(t), from the equation in (141), we obtain

x(2)fe(2) =x(2) |2 Y kae(2)fa(z)| (164)
deln(t)
=z Z kae(z) [x(2)fa(2)], (165)
deln(t)
or equivalently in time domain,

j—1
me)j = Z (Z kd,e,u md,j]u) . (].66)

deIn(t) \u=0

The reader should compare (166) with (146). Note that
the scalar values me ;, 7 > 1 can be calculated recur-
sively via (166) with the boundary condition

mgo =0 foralldeE. (167)

Thus a node t calculates the scalar value m. ; for
transmitting on each output channel e at time j from the
cumulative information it has received on all the input
channels up to time 5 — 1. The convolutional equation
(166) can be implemented by a finite circuit of shift-
registers in a causal manner because the local encoding
kernels belong to F'(z), the ring of rational power series
over F' (cf. Definition 6).

Example 20 Consider the convolutional network
code in Example 19. Let source node s pipelines the
message

(168)

o0 oo )
x(z) = Zajzj ijzj
§=0 j=0

Then the five channels (s,z),(s,y), (z,y), (y,w), and
(w, z) carry the following power series, respectively:

x(2) f(s,2)(2) = Z a; 27t (169)
j=0

x(2) f5,y)(2) = Z b2t (170)
j=0
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x(2) fz)(2) = Zajszrz + ijzj+4 /(1 — 23)
Jj=0 7=0
(171)
= Zajzj+2 + ijzj+4 Zz?’j
J=0 Jj=0 j=0
(172)
=apz? + a12° + (a2 + bo)z4
+ (ap 4+ a3 +b1)2° + -+, (173)
x(2) flyuy(2) = | a2+ b2l T | /(1= 2,
Jj=0 j=0
(174)
X(Z) f(w,a:)(z) = Z Clij+4 + Z ijj+3 /(1 — 2’3).
Jj=0 7=0

(175)

At each time j > 0, the source generates a message
x; = [a; b;]. Thus channel (s,z) carries the scalar 0
at time O and the scalar a;_; at time j > 1. Similarly,
channel (s, y) carries the scalar 0 at time 0 and the scalar
bj_1 at time j > 1. For every channel e, write

x(2)f.(2) = Z Me ;2 (176)
3=0

as in (162). The actual encoding process at node z is
as follows. At time j, node x has received the sequence
Md,0,Md1,---,Md,j—1 for d = (s,z) and (w,z). Accord-
ingly, at time j > 1, channel (z,y) transmits the scalar
value

j—1
Mzy)g = O Fsw) (@) ulM(s.w) j1-u

u=0
Jj—1
+ Z k(w,x),(x,y),um(w,a:),jflfu

u=0

(177)

= M(s,2),j—1 T M(w,z),j—1- (178)

Similarly, channels (y,w) and (w, z) transmit the scalar
values

M(yw),j = M(s,y),j—1 + M(a,y),j—1 (179)

and
(180)

M(w,x),5 = M(y,w),j—1

respectively. The values mz ) 5, M(y,w),j> a0d My 2, 5
for j > 1 can be calculated recursively by the above

formulas with the boundary condition
meo=0 forallee E, (181)

and they are shown in the trellis network in Fig. 14 for
small values of j. For instance, the channel (z,y) carries

the scalar values

M(zy),0 =0, Mz )1 =0, Mg y)2 = ao,
Mzy),3 = 01, M(z,y),a = a2 + bo,

M(zy),5 = G0 + a3z + b1, ... (182)

The z-transform of this sequence is

2(2) fay) (2) = [ D a2+ bt (127,
j=0 j=0

(183)
as calculated in (173).

In the discussion following Definition 6, we have shown
that once the local encoding kernels of a convolutional
network code over a unit-delay network are given, the
global encoding kernels are determined. The proof of
the next theorem further provides a simple closed-form
expression for the global encoding kernels f.(z), from
which it follows that the entries in f.(z) indeed belong
to F'(z) as required in Definition 6.

Theorem 3 Let F be the base field and kq.(z) €
F(z) be given for every adjacent pair of channels (d, e)
on a unit-delay network. Then there exists a unique
w-dimensional convolutional network code over F' with
kae(z) as the local encoding kernel for every (d, e).

Proof Let the unit-delay network be represented by
a directed graph G = (V, E). Let [kq.(2)] be the |E|x|E|
matrix in which both the rows and columns are indexed
by E, with the (d, e)th entry equal to the given kq¢(z)
if (d,e) is an adjacent pair of channels, and equal to
zero otherwise. Denote the global encoding kernel of
channel e by f.(z) if exists. Let [f.(z)] be the w x |E]
matrix obtained by putting the global encoding kernels
f.(z),e € E in juxtaposition. Let H(z) be the w x |E|
matrix obtained by appending |E| — |Out(s)| columns of
zeroes to the local encoding kernel K(z). The require-
ments (141) and (142) in Definition 6 can be written
as

[fe(z)} = Z[fe(z)} [kd,e(z)] + ZIHS(Z)7 (184)

where [ in the above denotes the w x w identity matrix
representing the global encoding kernels f.(z2), e € In(s)
in juxtaposition. Rearranging the terms in (184), we
obtain

[£(2))(1 — 2[kac(2)]) = 2H,(2).

In the matrix z[kq.(2)], the diagonal elements are equal
to zero because (e,e) does not form an adjacent pair
of channels for all e € FE, while the non-zero off-
diagonal elements all contain the factor z. Therefore,
det(I — z[kq,e(#)]) has the form

(185)

1+ zq(z2), (186)
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where ¢(z) € F(z), so that it is invertible inside F(z)
because

1
I- e - - 1
et(l —=lhac ™ = oy (189)
is a rational power series. It follows that
(I = 2lkac(2)]) " (188)

exists and is a matrix over F(z). Then the unique solu-
tion for [f.(z)] in (185) is given by

[£(2)] = 2Hy(2)(I - 2[kae()]) .

With the two matrices [kq.(z)] and H4(z) represent-
ing the given local encoding kernels and the matrix
[fe(2)] representing the global encoding kernels, (189)
is a closed-form expression for the global encoding ker-

(189)

nels in terms of the local encoding kernels. In particular,
[fe(2)] is a matrix over F'(z) because all the matrices on
the right-hand side of (189) are over F(z). Thus we
conclude that all the components of the global encoding
kernels are in F'(z). Hence, the given local encoding ker-
nels kq . (z) for all adjacent pairs (d, €) together with the
associated global encoding kernels f.(z),e € In(s) U E
constitute a unique convolutional network code over the
unit-delay network G.

In view of Definition 4 for the global description of a
linear network code over an acyclic network, Definition
6 can be regarded as the global description of a convo-
lutional network code over a unit-delay network, while
Theorem 3 renders a local description by specifying the
local encoding kernels only.

4.3 Decoding of convolutional network codes

For a node t, let

Fy(z) = [fe(z)}eeln(t) (190)
be the w x |In(¢)| matrix obtained by putting the global
encoding kernels f.(2), e € In(t) in juxtaposition. In the
following, we define a convolutional multicast, the coun-
terpart of a linear multicast defined in Section 3, for a
unit-delay cyclic network. The existence of a convolu-
tional multicast will also be established.

Definition 7 (Convolutional multicast) An w-
dimensional convolutional network code on a unit-
delay network qualifies as an w-dimensional convolu-
tional multicast if for every non-source node t with
maxflow(t) > w, there exists an |In(¢)| X w matrix D(z)
over F(z) and a positive integer 7 such that

Fi(2) Di(2) = 2"1, (191)
where 7 > 0 depends on node ¢ and I is the w xw identity
matrix. The matrix D;(z) and the integer 7 are called

the decoding kernel and the decoding delay at node ¢,
respectively.

Source node s generates the message pipeline

o0
x(z) = Z x;27,
§=0

where x; is a row w-vector in F“ and x(z) is a row w-
vector over F[[z]]. Through the convolutional network
code, a channel e carries the power series x(z)f.(z).
The power series x(z)f.(z) received by a node t from
the input channels e € In(¢) form the row |In(t)|-vector
x(2) Fi(z) over F[[z]]. If the convolutional network code
is a convolutional multicast, node ¢ can use the decoding
kernel D¢(z) to calculate

(192)

(x(2) Fi(2)) Di(2) = x(2)(Fi(2) Di(2)) (193)
=x(2)(2"1) (194)
= 2"x(z) (195)

The row w-vector 27x(z) of power series represents the
message pipeline generated by source node s delayed by
7 time units. Note that 7 > 0 because the message
pipeline x(z) is delayed by one time unit at node s.

Example 21  Consider the network in Fig. 15. Again
let source node s pipelines the message

x(z) = Zajzj ijzj (196)
§=0 §=0
For node z, we have
z 2A/(1-23
Fy(2) = [o 248_23;] (197)
Let
52,3
D,(z) = [ L ] (198)
Then
Fo(2)Dy(2) = 231, (199)

(I2 is the 2 x 2 identity matrix). From channels (s, )
and (w, ), node x receives the row vector

> ) X gt i3
x(2)Falz) = | Sayertt S UE AT
j=0 =0 -z
(200)
and decodes the message pipeline as
> ) X izt 4L p i3
Sx() = | Yyt 3 M
j=0 j=0 T
2 _.3
. [Zo ) _2231 . (201)

Decoding at node y is similar. Thus the 2-dimensional
convolutional network code is a convolutional multicast.
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Toward proving the existence of a convolutional multi-
cast, we first observe that Lemma 1 can be strengthened
as follows with essentially no change in the proof.

Lemma 2  Let g(y1,92,.-.,Ym) be a nonzero polyno-
mial with coefficients in a field F'. For any subset E of
F, if |E] is greater than the degree of g in every y;, then

there exist a1, as9,...,a,, € F such that

,Clm) 7é 0

In the above lemma, the values a1, as,...,a,;, can be
found by exhaustive search in E provided that F is fi-
nite. If F is infinite, simply replace E by a sufficiently
large finite subset of E.

glai,az,... (202)

Theorem 4  There exists an w-dimensional convolu-
tional multicast over any base field F'. Furthermore, the
local encoding kernels of the convolutional multicast can
be chosen in any sufficiently large subset ® of F(z).

Proof Recall (189) in the proof of Theorem 3:
[fe(2)] = 2Ha(2)(I — 2lka.e(2)) 7"

In this equation, the w x |E| matrix [f.(z)] on the left-
hand side represents the global encoding kernels, while
the wx |E| matrix H,(z) and the | E| x| E| matrix [kq e (2)]
on the right-hand side represent the local encoding ker-
nels. Analogous to the proof of Theorem 2, denote by
(F(z))[*] the polynomial ring over F(z) with all the
kq.(z) as indeterminates.

Let ¢ be a non-source node with maxflow(t) > w. Then
there exist w edge-disjoint paths from the w imaginary
channels to w distinct channels in In(¢). Put the global
encoding kernels of these w channels in juxtaposition to
form the w x w matrix L:(z) over (F(z))[*]. We will
show that

(203)

det(Li(2)) # 0 € (F(2))[#].

Toward proving (204), it suffices to show that

(204)

det(Li(2)) # 0 € F(z) (205)

when the determinant is evaluated at some particular
values for the indeterminates kq (). Analogous to the
proof of Theorem 2, we set

kge(z) =1 (206)

for all adjacent pairs of channels (d, e) along any one of
the w edge-disjoint paths, and set

kge(z) =0 (207)

otherwise. Then with a suitable indexing of the columns,
the matrix L:(z) becomes diagonal with all the diago-
nal entries being powers of z. Hence, det(L.(z)) is equal

to some positive power of z, proving (205) for this par-
ticular choice of the indeterminates kg4 .(z) and hence
proving (204). As the conclusion (204) applies to every
non-source node ¢ with maxflow(t) > w, it follows that

[T det(Zi(=) #0 € (F()s.

t:maxflow(t) >w

(208)

Let F'(z) be the conventional notation for the field of
rational functions in z over the given base field F. The
ring F(z) of rational power series is a subset of F(z).
Then any subset ® of F(z) is also a subset of F'(z). Note
that the ring F(z) is infinite. Then for any sufficiently
large subset ® of F(z), we can apply Lemma 2 to the
polynomial in (208) with ' = F(z) and E = ® to see
that we can choose a value aq.(z) € F(z) for each of the
indeterminates kq(z) so that

[ det(Lu(2)) #0 € F(z) (209)

t:maxflow(t) >w

when evaluated at kq.(2) = aq,.(2) for all (d, e), which
in turn implies that

det(Li(2)) # 0 € F(z) (210)
for all nodes ¢ such that maxflow(t) > w.

Henceforth, the local encoding kernel kg (z) will be
fixed at the appropriately chosen value agq.(z) for all
(d,e) as prescribed above. Without loss of generality,
we assume that L;(z) consists of the first w columns of
Fi(z). From (210), we can write

(211)

det(L(2)) = =7 FL‘M} ,

p(2)

where p(z) and ¢(z) are polynomials over F' and p(z) is
not the zero polynomial. Note that the right-hand side
of (211) is the general form for a nonzero rational func-
tion in z. In this particular context, since the columns
of L(z) are global encoding kernels as prescribed by
(189), each containing the factor z in the numerator, we
see that 7 > 0.

Denote by J;(z) the adjoint matrix'? of L;(z). Take
the w X w matrix

{ﬂ (212)

J,
1+ zq(Z)} )
and append to it |[In(t)| — w rows of zeroes to form an
[In(t)| X w matrix D¢(z). Then

p(2) 2
F(2)Dy(=) = [Li(2) 0] “HWS} S )] (213)

12) For a matrix B whose entries are elements in a ring, denote by Adj(B) the adjoint matrix of B. Then Adj(B)B = BAdj(B) =

det(A)I.
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I IR R

[ p)

- {m} det(Li(2))I (215)
=2, (216)

where the last equality follows from (211). Hence, the
matrix D;(z) qualifies as a decoding kernel at node ¢ in
Definition 7. This proves the existence of the convolu-
tional multicast as required.

The asymptotic achievability of the max-flow bound
for unit-delay cyclic networks was proved by Ahlswede
et al. [2], where an example of a convolutional network
code achieving this bound was given. Li et al. [3] conjec-
tured the existence of convolutional multicasts on such
networks. This conjecture was subsequently proved by
Koetter and Médard [43]. Construction and decoding of
convolutional multicast have been studied by Erez and
Feder [52,53], Fragouli and Soljanin [54], and Barbero
and Ytrehus [55]. The unifying treatment of convolu-
tional codes here is based on Li and Yeung [56] (see
also Yeung et al. [50]). Li and Ho [57] recently obtained
a general abstract formulation of convolutional network
codes based on ring theory.

The proof of Theorem 4 constitutes an algorithm for
constructing a convolutional multicast. By noting the
lower bound on the size of E in Lemma 2, a convolu-
tional multicast can be constructed with high probabil-
ity by randomly choosing the local encoding kernels in
the subset ® of F'(z) provided that & is much larger than
sufficient.

Example 22  When the base field F' is sufficiently
large, Theorem 4 can be applied with ® = F so that
the local encoding kernels of the convolutional multicast
can be chosen to be scalars. This special case is the con-
volutional counterpart of Theorem 2 for the existence of
a linear multicast over an acyclic network. In this case,
the local encoding kernels can be found by exhaustive
search over F'.

More generally, by virtue of Lemma 2, the same ex-
haustive search applies to any large enough subset ® of
F(z). For example, F' can be GF(2) and ® can be the
set of all binary polynomials up to a sufficiently large
degree.

5 Conclusion

In this tutorial work, we have given an introduction to
network coding, with emphasis on single-source network
coding. Multi-source network coding is considerably
more complicated and it draws heavily on information

theory concepts, in particular, constraints on the en-
tropy function [58]. For a discussion, we refer the reader
to Refs. [29] and [50]. For further reading, we also rec-
ommend the expository works of Fragouli and Soljanin
[59] and Ho and Lun [60].

Network coding has developed into a field that strad-
dles information science, mathematics, physics, and even
biology. During the past few years, research papers on
network coding are published at an increasing rate'?),
and new applications are identified from time to time. In
the next decade, we expect the integration of a number
of fields in information science, including channel cod-
ing, computer networks, wireless communications, and
cryptography, into a modern theory of communications
under the framework of network coding.
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