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Abstract With the increasing scale of information
technology (IT) service system, traditional threshold-
based static service level management (SLM) solution
appears to be inadequate to meet current increasingly
management requirement of SLM. Due to the stochastic
service request rate, the random inherent failure and load
surge of IT devices during service operating stage of large
scaled IT system, service level objective (SLO) main-
tenance issue has become a realistic and important issue in
dynamic SLM. This paper proposes a closed-loop feed-
back control mechanism to adaptively maintain SLO that
service provider (SP) guaranteed at service operation stage.
The mechanism can automatically tune the capacity of IT
infrastructure according to service performance dispersion
and reduce SLO violations. Considering that the tuning
operations also affect service performance, fuzzy control is
applied to alleviate the negative effect caused by tuning
operations. In the dynamic SLM system that is applied
with this mechanism compared with the traditional
threshold-based solution, it is proved that the amount of
SLO violations obviously decreases, the reliability of the
service system increases relatively, and the resource
utilization of IT infrastructure is optimized.

Keywords dynamic service level management (SLM),
service level objective (SLO) maintenance, closed-loop
feedback control, fuzzy control

1 Introduction

Service level management (SLM) bridges service provider
(SP) and customers, and it is regarded as one of the most
important parts of SLM, which is the key factor in
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providing high-quality information technology (IT) serv-
ice. In SLM functional area, service level agreement
(SLA) management is the core issue. As depicted in both
SLM processes of Information Technology Infrastructure
Library (ITIL) [1] and SLA handbook of next generation
operation support system (NGOSS) [2], SLA management
processes consist of the designing, measuring, monitoring,
and reporting actions about key performance indicators
(KPIs) to IT service quality. Among all these actions, the
measuring and monitoring actions exist throughout IT
service operation stage, and the goal is to monitor and
manage the quality of service (QoS) parameters that SP
promised in SLA. In general, these QoS metrics, namely,
service level objectives (SLOs), are agreed between SP and
customers in SLA according to the capacity of IT
infrastructure and the service level requirement (SLR)
promoted by customers. Then, SP can ensure the QoS they
promised in SLA through maintaining SLO without
violation. Many works in IT service management (ITSM)
research areas focus on the monitoring of SLO (e.g., Refs.
[3,4]), showing that it determines an essential part of SLM.

With the increasing scale of IT service system, however,
the interdependent relationship among the inner compo-
nents and functions becomes much more complex. As a
consequence, high-level SLOs relate to more low-level
factors so that it is hard to design a series of well-adapted
SLOs on SLA design stage. Meanwhile, due to the
stochastic service request rate, the random inherent failure
and load surge of IT devices during service operating
stage, service performance may fluctuate and will lead to
SLO violation. Moreover, the negative fluctuation appears
more obviously with the increasing complexity of the IT
service system.

In traditional threshold-based static SLM solution, the
capability of IT infrastructure required by service custom-
ers is determined at SLA design stage and cannot be
adjusted according to the fluctuation of service perform-
ance during operation stage. The fluctuation of service
performance will lead to frequent SLO violations, which
causes the decline of customer satisfaction. Furthermore, it
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needs to redesign the SLO in SLA when the customers’
requirement changes; therefore, the static SLM solution
appears to be inadequate to meet the current increasingly
management requirement of SLM. Nowadays, dynamic
SLM especially addressing dynamicity and flexibility is
regarded as a more reasonable solution.

For dynamic SLM approach, a realistic problem is how
to automatically tune the capacity of large distributed IT
infrastructure in the light of real-time service performance
in order to continuously provide high-quality IT services.
That is to maintain the SLO in a reasonable range
adaptively determined by the capacity of its IT infra-
structure. Many researchers have studied the regulation of
system resources to achieve a high-level objective.
Reference [5] uses feedback control theory to dynamically
plan the capacity of a heterogeneous server cluster to
achieve appropriate high-level performance determined by
SLO, which tries to solve the SLO maintenance problem
just as ours but from a different standpoint. The work of
Ref. [6] is closer to ours, which proposes a generic
approach to automatically optimize configuration param-
eters for achieving SLO. However, Ref. [6] does not
consider economizing resource when SLO is over satisfied
during idle hours.

In this paper, a closed-loop feedback control mechanism
is proposed to adaptively maintain the SLO, which has
been agreed in SLA between SP and customers. Mean-
while, since the tuning operation itself also affects service
performance, fuzzy control module is added to the
feedback loop to avoid frequently tuning the capacity of
IT infrastructure and alleviate the effect caused by tuning
operations. Moreover, considering the utilization ratio of
the entire IT infrastructure, an idle resources releasing
scheme is set up in order to provide the just-in-time quality
with relative low cost.

The rest of this paper is organized as follows: Section 2
details the feedback control mechanism for adaptive SLO
maintenance in dynamic SLM system and describes how to
tune the capacity of related IT infrastructure with fuzzy
inference. Section 3 presents an experimental IT service
scenario and simulation result. Finally, Section 4 discusses
related work, and Section 5 offers the conclusion.

2 Feedback control mechanism for
adaptive SLO maintenance

The goal of adaptive SLO maintenance is to adaptively
tune the capacity of the related IT infrastructure according
to the variation of service performance metrics in a certain
range so that it can keep the service performance metrics in
the SLO restricted range automatically.

The tuning quantity of the capacity is based on the
difference between actual service performance at the
specific IT service level and the referenced SLO
guaranteed in SLA. The so-called capacity tuning,

however, is actually realized by regulating the resources
of the related low-level IT infrastructure. Hence, we
establish the mapping from service performance domain to
service capacity of IT infrastructure domain and the
mapping from capacity domain of IT infrastructure to
resource domain of IT infrastructure. Then, we can take
difference of the resource metrics as the direct regulation
quantity.

The practical tuning strategies are as follows. When the
real-time service performance metric cannot meet SLO, the
system should regulate the key resource metric of IT
infrastructure associated with the service performance
adaptively, so as to compensate the service performance
variation. The key resource metric here is the one that has
the greatest impact on service performance. During idle
hours, however, the concurrent service requests retain a
low state, and the performance metric usually over satisfies
SLO. It could release some vacant resources of related IT
infrastructure, so as to increase the utilization ratio of the
entire IT infrastructure.

In addition, since the frequent tuning operations cost
considerable system resource and lead to the service
performance degradation, it also needs to take into account
the variation rate of service performance. When the service
performance metric exceeds the normal SLO range
stipulated by SLA and the metric unfolds a rapid recovery
trend back to the normal range, it could not tune the
capacity of related IT infrastructure. Moreover, even when
the service performance metric stays within the normal
SLO range while the metric unfolds a rapid deviation trend
away from the normal range, it could tune the capacity in
advance in order to avoid SLO violation. To cope with this
situation, fuzzy control module is adopted to process
both the service performance metric and its variation rate
and to generate a less intrusion regulation quantity of the
capacity.

2.1 Architecture

The architecture of adaptive SLO maintenance system is
proposed based on the architecture of SLM described in
Refs. [7,8]. As shown in Fig. 1, the part surrounded by
dashed lines is the management functional area of SLM.
Moreover, it also needs to interact with other management
functional areas in ITSM, such as capacity management,
configuration management, etc., to fulfill the management
objective of SLM.

The entire process of adaptive SLO maintenance
proposed in this paper is a closed-loop with feedback
control mechanism. It includes two parts: 1) forward
monitoring process, as shown with solid arrows in Fig. 1,
which consists of task controller (TC), performance
monitor (PM), and performance measuring and calculating
(PMC) module, and 2) feedback control process, as shown
with hollow arrows in Fig. 1, which involves comparator,
metric converter (MC), fuzzy controller (FC), and capacity
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Fig. 1 Architecture of adaptive SLO maintenance system

tuner (CT). The outputs of adaptive SLO maintenance
system are the readable service operating reports and real-
time update information to configuration management
database (CMDB).

2.2 Forward monitoring process

In forward monitoring process, the service access point
receives user requests to IT service. The service catalogue
sends the requested service ID and user ID to TC after
receiving the request. TC searches SLA for the specific
service level and related SLOs according to the service ID
and user ID. Then, the service performance monitoring
task and strategy can be built by TC.

Service performance monitoring task includes the
following information: the list of performance metrics,
the period of monitoring, the monitor mode, etc. Simple
service performance metric can be collected by directly
measuring the specific interface, such as response time.
However, some compound service performance metric
needs to calculate multiple simple metrics, such as
throughput of service system. In our architecture, simple
metrics can be monitored by PM module, and compound
metrics should be calculated by PMC module based on
related simple metrics.

At the end of forward monitoring process, the real-time
performance value collected by PM and PMC updates
CMDRB, as well as generates the service report according to
SLA between SP and customer. The service report can be
either independence spreadsheet restricted in SLM func-
tional area or the dashboard integrated with other
functional areas, such as incident management, change
management, etc.

2.3 Feedback control mechanism

2.3.1 Performance comparator
In feedback control loop [9], performance comparator gets
the real-time service performance value from the output of
forward monitoring process, compares it with the reference
SLO value, and calculates the performance difference.
Let r denote the real-time service performance value,
and r,r denote the reference SLO value. Then, the service
performance difference can be represented as

Ar = r—"7ps. (1

In principle, if Ar is positive, » is greater than 7,.;, which
means that CT can increase current capacity of IT
infrastructure; if Ar is negative, r is less than 7., which
means that CT can release part of the current capacity.
However, the actual regulation quantity will be figured out
by the following MC and FC modules.

2.3.2 Metric conversion

In order to convert service performance metric into
capacity metric of IT infrastructure (e.g., the conversion
from service response time to service request rate), we
establish the mapping from performance domain to
capacity domain through MC [8].

The role of MC can be concluded as detecting the reason
in capacity domain of IT infrastructure, which causes the
variation in service performance domain. MC receives the
performance difference from performance comparator and
builds the utility function of performance and capacity
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according to the service structure and configuration
information described in CMDB. Then, we can obtain
the capacity difference through MC module and use the
capacity difference as the regulation quantity to maintain
the specific SLO.

In general, the service is a complex set of many types of
IT devices. The capacity of IT infrastructure is determined
by the associated resource quantity. It can be depicted as
the following model. Assuming that the service covers n
physical devices, the resource set of device j can be
represent as

G = (C1,CasressChosCo)s @

where C; denotes the kth resource metric of device j, e.g.,
C; may denote CPU utilization, and C, may denote the
amount of memory allocation. Let u; denote the capacity of
device j, i.e., service rate of device j. The service rate u;
correlates to the resource set C;, and ; can be represented
as the linear combination of C;:

w =BG, €)

where the proportional coefficient f; = (8;,5,,...,6,) can
be obtained by a multiple linear regression analysis.

In addition, different customers have different service
levels; the mapping from service capacity domain to
resource domain should take into account the disparity in
the capacity of related IT infrastructure required by the
different service levels. Assuming that the requested
service has i levels, and each service level has different
requirement to the service rate. Let u; denote the service
rate at service level i, and then, let u; denote the service
rate of device j at level i. Due to the cask effect, the overall
service rate is determined by the lowest service rate among
all the devices involved in the current service. Hence, the u;
of related IT infrastructure at level i can be represented as

u; = min (,C}). 4)

Since the real-time service performance has tight
association with service rate and user request intensity.
The user request intensity cannot be controlled by the SLM
system. Therefore, MC only needs to focus on the
correlation between service performance and service rate.
Given the service rate u; at the service level i, the kth
service performance metric can be represented as

rie = fe(ui), k€ [1,m], )

where f;, denote the mapping from the service rate to the
kth performance metric. Since usually there is not a
common model in IT service area, f; changes with the
specific service. We can build the specific f; according to
the service model information stored in CMDB. In this
way, we get the entire relationship among resource
domain, capacity domain, and performance domain, as
shown in Fig. 2.
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Fig. 2 Mappings of resource domain to capacity domain and
capacity domain to service performance domain

We set MC to convert the performance metrics to
capacity metrics by referring the clear mapping equations
before. As a consequence, u; can be represented as

w=fi '(ra), k € [Lm], (6)

where f;~! denotes the inverse mapping determined by £,
and m is numbers of the SLOs at level i specified in SLA of
the requested service. Let U denote the maximal capacity
that the related IT infrastructure can produce, and let U,
denote the free capacity of the current related IT
infrastructure. Then, we can obtain Au (Upe.— U <Au<
Urree) caused by Ar, where Au denotes the capacity
difference, and Ar denotes the performance difference.

2.3.3 Capacity tuning based on fuzzy control logic

FC obtains the capacity difference Au from the output of
MC and takes it as primary compensation dosage of the
service capacity, denoted by e(¢). Let e’ (¢) denote the
variation rate, then

e (1) = dz(;). )

Hence, the input of FC is e(¢) and e’ (¢).

Let U(¢) denote the fuzzy output of FC after fuzzy
inference. As shown in Fig. 3, fuzzification module builds
the membership functions [10] of the input variables e(¢)
and e’ (¢) and the output variable U(¢) at the beginning of
the fuzzy control process. The fuzzification can be
regarded as the mapping form concrete variable to fuzzy
variable.

After fuzzification, we obtain the fuzzy set of e(t), e’ (¢),
and U(¢), denoted, respectively, by A, B, and Z, as shown
in Tables 1 and 2. Then, we set a series of fuzzy rules for
fuzzy inference, as shown in Table 3. In general, fuzzy
rules are represented as the expression “IF...THEN...”.
The result of fuzzy inference is an integrated set according
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Fig. 3  Architecture of fuzzy controller

Table 1 Fuzzy sets of input variable

input fuzzy set description
Al greater than reference value
e(t): A A2 equal to reference value
A3 lower than reference value
Bl increasing rapidly
e'(t):B B2 almost no change
B3 reducing rapidly

Table 2 Fuzzy set of output variable

output fuzzy set description
Z1 increase the capacity
Ut):Z Z2 no change
Z3 reduce the capacity
Table 3 Fuzzy rules
fuzzy set input B
Bl B2 B3
Al Z3 VA 72
input A A2 Z3 72 Z1
A3 z2 Z1 Z1

to each fuzzy rule. In some complex models, however, the
fuzzy rules [10] are not easy to determine and need to
associate with knowledge base and expert system.

Through the fuzzy inference, we can get a series of the
fuzzy numbers of output variable according to each fuzzy
rule that we defined before. Let §; denote the fuzzy number
and 60,[U(z)] denote the specific fuzzy set, where
0 € (0,1). Then, we can obtain the overall output fuzzy
set Z[U ()] by union of 6,[U(¢)], i.e.,

Zlu(] = U 6 [U(0)]. ®)

However, the output fuzzy set only reflects the tendency

of capacity tuning and is not sufficient to be the regulation

quantity of capacity. Therefore, the output fuzzy sets still

need defuzzification. We can get the concrete output U (7)

through defuzzifying Z[U(¢)] and take it as the concrete
regulation quantity.

There are various ways of defuzzification, and we adopt
the center of gravity defuzzification (CGD) here. CGD is
the gravity center of the area covered by the membership
function curve of output fuzzy sets. For continuous
variable, we can calculate the concrete value as

o [ uozv v
[ Avwave

2.3.4 Resource regulation of IT infrastructure

The tuning capacity of related IT infrastructure is actually
the regulation of IT infrastructure resource allocation. CT
is used to regulate the resource allocation of related IT
infrastructure and interacts with capacity management
system.

CT receives U (¢) from FC as input variable. Then, CT
regulates the IT infrastructure resource allocation through
invoking the specific management interfaces of service
management functional area. The regulation strategy is as
follows: we first regulate the kth resource metric Cj; of the
device j; if C; makes the greatest impact on the service rate
u;, then we regulate the other metric that makes the second
greatest impact on the service if the capacity variation
caused by Cj; regulation cannot meet U (#). Likewise, we
continue to regulate the resource metric until the capacity
variation meets U” (7).

3 Simulation and analysis
3.1 IT service simulation scenarios

We consider the online payment service scenarios of a
bank as an example. At present, the online payment service
system of the bank is still using the traditional threshold-
based management strategy for the monitoring and
management of SLO. When the performance metric
exceeds the threshold stipulated by its SLO, the system
generates alarms to other management processes.
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We take service response time as the service perform-
ance metric in the simulation. For the online payment
service, service response time can be defined as the
processing time of transaction consumed by the service
side.

The online payment service can be simply regarded as
M/M/1 queuing model. The users request rate of the online
payment service follows A parameterized Poisson distribu-
tion and the service time follows u parameterized negative
exponential distribution. According to the queuing-theore-
tic formula of M/M/1, the response time can be represented
as

(10)

where A; is the user request rate of service level i. The
variation of service rate e(¢) can be represented as

ri—,
e(t) = aeré;fl = — (= rrep) (= ;).

We use e(t) and e’ (¢) as the inputs of FC. For
continuous input variables, the membership function is
generally the Gaussian function, as shown in Table 4.
Through the fuzzy inference according to the fuzzy rules
depicted in Table 3, we obtain the output fuzzy set Z[U (¢)],
which denotes current Au; roughly, as shown by the surface
in Fig. 4. Then, we defuzzify the output fuzzy set Z[U (¢)]

)

Table 4 Membership functions of input and output variables

input and output fuzzy set membership function
e(t): A Al(x) gaussmf(x, [0.3 1])
A2(x) gaussmf(x, [0.3 1])
A3(x) gaussmf(x, [0.3 —1])
e'(t):B B1(x) smf(x, [0.0825 0.495])
B2(x) gaussmf(x, [0.214 0])
B3(x) zmf(x, [-0.5 —0.087])
Ut):z Z1(x) smf(x, [0.0608 0.595])
Z2(x) gaussmf(x, [0.1416 0])
Z3(x) zmf(x, [—0.5423 —0.0608])

Fig. 4 Output fuzzy set after fuzzy inference

with the CGD algorithm depicted in Eq. (4) to get the
concrete output value U”(¢), i.e., the capacity regulation
quantity.

At the end of the feedback loop, CT takes U” () as the
capacity regulation quantity of related IT infrastructure at
service level i. According to the mapping from resource
domain to capacity domain, CT invokes the specific
management interfaces of service management functional
area to increase or decrease the corresponding infrastruc-
ture resource metric C;. Therefore, u; changes with the
variation of resource allocation. As we depicted before, the
regulation of resources is according to the strategy that
defines the priority to regulate the kth metric Cj of the
device j. The priority is based on the resource metric that
makes the greatest impact on u;.

3.2 Simulation setup

First, we build a simulation adaptive SLO maintenance
system on Sun V440 (Solaris 10) based on the feedback
mechanism proposed in this paper. CMDB derived from
the practical online payment service system of the bank
runs on an HP DL580, and this machine uses the Windows
Server 2003 operating system (OS) and runs on Oracle 9i
database. The service access portal runs on a Lenovo
ThinkPad T400 with Windows XP. Then, we use the real-
time data of service request rate (shown in Fig. 5) within
one week as the input data of our simulation system, and
the data derived from the threshold-based IT service
management system of the bank. By simulation, we can
obtain the service performance metric based on our
simulation system and adopt the feedback control
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time (number of monitoring period)
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Fig. 5 Service request rate of online payment service

We set the period of performance metric monitoring to
15 min, just the same as the threshold-based management
system, and set service rate of the static threshold-based
management system to 100. In this simulation system, we
focus on the SLO of response time at the individual service
level of the online payment service system. Assuming that
the SLO of response time is less than 120 ms, and we set its
breach budget [11] to 25%. The breach budget here is the
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allowed percentage of violation of the target average
response times during the evaluation period. As a
consequence, the alarm events will be triggered once the
service response time exceeds 150 ms.

3.3 Experimental result

After the simulation with the feedback control mechanism
we proposed in this paper, we obtained the response time
of the original threshold-based IT service management
system, as shown in Fig. 6(a), and the optimized data of
response time of the online payment service at individual
service level, as shown in Fig. 6(b), where the straight line
(120 ms) denotes the threshold defined in SLO, and the
dotted line (150 ms) denotes the upper limit of the breach
budget.

In the original system, the worst service response time is
greater than 280 ms during busy hours and frequently
breaches the alarm threshold. During the idle hours, the
service response time even is less than 20 min. We can see
that the overall capacity of the IT infrastructure is adequate
to meet the service requirement. However, it lacks dynamic
runtime controlling and regulation, which leads to the
sharp fluctuation of the response time. Moreover, the
utilization of the IT resource is unreasonable.

Compared with the original management system, the
service response time of our management system is
obviously optimized. Simulation results show that after
adaptive tuning with the feedback control mechanism we
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Fig. 6 Comparison of service response time. (a) Response time
of original threshold-based system; (b) response time of proposal
system

proposed, the worst service response time is controlled
below 230 ms during the rush hours, and the violations of
service response time has been significantly reduced. In
our simulation system, the service response time is almost
stabilized in the dynamic range restricted by SLO.

Meanwhile, the feedback control mechanism we
proposed can intelligently release some resources of the
IT infrastructure, which will increase the service response
time a little during the idle hours. As a consequence, the
resource utilization of the IT infrastructure becomes
relatively more reasonable. We observed the central
processing unit (CPU) utilization of web application server
of both original threshold-based system and our proposal
experimental system. As shown in Fig. 7, the CPU
utilization of web application server appears flatter after
applying the feedback mechanism in this paper.

4 Related work

There have been several proposals of the automatic
regulation of system resources to achieve high-level SLO
in dynamic SLM research area, especially using control
theory. Reference [12] describes a system that performs
online optimization of a web server by using hill climbing
techniques. However, the approach taken requires a
detailed knowledge of the system being optimized in
order to construct the queuing models. A similar concern
arises with Ref. [13], which considers how to maximize
100 [
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40 ‘r
20 g
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Fig. 7 Comparison of CPU utilization of web application server.
(a) Average CPU utilization of web application server of threshold-
based system; (b) average CPU utilization of web application
server of proposal system
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profits based on queuing-theoretic formulas. However,
they only consider regulating one resource metric. In this
paper, we build the mapping relationship between the
service performance metrics and resources metrics. Based
on the mapping relationship, we can handle the inter-
dependencies between the resource metrics and support
online optimization.

For the resource allocation optimization problems in IT
service management, there have been several studies. For
example, Ref. [14] proposes a strategy to optimize the
resource allocation in order to minimize network traffic
and resource underutilization. Similar concerns arise with
studies in Ref. [15], and they deal with the problem of
resource allocation for maximizing SLA profits of an e-
commerce provider. Reference [16] uses an adaptive
strategy to manage which connections are affected by
failures and maximize the compliance with the SLAs.
However, all these works assume service system workload
is static. In contrast, our work considers the service
performance fluctuation caused by dynamic workload and
sets up a compensation scheme with feedback control
theory.

Many researchers focus about the problem of adaptive
resource regulation but from the capacity management
perspective, which closely relates with SLM. For instance,
Ref. [17] presents a model for self-adaptive capacity
management in shared environments, driven by a cost
model based on SLA contracts. Reference [18] considers
mapping the workload level of a data center to its observed
influence on the system. Aiming at maximizing the sum of
utility functions of the performance, Ref. [18] relies on a
state-space based on the past behavior so as to provide
information for future capacity regulation decisions.

5 Conclusion and future work

A closed-loop feedback controlling mechanism is pro-
posed for dynamically maintaining the SLO that SP and
customer determined in SLA during service operation
stage in this paper. The mechanism can automatically tune
the capacity of IT infrastructure according to service
performance dispersion and reduce SLO violations.
Considering that the tuning operations also affect service
performance, FC module is added to alleviate the negative
effect caused by tuning operations and to avoid the
frequent service capability tuning operations.

Compared with the static threshold-based SLM system,
the system adopting the feedback control mechanism
proposed in this paper can effectively reduce SLO
violations in the service system. The worst service
response time is controlled in a reasonable range during
the rush hours. Hence, the user satisfaction of the requested
service is improved. At the same time, the resource
utilization of the related IT infrastructure has also been
optimized.

At present, we regard the mapping from the resources
domain of IT infrastructure to the capacity domain of IT
infrastructure as linear mapping. However, the mapping is
nonlinear in actual service systems. In the future work, we
will build nonlinear mapping model on this basis. Nowa-
days, ITSM concerns not only IT infrastructure and service
processes but also the business performance factors.
References [19,20] first introduce the idea of business-
driven IT management (BDIM) and propose that the
service management activities in ITSM must be aligned
with business, in order to gain the maximum business
revenue. We will add the business performance factors into
our feedback control mechanism for SLO maintenance in
SLM system and extend SLM to the business layer in our
future work.
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