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Abstract The traditional intrusion detection system has
the problem of high false positive rate and false negative
rate. This paper deeply analyzes the differences of
statistical features between single-flow and multi-flow on
the database network, and presents a group of features that
are easy to acquire and can be used to detect the anomaly in
database network efficiently. By applying this group of
features in Fisher algorithm for anomaly detection, the
false positive rate and false negative rate are dramatically
reduced. Simultaneously, the model made by using the
group of features has the advantages of low algorithm
complexity, good detection result and strong generalization
ability. Experimental results show that there is higher
accuracy when using the features of single-flow and multi-
flow to construct the anomaly detection model than only
using single-flow features.

Keywords anomaly detection, flow, statistical feature,
Fisher, statistical package for social sciences (SPSS)

1 Introduction

In this paper, a network mainly constructed of database
servers is described as a database network. Nowadays,
network security incidents happen frequently, and the
database as the data heart of the enterprise is facing more
and more threats. However, the database in many
enterprises has not been properly secured, and malicious
hackers are utilizing some very simple attack methods to
violate the database. For example, attackers can crack
weak passwords or utilize default user name and password
to invade the system, and they can also utilize vulner-
abilities of unused or unnecessary database service and
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function to achieve the root privilege or attack the database
by using structured query language SQL injection [1,2]
and so on. For endless attacks, most system administrators
try to protect the database server against vulnerabilities by
updating and optimizing the security performance of web
application and so on. However, the effect is not very ideal.

Currently, the main intrusion detection techniques are
misuse detection and anomaly detection. The former is
applied in many signature-based commercial systems [3—
5] for detecting intrusion by analyzing the signatures of
known attacks; however, it cannot detect unknown attacks.
The latter detects the anomaly through identifying the host
or network abnormal behavior patterns [6]. It assumes that
behaviors between attackers and legitimate users are
different to some extent, and we can detect unknown
attacks by building normal and abnormal behavior
modeling. However, it is not strict and has the problem
of high false positive rate and false negative rate.
Meanwhile, some well-known commercial systems can
detect the database SQL injection attacks efficiently.
However, database is suffering various attacks, and it is
not enough to satisfy the need of database network
anomaly detection only by using signature-based technol-
ogy. In this paper, the statistical features of single-flow and
multi-flow can be used to construct a more accurate
anomaly detection model based on the features of the
database network.

2 Data acquisition

As shown in Fig. 1, many database servers and web servers
exist on the database network, and data acquisition
equipment is deployed on the network entrance to collect
all the in-out traffic directly accessing database servers.
Different network databases usually use different ports,
and the web application based on the database server is
almost developed based on the browser/server (B/S)
model. If the system load is not high, the web application
and database will be mostly installed on one server;
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otherwise, they will be installed on different servers. In
order to ensure the speed of accessing the database, web
application and database are usually installed in the same
internal network because it can save bandwidth more
effectively and improve access speed. Normal users
generally access databases indirectly by the web applica-
tions that generate database traffic lying in the internal
network, and the data acquisition equipment cannot
capture normal internal traffic. Of course, there may be a
small amount of traffic caused by the database adminis-
trator using external IP to maintain the database remotely.
Therefore, the anomaly traffic is dominant in the collected
database traffic; in contrast, normal traffic occupies a very
small proportion. The main point of the research in this
paper is how to detect the anomaly traffic of database
network effectively, classify the normal and anomaly
traffic accurately, and reduce the false positive rate and
false negative rate.

This paper chooses SQL server as the focus of research
and makes an intensive study. The traffic acquisition
equipment was deployed on the entrance of an Internet
data center, and it monitored all the in-out traffic of the
SQL server database network in real time. The database
traffic was collected in real time on March 12th, 2009,
March 13th, 2009, March 15th, 2009, and March 19th,
2009, and collected data are shown in Table 1.
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3 Packet analysis and feature extraction
3.1 Packet analysis

It is hard to determine accurately whether the traffic is
abnormal or not only by using single-flow features. Based
on database traffic data collected on March 19th, a deep
study on the distributions of the flow duration and the
number of packets were made. The statistical result shows
that the duration of 97% abnormal flows is shorter than 1 s,
and the duration of normal flows is generally longer. By the
analysis of the packet number of flows, we find that the
packet number of 84% abnormal flows is between one and
five, and the packet number of 97% normal flows is larger
than five. That is to say, the packet number of flows can
reflect the differences between the normal flows and
abnormal flows to some extent. Although the number of
packets and duration can be used to differentiate between
normal flow and abnormal flow, it is not enough to
determine the types of the flow only by using the two
features. Before launching the attacks, most attackers will
scan the servers or open ports to search for loopholes, and
the duration of this kind of attack is shorter and the packet
number of flows is smaller. While the attackers confirm
their attack targets, they will probably set out long-duration
and continuous attacks that generate attack flows of longer
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Fig. 1 Database network topology

Table 1 Data collection

date count of all flows count of abnormal flows count of normal flows
March 12th 40456 40284 172

March 13th 34955 34791 164

March 15th 41928 41928 0

March 19th 28506 28324 182
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duration and larger packet number. Therefore, it is not
accurate to detect abnormal flow only by analyzing the
duration and the packet number of flow.

The behavior of the attacker and the normal database
user is different. For example, a normal user can query or
modify the database after finishing the security certifica-
tion, but the attacker may need to probe to get the password
repeatedly. The two types of behaviors will lead to the
differences in every section of the session of the transport
layer (transmission control protocol (TCP) layer). For
example, in order to access the database, normal users
should first establish a TCP connection with the database
through three-way handshake in which synchronize (SYN)
packet, acknowledgement (ACK) packet, and SYN/ACK
packet are generated. After the connection is built, it is
going to transfer the data which are mainly constituted of
ACK packets. After all the data are completely transmitted,
the user will utilize the four-way handshake to close the
connection. In contrast, the attackers will possibly scan the
database before attacking, and the packets scanning result
is mainly constituted of SYN packets, SYN/ACK packets,
reset (RST) packets and RST/ACK packets. The well-
known SYN flooding attack establishes the half-
connection for denial of service, and the sessions it
produces mainly consist of SYN packets and SYN/ACK
packets. By comparing the types of packets and proportion
of different packet types, we find that some significant
differences that are caused by different access methods and
behavior ways exist between normal users and abnormal
users. Therefore, we can effectively improve the accuracy
by regarding each type of packet number as classification
features.

The features of the single-flow cannot reflect the
relationship of the multi-flow (a set of flows in specific
condition), and the flows normal user and abnormal user
generate by accessing the database have a certain internal
logical relationship. Therefore, it is not enough to detect
anomaly only by analyzing the features of single-flow, and
will affect the anomaly detection ability. On the database
network, there should generally be only one or two
external IP to maintain one database server. If one external
IP accesses many database servers or many ports of one
server at the same time, its behavior will deviate from the
normal user behavior and cause the differences of multi-
flow features. Therefore, it can effectively improve the
accuracy of anomaly detection by applying multi-flow
features for anomaly detection.

3.2 Feature extraction

Definition 1 [7] Flow consists of a set of packets
generated in two-way communication of the application
processes of two hosts under the constraint of overtime.
That is to say, flow can be identified by the same couple of
IP addresses, the same protocol (such as TCP, user

datagram protocol (UDP), Internet control message
protocol (ICMP), and so on) and the same couple of
process ports.

Definition 2 [7] Uplink flow consists of the commu-
nication process where the source address which produces
the flow sends message to the destination address;
downlink flow consists of the communication process
where the destination address which receives the flow
sends message to the source address.

Definition 3  Source-source (S-S) set [7] consists of
the flows regarding the source address of the classified
flow as the set’s source address. Source-destination (S-D)
set [7] consists of the flows regarding the source and
destination address of the classified flow as the set’s source
and destination address. Source-port (S-P) set consists of
the flows regarding the source address and source port of
the classified flow as the set’s source address and source
port.

The two kinds of flow statistical features used in this
paper are respectively single-flow features and multi-flow
features.

1) Single-flow features are utilized to detect whether the
flow is normal, including the duration, the TCP packet
number, TCP packet number of different types, and so on,
as shown in Table 2.

Table 2 Parameters of single-flow features for anomaly detection

flow feature description of each flow feature
duration/s session duration

TCP packet TCP packet count of session

SYN packet SYN packet count of session
SYN/ACK packet SYN/ACK packet count of session
ACK packet ACK packet count of session

FIN packet FIN packet count of session
FIN/ACK packet FIN/ACK packet count of session
RST packet RST packet count of session
RST/ACK packet RST/ACK packet count of session

2) Multi-flow features consist of the features defined in
the S-S set, S-D set, and S-P set, as shown in Table 3.

Table 3 Parameters of multi-flow features for anomaly detection

flow feature description of each flow feature
count of flow, source port, destination
S-S set .
IP and packet in the set
S-D set count of flow and packet in the set
S-P set count of flow and packet in the set

The accuracy of anomaly detection can be effectively
improved by combining the single-flow features and multi-
flow features, and multi-flow features can fully reflect the
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differences on the behaviors of different network users.
The experiment result shows that it can effectively reduce
the rate of false alarm by using single-flow features and
multi-flow features, and the extracted features have linear
separability. Therefore, we can use the low-complexity
linear Fisher classification algorithm to detect the database
network anomaly traffic.

4 Fisher discriminant analysis
4.1 Basic principle of Fisher discriminant analysis

The statistical model of discriminant analysis can be
abstractly and generally described as follows: there exists
m P-dimensional population (Gy,Gs,...,G,), and its
distribution can be described as Fy,F5,....F,,. A new
sample that is described as x = (x;,x,,...,x,) may be one of
the samples of the population Gy,G,,...,G,. Fisher
discriminant analysis [8,9] can be utilized to solve the
problem of how to determine which population the sample
comes from according to its p factors.

The basic idea of the Fisher discriminant analysis is
projection that projects the P-dimensional variable to the
D-dimensional space (D < P) and classifies it in the D-
dimensional space. The principle of projection is to make
the differences of the same type as small as possible and
the differences of different types as large as possible.
Assuming that there are n samples respectively belonging
to class 1 to class m (m <mn), and each sample has p
variables to determine the classification, the expression of
linear discriminant equation is as follows:

y=cx;t+ox+ -+,
where ¢;,¢5,...,¢, are the undetermined coefficients of the
discriminant function.

4.2 Sample statistics of P-dimensional space X

In this paper, the sample will be classified as normal or
abnormal. Among the statistics of samples in the P-
dimensional space X, w, is the type of one sample, and ; is
the number of samples in one class.

1) Mean vector m;:

1
m;, = — x, i=1,2.

2) Within-class dispersion matrix §; and all within-class
dispersion matrix §,:

§;=> (x—m)(x—m)", i=12, (1)

XEw;

S, =8 +5,. ()

3) Inter-class dispersion matrix S\,:

Sy, = (m, —my)(m,—my)". 3)

4.3 Method of discriminant analysis

y is a sample in the one-dimensional space Y, and the
sample statistics in Y converted from the P-dimensional
space X are as follows.

1) Within-class sample mean m;:

1 .
mi:ﬁZy, i=1.2. 4)

I xew;

2) Within-class dispersion S? and all within-class
dispersion S,,:

ST=>(-m)’, i=12. (5)

XEw;

In order to facilitate the classification, the samples
should be separated as much as possible when projecting
from the P-dimensional space X to the one-dimensional
space Y. That is to say, the inter-class mean (m;—m,)
should be as large as possible, and the within-class
dispersion should be as small as possible. Therefore, the
Fisher criterion function [9] is defined as follows:

(m1 *mz)z
J(o)=~G—a—
S? + 82

where o is the transformation matrix from the space X to
space Y,

y= o'x,
T
o S0
J(0) = — .
'S, o0

When J(w) is the largest, we can get transformation matrix
", then according to o", the discriminant function can be
obtained and can be used to determine the type of the new
sample by discriminant analysis.

5 Discriminant analysis based on statistical
package for social sciences (SPSS)

5.1 Discriminant analysis

For anomaly traffic detection, it is not only related to the
features of single-flow, but also related to the relationship
of multi-flow. In this paper, single-flow features and all
features of the network were respectively used to build the
model of anomaly detection, and the detection result was
analyzed and compared in detail. The data collected on
March 12th was utilized as the training data to build the
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Fisher linear model, and the data collected on March 13th,
March 15th and March 19th were utilized to estimate the
accuracy and generalization ability of the model.

The result of anomaly traffic detection based on features
of single-flow is shown in Table 4 which consists of the
classification function coefficients (Fisher linear discrimi-
nant function coefficients). According to Table 4, various
types of linear programming models are built as follows
(g1 and g, are respectively used to describe abnormal and
normal discriminant function):

g1 = 7.8x10 %, —0.032x, + 9.271x; + 0.358x,

+0.028x5—0.579x5 9.2, (6)

gy = —3.9%10 °x; —0.298x, + 3.6x; + 1.721x,
+1.561x5 + 0.048x5—23.213, (7)

where ¢; and ¢, can be computed by utilizing the above
model for anomaly flow to be detected. If ¢; > ¢», the flow to
be detected is determined to be abnormal flow; If ¢; < ¢», the
flow to be detected is determined to be normal flow.
According to Table 4, Fisher linear discriminant function is
only related with flow duration, TCP packet, SYN packet,
RST packet, ACK packet, and RST/ACK packet, but not
related with other features. In Table 4, the coefficient of SYN
packet is the largest, and the coefficients of RST/ACK
packet, ACK packet, and RST packet are larger. It means that
the discriminant function is most sensitive with the number
of SYN packet which can better reflect the result of anomaly
detection to some extent.

Similarly, the coefficients of Fisher linear discriminant
function based on single-flow and multi-flow features are
shown in Table 5. The experimental result shows that the
basis of discriminant function is more reliable when

Table 4 Single-flow classification function coefficients

detecting anomaly based on 14 attributes selected from the
total 17 attributes. Meanwhile, the number of destination
IP in S-S set and number of flows in S-D set have the
largest proportion among the coefficients of multi-flow
features, and by contrast, the proportion of other features is
smaller. According to the experimental result, although the
coefficients of multi-flow features are smaller than the
coefficient of single-flow features, multi-flow features can
effectively reduce the false positive rate of anomaly
detection.

5.2 Classification result

The classification result is shown in Table 6. When using
single-flow features to classify the database network traffic
collected on March 12th, the result shows that the accuracy
rate of anomaly traffic detection is 98.4%, and the accuracy
rate of normal traffic detection is 76.7%. However, when
single-flow features and multi-flow features are both
applied for anomaly detection, experimental result shows
that the accuracy rate of anomaly traffic detection is 99.7%,
and the accuracy rate of normal traffic detection is 100%.
Therefore, it can effectively improve the accuracy of traffic
detection and reduce the false positive rate and false
negative rate by applying multi-flow features for anomaly
traffic detection.

In this paper, based on the training data, all the features
were utilized to build the Fisher linear model used for
anomaly detection of testing data set. The detection result
is shown in Table 7. For only abnormal packets existing on
March 15th, false positive rate is represented as NO. The
experimental result shows that the Fisher linear model
keeps lower false negative rate and false positive rate at
different times, and has good generalization ability for
anomaly detection.

types of flow duration/s TCP packet SYN packet RST packet ACK packet RST/ACK packet constant

abnormal 78x10°° —-0.03 9.271 0.358 0.028 -0.579 —-9.200

normal ~3.9%107° -0.30 3.600 1.721 1.561 0.048 —-23.213

Table 5 Single-flow and multi-flow classification function coefficients

types of duration/s TCP packet SYN packet RST packet ACK SYN/ACK FIN/ACK RST/ACK

flow packet packet packet packet

abnormal ~-9.90x10°® —-0.020 7.385 1.748 0.115 —2.313 1.466 0.027

normal 0 0.218 —1.900 139.900 1.027 —137.300 41.841 —4.394

types of number of flows number of number of number of number of flows number of

flow in S-S set ports in S-S destination packets in S-S in S-D set packets in constant
set IP in S-S set set S-D set

abnormal —0.003 —-0.011 0.114 0.001 0.294 —-0.010 —21.524

normal 0.081 0.165 -0.272 —0.008 —17.597 0.873 —4388.550
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Table 6 Anomaly detection result of training sample

date single-flow or false negative false positive
all features rate/% rate/%

March 12th single-flow 1.6 233

March 12th all 0.3 0

Table 7 Anomaly detection result of testing sample

date single-flow or false negative false positive
all features rate/% rate/%
March 13th all 9.10 0.60
March 15th all 1.70 NO
March 19th all 2.60 0

6 Conclusions

In this paper, a group of easy-extracted and linear separable
features of related flows are proposed to detect the anomaly
traffic of a database network. The remarkable features of
the detection model are as follows:

1) The used features are easy to be extracted, and have
low vector dimension, low complexity, and high-speed
process.

2) The extracted features have linear separability, and we
can utilize Fisher criteria to build a model to detect the data
flow. The detection model is simple, and has low
complexity and good generalization ability.

3) The algorithm can provide high accuracy for anomaly
detection and classification of database network traffic.

4) The anomaly detection does not rely on the well-
known port and packet keyword matching, and is well
applicable to many private protocols and encryption
protocols.

This model can effectively solve the problem of how
anomaly traffic of database network is accurately detected,
and has high availability and reliability. Furthermore, we

will optimize the anomaly detection algorithm, reduce the
algorithm complexity and make a deep research on how to
apply the detection model in other network environments.
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