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Abstract Designing reliability differentiated services for
missions with different reliability requirements has become
a hot topic in wireless sensor networks. Combined with a
location-based routing mechanism, a quantified model
without full network topology is proposed to evaluate
reliability. By introducing a virtual reference point, the data
transfer is limited in a specified area. The reliability
function of the area is given. A detailed analysis shows that
the function increases quadratically with the distance
between the source node and the reference node. A
reliability differentiated service mechanism is then pro-
posed. The simulation results show the efficiency of the
proposed mechanism.

Keywords wireless sensor networks, reliability, service-
differentiated, location-based routing mechanism

1 Introduction

Wireless sensor networks (WSNs) have wide applications
in battlefields and emergency response. WSNs need
improved transfer reliability against package loss rate
caused by node and link failures [1-3]. Supplying a
uniform service for missions with different reliability
requirements should be forbidden to reduce energy
consumption. Traditional routing schemes are based on
end-to-end path discovery, resource reservation and path
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recovery along the discovered path, which is not suitable
for WSNs because of unavoidable path discovery latency
and resource reservation. Therefore, recent research has
focused on route mechanism without a prior path set-up
and global topology information [4—-15], which is termed
the stateless routing algorithm. However, stateless routing
will bring exponential packets forward because of its
flooding-like mechanism, especially for high density
WSNs. Thus, designing an energy efficient approach
without a global network state and path discovery has
attracted much attention.

This article proposes a novel scheme that introduces a
virtual reference node with the help of triangle inequality
to restrict data relay in a specified area. The proposed
algorithm efficiently reduces energy consumption and
provides a reliability differentiated service in a localized
way.

2 Related work

Stateless routing schemes have the same requirements [4—
15]. Each sensor knows its nodes’ and sink node’s
positions, otherwise data reporting will lose guidance.
For example, workers can go to rescue in battlefields or
other emergent circumstances with the help of position
information. Thus, the global positional system (GPS) [4]
is introduced in WSNs to solve the localization problem.
However, due to cost factors, it is highly undesirable to
have a GPS receiver in each sensor node. Fortunately, there
are efficient distributed GPS provision service algorithms
[5,6]. As a result, location-based routing protocols have
been widely studied. Because such routing protocols will
forward packets through direct neighbors, they can avoid
path discovery, reservation and recovery. Many stateless
routing protocols [7,8] are proposed based on location
techniques.

GPSR [7] is an efficient routing technique without priori
path set-up that uses the greedy forwarding geographic
routing approach, which is the first approach introducing
location-based technique. However, packets always reach
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a local maximum, and therefore the recovery overhead is
significant. They still cannot support service differentia-
tion. Many improvements on GPSR have been developed
[8—11]. Path redundancy and reliability are leveraged in
RelnForM [10] for desired reliability using local informa-
tion. MMSPEED [11] extends it in differentiating services
in both timeliness and reliability domains, and proposes a
dynamic approach to compensate for inaccuracies of local
decisions. However, the overheads incurred by probability
flooding-like routing in the above work are energy-
wasting. This article will show that restricted data transfer
can reduce those overheads.

There are four well-known restricted data transfer
protocols [12—15], among which Gossip [12] is the first
for Ad-hoc networks and is revised for WSNs. However, it
has poor scalability. DREAM [13] improves Gossip by
forecasting an expected region containing destination node
D (a circle C), and calculating two tangents, linel and
line2, between source nodes S and C. The data transfer is
restricted in a taper-like region surrounded by linel, line2
and C. Similar to DREAM, LAR [14] also estimates an
expected region C of destination and then computes a
random rectangle region containing C to transfer data.
DREAM and LAR are quite suitable for Ad-hoc networks.
TBF [15] proposes a trajectory-based forwarding scheme
and extends restricted data transfer technique to WSN
applications. The trajectory is set by the source and the
forwarding decision is based on its relationship with the
trajectory rather than names of intermediate nodes. Data
transfer is restricted in a region around the trajectory. In the
three protocols (DREAM [13], LAR [14] and TBF [15]),
the nodes forward data in the expected region using a
greedy algorithm to find routes.

However, they may fail to find a path between source
and destination, because the path may exist outside the
calculated region as a result of the greedy algorithm. This
is termed ‘void’ problem and the solution is the right hand
technique [7]. Unfortunately, it should be avoided to
reduce overheads. Furthermore, there are no theoretical
rules for calculating a restricted transfer region. The
following sections will show some candidate rules by
introducing triangle inequality.

3 Network model and problem

3.1 Network model

All the sensors are randomly distributed in a plane M, and
that

1) A sensor i can and only can receive messages sent by
other sensors located in the circle of radius » centered at .

2) The radius R of M is much bigger than r.

3) Sensors do not move after the distribution.

4) Each sensor has its own location information by GPS
or other location techniques.

5) Different operations have different reliability require-
ments.

6) Stateless routing protocols are discussed in this
article.

In the above properties, 1) —3) have been widely used in
WSN researches [1-15]. Property 4) can be implemented
by distributed location techniques [4—7]. Properties 5) and
6) are the same preconditions of reliability differentiated
service researches in WSNs [8—-15].

3.2 Problem

Let source node S send data to a destination node D. The
Cartesian coordinates of S and D are S(S,,S,) and
D(D,,D,), respectively. Let the reliability requirement of
this mission be P™. Each sensor maintains its direct
neighbors’ information, including location and average
lost radio package.

The problem is how to select the right route that satisfies
the reliability requirement by only using local information
with the least possible energy consumption.

4 Scheme
4.1 Relay in specified area

Suppose source node S and destination node D cannot
communicate directly. Packets are transmitted multihop
through the other sensor nodes in the WSN. Suppose that P
is a node at the route from S to D. Now we consider the
possible area containing relay nodes with the help of
triangle inequality.

First, the relay nodes at the route from P to D (route PD
for simplicity) are considered. If route PD is a beeline, then
all the relay nodes should be in the beeline PD. Otherwise,
the transmission distance from P to D among relay nodes is
at least |PD| according to triangle inequality. For example,
suppose the packets are transmitted from node P to node E,
and then to node D. Obviously, the transmission distance is
|PE| + |ED| > |PD|. Hence, we have:

Rule 1 The relay nodes at the route PD should be in the
circular region C; of radius at least |[PD| centered at P.

Similar to Rule 1, we can obtain that relay nodes at the
route SP should be in the circular region C, of radius at
least |SP| centered at P. Without loss of generality, if
|PS|=|PD], then C; is inside C. Rule 2 is then obtained.

Rule 2 Relay nodes should be in the circular region C,
of radius at least [SP| centered at P. The nodes outside C,
can be considered as redundant nodes. Figure 1(a) shows
the scenario.

Second, we consider the one hop scenario as shown in
Fig. 1(b). The data transmission distance from S to D
relayed by P is |[SP|+ |PD|. Similar to the analysis of Rule
1 and Rule 2, it is easy to know that the transmission
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distance from S to D among relay nodes is at least |SP| +
|PD|. Then we have:

Rule 3 Relay nodes should be in the circular region Cs
of radius at least |SP|+ |PD| centered at S. The nodes
outside C; can be considered as redundant nodes, as shown
in Fig. 1(b).

Obviously, circle C, and C; will overlap, as shown by
the shadow area C, in Fig. 1(c). This indicates that relay
nodes in the route SD should be in the area C,. According
to Rule 2 and Rule 3, we summarize the following equation
to determine the relay nodes from source node S to
destination D:

|AP|<max{|PS|,|PD|},

(1)
14S|<|PS| + |PD).

For any node 4, if Eq. (1) is satisfied, it becomes a relay
candidate node.

The data transfer is then limited in the specified area Cj.
For any node 4, at least two times and at most four times
Euclid distance calculation are required to determine
whether 4 should relay data. The energy consumption of
these simple calculations is much lower than that of data
transmission. As a result, the overhead is significantly
reduced.

Rule 4 Relay nodes should be in the overlapped region
Cj4. The nodes outside C4 can be considered as redundant
nodes, as shown in Fig. 1(c).

The data transfer is then restricted in the specified area
C4 located by S, D and P.

Note that C4 should cover the radio range of destination;
otherwise the path may not exist. Let the distance between
P and S be x, the distance between S and D be b and the
radio range be r. Then it can be seen that when the radius of
Cj is larger than (b + r), C,4 can cover all the nodes in the
radio range of destination, as illustrated in Fig. 1(d).
According to Rule 3, if the radius of Cj is at least |SP| +
|PD|, then we have [SP|+ |PD|> b+ r. Note that |PD|=
|SP|—|SD|. Thus we have Rule 5.

Rule 5 Let x be the distance between P and S. Let b be
the distance between S and D. Let » be the radio range.
Then x should satisfy

x>b+0.5r. @)

4.2 How to locate P

Notice that the longer the distance between P and beeline
SD, the larger the area between P and SD covered by Cj.
Especially, if P is above SD, then C, will cover more
sensor nodes above SD than below SD. Thus, the more
relay nodes may be above SD. However, relay nodes
should have the same distribution on both sides (above and
below) of SD without global network topology informa-
tion. Otherwise the overload balance will be broken. As a
result, we have:

(c)

(d)

Fig. 1 Locations of node P and the others. (a) S and D covered by C; and Cs; (b) P and D covered by Cs; (c) C4 covers S, D and P; (d)

sensing area of D covered by that of P and Cy4
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Rule 6 P should be on line SD, as shown in Fig. 1(d).

Notice that the whole topology of WSN is unknown.
Therefore, we can conclude the following under the
assumption that nodes S and D are connected in the WSN.
The larger the area of C,4, the more sensor nodes will
participate in data relay. As a result, the higher the
successful transfer probability. Since the area of C, is
determined by the position of nodes S, D and P, while
nodes S and D are always known, then the area of C4 will
be determined by the position of node P. By denoting the
area of C4 as S¢,, S¢, can be expressed using the positions
of nodes S, D and P, as shown in Proposition 1.

Proposition 1 Given source node S, destination node
D, and reference point P. Let the distance between P and S
be x, and that of S and D be b. The data transfer in the WSN
follows Rule 1-Rule 6. Then S, is given by the following
equation and increases strictly with x:

2x—b 1

2 2
m® + (2x° —4bx + b*)arccos 7 + ﬁ(x +b)

x (6bx —5x*)V/3x> —2bx—b%, x=b,

b b
o + (bz—Zﬁ)arccosE—Ev%Z —b?,
b/2<x < b.

4

©)

Proof Suppose S(0,0), D(b,0) and P(x,0). According to
Eq. (1), x=b/2. Let the polar coordinates of any node M in
circulars C, and C3 be M(p,0), then we have the equation:

2x—b, x=b,
C2 P =

b, b/2 < x < b,
C; : p = 2xcosb.

For x= b, let the circulars C, and Cs intersect at nodes
EQ2x,p) and F(2x,2n—f3), where cosff = (2x—b)/2x, and
OP intersect with EF and C3 at H and G respectively, as
shown in Fig. 2. Then PE(O,H| or P<(H,G).

For PE(0,H], where (2x—b)cosf > x, as shown in
Fig. 2(a). Denote the area of Cy as S,,, then

S1a =2(Sepo + Serc) = 2(Sepo + Skoc —Skon + Sepn)

B 71, fﬁl o1 )
_2< ;5 X d0+ )5 (2x-b)%d0——(2xb)

x sinfcosp + ;xzsin(Zﬁ)cos(Zﬁ)>

2x—b 1

=mx® + (2x* —4bx + b?)arccos 7 + 4_x2(x +b)
x (6bx—5x*)V/3x2—2bx—b%,  x=b.

For P€(H,G), where (2x—b)cosf < x, as shown in
Fig. 2(b). Denote the area of C4 as Sj;,. According to the
symmetry property, S;, = S5-

Similarly, when b/2 < x < b, we can get the area of Cy.

Fig. 2 Locations of node P under polar coordinates. (a) PE
(O.H]; (b) PE(H,G)

b b
S, = mx* + (b*—2x%) arccos 5 -~V 4x% - b2,
X

b/2 <x <b.

Then the area of C, (denoted as S, ) is shown by Sy, and 5.

Given the source and destination nodes, then b is a
constant. Thus, S¢, varies with undependable variable x
and is continuous. Differentiating S, and S, about x, we
obtain that the derivative of S}, and S is greater than zero.
Notice that S(b/2) = nb* /4 > 0. As a result, S, increa-
ses strictly with x.

To summarize, we have Proposition 1.

Corollary 1 S, increases quadratically with x.

Sketch According to Eq. (3), it is easy to obtain

lim (S, /x) =n—5V3/4~0977 >0, x=b,
lim, (S¢,/**) = 1/2-0.5V/3 ~ 0.705 > 0, b/2<x < b.

So S¢, = O(x*). According to Proposition 1, S¢, increases
quadratically with x.

The above analysis demonstrates that the area of C,
increases quadratically with x, and that the number of
sensor nodes participating in data relay also increases
quadratically. As a result, the probability of forwarding
failure will decrease quadratically. However, the energy
consumption will increase quadratically. Obviously, x
should not be too large. Otherwise the proposed data
transfer mechanism in a specified area will not be worth
doing because of the additional transfer (the location of
reference node P).
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Suppose that R is the network radius, ¢ is the node
density, and E is the energy consumption of packet with L
bytes for each sensor node. Note that E is in direct ratio to
L. Then the total energy cost in MMSPEED can be

expressed as TR*>SL. Since our proposal needs an additional
transfer of reference node location information with two
bytes, then the total energy is about S¢,6(L +2). The
source node can then calculate S¢, (L +2) and nR*$L
to determine whether C; should be specified. If
Sc,6(L +2)/(rR*6L) < 1, then specified transmission
should be performed, otherwise no operation is done. If
¢=L/(L+2), then S¢, < cnR?. According to Proposi-
tion 1, it can be known that S¢, —mx? also increases with x.
Hence, it can be relaxed to 0 < S, —nx? < enR? —mx?. We
then have Rule 7.

Rule 7 Let x be the distance between P and S, b the
distance between S and D, and r the radio range. Then x
should satisfy

x < c'?R. )

To summarize, the source node should select P in line
SD. The longer |SP| (x) is, the smaller the probability of
forwarding failure, and the more energy will be consumed.
P should satisfy

Px = Sx +x(Sx7Dx)/|SD|’
P, =8, +x(8,-D,)/|SD|, )
b+0.5r <x<c/?R.

4.3 Reliability differentiation

Let the required reaching probability be P4, Here we
follow the reliability evaluation methods [3,4] without the
whole topology. Let all the sets of direct neighbors of node
i be K. Each node i maintains the recent average of packet
loss percentage e;; to each direct neighbor j. Node i can
then locally estimate the reachability from node i to node d
via neighbor j as follows:

RPy = (1-ey) (1 —ey) /Bt (6)

where |dist; ,/dist; ; +- l‘ is the local hop count estimation
from j to the final destination d.

Now i will select one neighbor j and assign P;™ = RP¢,
to it. i then adds j to its forwarding list J one by one until
that T RP,‘{, value just equals P™4, where TRP,‘{, is defined
as

TRP{, = 1-TJ(1-P;9). (7)

JEJ

If the TRPg, value just exceeds P4, then i randomly
selects a node j from J and relaxes the assignment one by
one until TRP¢, = P,

4.4 Proposed approach

1) S randomly selects P satisfying Eq. (5), then attaches
P and P(P,,P,) to packets; if Eq. (5) cannot be satisfied,
then S attaches only P4 to packets.

2) For any node 4 receiving the message, if P(P,,P,) is
attached, then restricted data forwarding starts up; and if
Eq. (1) is satisfied, 4 becomes a relay node and goes to step
3); if Eq. (1) is not satisfied, 4 does not receive the packet;
if P(P,,P,) is not attached, then A4 forwards packets as
follows.

3) For each relay node, it selects forwarding paths
TRPZ [, > P4, where TRP? ‘7 is given by Eq. (7).

5 Comparisons
5.1 Simulation environment

We simulate our proposal using a GLOMOSIM simulator
[16] in a personal computer with 2.99 GHz CPU and 512
MB RAM. Because the protocol MMSPEED [11] can
provide reliability differentiated services in a localized way
for WSNs in the literature, and can be improved using
restricted data transfer, we use TBF [15] and GPSR [7] to
extend MMSPEED. Their performances on efficiency and
overheads (void occurring and energy consumption) are
compared with TBF. The general simulation environment
is mainly drawn from Ref. [4] for fair comparison and
summarized in Table 1.

Table 1 Simulation environment settings

parameter value
bandwidth 200 kbps
payload 32B
node number N
network diameter/m R
radio range/m r=20
node placement uniform
error probability 50%
required reliability 90%
distance between S and D b < ?R-r)2
Egee/(nJ b7 1) 50
initial energy/(J - battery ') 2

5.2 Efficiency

To show the efficiency by introducing restricted area
transfer technique, TBF extends MMSPEED (TBF-MM),
GPSR extends MMSPEED (GPSR-MM) and the pro-
posed scheme are compared. The required and obtained
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reliabilities (proposed scheme) are listed in Fig. 3, while
the number of void problems occurring is shown in
Table 2.

1.00 n
—-e—node =200 -8
095} —-%—node = 400 )"/;/é
7| —=+—node =600 /;}){/
/v

0.90} / /
ey _ A
: — %
£ 085} A
= v /=7
o .
B S s
2 0.80} s
s - J{;/
S orsl See==F

7
/
070577
7
0 65*

70.65 070 075 080 085 090 095 1.00
required reliability

Fig. 3 Required reliability vs obtained reliability

Table 2 Number of voids occurring for different protocols

(R, n) GPSR-MM TBF-MM proposed
(100, 200) 84 80 71
(100, 300) 72 69 53
(100, 400) 51 49 27
(100, 500) 29 23 14
(100, 600) 18 15 7

Figure 3 shows the efficiency of the proposed scheme
under different node densities when R =100, and » varies
from 200 to 600 with increments of 200. The x-line shows
the reliability requirements, while the y-line shows the
obtained reachabilities. Figure 3 indicates that the
proposed scheme can efficiently provide reliability differ-
entiated services.

Table 2 shows the average results in a network with
different node densities for GPSR extend MMSPEED
(GPSR-MM), TBF-MM and the proposed scheme. The
comparison shows that the proposed scheme can efficiently
reduce the number of void problems occurring, which
answers the analysis in Sect. 4.

5.3 Energy consumption and scalability

The energy consumption comparison of the proposed
scheme, TBF, and MMSPEED is shown in Fig. 4. The
simulations are run under R=100 and »=100. The sink
node is located in the center of the terrain. Each protocol
will independently run 1000 times. Each time a random
source node will send one payload to the sink node. Figure 4

shows that the proposed scheme has better performance
than the other two.

80r

60r

40 ~ —e—our approach
—*—MMSPEED
20 —+—TBF

remaining total energy
S
j=]

10° 107
time

Fig. 4 Remaining total energy vs time for different protocols

From the efficiency and energy consumption compar-
ison, it can be seen that TBF has also good scalability
under different network sizes and node densities.

6 Conclusions

Reliability differentiated services with local information,
also termed stateless reliability differentiated routing, has
become a hot topic in WSNs. Location-based protocol can
provide good support for them without global information.
Many interesting related researches have been proposed,
which, however, mostly fail on either unignorable over-
heads or theoretical supports.

This article shows a localized energy efficient algorithm
for reliability differentiated services in WSNs. The analysis
and simulations show that the proposed scheme has the
following advantages:

1) Sensors can dynamically select forwarding nodes by
only using local information except the sink node’s
position.

2) When providing reliability differentiated services, the
overhead can be reduced by introducing restricted data
forwarding techniques.

3) Rules 1-7 show where the virtual location point P
should be, and the upper and lower bounds of the distance
between P and source node, i.e., the theoretical supports
for selecting restricted regions.

4) The proposed scheme has good scalability and thus is
more suitable for large scale WSNSs.

The Rules 1-6 proposed are also suitable for other QoS
in WSNs. For Rule 7, the upper bound should be modified
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according to different QoS requirements, which shall be
our future research direction.
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