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Abstract This article presents the formal definition and
description of popular topics on the Internet, analyzes the
relationship between popular words and topics, and finally
introduces a method that uses statistics and correlation of
the popular words in traffic content and network flow
characteristics as input for extracting popular topics on the
Internet. Based on this, this article adapts a clustering
algorithm to extract popular topics and gives formalized
results. The test results show that this method has an
accuracy of 16.7% in extracting popular topics on the
Internet. Compared with web mining and topic detection
and tracking (TDT), it can provide a more suitable data
source for effective recovery of Internet public opinions.

Keywords hot topic extraction, network traffic content,
Internet public opinion analysis

1 Introduction

Currently, the Internet is one of the most important
platforms of communication. For the purpose of public
opinion analysis, how to extract hot topics that attract the
public has become a quite interesting issue.
The related studies [1–6] can be divided into two parts.

One is the research on topic detection and tracking [1,2],
and the other is on web mining [4]. These studies select

data from web sites as the data source, and the analyses
present what Internet media is concerned about instead of
the users. Therefore, we need to select other data sources
for acquiring true Internet public opinion.
In this article, we select network traffic as the data

source, which corresponds to users’ network behavior, and
by this means we can get more precise analysis results. We
also attempt to recover and comprehend users’ behavior,
analyze hot topics that users are concerned about, and
finally obtain actual Internet public opinion based on the
formula description of hot topics on the Internet.
The article is organized as follows: Section 2 presents

the formulation of hot topics on the Internet. Section 3
proposes the algorithm of word correlation. Section 4
proposes the method of building the description of hot
topics and the experimental results and discussion are
presented in Sect. 5. Conclusions are given in the last
section.

2 Formulation of hot topics on Internet

Although some researchers have proposed the general
definition of topic [6], there is no specific definition for
Internet public opinion research. Thus, we propose a
definition of hot topics on the Internet below.

Definition 1 Users pay attention to a hot topic on the
Internet widely and continuously, which is defined as a set
of certain types of information, including the semantic
description of the meaning and the diffusion mode of the
topic.
We propose a multidimensional vector as the formula-

tion of hot topics on the Internet, and set hot words, key
title and the web sites as the basic elements of the vector. A
hot topic P can be described as

P¼ðW1,W2,:::,Wl, T1, T2,:::, Tm, S1, S2,:::, SnÞ, (1)

where Wi is a hot word, which is related with the hot topic
and describes its meaning; Ti is a key title, which is a word
or short sentence and describes the key meaning of the
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topic; and Si is the URL of a web site, which publishes
pages related with the topic.

3 Algorithm of word correlation

The content of a hot topic would appear frequently in
network traffic. Hence, hot words that describe the
meaning of the topic would emerge with a large frequency.
A hot topic could be described by several hot words,
among which relationships can be found. Thus, we
propose an algorithm to calculate the value of the
correlation between two hot words of the topic, which is
the key step of our approach.
First, we calculate the frequency of each word appearing

in the traffic content, and divide the words into high
frequency words, middle frequency words and low
frequency words. We calculate the frequency by

w ¼ ðW , f Þ, (2)

where w is the statistical result of a word,W is a word, and f
is the total frequency of the word. We set the thresholds of
high frequency, middle frequency and low frequency, and
get three sets of words:

WSh ¼ ðwhs1, whs2,:::, whsrÞ,
WSm ¼ ðwms1, wms2,:::, wmssÞ,
WSl ¼ ðwls1, wls2,:::, wlstÞ,

8
><

>:
(3)

where WSh, WSm, WSl indicate the high frequency, middle
frequency and low frequency word set respectively; whsi,
wmsi, wlsi indicate the high frequency, middle frequency
and low frequency word respectively.
A hot topic could be regarded as a set of web pages on

the Internet, and all their related hot words would exist in
these web pages. When users read these pages via the
HTTP protocol, the content of one page is the content of
one TCP connection, and the hot words exist in the content
of the TCP connection. Hence, the correlation of any two
hot words could be calculated by the number of times the
two words exist in the same connection. The more two
words exist in the same connection, the larger the value of
correlation would be, and the greater the probability that
the two words belong to the same hot topic.
The models of network flow include a train model [7]

based on the TCP connection [8], and a flow model
proposed by Claffy [9]. Based on these two models, we
propose a topic flow model to recover the situation of hot
topic diffusion.

Definition 2 A topic flow is a set of network packets
with the same four-tuple, with the time interval between
them less than a toehold, and with semantic content.
The topic flow could be described as

ΓP ¼ ðid, t, ipsrc, psrc, ipdest, pdest, C, T , SÞ, (4)

where id is the identity No. of each flow; t indicates the
arriving time of the flow; ipsrc, ipdest indicate the source and
destination host IP address respectively; psrc, pdest indicate
the source and destination host port respectively; C
indicates the content type of the flow; T indicates the title
of the page which is transferred by the flow; and S indicates
the web site that publishes the page.
Based on the above definition of topic flow, a hot word

in the traffic content can be described as

w ¼ ðW , f , id1, f1, id2, f2,:::, idn, fnÞ, (5)

where W indicates the word, f indicates the total frequency
of the word, fn indicates the frequency existing in the flow
n, and idn indicates the id of flow n.

The correlation of two words �ðw, w#Þ could be
calculated by the number of times the two words exist in
the same flow. If the two words exist in the same flow once,
the value of correlation would be 1; if the two words exist
in the same flow n times, the value of correlation would be
n; if the two words do not exist in any flow, the value of
correlation would be 0. The calculating process for word w
and w# is

w ¼ ðW , f , id1, f1, id2, f2,:::, idl, flÞ, (6)

w# ¼ ðW#, f #, idí1 , f
í
1 , id

í
2 , f

í
2 ,:::, idím , f

í
m Þ, (7)

If idi1 ¼ idíj1, idi2 ¼ idíj2,:::, idin ¼ idíjn, then

�ðw, w#Þ ¼ n, (8)

where idin, id
í
in indicate the identity of word w and w#

respectively; and �ðw, w#Þ indicates the correlation of
word w and w#. The more two words exist in the same
connection, the larger the value of correlation would be,
and the greater the probability that the words belong to the
same hot topic.

4 Method for building description of hot
topics

The correlation of two hot words �ðw, w#Þ could indicate
the probability that the two words belong to a hot topic, i.
e., the larger the correlation, the shorter the distance
between the words. Thus, we select the density-based
spatial clustering of application with noise (DBSCAN)
method to group the words into some clusters [10]. The
value of correlation would be large in a cluster. These
clusters correspond to the hot words in Eq. (1):

c ¼ ðw1, w2,:::, wnÞ, (9)

where c is the cluster which includes n hot words; wi is a
hot word which is mentioned in Eq. (5).
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We can get the key title and web sites based on these
clusters:

TC ¼ ðsTC , fTC , id1, id2,:::, idmÞ, (10)

SC ¼ ðsSC , fSC , id1, id2,:::, idkÞ, (11)

where sTC indicates the character string of the key title, fTC
indicates the total frequency of the key title; sSC indicates
the URL of the web site, fSC indicates the total frequency of
the web site; and idi indicates the identity of flow which
corresponds to the web site.
We select some hot key titles and hot web sites by setting

thresholds, combining the hot word clusters mentioned in
Eq. (9), and getting the final result of hot topics mentioned
in Eq. (1).

5 Experiment results

We selected the mirror traffic data as the data source, which
is supported by the network center of Xi’an Jiaotong
University, and processed the traffic data offline. The data
process server is an Acer Altos G530, and the CPU is a P4
Xeon 3.2 with memory of ECC 4 GB and hard disk of
SCSI 320 GB. We selected C ++ to program, and the OS is
Windows 2003 server.
In the experiment, we set the middle frequency threshold

as 3000 and high frequency threshold as 10000. We
obtained 665 high frequency words, 1047 middle fre-
quency words and 1899 low frequency words. We selected
the DBSCAN method to cluster the high frequency words,
and set the domain radius ε as 500 and minority density
threshold minq as 5. After the process of clustering, we
obtained 48 clusters with 8 semantic topics and 40 other
results. In the process of building the description of hot
topics, we set TC＝500, SC＝500, and obtained the
description of 8 hot topics.
There are 8 hot topics in the final result, including

information about enrolling new students of the university,
school anniversary, the history and survey of the
university, and the introduction of Chung Kong professors
of the university. We selected two to represent the
experimental result in Table 1.

The description of topic 1, related with the information
about enrolling new students and introduction of majors,
includes 81 hot words, 3 key titles and 1 web site in Table 1.
The main content of topic 1 is about the courses and majors
of Xi’an Jiaotong University, including the names of
majors and departments, and the topic is diffused by the
web site of the University. The description of topic 2,
related with the history and introduction of the university,
includes 35 hot words, 3 key titles and 2 web sites, as
shown in Table 1 (We translate the Chinese words into
English).
There are two differences between topic 1 and topic 2.

First, the hot words of topic 2 are 43.2% as many as topic 1,
which indicates that the content of topic 2 is more
centralized. Second, topic 2 is diffused through two web
sites, which indicates that topic 2 would affect people more
widely than topic 1.
By our approach, we get 8 hot topics in the experiment

from the traffic data, which could partly describe Internet
public opinion, and support useful information for network
administrators. However, we could not get a clearer
description of hot topics because of the performance
limit of the natural language process method. We need to
analyze the final results by humans to get a clearer
comprehension of Internet public opinion.

6 Conclusions

This article analyzes the features of existing network
information researches, proposes the definition and
formalized description of hot topics on the Internet and
brings forward a method to analyze the traffic content data
for hot topic extracting arithmetic. This method includes
network traffic flow analysis, traffic content statistical
analysis, and correlation analysis of words in the traffic
content. The experimental results show that the current
method can effectively access network hot topics, and the
result partially reflects the real status. Generally, this
method is efficient for studying the spread character of a
network hot topic.
In future work, we will improve the performance of our

approach, and research methods to filter noise words in the
traffic content.

Table 1 Description of hot topics

P (W1,W2,…,Wl) (T1,T2,…,Tm) (S1,S2, …,Sn)

1
l = 81
m = 3
n = 1

(biology, electric, energy, science, business, com-
merce, accountant, automation, computer, patholo-
gy, software, algorithm,…, economy)

(enrolling new students, intro to the majors, enrollment
mark of masters in 2003)

http://www.xjtu.edu.cn

2
l = 35
m = 3
n = 2

(predecessor, Shanghai, Jiaotong, Xi’an, history,
industry, address of university, a hundred years,
tradition, western China, creation, finance, run a
school, Nanyang, higher education, internal, history
of university,…, sites)

(introduction toXi’an JiaotongUniversity, history of
Xi’an Jiaotong university, 110th school anniversary)

(http://www.xjtu.edu.cn,
http://newsxq.xjtu.edu.cn)
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