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Abstract SQL injection poses a major threat to the

application level security of the database and there is no

systematic solution to these attacks. Different from tra-

ditional run time security strategies such as IDS and fire-

wall, this paper focuses on the solution at the outset; it

presents a method to find vulnerabilities by analyzing the

source codes. The concept of validated tree is developed to

track variables referenced by database operations in

scripts. By checking whether these variables are influenced

by outside inputs, the database operations are proved to

be secure or not. This method has advantages of high

accuracy and efficiency as well as low costs, and it is uni-

versal to any type of web application platforms. It is

implemented by the software code vulnerabilities of

SQL injection detector (CVSID). The validity and effi-

ciency are demonstrated with an example.

Keywords vulnerability detection, database security,

SQL injection

1 Introduction

It is a hot research topic to determine system security

status using formalized methods, which include detecting

bugs in software systems, mining vulnerabilities in scripts,

and identifying the security status of protocols. In this

paper, based on previous work, we develop a new method

of detecting specific vulnerabilities, SQL injection, in the

scripts of Web application to secure database operations.

However, there still exists a continuing problem – how

to prevent the system from SQL injection attack? One

solution to this problem is detecting attacks between the

scripts level and database level at run time. It is usually

implemented by parsing the SQL strings, whose scripts are

delivered into the database for a set of signatures.

Compiling techniques [1] were used to parse the structure

of the SQL strings and finite state machine techniques [2]

were used to analyze the exact logic of the SQL strings.

However, although the approach can effectively detect

attacks at run time, it inevitably brings run time load to

the Web server at the same time. Another solution is to

directly analyze the code for logic vulnerabilities with code

analysis techniques from software engineering, whereby

software testing methods such as data flow analysis[3,4]

and type system[5,6] are modified to detect SQL injection

vulnerabilities. Typical approaches are the bounded

model check [7] and context sensitive analysis [8]. One

intrinsic advantage of these approaches is that the static

analysis in scripts rather than run time detection focuses

on the cause of the problem, while bringing in no extra run

time load.

Based on previous work, we introduce a new concept of

validated tree that reversely tracks the variables refer-

enced by database operations to determine whether or

not these variables have been influenced by inputs from

outside. In this way, database operations in scripts can be

saved and in addition to zero run time burdens, there are

some other advantages. For instance:

1) There are definite reports of vulnerabilities and no

positive false events that are confused in the results of

IDS.

2) It can locate vulnerabilities in exact lines and track

the cause to help programmers modify their codes.

3) It is independent of any specific type of Web applica-

tion platforms, which may be configured with different

script languages and database systems.

The remainder of this paper is organized as follows. In

Sect. 2 the SQL injection will be briefly reviewed. Based on
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the mechanism of SQL injection attack, the reverse track-

ing of variables with validated-tree is developed in Sect. 3.

In particular, the formalized algorithm description of the

reverse tracking is introduced in Sect. 3.5, and a math-

ematical model to calculate the security rank of a Web

application is developed in Sect. 3.6. Finally, the imple-

mentation of the software code vulnerabilities of SQL

injection detector (CVSID) is briefly provided in Sect. 4.

For convenience and clarity, we will use the PHP lan-

guage and the MYSQL database in all code sections to

illustrate our approach.

2 Mechanism of SQL injection attack

Numerous scripts of Web applications are filled with code

sections like

$result5mysql_db_query(’sample_db’,"SELECT*FROM

table_name WHERE user5’$user’ and psw5’$psw’ ");

If an attacker set the value of the variable $user in the

URL request as

admin’ or 151 #

Then, the actual code executed on the Web server is

$result5mysql_db_query(’sample_db’,"SELECT*FROM

table_name WHERE user5 ’admin’ or 151#’ and

psw5’$psw’ ");

Since the code after the comment mark#will be filtered

by the database language parser at run time, the exact

code executed in the database is

SELECT*FROMadminWHEREuser5’admin’ or 151

As a result of the carelessness of a programmer, an

attacker can easily enter into an authorized system. All

of the security problems are attributed to variables with-

out any constraint.

Because of the carelessness of programmers in coding, it

is easy to find this kind of vulnerabilities on the Internet.

They usually exist on campus, in the institute, government

and other information post Web sites, and pose threats to

the application level security.

3 Variables tracking with validated-tree

The cause of SQL injection vulnerabilities is that the vari-

ables referenced by database operations can be accessed

without any verification by the attacker. The method we

discussed in this paper tracks the exact variables from

database operation functions like mysql_db_query() to

the start of the program. Since the tracking process is like

a growing tree, it is named validated-tree.

To describe our approach, we give a code section as an

example here, which will be discussed in this paper thor-

oughly.

,?php

…

40: $col_15’name’;

41: $col_25’time’;

42: $first_name5’wang’;
43: $name5$first_name . $last_name;

44: $level5’admin’;

45: $id5filter($id);

46: $table_name5’sample_table’;

…

76: mysql_connect(’dbhost’,’dbuser’,’test’) or die

("Database connection failed");

77: $sql 5 "SELECT * FROM $table_name WHERE
name5$name";

78: $result_1 5 mysql_db_query (’sample_db’, $sql);

79: $sql 5 "SELECT $col_1 , $col_2 FROM $table_

name WHERE level5$level ";

80: $result_2 5 mysql_db_query(’sample_db’, $sql);

81: $sql 5 "SELECT * FROM $table_name WHERE

id5$id";

82: $result_35 mysql_db_query(’sample_db’, $sql);
…

?.

3.1 Validated point

The validated point is the starting point from which the

tracking process begins, wherein generally the database

operation function is included. The SQL strings are finally
delivered into the database by this kind of functions

in scripts. In the examples of PHP andMYSQL, the func-

tion mysql_db_query() at line 78 and line 80 are typical

validated points. Each validated point has only one vali-

dated-tree as the counterpoint, and the parameter of the

function is the root of the validated-tree.

3.2 Code sections of scripts

Dynamic section: the condition branches and loop blocks

whose execution will be determined at run time and are

related to some undetermined conditions are defined as

the dynamic section. In addition, the functions defined by

the user also belong to the dynamic section. Codes in this

kind of sections cannot be used for variables tracking.

Static section: the codes except the dynamic section in
scripts are defined as the static section.

3.3 Trusty evidence

Evidence: expressions which fit one of the following con-

ditions are defined as evidence.

1) The parameters of validated point are evidence

2) From the current position of the expression to the
start of the program, if the left part of the expression

appears in the evidence set first, the right part of it is

evidence.

A method for detecting code security vulnerability based on variables tracking with validated-tree 163



Trusty evidence: if the evidence is in the static section

and the element is in the set of variables of constant or

string operation, it is defined as trusty evidence. It can be

used to update the evidence set and replace the leaves of

the validated-tree.

Uncertain evidence: if the evidence is in the dynamic

section or the function appears, the evidence is uncertain

evidence.

3.4 Validated-tree

The root of the validated tree is the parameters in the

validated point. Current evidence can be used in replacing

the leaf node on the validated tree, but the node derived

from the uncertain evidence cannot be replaced again. To

find out whether the validated point has injection vulner-

ability, we trace back along the tree to search for the

evidence line by line, and fully complete the tree. When

the tree stops to grow, the procedure ends.

3.4.1 Vulnerable point

For the code section, the point that needs to be validated

in line 78 can first take the expression in line 77 as trus-

table evidence and broaden the root point $sql, then it

finds the second evidence in line 46 to broaden the

extended leaf node $table_name. The last evidence

appears in line 43. The growing procedure of the vali-

dated-tree for this point is shown in Fig. 1.

When we trace back the starting point of the program, it
means the end of growth. After visiting all the leaves of the

validated-tree from left to right, all the information about

the database operation in the source code will be recov-

ered. For example:

SELECT * FROM sample_table WHERE name5
$first_name.$last_name

Here, two variables $first_name and $last_name are used

to generate the SQL string without any constraint. It will

allow attackers to inject arbitrary database operations with

a skillful string.Wewill not elaborate on the injection attack

technique in this paper. However, here we must notice that
the essence to succeed in the injection attack is to inject a

string into unconstraint variables at the client site.

Conclusion: when the validation is finished, if there are

leaves in the tree which have variables deriving from trus-

table evidences, we can conclude that this point does have

injection vulnerability. The validated point is called the

vulnerable point.

3.4.2 Static point

For the point in the code section, line 80, the generation of

its validated-tree is shown in Fig. 2.

After traversing all the validated-tree’s leaves, we can

obtain this string:

SELECT name , time FROM sample_table WHERE

level5’admin’

At this time, the SQL string is isolated from the outside

input, thus the database operation from the point in line

80 cannot be injected.

Conclusion: when the validation is finished, if there are

no variables in the leaves of the validated-tree, the data-

base operation cannot be injected. This validated point is

called the static point and cannot be injected.

3.4.3 Potential injection point

After visiting the leaves of the validated-tree, if there is an

element deriving from the uncertain evidence, we are not

able to tell whether there is injection vulnerability.

According to the generation of the SQL string in the

script, the main cause of the uncertain evidence is that

the programmer has already constrained the contents of

the user’s input. In this case, the database operation may

have been secured by the programmer when designing.

SQL strings are the case in point, which are generated

from the validated point in line 82 in the code section

and extend through the uncertain evidence in line 45 as
follows:

SELECT * FROM sample_table WHERE id5filter($id)

Function filter() is a function to filter the client inputs. It

is written by the programmer. However, its capacity in pre-
venting all kinds of harmful strings is unknown to the vali-

dated-tree. Therefore, it is still a potential injection point.

Fig. 1 Validated-tree generated by a vulnerable point

Fig. 2 Validated-tree generated by static point
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3.5 Description of the variable tracking algorithm

The algorithm of variables tracking is given as follows:

Step 1 Scan the script file, create the set of validated

point: V5{v1 , v2, …, vm }. At the same time initialize i51.

Step 2 If i55m, go to Step 11.

Step 3 Select vi from V, take its parameter as the root

point of the validated-tree, and set current validated posi-

tion p as the line number of it.

Step 4 Scan the root from the left to the right, set the

initial value of the leaf points. Set L with constant or

variables. Set the initial value of extendable leaf points

set LE with variables.

Step 5 If p.0, carry out p5p–1; otherwise go to Step 9.

Step 6 Judge if the current line is evidence:

If it is not evidence, go to Step 5;

If it is trusty evidence, go to Step 7;

If it is uncertain evidence, go to Step 8.

Step 7 Scan the right of the trusty evidence, use con-

stants and variables to replace the relevant elements in the

set L, use variables to replace the relevant elements in the

set LE. Find out whether LE is empty; if it is empty go to

Step 9; otherwise go to Step 5.

Step 8 Replace the relevant elements in the set L with

uncertain evidence, and mark the new ones as special ele-

ments created from uncertain evidence; delete relevant

elements in LE. Find out whether LE is empty, if it is

empty go to Step 9; otherwise go to Step 5.

Step 9 The validation towards vi is finished, output

the elements in L in order.

If L is labeled as special elements created from uncer-

tain evidence, vi has potential injection vulnerability;

If L does not include variables or have special elements,

then vi does not have injection vulnerability and it is a

static state point.

IfL includes variables and has no special elements, then vi
does have injection vulnerability and it is a vulnerable point.

Step 10 i5i+1; go to Step 2.

Step 11 End.

3.6 Security rank of codes

For the validated points for which we could not give a

certain answer, we can find out the location and relation-

ship among the database related variables, and we can

also use the information that the validated-tree provides

to give an security evaluation of the whole Web site.

The depth of the validated-tree indicates the logic com-

plexity of the SQL string generation. The deeper the vali-

dated tree is, the more steps are needed to generate the

SQL string. The width of the validated tree indicates the

number of variables that are related to the database opera-

tion in scripts. It also indicates the complexity of thedatabase

operation itself.Wecanuse this information togivea security

rank of codes with a simple mathematical model as follows:

Symbol definitions:V: the number of vulnerable points;

P: the number of potential injection points; pw: the width

of the validated-tree deriving from the potential injection

point; ph: the depth of the validated-tree deriving from the

potential injection point; ppn: the number of the node in

the leaves generated by the uncertain evidence.

We can use an expression to calculate a security degree

(SD) like this:

SD~V , Vw0,

SD~

PP

i~1

pwi

PP

i~1

phiz
PP

i~1

ppni

, V~0:

8
>>>>><

>>>>>:

If V. 0, SD is the number of the vulnerability points.

The scripts of the Websites can be injected in this case. If

V5 0, SD indicates the security risk of the scripts.

The value of
PP

i~1

pwi
indicates the complexity of the DB

operation. The more complex the DB operation is, the

more variables have been referenced and the worse secu-

rity the script has.

The value of
PP

i~1

phi indicates the complexity of the SQL

string generation logic. The deeper the validated tree is,

the more SQL string generating steps are needed and the

more difficult it is for the attacker to inject into the data-

base. The value of
PP

i~1

ppni indicates the potentials of the

validated-tree deriving from the uncertain evidence. They

hide a part of the actual depth of the tree.

Therefore, we can draw a conclusion as follows:

The bigger the value of the SD is, the worse the security

of the script has. If SD. 1, the Web site has a high secu-

rity risk of SQL injection. If SD, 1, the Web site is a

simple application with DB operations. Thus it has fewer

security problems in SQL injection.

4 Code vulnerabilities of SQL injection
detector

CVSID is the software based on the validated-tree. As a

tool to detect code security vulnerabilities, it includes four

modules as follows:

Morphology analysis module: it is used to handle the

included relationship among the source files, unfold

source files, delete comments and abstract the elements

in scripts such as variables, constants, keyword, etc.

Grammar analysis module: it uses the result generated

from the morphology analysis module to parse expres-

sions, functions, and identify static code sections or

dynamic code sections. It can abstract all necessary

information from the source file for the validated-tree.
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Validated-tree growth control module: this module uses

the result provided by the grammar analysis module to

track the variables and execute all of the logic for the

growth of the validated-tree.

Report generation modules: it is used to report the final
result. The report includes the location of the vulnerabil-

ities in scripts and the details of the related variables, etc.

We use open source Web projections in the test of

CVSID. There is a famous article submission system

which can be downloaded (http://www.aspsky.net) as an

open source project and used by Web sites. The project

includes 22 PHP files with 4088 lines. CVSID abstract 830

lines as evidences used for variables tracking, and locate 6
vulnerabilities in the project. For example, line 16 of the

file show.PHP which is used to show articles has SQL

injection vulnerabilities. The code section is as follows:

15: $sql 5 "SELECT * FROM $my_article_table

WHERE id5$id";

16: $result 5 mysql_db_query($dbname, $sql);

Obviously, the variable $id can be used in SQL injection

if the attacker sets the value of $id as

xx and ascii(mid(load_file(9/etc/inetd.conf9), 1, 1))

547#

With the logic relationship between the response of the

server and the SQL request, the attacker can write a sim-

ple program to change the parameters of the mid() func-
tion used in testing the Web server to get any file contents

on the server. It is equal to getting the reading authority of

the server.

5 Conclusions

In this paper, we present a feasible algorithm to imple-

ment static detection of SQL injection. The reverse track-

ing of variables with the validated-tree does not take into

account all of the variables and logic in the program, while

it only focuses on the variables referenced by the database

operation. As a result, it greatly simplifies the logic of the

algorithm and tremendously raises the efficiency of the

analysis. In addition, the procedure of variables tracking
follows the thinking pattern of programmers: First, find

the most sensitive functions which may lead to vulnerabil-

ities; then track all related variables back. As for the

uncertain evidence, this method is effective in finding

out where the variables are related to the injection points

and provide detailed relationships among variables to

help the programmers to fix them manually. Herein, we

recommend using automatic tools such as CVSID to

locate logic vulnerabilities in scripts, and implementing

filter functions with regular expressions to constrain the

variables which would access the database directly or

indirectly.

Significant results of SQL injection vulnerabilities

mining at the code level have been achieved through the

approach of reverse tracking of the variables with the

validated-tree. If the problems of tracking variables in

conditional branches or loop sections can be solved com-

pletely, the reverse tracking method can be implemented

not only in SQL injection vulnerabilities detection, but

can also be used in the buffer overflow and other vulner-

abilities detection system, and a formalized mathematical

method to determine system security status will finally

become available.
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