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Abstract By using the coding properties and statistic
properties of the plaintext, the differential properties of the
key stream sequences generated by a nonlinear combined
generator were analyzed. Then a differential attack algorithm
on the nonlinear combined sequences was proposed. At last,
an attack example adopting the differential attack algorithm
was presented.
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1 Introduction

Nonlinear combined generators based on linear feedback
shift register (LFSR) and nonlinear combined function have
wide applications in the design and analysis of stream
ciphers. Currently, two kinds of the most efficient attack
approaches to such systems are correlation attacks and linear
cryptanalysis, both of which make use of certain correlation
properties between the input and output of the combined
function f. A correlation attack called “divide-and-conquer”
was proposed in Ref. [1], and a fast correlation attack by
using low-density parity codes to conduct iterative probability
decoding was presented in Ref. [2]. Some improvements on
correlation attacks have been discussed in Refs. [3,4].

The differential attack proposed by Biham and Shamir in
the early 1990s has wide applications in the research of block
ciphers [5]. However, it has rarely been used in the analysis
of stream ciphers for a long time [6-8]. The differential
attack proposed in this paper is a kind of cipher-text-only
cryptanalysis. By using the coding properties and the statistic
properties of the plaintext, the differential properties of the
key stream sequences which are generated by a nonlinear
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combined generator are analyzed. Then a differential attack
algorithm on the nonlinear combined sequences is proposed,
and an attack example using the differential attack algorithm
is presented.

2 Basic concepts of difference

Definition 1 Let A4 = {a,, a,,...,a,} be a binary sequence
of length r, and S'= {(i}, j)), (i, j>),...,(i» )}, Where the
elements of the set S are two-dimensional arrays in the set of
positive integers. If 1 <i,, j,<r holds for any 1 <k<¢, then

the set {aik Da, |(ik,jk)e S} is called a differential set of 4

with respect to S, and S is called a differential position set of
A. The whole differential position sets of 4 is denoted as U,.

Definition2 LetA4 = {a,, a,,...,a,} be a binary sequence
of length 7. S is a differential position set of 4 and A4 is a
differential set of 4 with respect to S. Let P.A = P{x = Olx
e AA} =1/246. If |8]>0, then A4 is called J-differential
validity with respect to S. Otherwise, it is called differential
invalidity with respect to S. Similarly, differential validity can
be defined by P4 = P{x = ljxe AA}.

First, the coding properties and statistic properties of the
plaintext should be briefly introduced. As is well known, the
plaintext needs to be encoded into binary stream data before
it is encrypted. The plaintext stream data always reflect
some designated information in a certain circumstance and
consequently it displays some statistical features. For example,
word-based stream data can reflect the distinct style or manner
of writing. The stream data based on voice signals and
pictures also have obvious statistical features. As a result, it is
supposed that the plaintext stream data M = {m,, m,,...,m,}
has the following property T: plaintext stream data M is
the sum of all the efficient information expressed in some
certain coding modes. The coding mode of the plaintext is not
emphasized for the sake of convenience.

Definition 3 Let plaintext stream M = {m,, m,,...,m,}
possess the property 7 and U,, be the whole differential
position set of M. For any positive integer i, S is called
the plaintext differentially optimal for i. If S* is a subset of
U,,then|S"| = iand |PsM — 1/2| = max {|PsM —1/2||S € U,,|S)]
=i}.
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3 Differential attack

The conditions and models for cryptanalysis will be given at
first. For a nonlinear combined generator (Fig. 1), suppose
that the characteristic polynomials of those LFSRs are
known, and they are primitive polynomials with degree
r{1<i<n) respectively. Let nonlinear combined function
f(x), X,,...,x,) be non-correlation-immune balanced function.
The cipher-text stream is denoted by C = {c,,c,,...,c,}. The
output signals for the former N steps of LFSR are denoted by

{xf ) Xyyerrs Xy } (1<i<n) and the corresponding initial state is
X, which means X' = (xf, Xyyeres X, )e F}'. The output of f

(xy, X5,...,%,) (i.e. key stream sequence) is denoted as Z = {z,,

ZyenusZy}
xi
LFSR,
2
LFSR, a {f}
X
LFSR,

Plaintext stream m,, CI_\Ciphertext stream C,

Fig. 1 Nonlinear combined sequence cipher

Due to the primitive polynomials of LFSRs, the periods
of the output sequences generated by these LFSRs with
the non-zero initial states are maximal. Therefore, it can
be assumed that the inputs of combined function f are
all independent binary random variables with the same
distribution. Furthermore, for any 1<i<n and 1<k<N,
P(x,i = O) = P(xz = 1)= 1/2 holds. Generally speaking, as
a key stream sequence, it should have favorable pseudo-
random characteristics. Therefore, the outputs of the com-
bined function f'can also be considered as some independent
binary random variables with the same distribution for any
k(1<k<N). Thus P(z,=0)=P(z;, = 1) =1/2 is approxi-
mately obtained.

Definition 4 If the sequence {xf, xi,...,xjv}(l< i<n) is
generated by the ith LFSR with the initial state X'e F,’, then
a set of two-dimensional vectors 1, (I<i<n) is defined as
follows:

Lo ={(k1)|x, ®x) = 0,1<k,I<N| 1)

Lemma 1 Let the key stream sequence Z = {z,,2,,...,2y}
be generated by the above model with the initial state

X'e Fy (Ii<n), and the set A, defined by Eq. (I).
Then there exists i(1 <i<n) and &0<e<1/2) such that

Plz, @z =0|(k)e 2, } =12+

Proof Because x, (1<i<n,I<k<N) can be considered
as some independent binary random variables with the same
distribution, then P(x,i = 0) =P (x,’c = 1) =1/2 and note that
f(xy,...,x,) is a non-correlation-immune balanced function,
there exists i(1<i<n) and ¢&(0<|¢|<1/2) such that

P{f(x;,....x})®x; =0} =1/2+¢ . Thus

P{zk@)zl = 0|(k.0)e /1X,}
= PLf @ x) @ (x),..0x)) = O|(kiD)e /IX,.}
=P{f ()@, @ f(x....x))
®x] = 0|(k.1)e . |
= PLf(hnx) @, = 0P f(aox)) @ = 0}
+PLf () @x, = 1P{ f(x],.cox)) @) = 1]

(34443

1
=—+28
St

0<2&<1/2 is obtained as 0<|&|<1/2. Let ¢ =2¢2%, then
Lemma 1 is proved.

Lemma?2 LetZ={zz,...,zy} be generated by the above
model with the initial state X'e F,’ (I<i<n). Then for any

iand '€ L if ¥ £ X, Pz, @z =0|(kl)e 2, | =1/2
is obtained, where 4, is defined by Eq. (1).

Proof For any i and 'e ', let {%/,/,....% be
generated by the ith LFSR in the above model with the
initial state 2, so the following formula can be obtained:

P{zk @z = 0|(k,l)e Iy }

= P{fCih, o))
Sf(x, xf,...,x,"):o|(k,1)e ;%}

= PG 5 X))@ S )
®x/ ®x' = 0|(k,))e 2, |

= PLGd, 2 X)) @ = 0}
PG, X @ = 0]
+P{f(, X @ =1
PLIGL, KX @ =1}

OROE



Theorem 1 Denote the cipher-text by C = {c,, ¢,,...,cy}.
Suppose that the plaintext is ds-differential validity about dif-
ferential position set S. If Z = {z,,z,,...,z,} is generated by the
above model with initial state X'e F}' (1<i<n), then there
exists i(1 <i<n) and &(0 <&<1/2) such that

Ple, ®c, =0|(k.1)e 2, NS} = %+2558

Proof Denote the plaintext stream by M = {m,, m,,
oMy Then C = {c,c,,...,cx} = {z,®m,,z,®m,,...,z\D
my}. Because the plaintext is J-differential validity with
respect to differential position set S, the following formula
can be obtained

PM = P{m, ®m, =0|(k,))e S} = %+65

According to Lemma 1, there exists i(1<i<n) and
&(0 <e<1/2) such that

P{zk Dz = 0|(k,l)e i } = %+8
Therefore
Ple, ®¢, =0|(k.1)e 4, Us]
=Plz,@m @z ®m =0|(k.1)e 2, US]

=P{z, ®z, =0}P{m, ®m, =0}
+P{z, ®z, =1}P{m, &m, =1}

2 2 2 2
1
= 5+26S8

Theorem 2 Denote the cipher-text by C = {c,, ¢,,...,cy}-
If Z={z,z,...,zy} is generated by the above model
with initial state X'e F) (I<i<n), then for any i and
X'#X'eF)', the following formula can be obtained

1

Ple, ®¢, =0|(k.1)e 1, NS} ==

Proof Denote the plaintext stream by M= {m,,
My,..., My} . Then C = {c},c,,....0nF = {2:@m;,2,@my,...,
zy®@my}. According to Lemma 2, for any X¥-'€ F,', X! #X’

(1<i<n), P{z,®z =0|(k,l)e 4, } =1/2. Therefore
Ple, ®c, =0|(k.1)e 1, Us}
=P{z,®@m ®z ®m =0|(k.l)e 1, US|
=P{z, @z, =0}P{m &m, =0}
+P{z, ®z, =1}P{m &m =1}
1

1 1
=5P{mk Om, = 0}+5P{mk @ m, =1}=E
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From Theorems 1 and 2, the following corollaries can be
obtained.

Corollary1 Denote the cipher-textby C = {c,, ¢,,...,Cy}.
Suppose that the plaintext is ds-differential validity about
differential positional set S. If Z = {z,,z,,...,zy} is generated
by the above model with initial state X'e F) (1<i<n)

while letA), =A, (C, then there exists i(1<i<n) and

£(0 <e<1/2) such that

. xe Ay 1
lim =% — — 25 ¢
Nesoo A’N| 2

Corollary 2 Denote the cipher-text by C = {¢,, c,,...,
eyt If Z={z,,2,,...,zy} is generated by the above model
with initial state X'e F’ (1<i<n), then as to Vi and '€ F},
let Ay =A, ,C and if X'#X’, the following formula will
be obtained:

. xe 4, 1
li =
v AL 2

4 Differential attack algorithm

In a nonlinear combined generator (Fig. 1), suppose that the
plaintext is d-differential validity with respect to differential
position set S and f(x,, x,,...,x,) is a non-correlation-immune
balanced function. Then the distinct input x; that presents
certain correlations with the output signals of function f'can
be found out. Consequently, 23,¢ can be solved by calculating
the value of ¢ = P{f(x,, x5,...,x,)®x; =0} —1/2. As is well
known, the plaintext streams have some properties such as
d¢-differential efficiency. Therefore, based on Theorems 1
and 2 and their corollaries, the initial states of LFSR, can be
found via utilizing the known cipher-text C = {c,, ¢,...,cy}
according to the following algorithm.

Step 1 Choose a X'e F)', X#0 randomly. Employ
LFSR; to produce a stream {xf, Xyyeres X, } inwhich r =2" —1
and the period of the stream is 2" —1.

Step 2 Set the initial value of WZ as 0.

Step 3 Take WZ as the starting point to obtain N
signals {J’n yza--w)’zv} = {x{VZH’ xivzu»"'axiva} from
{xf, x;,...,xi}. Use Y= (yl, yz,...,yr[) to obtain two-
dimensional arrays set A,)S according to differential
position set S of the plaintext and Definition 4.

Step 4 Calculate the differential set A, ((C of cipher-
text C = {c,, ¢»,...,cy; about new differential position set
ANS and let Py, denote the probability of zero in this set. If
Py, —1/2 425, accept (yl, yz,...,yq) derived from Step 3
as the initial state of LFSR,;, i.e. the sub-key.

Step 5 Let WZ=WZ+1. If WZ>2" —1, proceed to
Step 6; otherwise, go to Step 3.
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Step 6 End the algorithm.

The above differential attack algorithm is a divide-
and-conquer cryptanalysis actually. It identifies the sub-key
to a LFSR by making some conditional judgment. The
algorithm that can be brought into effect depends on various
conditions given in Section 2. In fact, the assumptions of
these conditions are all reasonable [7].

5 An cryptanalysis example

Suppose that there are eight LFSRs in the model. The
feedback polynomials respectively are g;(x) =x"7+x3+1,
&) =0+ +1, gy(x) =B +x0+1, gy(x) =x¥+x%+1,
Zs(0) =xF+x0+xHx3+ 1, gox) =33+ x4 x12 41,
S0 =B+ aB x4 1, gy(x) = x50+t 1.
The combined function is

f= {E25047C342F80616385 195198628195365
DD937F5BF4B702B1 7EFED92E2D83B7}

Some words are chosen from the introduction of this paper
as the plaintext for the sake of convenient analysis. GB code
is used to encode the plaintext stream. Thus the plaintext
stream is

M= {B7C7CFDFDOD4D7E9BACFC9FAB3
CI9C6F7D4DADOF2C1DOC3DCC.. }

Now one set of initial states is chosen randomly to
encrypt this plaintext. The initial states chosen randomly
are as follows:

187F7, 856BD, F2ACF, 649F525, 19F037E, 31F62B97,
1974D1905, 64F89DDB22

Each character in the above-mentioned initial states is a
Hex digit. If the initial state is longer than its LFSR, some bits
will be cut off from the beginning to ensure that its length is
equivalent to that of the LFSR. Otherwise, some Os will be
added at the beginning of the initial states.

According to the statistic results, for integers k, M is
1/2-differential validity about position set S, = {8(i,i +/)
|1 <j<k8(i+/j)<|M|}. For £, the following conclusions are
obtained.

1) fis a balanced function.

2) If the inputs of f are independent binary random
variables with symmetrical distribution, then P{f®@x, = 0}=
0.601 56. In the following examples, let S = S; be differential
positional set of the plaintext. Thus 2836=0.020 63 can be
obtained.

According to the algorithm described in Section 4,
any X'e F)7,X'#0 is chosen first to generate a stream
{xll,. ..,x;,tl} whose length is 2!7 — 1. Calculate Py, for each
position of this stream and analyze the frequency distribution
of Py, in each small probability interval (Suppose that
continuous 10 000 bits of cipher-text can be obtained
from the experimental data). Table 1 shows the frequency
distribution of Py;.

Table 1 Frequency distribution of Py,

Distribution interval Frequency of Py
[0.498 5, 0.499 5] 69
[0.499 5, 0.500 5] 7924
[0.500 5, 0.501 5] 50950
[0.501 5, 0.502 5] 44 295
[0.502 5, 0.503 5] 18 598
[0.503 5, 0.504 5] 6338
[0.504 5, 0.505 5] 1982
[0.505 5, 0.506 5] 634
[0.506 5, 0.507 5] 189
[0.507 5, 0.508 5] 68
[0.508 5, 0.509 5] 15
[0.509 5, 0.510 5] 6
[0.510 5,0.511 5]

[0.512 5,0.513 5] 2
[0.5155,0.516 5] 1

For the right initial state of LFSR,, Py,=0.516 47—0.5
+0.020 63 can be obtained. While for the others, Py,s
all distribute inside the interval [0.489 5, 0.513 5]. These
experimental data show that the differential attack algorithm
proposed in this paper can be taken into effect for acquiring
the initial state (sub-key) of the shift register sequence in the
above model.

6 Conclusion

A kind of cipher-text-only cryptanalysis is presented in the
above. By using the coding properties and the statistic
property of the plaintext, the differential properties of the
cipher-text sequences generated by a nonlinear combined
generator are analyzed. A differential attack algorithm on the
nonlinear combined sequences was proposed. It is also proved
that this method could always be effective provided that
2856 #0 and the length of the cipher-text sequence is long
enough. In fact, there are still some questions that need to
be further resolved about the algorithm proposed in this
paper, for instance, how to choose a differential position
set of plaintext and achieve differential optimization under a
certain statistic value; how long about the cipher-text should
be obtained to make this differential cryptanalysis effective
and how to take advantage of the process relationships of the
shift register to quickly determine differential positional set
Ay(1S of cipher C and to calculate Py,.
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