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Obviously, for each specified fault, there exists an optimal 
order, so that the first fault comes out at its earliest moment. 
This fact will lead to different schedulings for different faults, 
but we have no idea which and what fault will come out first. 
From the viewpoint of the average effect, any kind of static 
ordering method will not lead to the minimal testing cost. 
Thus, we propose the dynamic ordering method, that is, not to 
set the testing order in advance but to adjust and arrange the 
testing order of the left test subsequences according to the 
testing result of the test subsequences that have already been 
tested.

In this paper, we are only concerned with the output fault 
and transfer fault [1] and propose three dynamic ordering 
algorithms. The remainder of the paper is organized as 
follows. In Sect. 2, we introduce the algorithm when the state 
machine contains multiple faults. Section 3 presents the 
algorithm aimed at a single fault. Section 4 introduces the 
algorithm by joining the greedy strategy and the overall opti-
mal strategy. The experimental results and the analysis of the 
computational complexity are given in Sects. 5 and 6. Finally, 
Sect. 7 contains the conclusions.

2 Dynamic ordering strategy for multiple 
faults

Definition 1 Transfer length ratio: the amount of differ-
ent transfers that the test subsequence passed / length of test 
subsequence.

Obviously, ratioe(0, 1]. To enable the first test sub-
sequence to detect as many faults as possible and provide 
more information, we arrange the test subsequence that has 
the maximum ratio value or the longest length when they 
have the same ratio as the first test sequence. 

Definition  2 Fault in test subsequence: the actual test 
result of the test subsequence is not consistent with the 
expectation.

In most cases, when faulty transitions are included in 
the test subsequence, the subsequence will fail. Exception 
happens when the fault is a transfer fault and the faulty transi-
tions are the last transfer of the subsequence. When the test 
subsequence tck passes the test, we simply assume that all the 
transfers are correct apart from the last transfer. If the last 
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1 Introduction

Improving testing efficiency is difficult in protocol con-
formance testing. Existing testing methods are based on 
automata model like the finite state machine (FSM), Petri 
Net, etc. However, the main factor that affects testing effi-
ciency is the test sequence generation algorithm. Currently, 
there are some mature generation algorithms like the T-
method, UIO-method, D-method, W-method and so on. 
The UIO method is widely researched and applied because it 
generates shorter test sequences and displays stronger fault 
diagnosis ability. Increasing testing efficiency simply from 
the perspective of a test sequence generation algorithm has 
met some obstacles.

On the other hand, the execution order also has an effect 
on testing efficiency to a certain extent. However, this pro-
blem is rarely mentioned. In the existing testing methods, test 
sequences are tested in a static order arranged in advance. 
However, under some circumstances, the test does not run 
each test sequence necessarily. When the test aims to find 
the first failed test case, the cost contains only the cost of 
executing the test sequences before the first test case fails.
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transfer appears many times in the subsequence, then we 
assume that it is correct, too. We put all the transfers that 
are supposed to be correct into the set called CrtTrans. 
When arranging the next test subsequence, we find the one 
that is the most diverse from CrtTrans. It needs to meet the 
following conditions.

1) The subsequence has the biggest amount of transfers 
that are not in CrtTrans. The number is denoted as differ_
trans.

2) When two subsequences have the same differ_trans, we 
choose the one that has the shorter length.

The algorithm is given as follows.
Algorithm  1 Initial value: TS= tc tc tcm1 2, ,...,{ , CrtTrans 

= {∅}.
Step 1 Find tck, which is to be the first test subsequence 

tcp1 in TS. tck meets the following requirement: tck .ratioi
tcj .ratio and if tck .ratio = tcj .ratio, then tck .len i tcj .len, 
∀ ∈tc j TS .

Step 2 If tcpi passes the test, then TS TS= - ptci{ }.
Step  2.1 If t i mip,  appears only once in tcpi, then 

CrtTrans CrtTrans= + p p pt t ti i i mi, , ,, ,...,1 2 1−{ }; otherwise, if t i mip,  
appears more than once in tcpi, then CrtTrans = CrtTrans+

t t t ti i i mi i mip p p p, , , ,, ,..., ,1 2 1−{ }.
Step 2.2 Find tck, which is to be the next test subsequence 

tcpi+1 in TS. tck meets the following requirement: tck .differ_
transitcj .dffer_trans and if tck .differ_trans = tcj .dffer_trans, 
then tck .len h tcj .len, ∀ ∈tc j TS .

Step  3 Stop if tcpi fails the test.
In the algorithm, tck .ratio stands for the transfer length 

ratio of tck, tck .len stands for the length of tck, and tck .dif-
fer_trans stands for the differ_trans of tck.

The algorithm uses only the transfer information contained 
in the test subsequence and is applicable to the situation when 
the state machine contains multiple faults.

3 Dynamic ordering strategy for single fault 

In this section, we assume that the state machine contains 
only one single fault.

Definition 3 Fault injection: to make a correct state 
machine contain one or more faulty transitions.

According to the number of fault transfers, Fault Injection 
is divided into two classes: Single Fault Injection and 
Multiple Fault Injection. After being injected with a single 
fault, if one test subsequence fails the test, we say this test 
subsequence is able to detect the fault.

Definition 4 The set of faults that could be detected by 
the test subsequence indicates that when the state machine is 
injected with all the single faults, the set of all the faults that 
could be detected by the test subsequence tck is denoted as 
tck .faults.

Generate the set of faults of all test sequences. Assuming 
that the state machine M has n states, m test subsequences, 
o outputs, then there are f m o m n= - + -1 1( ) ( ) kinds of 
faults in total. Number each fault according to 1mf . For each 

fault, run the test subsequence tci, if tci fails the test, then add 
the fault number into tci .faults.

Arrange the test subsequence that has the biggest set of 
faults and shorter length to be tested first.

Denote all the test subsequences that pass the test as 
tc tc tcip p p1 2, , ...,{ }, and let NoFaultSet faults= ptcj

j

i

.
=1
∪  denote no 

fault to exist in this set. Find tck in all set of test subsequences 
untested so that tck.faults and NoFaultSet are the most 
different. Also, tck needs to satisfy the following: 
set tc tck k. .differFS faults-NoFaultSet= , tck.differFSitck.
difer FS, if tc tck j. .differFS differFS= , then tck .len i tcj .len.

The algorithm is given as follows.
Algorithm  2 Initial value: TS  = tc tc tcm1 2, ,...,{ }, 

NoFaultSet = {∅}.
Step  1 Generate tck j

.faults  for each test subsequence 
tck.

Step  2 Find tck, which is to be the first test 
sub sequence tcp1 in TS. tck meets the following requirements: 
tc tck j. .faults faultsi , and if tc tck j. .faults faults= , then 
tc tc tck j j. . ,len len TSh e∀ .

Step  3 If tcpi passes the test, then TS TS= - ptci{ } , 

NoFaultSet faults= ptcj
j

i

.
=1
∪ . Find tck, which is to be the next 

test subsequence tcpi+1 in TS. tck meets the following require-
ments: tc tck j. .differFS differFSi , and if tck.differFS =tcj.
differFS, then tck.lenhtcj.len, ∀tc jeTS .

Step 4 Stop if tcpi fails the test.

4 Dynamic reordering strategy by joining 
greedy strategy and overall optimal strategy

For the greedy strategy, study the test subsequence to be test-
ed first so that the fault is most likely to be detected. A defect 
of the greedy strategy lies in that it may not obtain the optimal 
solution. Relatively, the overall optimal strategy evaluates all 
the static strategies and gets the optimal one for testing. In the 
following, we demonstrate the algorithm to find the overall 
optimal strategy.

Generate all test subsequences cij and rij for each of all 
the faults. Inject different faults according to the order 
1 1 1m = - + -f m o m n( ) ( ); simulate the state machine with 
each fault in the order tc tc tcm1 2, ,...,{ }; record whether each 
test subsequence passes the test under different state machines 
with each fault, and record the transition number before the 
test fails. Denote them with rij and cij. rij stands for whether tcj 
fails with fault i, that is, 1 means pass, 0 means fail. 

c
tc r

k r tij

j ij

ij j k

=
=

=

. ,

, , ,

len   if 

  if   is the first fau

1

0  llt in tc j

⎧
⎨
⎩

, i f j m∈[ ] ∈[ ]1 1, , , . 

List all rij and cij in Table  1 as follows.
Make all permutations with rij and cij according to row 

1mm, then there are m! static strategies in all. For permuta-
tion k, the sum of all cij before the first rij = 0 in line i indicates 
the transition number before the first fault in permutation k 
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with fault i, which is denoted as avgik. avgik ij
j

l

i ic r r: ,= =
=

∑
1

1 2

= = = =... , , , ! , ,r r k m i fil il− ∀ [ ] [ ]1 1 0 1 1       e e
Denote avgk as the average test cost of the static strategy 

k, when the test with the condition of all single faults 

encounter the fault, avg avg  ,  k ik
i

f

f k m:= e
=
∑ [ ]

1

1/ , ! . Let 

avg avg= k
k

m

m
=

∑
1

!

/ !, which means the average test cost of test 
sequences tc tc tcm1 2, ,...,{ } when the test encounters the fault, 
under the situation of all static scheduling and all single faults. 
Let avg avg  min min , , != ek k m1[ ]{ }, which expresses the min-
imal test cost of the static scheduling. The corresponding 
static strategy is called optimal static scheduling strategy.

Obviously, the time complexity of finding the optimal test 
strategy is m!. The research has pointed out that for a com-
puter that can do millions of operations per second, even 
when m = 20, the time for finding the optimal solution will 
last more than 700 centuries. So it is impractical to find an 
optimal solution.

In order to utilize the advantage that the optimal static 
strategy has of having a high testing efficiency, we combine 
the greedy strategy and the overall optimal strategy so that we 
can obtain higher testing efficiency.

First, find the redundant test subsequence. If the fault set 
of any test subsequence can be contained in some other test 
subsequences under the condition of single fault, then the 
test subsequence does not need scheduling. That is, in the set
tc tc tcm1 2. , . ..., .faults faults, faults{ }, find k test subsequences

tc tc tckp p p1 2, , ... ,{ } , so that tc tci
i

k

i
i

m

p =. .faults faults
= =1 1
∪ ∪ , and k 

should be the least. This problem boils down to the classical 
minimal set cover problem, a problem that has been proved 
to be a nondeterministic polynomial-time hard (NP-Hard) 
problem. Use the set-covering heuristic function (SCHF) 
algorithm [6] to find the redundant test subsequence 
approximately. The algorithm is described as follows.

Initial value, Cover Cover= = =∅{ } { }, , ,..., ,0 1 2S S S Sm i

tci .faults
Step  1 Find Si0 s.t. F(Si) is maximal, find S j0 s.t. F(Si) is 

minimal ( S S Si i j, ,0 0 0eCover ).
Step  2 If F S Li0( )> , then Cover Cover  = + =S Si0{ },

S S Si i- = -0 00 0,  Cover Cover { }, else Cover Cover0 0= -
Si0{ }.

Step  3 If S=∅, then stop after outputting Cover, or else 
jump to Step 1.

In the algorithm, F S
R S

P S N Si
i

i i

( ) ( )
( )=
+

-
+

-

1

1

1 , N S= , 
L N= +2, P(Si) is the degree of the coverage of Si, R(Si) is 
the degree of Si [6]. The set Cover output by the algorithm 

is the set that needs dynamic scheduling. The other test 
subsequences are put in the end and not contained in the 
scheduling.

Then choose k test subsequences, put them in the front and 
arrange them with static scheduling. Find k test subsequences 
in the set Cover and the union set of the fault set of these k test 
subsequences is maximal. Test these k test subsequences first. 
In these k test subsequence, put the shorter with the bigger 
fault set in front. When doing the test, these k test subsequenc-
es are tested in static order. Here, how to choose k will have 
an impact on the testing efficiency. According to experiments, 
generally, k m me / , /4 3 [ ]  and kh5 is preferred. We can 
also use algorithm SCHF to find these k test subsequences, 
while the only difference is that the stop condition in Step  3 
is changed to S m k= - . The algorithm is described as 
follows.

Algorithm  3   Initial value: TS= tc tc tcm1 2, ,...,{ }, Cover= 
{∅}.

Step  1 Generate tck j
.faults  for each test subsequence 

tck.
Step  2 Generate the set of test subsequence to be 

scheduled, according to SCHF algorithm, denote the set as 
Cover.

Step  3 According to the modified SCHF algorithm 
(The stop condition in Step 3 is changed to S m k= - ), find 

k test subsequences tc tc tckp p p1 2, , ... ,{ }, subject to tci
i

k

p i.faults
=1
∪

tcji
i

k

.faults
=1
∪ , ∀tc jieTS, in which tc tci ip i p. .faults faults+1

 

and if tc tci ip = p. .faults faults+1 , then tc tci ip h p. .len len+1 . Test 
these k test subsequences in static order. Here, k m me / , /4 3[ ] 
and kh5.

Step  4 From the (k+1) th test subsequence tckp +1 , 
schedule according to Algorithm 2.

5 Experimental results

The following shows the experimental results of using the 
three dynamic scheduling algorithms onto the state machine 
(Fig.  1):

Table 1 cij and rij, ie[1,f ], je[1, m]

cij, rij j = 1 j = 2 … j = m

i = 1 c11, r11 c12, r12 … c1m, r1m

i = 2 c21, r21 c22, r22 … c2m, r2m

� � � � �
i = f cf 1, rf 1 cf 2, rf 2 … cfm, rfm

Fig. 1 FSM for experiment

The regular static scheduling is the scheduling strategy in 
practical application. 

To further validate the effectiveness of the proposed 
dynamic strategy in practice and also in a big state machine, 
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7 Conclusions

This paper is based on the mature research of the algorithm of 
generating a test sequence. From the perspective of schedul-
ing strategy of a testing sequence, it proposes a novel method 
that dynamically reorders the test sequences. The paper also 
puts forward three different dynamical reordering algorithms. 
According to the practical testing, the method reduces the 
testing cost and increases the efficiency while taking a shorter 
time. We can conclude that the method is practical.
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we test the border gateway protocol (BGP) FSM by employ-
ing the dynamic strategy. The BGP is an external gateway 
protocol for communication among ASes and is applied 
widely in practice. The results of the experiment are shown in 
Table 3.

Because BGP possesses 22 testing subsequences, we 
cannot find the value of optimal scheduling method (avgmin) 
and the average static scheduling method(avg). We can also 
see that the dynamic scheduling improves the test efficiency 
greatly compared to the regular static scheduling, and is 
better than the average value of the static scheduling and 
approximate to that of the static optimal scheduling.

6 Complexity analysis

Now let us analyze the computational complexity of the most 
complex Algorithms 1–3. Consider that the state machine M 
has n states, m edges, mp testing subsequences, (mphm) and o 
outputs. The first step, generating the fault set, has time com-
plexity O o n mm O o n m+ - p = + -2 2 2( )( ) ( )( ); the second 
step, finding redundant testing subsequences, has time com-
plexity O mm m O mp + p =2 3 3( ) ( ); the third step, seeking k 
static scheduler subsequences, has time complexity O(m3). 
After each testing subsequence has been carried out, the 
subsequences following the dynamic scheduling has a time 
complexity of O m O mp =( ) ( ), therefore the total time com-
plexity of Algorithm 3 is O o n m O m O m+ - + +2 2 3 3( )( ) ( ) ( )
+ =O m O m( ) ( )3 .

It can be concluded that, the time complexity of Algorithm 
3 is mostly spent in seeking redundant testing subsequences 
and generating fault set. These tasks are the preparation 
before the actual testing and exert no influence on the 
dynamic scheduling of the actual testing. Thus, the time for 
scheduling in testing is comparatively smaller so that we can 
derive higher testing efficiency with less cost.

Table 3 Experimental results on BGP FSM

Item Regular static  Static optimal  Average static  Dynamic scheduling  Dynamic scheduling  Dynamic scheduling
 scheduling scheduling avgmin scheduling avg (Algorithm 1) (Algorithm 2) (Algorithm 3)

Single fault 28.21 Null Null 20.65 17.54 14.37
Two faults 18.35 Null Null 13.23 … …
Three faults 13.58 Null Null 9.76 … …

Table 2 Experimental results of Fig. 1

Item Regular static  Static optimal  Average static  Dynamic scheduling  Dynamic scheduling  Dynamic scheduling
 scheduling scheduling avgmin scheduling avg (Algorithm 1) (Algorithm 2) (Algorithm 3)

Single fault 16.52 11.43 16.32 14.45 12.94 11.74
Two faults 9.95 8.04 9.85 7.76 … …
Three faults 7.01 6.50 6.89 5.38 … …
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