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Abstract  A novel family of frequency-hopping (FH) se-
quences based on iterated block cipher is proposed for 
frequencyhopping multiple-access (FHMA) communica-
tions. The design offers a class of nonlinear FH codes with 
high security, large linear span and a uniform spread over 
the entire frequency bandwidth. Moreover, FH sequences 
among the family are independent from each other and 
they perform as well as random patterns in terms of multi-
ple access interference in anti-jamming applications. With 
the performance of packet error and throughput for FHMA 
network being derived in theory, many numerical results of 
the 3DES sequences are presented, comparing with those 
of shift register sequences and chaotic FH sequences. Effi-
ciently implemented in field programmable gate arrays 
(FPGA), the generator prototype of the proposed sequence 
has been realized and incorporated into fast FH radio. 
 
Keywords  block cipher, FH sequences, FHMA, VHDL, 
FPGA 

1  Introduction 

With the excellent performance in anti-jamming, anti- fad-
ing and multiple accesses, FH communication is now 
widely used in modern military applications. As one of the 
key techniques in FH communication, the generation of FH 
sequences determine the transmission performance of FH 
communication systems to a large extend. Most algebraic 
designs for frequency hopping codes are based on proper-
ties of finite fields such as shift register sequences or 
reed-solomon (RS) codes [1−4], which are inherently weak 

in jamming because of their shorter linear span. Some cha-
otic frequency hoppers [5−8] possess ideal linear complex-
ity, where a shift-register-sequence perturbation should be 
introduced to circumvent the finite word length effect for 
their hardware implementation. In this paper, a construc-
tion of a novel FH code family is described based on the 
encrypted mechanism of block cipher. The sequences are 
shown to have high security, long periods, large linear span, 
and they produce good performances of multiple-access for 
FHMA networks. 

2  FH sequences family based on block cipher  

2.1  Generation structure of FH sequences 

In the FHMA network, two kinds of important information 
for synchronization are available for all transceivers. One 
is the network TOD, the other is the transceiver’s identifi-
cation (ID). It is reasonable to refer to the FH sequences 
generation process as a kind of cryptography problem. The 
TOD is known to every one, so it is plaintext. Since the 
transceiver’s ID shared by the sender and the receiver is 
unique and secret, it becomes the encryption key. The FH 
code is the cipher text generated by TOD and key. Based 
on the encrypted mechanism of DES block cipher [7, 8], a 
novel generator of FH sequences based on the triple en-
cryption scheme 3DES is proposed, as shown in Fig. 1 [9, 
10].  

In this generator, the 64 bit TOD is divided into 8 bytes 
P1, P2 and 1 2 6, , ,Z Z Z , while the key is 144 bits, which 
is composed of three independent seed keys of 48 bits: key 
1, key 2 and key 3. Sbox1 to Sbox3 are three 8×8 substitution 
boxes (Sbox). To generate a FH code, the so-called round 
function, the dashed part in Fig. 1, completes a 16-round 
iteration according to 
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Fig. 1  Generation structure of FH sequences based on block cipher

with i denoting the round number and symbol ⊕  repre-
senting binary operation of XOR, and each round output 
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ik  is the ith round subkey generated by key schedule un-
der the control of the three seed keys, respectively. After 
16 round iterations, the certain n bits 1 2{ , , , }np p p  
from the outputs 16 ( 1, 2)jP j =  are chosen and compressed 
as: 
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where << represents left shift operator. After the com-
pressing, certain n bits 1 2{ , , , }nc c c  from the outputs C 
are chosen as the resultant FH code, i.e. 
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2.2  Performance analysis and simulation results 

Following the concepts of diffusion and confusion sug-
gested by Wang and Liu [11], the generated FH sequences 
based on 3DES block cipher have appealing integrated 
performances for FHMA communications. Since no ana-
lytical results so far are available to conduct performance 
comparison for pseudorandom number (PN) sequences, we 
depend more or less upon a statistical approach.  

2.2.1  Security 

The security of the FH sequences is determined by the en-
cryption mechanism of the block cipher. Being the only 
nonlinear factor in the scheme, the substitution boxes with 
cryptographic properties of regularity, differential uni-
formity, robustness and strict avalanche characteristics 
make the principles of diffusion and confusion be thor-
oughly performed through 16 round iterations [11]. More-
over, the design of a good key schedule is also necessary to 
strengthen the cryptosystem without changing any pa-
rameters. Adopting the triple encryption, the encrypted key 
is lengthened by the three independent seed keys, which 
makes the scheme secure enough against brute-force attack 
and immune from linear attack, while the complexity of 
key searching is 1442 . As an opponent can hardly have ac-
cess to the real plaintext-cipher text pairs, it is difficult to 
launch the knownplaintext and chosen-plaintext attacks.  

2.2.2  Uniform distributions  

In order to enhance the performance of anti jamming and 
multiple accesses, FH sequences are required to uniformly 
distribute in the frequency band. In this paper the standard 
chi-squared (χ2) test is performed to compare the fre-
quency hopper’s output to the desired uniform distribution. 
FH sequences with equal symbol distribution can increase 
electrical and electromagnetic invisibility. Assumption H0: 
FH sequences uniformly distribute in the frequency band, 
obeying Pearson theory statistical value χ2 could be    
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when N is large enough ( 50N ≥ ), the statistical valve 
obey the 2χ distribution of freedom 1k r− − . If 

( 1);k r αχ χ2 2
− −< , the assumption 0H could be accepted at 

the level of α . There are two types of standards to evalu-
ate the uniform distribution:  

1) Equal distribution evaluation: the probability density 
of FH sequences in a certain frequency band should uni-
formly distribute, i.e., 1/tP q= . And num ( )tX is the 
times of the frequency point , (1,2, , )

tpf t q∈ occurs, and 

tpf  belongs to frequencies set{ }, 1,2, ,if i N= . With the 

parameters 60, 2r k q= = = , the creditable range of the 
assumption 0H with 0.05α = is 2 2

1 ; (63); 0 05(k r ) .αχ χ− − = =  
82 244 7. . 

2) Continuous property evaluation: the consecutive fre-
quency points in the FH sequences should be uniformly 
distributed, and 21/tP q= . num ( )tX is times of a certain 
consecutive set of frequency point in the FH sequences set 
{ }, 1, 2 ,if i N= . With parameters 0r =  and 2k q= =  

264 , the creditable range of the assumption 0H with 

0.05α = is 2
( 1);k r αχ − − ≈ 2( 2 1) / 2 4 244.7.z nα + − =  

With different keys and TODs, the simulation results of the 
sequences ( 162N = ) are listed in the Table 1. 

Table 1  Simulation results of uniform distributions 

Equal dis-
tribution 
evaluation 

Continuous 
distribution 
evaluation No. TOD KEY 

2χ  

1 000 000 ACBCD2114DAE1577 65.007 8 4 046.0 

2 000 000 C6DBF4C91A3CDA2F 71.781 3 3 943.8 

3 000 1 169B340989C1D32C 65.789 1 4 000.3 

4 14E6F ACBCD2114DAE1577 75.328 1 4 100.0 

5 3BB00 C6DBF4C91A3CDA2F 71.664 1 4 036.3 

6 000 001 169B340989C1D32C 60.959 0 3 860.8 

7 3A019 ACBCD2114DAE1577 61.498 0 3 985.3 

8 432 002 C6DBF4C91A3CDA2F 74.029 3 4 091.3 

9 0BA38 169B340989C1D32C 68.582 0 4 145.0 

2.2.3  Independence 

Another chi-squared test is performed to verify the inde-
pendence between two adjacent outputs. The independence 
of the FH sequences has been tested with the sequences 

0 0 1{ }F f , f ,=  and their shifted ones 0 1{ }i i iF f , f ,+ +=  
( 1 2 ,500)i , ,= over ten runs.  Figure. 2 gives 2χ    

independent test results of the block cipher based FH se-
quences compared with M sequences and the logistic 
mapped chaotic sequences [5,7] using random seeds, 
which have the degrees of freedom 2 2( 1) 255 .q − =  In  
Fig. 2, the chaotic sequence generator shows substantial 
fluctuations, while there is no any abnormal chi-squared 
point in the proposed sequences and M sequences. More-
over, more than 95 percent of the observations are less than 
65 604.561 91 following Eq. (5), which indicates that the 
3DES sequences are independent. So they have an obvious 
advantage if a jamming signal is present because it can re-
duce detectability or trackability of the FH signal. 

2prob ( 65 604 56191) 0 054 3. .χ > =     (5) 

 
Fig. 2  Independence test of FH sequences 

2.2.4  Linear complexity 

Large linear complexity is an important factor for Blue-
tooth applications that require high security, which makes 
their analysis and synthesis difficult by unintended users. 
The linear span of a sequence is the shortest degree of lin-
ear recursion that the sequence satisfies. For M sequences 
of period 1−Lr , its linear span is just the exponent L, 
which causes the corresponding FH sequence to be easily 
reconstructed by a jammer from a short observation of the 
sequence. The linear span of purely random sequences is 
roughly half of the sequence length [13]. The proposed 
Bluetooth hopping patterns have nearly optimum large 
complexity similar to that of the chaotic FH sequences 
with logistic map function ( ) 4 (1 )g x x x= −  while being 
much larger than others. The linear spans, computed by 
Massey algorithm [12], are given in Table 2. 

Table 2  Linear span of FH sequences 

 FH code bits  N=200  N=400 N=600 N=800 N=1 000 

Proposed 6 bits 100 198 299 397 498 

sequences 8 bits 99 200 299 399 497 

Chaotic 6 bits 98 197 298 398 498 

sequences 8 bits 99 199 299 397 499 

M 6 bits 13 13 13 13 13 

sequences 8 bits 138 138 138 138 138 
Note: N is the sequence length observed 
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2.2.5  Frequency gap 

In practical multi-hop Bluetooth applications, a wide are-
quency gap is desired, i.e. the two carrier frequency gaps 
transmitted by the neighboring frequency codes should be 
wide enough to exceed a given value D. A Bluetooth hop-
ping sequence with ideal gaps is advantageous for improv-
ing the anti-multiple access interference (MAI) abilities of 
piconets in multi-hop Bluetooth systems. As discussed 
above, the 3DES-based BT hopping patterns is a Bernoulli 
sequence for its uniform distribution and good independ-
ence. Let 

ii ffd −= +1
 be the gap of FH sequences }{ if , 

then the given gap of a q-ray Bernoulli FH sequence prob-
ability distribution satisfies 

2

1/ , 0
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and the expectation of given gap can be calculated as  
3/3/)1()( 2 qqqdE ≈−=              (7) 

Hence the probability of Dd ≤  is given by 

2

)1(12)(
q
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q
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−
+
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It is obvious that a larger number of the available fre-
quency channels will result in smaller probability of 

)( DdP ≤ . In Bluetooth systems that require a  wide gap, if 
Dff ii ≤−+1

 then another n bits from the outputs 

)2,1(16 =jPj
 can be chosen as the resultant FH code. In this 

way, the probability of ( )P d D≤  can be reduced to an ex-
tent less than 5107 −×  when 2,26 == Dq . 

2.2.6  Multiple-access performance 

In multi-hop Bluetooth networks, the unwanted interfering 
piconets were assumed to be operated within close prox-
imity to the wanted piconet such that any frequency colli-
sion between the two would be viewed as interference, 
thus requiring a retransmission of the corrupted packet, 
which is detrimental for synchronous services like voice. 
The frequency collision statistics is highly dependent on 
the hopping sequence of the individual piconets. Never-
theless, as far as the authors are aware of, no multi-
ple-access performance analysis of Bluetooth hopping se-
quences has appeared in open literature yet [1−5]. Here, 
based on the packet multiple-access model suggested for 

 
Fig. 3  The system model of FHMA network 

synchronized Bluetooth network, the performance of 
packet error and throughput of Bluetooth hopping se-
quences are derived in theory and validated by simulation 
results. 

As is often the case, in a multiple access environment, it 
is required that the mutual interference between transmit-
ters should be kept at as low a level as possible. This mu-
tual interference occurs when two or more sources transmit 
the same frequency slot at the same time. The system 
model of multi-access is shown in Fig. 4, where the work-
ing clock of the network is synchronized and transmission 
of each packet should occupy M hopping slots. It is con-
sidered that any frequency collision among the ( 2)K K ≥  
users should result in the failing transmission of the packet 
to which the collided frequency slot belongs. Let 

( 1,2, , ;k
mf k K m= = 1, 2, , )M  denotes the mth FH 

code of user k in one data packet, and then the successful 
transmission probability of one packet is expressed as: 

1 1( (1 )M K
rP M,K,q q− −= − （ ））              (9) 
Then the probability of packet error e ( )P M,K,q  is ob-

tained by 
( ) 1 )e rP M , K ,q P M , K ,q= − （        (10) 
Equations (13) and (14) are the normalized throughput 

of a Bluetooth network under the condition of finite picon-
ets and of 1>>K , respectively. 
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Fig. 4  The performance of ( )S ~ M,q,G  

According to the analysis above, it can be stated that the 
ratio of the packet length M to the frequency codes number 
q is the most important parameter to determine the 
throughput S and the normalized throughput η  in 
multi-hop Bluetooth networks. Choosing the different pa-
rameters for simulations, the various FH sequences results 
of ( )S ~ M,q,G  and ( )~ M,q,Gη  when 1K >>  com-
pared with the theoretical ones are depicted in Figs. 5 and 
6, respectively, in which the proposed sequences are nearly 
consistent with the theoretical ones. So we conclude that 
FH sequences produce almost as good performance as 
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random hopping patterns when used in multi-hop systems. 

 
Fig. 5  The performance of ( )~ M,q,Gη  

3  FPGA realization 

The design and analysis of block-cipher-based frequency 
hopping systems have laid the foundation for the block ci-
pher FH codes for practical applications. Despite that most 
FH pattern generations involve complicated nonlinearity; 
the proposed cryptosystem is efficient and suitable for 
digital use due to its regularity and modularity. According 
to the finite state machine (FSM) method [14, 15], the very 
large scale integrated circuit(VLSI) architecture of the al-
gorithm is efficiently implemented using VHDL language, 
which offers great flexibility to design high-speed and 
high-density digital hardware. In VHDL development, the 
system contains four top level functional modules, i.e., 
RECEIVE, COUNTER_64, PROCESS and OUTPUT, and 
the state machine decides the time to transform from one 
state to another and generates enable signals for each mod-
ules. Figures. 6 and 7 are the hardware structure and state 
machine of the FH sequences generator respectively. So 
the FH sequence generator operates with state interactions 
of all levels.   

The generator prototype is synthesized in ALTERA 
FPGA of FLEX10K20, with its working parameters shown 
in Table 3. To save hardware resource, 50 % of the 

embedded array blocks (EAB) in the chip is utilized to 
perform the memory fetch operations of Sbox, and the 
hardware implementation cost 71 % of the total equivalent 
gates including the I/O interface with low consumption 
current of 10 mA for supply voltage of 5 V. The realized 
chip can support work frequency up to 24  MHz with sta-
bility and fast operation, as listed in Table 4. The generator 
also has a friendly I/O interface, which is flexible to ini-
tialize the system TOD or change the user’s key in real 
time. In summary, the block-cipher-based FH codes gen-
erator is cost-effective and well-performing in practical 
FHMA applications.  

Table 3  Parameters   

System clock 1.5 MHz 

Max hopping rate 23 850 hops/s 

TOD 64 bits 

User key 144 bits 

Frequency slots 2n( n =1, 2,…, 6 ) 

Table 4  Operation time 

System clock/MHz Operation time/μs 

1.5 35.18 

3 17.50 

6 8.65 

12 4.38 

24 2.15 

4  Conclusions 

We have presented a new family of FH sequences based on 
block ciphers. The proposed sequences are useful for 
asynchronous FHMA systems under the threat of intelli-
gent jamming, because they possess high security, opti-
mum linear complexity, uniform distribution, good inde-
pendence, large family size and nearly ideal performance 
of multiple access. So it has an encouraging prospect in 
FHMA systems for military and commercial applications. 

 
Fig. 6  Hardware structure of FH sequences 
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Fig. 7  State machine of FH sequences generator 

 
Using FLEX10K20 series FPGA, We have completed an 
FH code generator with a small silicon area, low power 
consumption and fast operation, which has been adopted in 
1 032 hops/s FHMA transceivers. 
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