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Abstract Properties of third-order recurrence sequences
were investigated and a new variant of the GH public-key
cryptosystem, which was further improved to be a probabil-
istic public-key cryptosystem, was proposed. Then security
analysis of the proposed scheme was provided and it was
proved that the one-wayness of the proposed scheme is
equivalent to partial discrete logarithm and its semantic se-
curity is equivalent to decisional Diffie-Hellman problem in
ring extension. Finally, efficiency analysis of the proposed
scheme was provided, and that these two encryption
schemes need to transfer 2log N and 4log N bits data re-
spectively.

Keywords public-key cryptosystem, third-order linear
recurrence sequence, (trapdoor) discrete logarithm, integer
factorization

1 Introduction

Since the notion of public-key cryptosystem was introduced
by Diffie and Hellman [1], many researchers have deeply
investigated this area. Rivest et al. proposed another
cryptosystem, the RSA, based on integer factorization [2].
Presently, there is no proof for the equivalence between
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RSA and integer factorization [3].

Researches on the new intractable problem-based (or
equivalent) cryptosystems enrich the theory of cryptography
and promote the development of applied cryptography, as
well as accelerate deep investigations on the related intrac-
table problems in the area of mathematics. Based on second
linear recursive sequences, Smith and Lennon proposed a
public-key cryptosystem, the LUC, in 1994 [4]. In 1999
Gong et al. proposed another public-key encryption scheme
the GH based on third-order linear feedback shift register
sequence (3-LFSR) [5, 6], and they also provided an effi-
cient algorithm to calculate this sequence.

Based on the problem of integer factorization, we attempt
to construct another 3-LFSR-based cryptographic scheme,
whose encryption/decryption procedures are different from
GH. In order to analyze its security, this paper also defined
two types of intractable problems, namely discrete loga-
rithm problem based on third order linear recursive se-
quence (3-RS-DL), partial discrete logarithm problem based
on third order linear recursive sequence (3-RS-PDL), and
decisional discrete logarithm problem based on third order
linear recursive sequence (3-RS-PDH). Similarly, one can
present more accurate definitions for the related intractable
problems of LUC and GH, which will facilitate the investi-
gations on their security and their security relationships.
Finally, it was proved that the one-wayness and semantic
security of the proposed schemes are equivalent to
3-RS-PDL and 3-RS-DDH respectively.

2 Third order linear recursive sequences

Definition 1 Let the sequence s ={s,} satisfy

S;+CS,  +68; 68, +d=0, j=3 (1)
then s ={s,} is called third order recursive sequence.

Let the polynomial
f(x)=x"—ax* +bx—1 (2)

be an irreducible polynomial in Z [x].
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According to the Newton formula, if d=0,¢, =-a,
¢,=b, ¢,=-1 and s,=3,s,=a, s,=a —2b, then
s,=al +a +ay  k=0,1,-- where «a,,a,,a, are the
three roots of f(x)=0.

In fact, Eq. (1) is
s, =as, ,—bs, ,+s,,, k=34, 3)
where s,=3, s,=a, s,=a’-2b.

In finite field GF(p), if f(x) in Eq. (2) is irreducible, it
is easy to verify that each root of f(x) = 0 satisfies
a” " = l(modp), i=1,2,3.

So, {s,} is periodic in GF(p) satisfying
= 3(mod p) “

S 5

p +p+l
Let N=n’=p’q’, where n is RSA modulus, a,beZ, ,
and

f(x)=x"—ax* +bx—1 %)
is irreducibleon Z ., Z, .

Let T; represent the period of s ={s,} in Z, . Appar-
ently one has 7| n (p*+p+1)(g*+g+1) (with respect of the
security problem, 7; should be large enough, such as
n(p*+p+1)(g*+g+1) = [T}, [ = 1 or a small positive integer).
Knowing the factorization of n, one can calculate 7; on the
other hand, knowing T, one can also factorize n.

In fact, knowing T, since / is a small positive integer,
one can get & = (p*+p+1)(¢>+¢+1). With & one can factorize
n as follows:

E=(p"+p+D(g* +q+1)
=P ¢ +p'q+p +pg’ +pg+q’ +p+q+l
n

2
=(p+q+%l)2—2pq—(nT+lJ +n°+n+l

—(prq+Ty 3,03 iy
2 4

In integer domain one calculates its square roots and gets
&= ptq, so p, q are the two roots of the following equation
x* —&x+n=0.Knowing p, g, one factorized n.
Remark 1 The relation analyzed between the period and
the factorization of RSA modulus also applies to security
analysis of GH cryptosystem [5, 6].
Let T'= T,/n, define the set I" as follows:

I ={(s;, s_)ly = lmod n, t € Z,*}
where y is one root of x’ —s,x* +s_ x—1=0.

L is a function, such that L: I —Z/n

(S 5_) — Sir =3 (mod n)
n

Definition 2 Let (s

sequence of Eq. (5), and the problem of extracting mmod T
from (s,,s_,) is called discrete logarithm problem based

—-m

s, )EZ,xZ, be the characteristic

m?

on third-order linear recursive sequences, 3-RS- DL(N).
Extracting mmod n from (s,,,s_,) is called partial discrete

logarithm problem based on third order linear recursive se-
quences, 3-RS-PDL(N).

Definition 3  Given the cipher text (s,,.,s5_(,..)) » Where

r is random in Z,, the problem of deciding whether m equals
1 is called decision of nth residusity problem based on the
third order linear recursive sequences, 3-RS-DR,,.
Definition 4 For an encryption scheme E and for any pair
of plaintexts mg, m;, choosing one to encrypt randomly, and
get a ciphertext C. Based on the knowledge of my, m;, C and
other public parameters, the attacker can not determine
which plaintext is corresponding to the ciphertext C in
polynomial time, then the encryption scheme E is called
semantically secure.

3 Third-order linear recursive sequences

3.1 Scheme description (scheme 1)

Let mE€Z, be the plaintext to encrypt, the encryption/ de-
cryptioin processes of scheme 1 are as follows:
Public parameters: n, a, b (as in Eq. (5))
Private parameters: p, g
Encryption: C\=s,, mod N, C,=s_,, mod N
Ciphertext C= (C], Cz)
ECHSY mod n

Decryption: m =
P L(ab)

3.2 Feasibility analysis

Theorem 1 Applying the decryption procedure of encryption
scheme 1, one can extract the corresponding plaintext from
ciphertext C.
Proof Since a,beZ, , and s, =" +a, +o; modN,
where «,,a,,a, are the three roots of Eq. (5).

Obviously o",a;',a; are the three roots of
X =5 x*+s, x—1=0
Therefore,

" +al" +al" -3

L(C,C,) _ n

L(a,b) 051T+052T+%T—3(m0d ")

= m(mod n)

3.3 Security analysis

The one-wayness of scheme 1 is the intractability of ex-
tracting m€Z, from (s,,s_,)e€Z, xZ, , one gets the fol-
lowing theorem.

Theorem 2 Encryption scheme 1 is one-way if and only if
3-RS-PDL is intractable.



Since f(x) is irreducible on Zy, without losing generaliza-
tion, let @ be one of the roots of f(x)=0.

Until now, to our knowledge there is no detailed investi-
gation on the partial discrete logarithm problem modulo a
composite [7-10]. Among the present methods, the main
method to extract the partial discrete logarithm modulo a
composite is to factorize the module, calculate the order of
amod N or the period of the sequence.

Since the module is commonly RSA module, it is not

feasible to extract 3-RS-PDL(N) by factorizing the compos-
ite module. The following two propositions briefly investi-
gate the intractability of the other two approaches.
Proposition 1 If there exists an algorithm A, which can
solve the problem of 3-RS-DL(%), then using this algorithm
one can factorize the RSA modulus », and attack the en-
cryption scheme successfully.
Proof The attacker chooses a plaintext m such that
m>n(p*+p+1)(g*+q+1) to encrypt, and get the corresponding
ciphertext (8,,,5_,) € ZyxZy using algorithm A, the attacker
get my=mmod n(p*+p+1)(¢*+q+1). With these two “pli-
antexts” m and m;, the attacker can get a multiple of the pe-
riod 7;. According to Theorem 1 and the discussion above,
the attacker can factorize the modulus », and thus attack the
encryption scheme successfully.

Similarly one gets the following:

Proposition 2  If there is an algorithm 4;, which calculates
the period (or multiple period) of sequence s ={s,} in
Eq. (3), then using this algorithm one can factorize the RSA
modulus.

Therefore, with a degree of confidence one cannot attack
encryption scheme 1 by solving the problem of 3-RS-DL(%)
based on the assumption of intractability of factorization
problem.

4 Probabilistic public key encryption scheme based
on third-order linear recursive sequences

4.1 Scheme description (scheme 2)

Let m € Z, be the plaintext to encrypt. The encryption/ de-
cryptioin processes of scheme 2 are as follows:

Public parameters: n, a, b (as in scheme 1)

Private parameters: p, g

Encryption: one randomly chooses € Z,, and calculates

CI= Spim mod N, C,= S_(tntm) mod N

Ciphertext C= (C], Cz)
Decryption: m = L6,.6) mod n
L(a,b)

From Theorem 1, applying the decryption procedure of
encryption scheme 2 one can extract the corresponding
plaintext from ciphertext C.
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4.2 Security analysis

The one-wayness of encryption scheme 2 is exactly the in-
tractability of extracting m € Z, from (s

rn+m? S—(m+m) )
€ Z,, x Z, ; in addition, since encryption scheme 2 includes
a blinding parameter, it makes it more difficult for the ana-
lyzer to extract m € Z,. Thus it seems that the one-wayness
of encryption scheme 2 is not lower than that of scheme 1.
Theorem 3 Encryption scheme 2 is semantically secure if
and only if the problem of 3-RS-DR, is intractable.

Proof Let my and m; be two plaintext, and randomly
choose one of them to encrypt and get the ciphertext
(Sem>S_(msm) - The analyzer calculates 1, such that /m; =

mod 7, and further calculates (s, 155 (nm;) -

In case of m = mq (similar for m=m1)s (S,,,.,55_(memy) =

(S1p1155_ay ) » EDCTYPLiON scheme 2 is semantically secure
if and ,only if the problem of 3-RS-DR,, is intractable.

Remark 2 The one-wayness of encryption scheme is
based on the intractability of extracting m € Z, from
(s,.s_,)€Zy,xZ, , while one-wayness of the GH scheme
is based on extracting d € Z,, from(s,,s ,)eZ,xZ, .

With overwhelming probability, both d and m are smaller
than ¢(n). In case m is smaller than ¢(n), one can denote both
of the above array as S, €Z,xZ, and S, €Z xZ re-

spectively. Obviously, one has S, =S, +S,n, with §,,
S2 EZn XZn :[(Sm’
s, )—(s,,s ,)modn]/n. If the GH scheme is insecure,

satisfying S, =(s,,,s_,)modn , S,

m?

one can extract m from S, = (s,,,s_, )mod# , and thus on the

contrary, if encryption scheme 1 is not secure, similarly one
can calculate S, fromS, =(s,,s ,)modn, and thus at-

tack the GH scheme successfully. The difference between
one-wayness of encryption scheme 1 and that of GH is the
intractability of calculating S, fromS, =(s,,s_,)modn.

What is exactly the difficulty about this problem needs fur-
ther investigation.

The data of scheme 1 and 2 needed to be transferred are
2log N and 4log N respectively. Scheme 2 has the property
of semantic security, which is guaranteed by a random
number 7. Brief comparisons with GH are as follows (Table 1).

Table 1 Comparisons of scheme 2 and GH

Encryption Computation Transmission Semantic
scheme scurity
GH (84> 5-¢) mod n 2 |n| 0
Scheme 2 (Srmtms S-gmemy) mod N 4 |n| |n|

Encryption scheme 2 and GH need two LFSR-index cal-
culations over Zy and Z, respectively. And in encryption
scheme 2, there are |n| bits to guarantee its semantic secu-
rity.
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5 Conclusion remarks

The main motivation is to investigate new methods of con-
structing encryption schemes based on third order linear
recursive sequences. The one-wayness and semantic secu-
rity of the investigated encryption schemes are equivalent to
partial discrete logarithm problem based on the third order
linear recursive sequences and decision of the nth residusity
problem based on the third order linear recursive sequences
respectively.

Investigations over the above two new problems are re-
lated to the discrete logarithm problems in generic ring ex-
tensions including the security analysis of LUC and GH
schemes, which will contribute in analyzing the security of
Paillier-type cryptosystem as well [10] .
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