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Abstract Trust management was discussed according to
the security requirements in distributed environment. A
graph-based delegable model and its formal description
were given. Permissions propagating to control, conflict and
cyclic in delegable model were analyzed and resolved. Fi-
nally, the scheme of determining access request of subject
in distributed environment and future work was proposed.
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1 Introduction

Computer systems are moving to the distributed pattern
from the stand-alone and centralized mode gradually with
the development of computer and telecommunication tech-
nology. Recently, trust management, which has a prominent
characteristic that supports access to unknown subjects, was
researched extensively as a technology of access control for
supporting distributed environment [1], and adopts trans-
missible authorization to enhance the expansibility. In Ref. [2],
keynote was defined, supporting the delegation of permis-
sion and forming the chain of credential. Reference [3] util-
ized SPKI to solve authorization in distributed environment.
In [4], Li Ning-hui et al. proposed trust management
framework based role (RTO0). To support the expansibility in
distributed environment, decentralized, and transmissible
authorization is a necessary mechanism, in which many
problems exist:

1) Difficulties in controlling permissions propagating. x
can trust y, but x cannot assure that y does not abuse per-
mission. Namely, trust cannot be transmitted.
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2) Compared to centralized authorization, the decentral-
ized method has preferable decentralization, but easily
brings in many problems, such as circle and conflict in au-
thorization.

To trust management, obviously, trust cannot be trans-
mitted: x trusts y and y trusts z, but x also trusting z cannot
be deduced. In the past research, the requirement of decen-
tralized authorization can be satisfied, but permissions
propagating controlling, the problem of circle and conflict,
cannot be solved effectively. To deal with those problems,
an effective model of delegation is proposed in this paper.

2 Adelegable model based on graph
2.1 Basic elements in model
2.1.1 Regulation

S is the set of subjects (users). O is the set of objects (re-
source). P is the set of permissions. 7 is the set of time, /=
{[b, e]| b, e T, denotes the start-time and the halt-time, re-
spectively, and b <|e} is the useful-life of authorization.

2.1.2  Definition

Definition 1 Depth of delegation. D={d|d € NU{0,3}},

Vd €D, whered denotes the depth of delegation, which
means the degree to which the grantor of permission trusts
the receptor, i.e. the degree to which the permission can be
delegated, and can be used to control propagating permis-
sion. If d =0holds good, the permission cannot be dele-
gated continuously, and if d € N holds good, then the
permission can be delegated continuously in not more than
n steps, equation d =* denotes that the permission can be
delegated any number of times. Because the depth of dele-
gation is finite in practical system, we regulate that the
maximum value of depth is D and define
[0---%], =[0---D]U{*} and (Vd €[0,D]and d <*).
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Rules for computing depth of delegation: Vd,,
d, €[0---%],
*, if d =*ord, =*ord +d, >D
d +d, =
d +d, else
0, if d <d,
d, —d, =%, ifd =*ord, —d,>D
d —d,, else

Definition 2 Authorization. An authorization is a 6-tuple,
Grant(g,s,0, p,d,i)e SxSxOxPxDxI , where geS,

seS, oeO0,peP,deD,iel, denotes grantor g grants
the permission p, p = {r|r € P} and p is the subset of P, to

user s in time limit 7 with less than d steps, where depth of
delegation d will descend by 1 there is once a delegation
from g to s. Grant(g,s,o, p,d,i) is an authorization rele-

vant to time, and is constrained by time limit; permission
over useful-life will be revoked automatically. An authori-
zation is a 6-tuple « = Grant(g,s,o, p,d,i), where each

element can be shown as following: a.g,a.s,a.0,a.p,a.d,a..
For Vx=[b el y=[b,.e]el,
are defined: x>, y<b <b re >e, ,x2, y< x> yv
(b, =b,ne, =e,). x[), y=(b,e), where b=max (b,,b,)
xU, y=(b,e),
min (b,,b,) and e=max (e,,e,) hold.

several relationships

and e=min (e,,e,) hold. where b=

Definition 3 Boolean function for time interval. in:7 x [
— {true, false}. V¢ € T,i € I,in(¢,i) = true , we can say ¢ is
in the time interval of i.

Definition 4 Status of authorization and the set of authori-
zations. 4, = {Grant(g, s,o0, p,d,i)|in(¢,7) = true} denotes all
the authorizations at t, ¢t €7, and depicts the status of au-

thorization. The set of authorizations, 4, = U 4,, denotes
VteT

the set of all the authorizations. Vo € O, 4, denotes all the
authorizations relevant to o.

Definition 5 Original grantor. Any permission for access-
ing the resource must be granted by the owner of resource.
The owner may be a common user or a security manager in
an enterprise or department. By definition S, is the owner of
o, that is to say, S, is the original grantor.

Definition 6 Directed graph of delegation: G = {G, |0 € O},

where G, is the directed graph with a tag relevant to the ob-
ject o, G, =(V,E,l), and denotes all the authorizations

relevant to o. V is the set of nodes, and each node corre-
sponds to a subject which holds the authorization relevant to
the object o. E is the set of edges, and each edge is an order
binary, grantor and receptor, Ve=(g,s)eF <

Grant(g,s,0, p,d,i) € 4 ; | denotes function: E — P:
1(2,5)) = {p| Grant(g,5,0,p, d,i)e 4 }.
I represents the permission that the grantor assigns to the

receptor. If I((g,s)) # O, there exists a directed edge with
tag /(e) from the node g to the node s in the graph G,.

G, is the subgraph of G. From the node a to the node b,
there is a directed path(a,b,n) with length n: (a,x,)
(%) o (x_,x) (x,x,,,) - (x,_,,b), where x, eV Aie
[Ln-1],a=x,,b=x, holds good. In the path(a,b,n),
predecessor(x;) ={x,|x, €V A je [0,i—1]} denotes the
set of predecessors, where x, |, is the immediate predeces-
sorof x,,and successor(x;)= {x, |x, € VAkeli+ln]}

denotes the set of successors, where x. , is the immediate

i+l

successor of x;. Nodes a and b are called the start-point
and the end-point respectively in the directed path.

2.2 Policy on controlling propagating permission

Vo € 0,if Ja = Grant(g, s,0, p,d,i) € A s following prob-
lems need to be considered.
1) Whether or not a.g can assign a.p , accessing ob-

jecta.o,toa.sinai .
2) If a.d =0 holds good, then how does a.s delegate
a.p ulteriorly, accessing objecta.o .

3) How to control the time limit in the ulterior delegation
process?

We can adopt deep first search (DFS) algorithm because
permission a.p must be granted by the owner s, originally.
We attempt to find a directed path from s, to a.g.If the
path exists, then a.g can assigna.p toa.s. In fact, the

process of DFS is that each node searches an adjacent node.
Suppose G, (V,E,l) adopts the adjacent table as the stor-

age structure, the time to find the neighbor is O(] £ ]) , and
then the complexity of the algorithmis O(V |+]| E]) .

2.2.1 Control the depth of delegation

The depth of delegation denotes the steps that permission
can be delegated. Suppose 3 Grant(g,s,o0, p,d,i) € 4, , if
a.d = 0holds good, a.s cannot delegatea.p, and if a.d #0
and da'= Grant(s,s'o0,p',d",i") e ASU are satisfied, then
the inequation a.d—a'.d'>1 will hold good. If there is a
path of delegation from s, to s,a,,a,,":-,a,, then the

inequation a,.d >a,.d >--->a,.d will hold, namely the
value of depth descends only with the direction of delegation.

2.2.2  Constraints in delegation

1) Constraint of permission. The permissions a,.p,a,.p, -,



a,. p relevant to the authorizations a,,a,,:-,a,, from s,

to s, and the relationship a,.p Da,.p >---2a,.p should
be satisfied. Due to the decentralization, the relationship
cannot be satisfied when it is delegating ulteriorly. In addi-
tion, any permission of accessing the resource must be
granted by the owner for the resource, so the permission
that the authorization @, can attain is a,.p =a,.pa,.
pN--Na, ,.p,where me[2,n].

2) Constraint of useful-life. The inequation, a,. 2,
a,i> ---> ada i=a.il) a,if) - a, ., should be

sati-sfied for useful-life a,.,a,.,---,a,i, where me[2,n].

2.3 Circle and conflict in authorization

The decentralized and transmissible authorization satisfies
the security requirement in distributed environment, at the
same time decentralization and transmission induce many
problems.

1) Circle

a,,eASO, a.s=a,,.g@ielln-1]), if a.s=a.g,a,",

in authorization. Suppose a,,":-,a,,",

a, is called a cyclic authorization.

2) Conflict in authorization. Suppose a,,a, € 4; , if
a,.s=a,s,a.g#a,g,a.p#*a,por(a.p+a,panda.d
#a,.d), if the depth of delegation or the permission is dif-
ferent for two different grantors, a,.g and a,.g, to the
same receptor, there may be conflicts.

2.3.1 Detection algorithm about circle

Cyclic delegation induces circle in G,. When g delegates
permission p to s and suppose a = Grant(g,s,o0,p,d,i),
then detection algorithm can be designed as following:
bool circlecheck(G, ,a)

Input:G,, a .

Output: true denotes that the circle is found, else false.

We define the set of Head and Tail, at the beginning
Head = Tail =& and variable RT =0.
Step 1 Compute the set of predecessor nodes, predeces-
sor(a.g), and the set of successor nodes, successor(a.s) .
Step 2 Head = successor(a.s), Tail = predecessor(a.g) .
Step 3 RT=RT+1 . If (RT=1and ((HeadU{a.s})N
(TailU{a.g}) # D)) holds good and the circle is detected,
then true and halts are If (RT=#1and
(Head (N Tail) # &) holds good and the circle is detected,
then true and halts are returned. If (RT>[|V[-1/2))

holds good, then false and halts are returned.
Step 4 Compute Head = U successor(s)

VseHead

returned.

and Tail =
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U predecessor(s) and go to Step 3.

VseTail

The above algorithm makes the set of predecessors and
the set of successors closed middle-ward each other, and
simultaneously computes the intersection to deter whether
there exists a cyclic path in the graph G, (V,E,[) or not.

Considering that the radix of the set of predecessors and the
set of successors does not exceed |V | and that the length

of noncyclic path does not exceed |V |—1, then the time
complexity of the algorithm is O(|V [*). To avoid the cy-
clic delegation, we regulate Va e 4; ,a.s cannot delegate
permission a.p, delegated to a.s directly or indirectly
from a.g, to a.g by cyclic delegation. When a.s wants
to delegate the subset of a.g to others ulteriorly, the action
will be forbidden if circlecheck(G,,a) = true holds good.

2.3.2  Rules for eliminating the cyclic authorization

We distinguish the following for conflict authorization,
Va,, a,eA; .

1) Suppose a,.g € predecessor(a,.g) or a,.g € successor
(a,.g), where a,.gis the predecessor or the successor of
a,.g . We regulate that the priority of the predecessor is

higher than the priority of the successor. If
predecessor(a,.g) holds good, then g, mantles a, . If

a,.g € successor(a,.g) holds good, then @, mantles a, . The

authorization that is mantled need not be deleted from the
graph and can be marked with nonactivation. Whena, or

a, isrevoked, a, or q,can be activated newly.

2) If a,.g ¢ predecessor (a,.g) and a,.g ¢ predecessor
(a,.g) holds good, then there does not exist a relationship
between the predecessor or the successor and a,.g and
a,.g , following rules of revoking can be defined:

a) Intersection (/). S gains the permission to access ob-
ject 0o, p=a,.pNa,.p, then the depth of delegation is
d =min (a,.d,a,d)

i=a.il, ai.

and useful-life of permission is

b) Union (U). S gains the permission to access object o,
p=a.pUa,.p, then the depth of delegation is d =
max (a,.d,a,.d) and useful-life of permission is i=

a,il, a,i.

3 Make decision about access request

In a distributed environment, how to make a decision about
the access request to resource o can be boiled down to find
a directed path from the node S, to the node s while eliminating
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the circle and conflict in G,. Due to many existing elimina-
tion rules, there may be many different G,. (G,, R), where
we can choose appropriate rule R according to the specific
application.

principles and hence bears risk. How to evaluate the risk in
delegation process and define the reasonable criteria of
evaluation need to be researched all the same.

4 Conclusions

This paper proposes a delegable model-based on graph, and
discusses and resolves circle problem and conflict problem
due to decentralized and transmissible authorization. In this
model, we control the depth of delegation of permission
lengthways, and enhance the constrain to restrict the propa-
gation in delegation process. For the conflict in authoriza-
tion, according to the relationship between predecessors and
successors, we define the elimination rules, which can also
guarantee the switch among different rules, to improve the
flexibility.

However the delegation is based on trust among the
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