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Abstract  Viewed  as  a  threat  to  academic  integrity,
several  questions  have  arisen  about  the  dark  side  of  AI.
While  AI  offers  several  opportunities  for  teaching  and
learning, questions have also arisen regarding its impact
on  the  future  of  education.  This  paper  offers  a  critical
perspective on the dark side of AI in education by draw-
ing  on  critical  social  theory.  It  examines  how  AI  can
deepen  the  processes  of  educational  inequality,  power
relations,  and  cultural  identity.  The  findings  illustrate
that  differential  levels  of  economic  development,  digital
infrastructure,  cultural  norms,  and  technological  capac-
ity  significantly  influence  the  integration  and  impact  of
AI  across  global  education  systems.  To  counter  these
risks, this paper calls for AI developers to adopt an inclu-
sive  design  from  the  start  of  the  application  to  ensure
that  these  tools  are  accessible,  adaptable,  and  affordable
to the economies of the Global South. The paper further
highlights  the  urgency  of  incorporating  African  voices,
values, ethics, and worldviews into global AI governance
conversations.  Africa  and  other  developing  countries
must not merely be sites of AI deployment but key actors
in  shaping  the  educational  futures  these  technologies
enable.  Their  expertise  is  essential  to  confronting  colo-
nial  legacies  in  technological  innovation  and  ensuring
that  AI  advances  democratic  empowerment  rather  than
digital dependency.

Keywords  AI governance, dark side of AI, Africa, criti-
cal theory

 1   Introduction

There is  no doubt that  AI has had a significant  impact
on  almost  every  facet  of  human  life  and  has  become  a
key  technology  in  contemporary  society.  From  natural
language  processing  to  image  and  pattern  recognition,
AI  techniques  have  permeated  today’s  infrastructure
and  many  economies  worldwide  (Lindgren,  2023).
Within  academic  circles,  generative  AI  (GenAI)  has
been used for speech writing, grading, translation, facial
recognition,  and  algorithmic  models  (Zawacki-Richter
et  al.,  2019).  This  has  been  possible  because  GenAI
systems  are  designed  to  generate  content  (e.g.,  texts,
images,  audio,  simulations,  video,  and codes)  from the
data  on  which  they  are  trained  (Xie  et  al.,  2023).  The
advent  of  AI  technologies  in  higher  education  was
anticipated  to  herald  a  paradigm  shift,  promising
unparalleled  opportunities  for  personalized  learning
and  knowledge  acquisition  (Fowler,  2023).  However,
despite all the excitement and hype, concerns have been
raised  about  GenAI  posing  a  threat  to  academic
integrity (Stokel-Walker, 2022).

Informed  by  critical  social  theory,  the  paper
argues  that  there  is  a  need for  social  critical  studies  on
AI  by  researchers  across  various  disciplines,  particu-
larly  humanities  and  social  sciences.  This  need  arises
because  in  contrast  to  predominantly  technology-
driven  sectors  where  critique  often  serves  to  legitimize
systems and accelerate the adoption of new tools, criti-
cal AI scholarship in the humanities and social sciences
disciplines engages more deeply and broadly with ques-
tions  of  power,  ideology,  ethics,  inequality,  and  social
consequences  (Lindgren,  2023).  For  example,  there  are
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concerns  about  AI  use,  including  issues  related  to
plagiarism,  classroom  activities,  authentication,
academic  integrity  (Crawford  et  al.,  2023),  and  the
changing  roles  of  teachers  and  students  (Sidorkin,
2025).  Other  narratives  have  revealed  serious  concerns
about  the  legal  and  ethical  implications  of  using  AI  in
anxieties about mistakenly labeling plagiarized work as
good  work,  students  completing  assignments  quickly
and  nearly  effortlessly,  and  creating  an  unfair  learning
environment  that  may  demoralize  students  with
academic integrity  (Daniel  et  al.,  2025; Mahande et  al.,
2026).  Likewise,  AI-generated  answers  observed  in
national and international examinations undermine the
integrity  and  authenticity  of  the  grades  that  students
earn (Xie et  al.,  2023).  One such incident was reported
in Ghana in 2023,  when the results  of  candidates  from
235 schools were withheld for allegedly using AI-gener-
ated  answers  during  the  2023  West  African  Senior
School  Certificate  Examination  (Ghana  Education
News Editorial Team, 2023).

While AI promises customized learning experi-
ences,  its  potential  to  perpetuate  biases  and  disadvan-
tage specific demographic cohorts is worrying (Lazarus
et al., 2024). The concern is whether the tools needed to
detect  people  using  viral  chatbots,  such  as  Turnitin,
Unicheck,  and  Noplag,  can  guarantee  academic
integrity  (Eke,  2023).  As  the  capabilities  of  technology
increase,  the  threat  of  human  obsolescence  looms
within  academic  circles,  raising  concerns  about  whose
interests  GenAI  technology  actually  serve.  Various
scholars and organizations have expressed their reserva-
tions  about  this  looming  threat,  and  in  response,  the
European countries  produced the first-ever  regulations
for  AI  in  2021.  The  regulations  sought  to  decrease  the
risks  and  threats  to  humans  while  acknowledging  the
prospects  of  an  increasingly “smart” world.  There  is  a
need for balance between human intuition and machine
precision, which requires a careful calibration to maxi-
mize the full potential of AI. Using critical social theory
as  a  theoretical  framework,  this  paper  takes  a  panora-
mic  view  of  the  dark  side  of  AI  in  education  in  the
Global South. Such research is timely given the height-
ened  concerns  about  the  unintended  consequences  of
AI in education.

This  systematic  review  makes  an  important
contribution to the AI in education by presenting a crit-
ical theoretical framework, dark side of AI, grounded in
Marcuse’s  (1964) philosophy  to  examine  how  AI  rein-
forces  existing  disparities  in  education  in  Africa.  The
paper  further  proposes  what  we  refer  to  as  a  context-
sensitive approach to AI governance and design systems
that  integrate  Africa,  ethics,  and  epistemologies  that
depart from the narrative of technological determinism
to  inclusive  and  culturally  responsive  innovation.  The
next  section  addresses  critical  social  theory  and
Marcuse’s  (1964) critical  theory  of  technology  and  AI,

which provides a theoretical framework. It then further
examines critical social theory and AI in a broad sense.

 2   Critical Social Theory

The  early  Frankfurt  School  addressed  the  twentieth
century’s  epochal  crisis  of  modernity  via  its  critique  of
technology  (Feenberg,  2017).  Indeed,  the  original
Frankfurt  School’s  view  of  technology  was  based  on
its  critique  of  modernity  and  future  possibilities
(Delanty  & Harris,  2021).  This  is  because  it  centers  on
instrumental  rationality and related technocratic forms
of power. The Frankfurt School’s critique of technology
has  garnered  significant  attention  in  modern  scholarly
studies (Delanty & Harris, 2021). Using Marxist theory,
Frankfurt  School  scholars  viewed  technology  not  only
as  a  machinery  but  also  as  a  tool  that  complements
labor. Moreover, they recognized that technology has its
own  complexities  and  is  not  reducible  to  capitalism
(Delanty  &  Harris,  2021).  Other  scholars,  such  as
Adorno and Horkheimer (Santos,  2010),  from the first
generation  of  the  Frankfurt  School,  criticized  technol-
ogy  and  helped  coin  the  term  of  critical  social  theory
(Fernandes,  2021).  It  is  instructive  to  note  that  while
critical  social  theory  traces  its  origin  to  the  mid-
twentieth century, it cannot be confined or restricted to
the  historical  context  in  which  it  was  developed.  It
remains  relevant  and  in  vogue  due  to  its  capacity  for
adaptation  and  self-criticism.  This  paper  offers  a  criti-
cal  perspective  on  the  dark  side  of  AI  in  education  by
drawing  on  Marcuse’s  critical  theory  of  technology.  It
examines  how  AI  can  deepen  educational  inequality,
power relations, and cultural identity.

 2.1 |    Marcuse’s Critical Theory of
Technology and AI

We  adopt  Marcuse’s  (1964)  critical  theory  of  technol-
ogy,  a  framework  of  the  first  generation  of  the  Frank-
furt  School  as  the  theoretical  underpinning  of  this
paper.  Marcuse’s  (1964)  work,  especially  in One-
dimensional  man:  Studies  in  the  ideology  of  advanced
industrial  society,  critiques the way technology in capi-
talist society tends to normalize inequality, reinforce the
existing  power  structures,  and  suppress  critical
consciousness.  He  emphasized  that  technological
advancement  is  not  neutral;  it  often  embodies  the
values,  priorities,  and  power  interests  of  dominant
groups. To explore how the dark side of AI could affect
teaching and learning in higher education, we examine
different  dimensions  of  Marcuse’s  work  in  terms  of
technological  inequality  and  marginalization,  dehu-
manization  and  academic  integrity,  power  and  ideol-
ogy, and the need for liberation through critical aware-
ness.
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First,  regarding  technological  inequality  and
marginalization,  the  paper  argues  that  AI  exacerbates
educational  inequality  and  excludes  African  cultural
identity  from  most  AI  tools  which  is  central  to
Marcuse’s (1964) argument that technology can serve as
a tool of domination when not developed inclusively.

Second,  due  to  dehumanization  and  academic
integrity,  many  African  higher  education  institutions
are  struggling  to  adopt  and  use  AI.  Marcuse  warned
that technological systems may prioritize efficiency over
human  values.  This  paper’s  concerns  about  AI  under-
mining  academic  integrity  and  sidelining  educators
echo this  tension between instrumental  rationality  and
humanistic  education.  A recent  study revealed that  the
challenges  of  AI  use  in  African  educational  systems
include the absence of  a  regulatory framework,  limited
African contexts,  and challenges  associated with build-
ing  inclusive  partnerships  that  are  dependent  on  a
strong AI community and co-creation (Kiemde & Kora,
2022).

Third,  power  and  ideology  influence  African
higher  education  environment  and  how  teaching  and
learning are transformed. Just as Marcuse criticized the
ideological  use  of  technology  to  entrench  capitalist
control  (Feenberg,  2023),  this  paper  argues  that  AI
design and deployment  reflect  ideological  agendas  that
often ignore Global South perspectives and the needs of
learners and academics.

Fourth,  the need for  liberation through critical
awareness  has  become  even  more  important  in  recent
years due to the continuous marginalization of individ-
uals  who  cannot  afford  digital  learning  tools,  internet
connectivity, and electricity to power electronic devices
in  some  cases.  Marcuse  advocated  for  critical
consciousness as a path to liberation (Thompson, 2025).
This  paper  argues  that  inclusive  design,  local  agency,
and  ethical  AI  policy  are  important  in  educational
settings  because  they  mirror  the  emancipatory  goals
such  as  the  creation  of  a  new  sensibility  and  aesthetic
dimension highlighted by Marcuse. By explicitly apply-
ing Marcuse’s  critical  theory of  technology in the find-
ings  section,  we  examine  how  AI  serves  not  only  as  a
technological  tool  but  also  as  a  sociopolitical  element
shaped  by  the  dynamics  of  education,  power,  and
culture in Africa. Marcuse’s work has been critiqued on
the basis  that “radical  subjectivity is  an achievement of
self-knowing  rather  than  a  form  of  subjectivity  that  is
emergent from the social dialectic of technological civi-
lization” (Thompson, 2025).

Technologies  are  influenced  by  economic,
political, and discursive factors just as much as they are
by  practical  technological  advancement  (Jobin  &
Katzenbach,  2023).  These  factors  among  others

contribute  to  the  challenges  individuals  face  in  the
adoption  and  use  of  technology  rather  than  systemic
issues. AI has been defined as the ability of machines to
learn from experiences, adapt to new inputs,  or under-
take  tasks  that  are  often  performed  by  human  minds,
such as speech recognition, visual perception, language
translation, and decision-making (Guenduez & Mettler,
2023; Pereira et al., 2023). However, this narrative has a
dark side that needs to be explored. While various stud-
ies  have  highlighted  the  importance  of  examining  the
critical success factors of the implementation and use of
AI (Leander & Burriss,  2020; Merhi,  2023),  few studies
have examined the challenges associated with the appli-
cation  of  AI  and  how  the  development  and  use  of  AI
tools  could deepen inequality and affect  other facets  of
human activities, especially in Global South economies.
AI  systems  fall  short  of  expectations,  especially  if  they
are  not  successfully  implemented.  If  these  systems  fail,
all resources and efforts are wasted, and institutions are
unable  to  take  advantage  of  the  benefits  mentioned
above.  Examining  the  crucial  key  elements  influencing
the  effective  deployment  of  AI  systems  (Merhi,  2023)
and  the  issues  that  arise  from  their  development  and
application has become crucial.

Although  AI  has  the  potential  to  improve
research, pedagogy, administration, student experience,
and student support, a critical approach is required due
to concerns about academic integrity, job displacement,
unconscious  biases,  environmental  sustainability,
commercialization,  and  regulatory  shortcomings
(Rudolph et al., 2024). It has been argued that the emer-
gence of fully developed AI may signal the extinction of
humanity  (Cellan-Jones,  2014).  Owing  to  their  slow
biological  evolution,  humans  will  eventually  become
extinct  because  they  cannot  compete  with  complex  AI
tools (Lazarus et al., 2024). In addition, the emphasis on
the need to develop an atmosphere of responsible inno-
vation and informed AI use, as well as the promotion of
critical  AI  literacy  among  teachers  and  students,  has
become important (Rudolph et al., 2024).

 3   Methodology

The  paper  adopted  the  preferred  reporting  items  for
systematic  reviews  and  meta-analyses  (PRISMA)
approach to  ensure  transparency,  rigor,  and replicabil-
ity  throughout  the  screening  process.  Accordingly,  a
comprehensive search strategy was carried out in major
4  scholarly  databases,  including  Scopus,  Web  of
Science,  IEEE  Xplore,  and  Springer  Nature  Link.  We
also  included  reputable  institutional  sources,  focusing
on literature addressing AI, critical social theory, gover-
nance,  and  implications  for  education,  particularly  in
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the  Global  South.  In  reviewing  the  relevant  literature,
we  adopted  a  structured  approach,  focusing  on  the
current state of  research on “the dark side of  AI in the
Global South.” All  these databases were searched using
the  keyword “the  dark  side  of  AI  in  Africa.” The  titles
and abstracts of retrieved articles were screened. During
the identification stage, 108 records were retrieved from
electronic  databases.  An  additional  18  records  were
identified  through  handsearching,  citation  chaining,
and  manual  exploration  of  organizational  reports  and
grey  literature  from  UNESCO  and  Oxford  Insights.
Following  the  removal  of  11  duplicates,  115  unique
records  (articles  and  book  chapters)  remained  for
screening.

The screening stage involved a title and abstract
evaluation to assess relevance to the core research. This
stage  resulted  in  the  exclusion  of  47  records  that  were
either unrelated to education, focused solely on techni-
cal  development  without  social  sciences  relevance,  or
provided insufficient scholarly grounding.

A  total  of  68  full-text  articles,  book  chapters,
and  conference  proceedings  in  the  eligibility  stage.
These  were  assessed  in  detail  according  to  predefined
inclusion  criteria  (1)  direct  engagement  with  AI  adop-
tion or  governance;  (2)  theoretical  or  empirical  contri-
butions  to  issues  of  equity,  power,  or  inclusion;  and
(3) contextual relevance to the educational future of the
Global  South.  Twenty  articles,  book  chapters,  and
conference proceedings were excluded at this stage due
to methodological weaknesses, lack of primary analyses,
or  tangential  relevance  to  the  review’s  conceptual
framework.

Finally,  48  articles,  2  technical  reports,  and  4
book  chapters  met  the  inclusion  criteria  and  were
retained  for  the  qualitative  synthesis,  informing  the
thematic  analyses  and conceptual  insights  presented in
this  systematic  review,  with  the  oldest  publication
having been published in 2000.

The  included  studies  represent  a  diverse  inter-
section  of  global  and  regional  scholarship,  integrating
critical  perspectives  on  social  structures  and  economic
issues  in  education,  technological  complexity,  infras-
tructures,  institutional  structures  and  policy  frame-
works,  power  relations,  cultural  identities,  educational
inequalities,  and AI and governance in education. This
review  not  only  fills  a  gap  in  the  literature,  but  also
provides actionable insights for policymakers and prac-
titioners  seeking  to  implement  AI  solutions  tailored  to
Africa’s needs.

Figure  1 visually  sketches  the  paper  selection
process.  Collectively,  the  PRISMA-guided  process
strengthened the review’s methodological robustness by
ensuring balanced representation, minimizing selection
bias, and grounding the paper in a well-defined body of
peer-reviewed, authoritative sources.

 4   Findings

In this section, we present the findings of our paper on
the unintended consequences of AI in education, which
we also refer to as the dark side of AI with a particular
emphasis on the Global South. Critical social theory was
used to examine the negative effects of AI, emphasizing
the  potential  for  these  technologies  to  worsen  rather
than resolve the existing issues if measures are not taken
to  address  them.  More  specifically,  this  section  exam-
ines  9  issues  that  could  be  considered  the  dark  side  of
AI  in  education  in  Africa  from  a  critical  social  theory
perspective.  Nine  issues  are:  (1)  AI  and  governance  in
education; (2) educational inequality; (3) infrastructure;
(4) cultural identity; (5) power relations; (6) technologi-
cal  complexity;  (7)  social  structures  and  economic
issues  in  education;  (8)  ideology;  and  (9)  institutional
structures and policy frameworks.

 4.1 |    AI and Governance in Education

The  use  of  AI  across  many  governments  of  the  world
has  recently  gained prominence,  as  it  has  been used to
improve  public  administration,  corporate  governance,
and  citizen–government  interaction  and  participation
(Montoya  &  Rivas,  2019; Ojo  et  al.,  2019; Toll  et  al.,
2019).  In  public  administration,  AI  has  been  used  to
forecast  health  needs,  predict  domestic  violence,  and
identify  cases  of  theft  and  crime  prevention  (König,
2023).  At  the  same  time,  crime  preventive  agencies,
intelligence  agencies,  and  police  departments  around
the world are  embracing AI-powered iris  scanners  and
license  plate  trackers  to  extend  their  online  powers
(Dauvergne,  2021).  Within  the  political  realm,  AI  has
been  used  to  predict  election  results,  allocate  national
resources,  and  accommodate  citizen  preferences
(Engin  &  Treleaven,  2019; Margetts  &  Dorobantu,
2019).  For  example,  during  elections  in  the  United
States  and  Europe,  political  parties  and  analytics  firms
have  used  AI-driven  models  to  predict  voter  turnout
and  electoral  outcomes,  enabling  targeted  campaign
strategies  and  resource  deployment.  While  these  tools
enhance  predictive  accuracy,  they  also  raise  concerns
about electoral manipulation and algorithmic bias.

While providing an exhaustive list of the bene-
fits  of  AI  in  government  is  beyond  the  scope  of  this
paper,  its  social  implications  are  significant  and  far-
reaching,  particularly  in  a  continent  where  democratic
institutions are weak, human rights abuses are rife, and
corruption  is  endemic  (Adu,  2018).  African  govern-
ments, including those of Ethiopia and Zimbabwe, have
reportedly  deployed  AI  as  instruments  of  surveillance
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and  social  control,  raising  significant  concerns  about
civil  liberties,  governance, and democratic accountabil-
ity (Gwagwa et al., 2020). AI deployments in Foreign AI
companies  have  been  accused  of  using  false  African
identities as marketing tools to raise capital and eventu-
ally cash out (Pilling & Coulton, 2019).

 4.2 |    Educational Inequality

AI  has  the  capacity  to  expedite  the  achievement  of
global  education  objectives  through  the  removal  of
barriers  to  education.  Its  capacity  to  remove  barriers
can  be  observed  in  automatic  grading,  personalized
learning,  plagiarism  detection,  and  feedback  provision
(Owoc et al., 2021). Unsurprisingly, AI has become the
epicenter  of  the  higher  education  landscape,  having
proven  to  be  difficult  to  exterminate  (Ahmad  et  al.,
2023).  However,  from  the  perspective  of  critical  social
theory,  AI  in  education shows that  there  is  a  dark side
of  AI  that  ought  not  to  be  ignored.  Reported  cases  of
plagiarism,  automated  generation  of  essays,  and  real-
time  assistance  during  examinations  have  sparked
global  conversations,  debates,  and  controversies

(Tahir & Tahir, 2023), prompting educators to call for a
responsible AI ecosystem within which researchers and
innovators  can  act  dutifully.  Responsible  AI  empha-
sizes ethical, transparent, and accountable use of AI in a
manner  consistent  with  user  expectations,  organiza-
tional  values,  and  societal  laws  and  norms  (OECD,
2019).  While  AI  presents  an  enormous  opportunity  in
the  area  of  quality  education,  Sub-Saharan  Africa  has
not  been  able  to  take  full  advantage  in  terms  of  its
readiness.

 4.3 |    Infrastructure

In  terms  of  infrastructure,  the  reality  is  that  Africa’s
digital  infrastructure  and  ecosystem  are  mostly
managed  by  companies,  such  as  Facebook,  Google,
Uber, Netflix, and Huawei (Kiemde & Kora, 2022). This
explains why mobile technology internet connectivity in
Africa  and  African  data  ecosystems  are  still at  the
nascent stages of the African data revolution (Garcia &
Kelly, 2015). Beyond that, Africa was among the lowest
scoring  regions  in  terms  of  the  readiness  and  imple-
mentation of AI (Oxford Insights and the International
Development  Research  Centre,  2020).  There  are  still

 

Figure 1    PRISMA flow diagram of literature selection.
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issues of internet connectivity or software compatibility,
which  often  affect  practical  and  interactional  experi-
ence (Segbenya et al., 2022). It is therefore important to
examine how international  communities  can help with
the  technology  gaps  in  Africa  by  focusing  on  specific
local  needs  and  problems  in  AI  policy  development,
instead  of  using  a  one-size-fits-all  approach  that  has
slowed down development efforts in Africa (Arakpogun
et al., 2021). Beyond Africa, structural inequality in the
adoption and usage  of  AI  are  also  evident  in  countries
across Europe, Asia, and South America. The structural
inequality  in  the  adoption  and  usage  of  AI  in  these
countries  are  shaped  by  their  distinct  socioeconomic,
linguistic,  and  cultural  contexts.  For  example,  in  Asia,
countries  such  as  India  face  persistent  challenges
regarding  digital  divides  between  urban  and  rural
communities. In many rural Indian communities, indi-
viduals  struggle  to  use  AI  due  to  infrastructural  defi-
ciencies,  barriers  related  to  affordability  and  low  AI
literacy,  thereby  limiting  equitable  access  to  AI-driven
learning  tools  despite  national  initiatives,  such  as  the
National  education  policy  2020 (Ministry  of  Human
Resource  Development  (Government  of  India),  2020),
and indigenous language model development (Gupta &
Kaul, 2024).

Likewise,  some  Southeast  Asian  countries  are
characterized  by  urban–rural  disparities  in  internet
connectivity and AI readiness, with rural areas showing
only  55% internet  penetration  compared  to  90% in
urban  centers,  which  further  exacerbates  educational
inequities  (Hendrian,  2025).  Although  regional  frame-
works, such as UNESCO’s AI competency framework for
students,  have  been  developed  to  promote  responsible
AI  integration,  fragmented  governance,  and  uneven
infrastructure  continue  to  hinder  inclusive  adoption
(Chiu, 2025).

In  South  America,  AI  adoption  in  education
remains  quite  slow  and  uneven,  with  many  initiatives
centered  on  urban  areas  and  private-sector  projects,
leaving  rural  schools  underserved  (Dodick,  2025).
Countries,  such as  Brazil  and Mexico,  continue to  face
internet  connectivity  challenges  and  resource
constraints, further deepening socioeconomic stratifica-
tion  and  limiting  the  transformative  potential  of  AI  in
addressing  issues  in  the  education  sector  (Khan  et  al.,
2024).  One  of  the  challenges  African  countries  face  is
that GenAI systems trained predominantly on Western
and  English-language  datasets  have  the  proclivity  of
displacing  indigenous  knowledge  systems  and  cultural
practices,  as  well  as  strengthening  epistemic  injustice
across  countries  in  the  Global  South  (Kshetri,  2024).
These  dynamics  reflect  global  patterns  of  digital
neocolonialism,  where  technological  infrastructures
remain the preserve and privilege of dominant cultural
narratives,  while  local  epistemologies  are  marginalized
(Ofosu-Asare, 2025).

While  these  inequities  continue  to  dominate
global  countries,  especially  in  the  Global  South,  the
expectation  that  AI  will  personalize  learning  and
enhance  educational  resilience  cannot  be  fulfilled.
Structural inequalities continue to affect the adoption of
AI  through  infrastructural  deficit,  linguistic  exclusion,
and cultural  fusion.  To address these challenges,  coun-
tries  should  employ  context-sensitive  strategies
(Kuriachan  et  al.,  2021)  that  seek  to  integrate  indige-
nous epistemologies, multilingual resources, and partic-
ipatory  governance  frameworks  to  ensure  that  AI
promotes  educational  equity  and  cultural  inclusivity
rather than preserving dependency.

 4.4 |    Cultural Identity

The extent to which AI is developed, adopted, and regu-
lated  essentially  depends  on  the  existing  sociocultural
setting.  African  Ubuntu  philosophy  symbolizes  an
ontology  with  a  collectivist  outlook  that  seeks  to  high-
light  cooperation,  respect  for  human  relations,  trans-
parency  to  group  members,  and  social  justice  (van
Norren, 2023). However, the development of Ubuntu of
AI is  still  in its  embryonic stage.  The application of  AI
differs  from  region  to  region  and  should  be  addressed
within  the  sociocultural  milieus  or  contexts  of  specific
geographical settings. For instance, AI has the potential
to  have  different  social  impacts  based  on  geographical
features, such as in Africa, where access to digital tools
is  limited.  Additionally,  individuals’ perceptions  and
understandings of  how AI works in addressing disrup-
tions  and  potential  harm  could  be  shaped  by  local
sociocultural  contexts  (Hagerty  & Rubinov,  2019).  The
reality  from  this  narrative  is  that  Africa  should  be
factored  into  the  conceptualization,  design,  develop-
ment,  and  deployment  of  all  AI  applications.  This  is
because  the  data  obtained  from  African  countries  is
seldom  represented  in  training  AI  models  (Birhane,
2021; Mohamed et al., 2020). Thus, the training models
for  AI  do  not  necessarily  incorporate  the  African
context,  which  makes  it  difficult  for  GenAI  to  be  used
efficiently.  For example,  many GenAI systems perform
poorly  when translating  African  languages  or  localized
forms  of  English  (e.g.,  Ghanaian,  Nigerian,  or  Kenyan
English),  as  these  linguistic  varieties  are  underrepre-
sented  in  training  data.  In  other  words,  they  lack
contextual  relevance,  particularly  with respect  to  infra-
structural and cultural factors (Oxford Insights and the
International Development Research Centre, 2020).

Buolamwini and Gebru’s (2018) study on auto-
mated facial analysis algorithms showed that there were
significantly  more  misclassifications  of  dark-skinned
black  females  than  light-skinned  black  males.  Quite
apart  from  those  conversations  (globally  sociocultural
context)  on AI  appears  to  be  dominated by  the  Global
North  thereby  ignoring  the  very  issues  affected  by  the
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Global  South.  There  is  an  evidence  that  AI  lacks  suffi-
cient  media  coverage  in  Africa  (Ouchchy  et  al.,  2020).
There is so much concentration of profits by the devel-
opers of AI to the extent that cultural context has been
ignored.  In  recent  years,  other  scholars  have  high-
lighted  the  relationship  between  AI,  critical  social
theory, and identity (Leander & Burriss, 2020). The idea
behind  this  emerging  nexus  is  how  identities  are
constructed  by  machines  at  individual  level  through
AI’s  creation  of  individual  types  (Leander  &  Burriss,
2020).  According  to Delanty  and  Harris  (2021),  one
major limitation of critical  social  theory’s  own account
of technology is that it operates with the notion of tech-
nology  as  Technik.  How  can  AI-generated  content
impose  external  cultural  models,  thereby  diminishing
the educational value of local knowledge?

GenAI  technologies  are  mostly  trained  on
Western  datasets,  especially  Eurocentric  datasets  and
linguistic  norms,  embedding  assumptions  about  peda-
gogy and cultural  relevance that  may not be associated
with  the  diverse  educational  contexts  in  the  Global
South  (Nyaaba  et  al.,  2024).  This  results  in  digital
neocolonialism,  where  Western  epistemologies  domi-
nate educational narratives and marginalize indigenous
knowledge  traditions  and  systems.  For  example,  a
recent study showed that AI-generated learning materi-
als  mostly  privilege Euro–American cultural  references
while  neglecting  local  languages  and  worldviews,
thereby  creating  epistemic  homogenization  that  alien-
ates  learners  from  the  realities  (Ofosu-Asare,  2025).
Moreover,  linguistic  imperialism is  strengthened,  espe-
cially when GenAI systems prioritize English and other
dominant  Western  languages,  further  eroding  cultural
diversity  in  educational  content  (Albeihi  & Rice,  2025)
in Global  South.  Unfortunately,  these patterns reflect  a
broader  Western bias  in  AI  development,  which either
overtly  or  unconsciously  excludes  global  perspectives
systematically  and  deepens  structural  inequalities  in
education (Mergen et al.,  2025).  To address these chal-
lenges,  it  is  important for AI developers to deliberately
integrate  indigenous  epistemologies,  multilingual
resources,  and participatory governance frameworks to
ensure  that  AI  fosters  cultural  inclusivity  rather  than
perpetuating dependency and inequality.

 4.5 |    Power Relations

Africa  has  played a  minimal  role  thus  far  in  the  devel-
opment of global AI algorithms or in formulating ethi-
cal  criteria  for  their  use  (van  Norren,  2023).  Notwith-
standing the limited role played by African researchers
in  AI  sector,  the  concept  of  AI  and  power  relations  in
African education is complex, rooted in a combination
of  colonial  legacies,  local  knowledge  systems,  and  the
cultural  contexts  of  African  societies.  Unequal  power
relations  in  knowledge  production,  such  as  research

funding  for  education  in  Africa,  is  often  controlled  by
international  donor  foundations  and  development
agencies  based  in  the  Global  North.  Many  African
universities  adopt  curricula  modeled  on  Euro–
American standards to meet international accreditation,
ranking,  or  donor  requirements.  Such  unequal  power
relations  in  knowledge  production  have  significant
implications  for  education  delivery  (Crawford et  al.,
2021; Ndlovu-Gatsheni, 2021) across countries, institu-
tions,  and  educational  levels.  Critical  social  theory
focuses  on  how  the  world  and,  by  extension,  AI—are
products  of  active  social  construction,  which  entails
certain  presumptions  about  the  reality  (Lindgren,
2023). AI cannot be fully value free. There are no clear-
cut  universal  laws  that  can  explain  how  AI  interacts
with  society.  Rather,  society  is  shaped  by  power  rela-
tions  as  well  as  a  variety  of  historical  and  background
factors.  As  a  result,  technology  that  benefits  some
people  may  be  detrimental  to  others.  Likewise,  AI
research  has  come a  long  way  from its  inception to  its
current use as a tool used to carry out a variety of infor-
mation  processing  activities,  such  as  those  carried  out
by humans (Guenduez & Mettler, 2023).

Power relations significantly shape the develop-
ment, ownership, and use of AI, through the gatekeep-
ing  roles  exercised  by  researchers,  educational  institu-
tions, technology developers, and research laboratories.
A  prior  study  highlighted  a  lack  of  transparency  and
extractive collection major problems associated with AI
and empowerment (D’Ignazio & Bhargav, 2015). These
two elements have implications for education in Africa.
First  problem,  regarding  a  lack  of  transparency,
suggests that interactions between individuals and envi-
ronments  are  often  gathered  with  little  or  no  approval
from  the  owners  of  the  information (D’Ignazio  &
Bhargav,  2015).  That  is,  participants  in  discussions  are
not aware that their actions are being recorded (Jandrić,
2019). These practices are closely related to ethics which
forms  a  critical  component  of  AI.  Second  problem,
associated  with  AI,  is  extractive  collection,  which
explains  how  third  parties  gather  information  that  is
not  intended  for  observation  or  use  by  the  individuals
from  whom  it  is  gathered.  Consequently,  this  takes
away the subject’s ability to participate in the data gath-
ering process and their chance to communicate with the
collector.

 4.6 |    Technological Complexity

Technological  complexity  involves  the  processes  in
which various sophisticated algorithmic approaches are
used  to  analyze  data  and  discussions  in  which  highly
technical  terminology  is  used.  It  typifies  situations  in
which  the  data  gathered  by  individuals  or  groups  are
used  to  make  decisions  with  consequences  for  the
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people  providing  information.  The  outcome  of  such  a
situation  is  that  the  subject  is  excluded  from  decisions
that  have  an  impact  on  them  (D’Ignazio  &  Bhargav,
2015; Jandrić, 2019). Popenici (2022) and Rudolph et al.
(2024)  have  argued  that  AI  serves  as  a  marketing  tool
laden with exploitation and exaggeration.

 4.7 |    Social Structures and Economic
Issues in Education

Currently,  AI  systems  and  applications  used  in  educa-
tion not only show technical deficiencies but also repro-
duce  structural  inequalities  that  are  deeply  rooted  in
systemic  and  historical  injustices  (Ryan  et  al.,  2025).
Madaio  et  al.  (2022)  suggested  that  dominant  fairness
paradigms that focus on algorithmic uniformity or bias
mitigation  are  insufficient  to  reveal  such  structural
inequalities  and  historical  injustices  because  they
discount  the  social  and  technical  systems  that  control
AI  in  education.  The  sociotechnical  systems  in  which
educational  AI  operates  promote  ideologies  about  the
definition of  knowledge and who can be  considered as
successful  learners  based  on  the  privileged  dominant
cultural  norms that  are  recognized  as  compared to  the
marginalized  cultures.  For  instance,  AI  models  trained
on data  that  are  historically  biased enable  exclusionary
practices  that  also  strengthen  racialized,  class-based,
and gendered hierarchies.  Moreover,  predictive  analyt-
ics  for  student  success  often  program  assumptions
based on structural inequalities, which creates feedback
systems  that  further  disadvantage  marginalized  learn-
ers.  To  address  these  issues,  it  is  important  for  policy-
makers,  software  developers,  and  education  providers
in the Global South to move beyond the technical fixes
toward design systems and frameworks that are guided
by  critical  social  theory,  ensuring  that  AI  systems  in
educational  settings  promote  inclusion  and  equity
rather than advance historical inequities (Madaio et al.,
2022).

Critical  social  theory  seeks  to  address  social,
economic,  and  individual  freedom issues.  The  applica-
tion  of  critical  social  theory  to  AI  raises  fundamental
questions  regarding  how  to  educate  people  about  the
negative  effects  of  AI,  such  as  distortion,  exploitation,
discrimination, and injustice (Lindgren, 2023). A recent
study  by  Rudolph  et  al.  (2024)  highlighted  the  threats
posed  by  AI,  including  (1)  academic  integrity  chal-
lenges; (2) dilution of university teacher roles; (3) qual-
ity,  accuracy,  and  ethical  concerns;  (4)  technological
colonialism and monoculturalism; (5) erosion of gradu-
ate attributes; (6) graduate employment; (7) privacy and
surveillance; (8) biases; (9) sustainability; and (10) regu-
latory  and  policy  challenges.  Individuals  in  the  Global
South  and  those  from  low  socio-economic  back-
grounds  could  be  affected  by  the  commercialization of
AI  tools,  especially  in  the  research  and  educational

environment.  This  is  because  the  developers  of  educa-
tional AI tools have access to financial  assets,  the tech-
nical experts or developers who support the continuous
production of the AI tools, the cultural and social capi-
tal to create a robust network along the value chain, and
the  goodwill  to  sustain  their  businesses.  Moreover,  in
relation  to  social  structure,  critical  analysis  of  AI
focuses  on  the  link  between  the  implementation  and
advancement of AI on the one hand and other elements
of social structure—culture, discourse, race, economics,
gender,  and  politics  on  the  other.  Today,  we  are  also
subjected  to  the  technocratic  control  (Feenberg,  2017)
of experts who shape our thinking, our way of life, and
our  understanding  of  society  through  the  technology
they  produce  for  our  use.  In  many  developing  coun-
tries,  the  introduction of  AI  in  education has  not  been
smooth  because  of  the  seemingly  weak  connection
between AI and other elements of social structure.

 4.8 |    Ideology

While critical social theory is rooted in an ideology, this
paper argues that ideology in this  sense is  vague if  it  is
not connected to the systems of control in the political
space.  This  could  also  be  linked  to  Bourdieu’s  (2000)
notion  of  power,  which  explains  the  spaces  where
power  is  exerted  over  capital  or  the  positions  from
which  the  relative  value  of  capital  is  impacted.  There-
fore,  power and people who control  technologies,  such
as AI, will influence the actions, beliefs, and conduct of
individuals  who  seek  to  use  AI.  Notwithstanding  the
possibility  of  many  alternative  ideas  and  aims,  some
concepts  related  to  power  relations  are  taken  for
granted as the objectives and truth about AI. Hence, in
AI  ideology,  we  will  often  find  relentless  technological
optimism,  the  belief  that  technological  progress  is  an
autonomous force and can save us all, and the tendency
to delegate key decisions to opaque algorithms. “One of
the dangers of ideology is that once dominant views and
priorities have been established, they can become natu-
ralized,  and  therefore,  appear  legitimate  and  unques-
tionable  (Lindgren,  2023).” The  views  of  Lindgren
(2023)  shows  how  ideology  could  deepen  inequities  in
the use of AI especially in the Global South.

To  address  the  ideological  dimensions  of  AI
use, students must be able to critically read a technolog-
ically  mediated  reality  shaped  by  algorithmic  opacity
and structural ambiguity, enabling them to engage with
AI  systems  while  recognizing  the  power  relations  and
values  embedded  within  them  (Bearman  &  Ajjawi,
2023). The role of teachers will be to instruct students to
look for and assess the information produced during an
AI interaction and to consider how it may be applied to
enhance  their  academic  work  (Bearman  &  Ajjawi,
2023).
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 4.9 |    Institutional Structures and
Policy Frameworks

Feenberg  (2017)  argued  that  critical  social  theory’s
critique  of  determinism  has  political  consequences  for
government  leaders  as  they  face  significant  obstacles
and uncertainties in the deployment of AI (Guenduez &
Mettler,  2023).  Today,  policymakers  across  the  world
are  realizing  the  importance  of  guidelines  and  policy
frameworks  considering  the  proliferation  of  AI  in
energy  consumption  in  transportation,  manufacturing,
finance,  leisure,  health  and  well-being,  education,  and
tourism (Guenduez & Mettler, 2023). Therefore, several
national AI policies are being developed. These include
goals  and  visions  for  the  state-level  implementation  of
AI  along  with  their  limitations.  Indeed,  governments
have a significant impact on how institutions, corpora-
tions,  and  societies  adopt  and  use  AI.  The  roles  of
government in the promotion of AI are fourfold: regu-
lator,  leader,  enabler,  and  user  (Guenduez  &  Mettler,
2023). Despite the significant need for policy guidance,
there has been relatively little policy-related AI research
to  date.  The  potential  and  problems  government  lead-
ers see in AI, as well as the paths and actions they plan
to  take,  have  not  been  sufficiently  well  studied
(Guenduez & Mettler, 2023).

However,  understanding  the  structural  condi-
tions  that  emerge  from  critical  theoretical  analysis  can
assist  individuals  in  improving  the  society  where  they
live  (Lindgren,  2023).  This  serves  as  the  sixth  element
(technological  complexity)  under  critical  social  theory
and AI. Lastly, critical social theory will enable individ-
uals to understand the social  implications of the devel-
opment  and  application  of  AI.  As  frequently  asserted,
AI  has  the  capacity  to  expedite  the  achievement  of
global  education  objectives  through  the  removal  of
barriers  to  education,  automation  of  administrative
procedures, and optimization of techniques for enhanc-
ing learning results (Nemorin et al., 2023). These bene-
fits could contribute to the reduction of the digital skills
divide  and make education more egalitarian and easily
accessible (Nemorin et al., 2023).

 5   Discussion and Conclusions

This  paper  examined  the  dark  side  of  AI  in  education
from a critical  social  theory perspective.  An analysis  of
the  reviewed  literature  revealed  9  important  elements,
which we refer  to  as  the  dark side  of  AI  that  adversely
affect  the  adoption  and  use  of  AI  in  Africa.  The  find-
ings also illustrate how differences in social,  economic,
cultural,  and  technological  advancements  in  different
countries affect AI use. The paper calls for AI develop-
ers to adopt an inclusive design from the start of the AI

application to ensure that AI tools are accessible, adapt-
able,  and  affordable  to  the  economies  of  the  Global
South. Countries in the Global South, particularly those
in Africa, must address governance challenges and defi-
ciencies in the ability of institutions to create the foun-
dational  elements,  such  as  infrastructure,  trained
personnel,  and  data,  necessary  for  the  advancement  of
AI (Arakpogun et  al.,  2021).  While recent research has
placed  a  spotlight  on  AI  in  the  Global  North,  little  is
known about the dark side of AI in Africa. Countries in
the Global South face not only digital barriers to inclu-
sion  but  also  face  issues  around  educational  inequali-
ties,  infrastructure,  cultural  identity,  and  power  rela-
tions,  in  terms  of  the  deployment  of  AI.  These  issues
need to be robustly  considered and mitigated,  and this
paper  makes  a  case  for  why  and  how  African  voices,
ethics,  interests,  expectations,  and fears should become
part of the growing global discourse on AI.

However,  the  paper  has  some  limitations.  The
paper adopted a critical  social  theory,  drawing primar-
ily  on  existing  literature,  policy  documents,  and  theo-
retical  insights  rather  than  large-scale  empirical  data.
While this  approach allows for deep critical  analysis  of
educational  inequalities  and  power  relations  in  AI  and
education,  it  limits  the  ability  to  generalize  findings
across  all  educational  contexts.  The  paper  focuses
largely  on  African  and  Global  South  perspectives,
particularly in relation to data representation, AI gover-
nance,  and knowledge production. Although this focus
is intentional and theoretically justified, it may limit the
applicability  of  the  findings  to  regions  with  more
advanced  AI  infrastructures  or  different  regulatory
environments.  The  scope  of  the  review  was  largely
based on the existing literature and may not have taken
full  cognizance  of  other  emerging  literature  on  AI  in
Africa.

 6   Implications for Policy and
Practice

Education  providers  worldwide  are  increasingly  recog-
nizing the necessity of developing guidelines and frame-
works to manage the rapid growth of  AI across educa-
tion  sector  (UNESCO,  2021).  This  recognition  is
important  for  ensuring  that  AI  is  implemented  effec-
tively and ethically. Despite the urgency for policy guid-
ance  in  AI,  there  is  a  notable  lack  of  research focusing
on AI  policy  implications.  Understanding  the  perspec-
tives and planned actions of governments and providers
of  education  across  all  levels  regarding  AI  is  essential
for creating effective educational policies. The potential
advantages of AI in education could help bridge the AI
literacy gap, making learning more equitable and acces-
sible  for  all  students,  especially  in  the  Global  South.
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This highlights the importance of inclusive policies that
consider diverse educational needs.

Along  these  lines,  we  consider  critical  social
theory  important  in  helping  individuals  comprehend
the broader social implications of AI’s development and
application. This understanding is necessary to foster a
more equitable educational landscape. By applying crit-
ical theoretical analysis, individuals can better grasp the
structural  conditions  that  influence  society,  which  can
lead  to  improvements  in  educational  policy  and  prac-
tice.  This  paper  also  emphasizes  the  need  for  policy-
makers  at  the  state  and  institutional  levels  to  enhance
their  understanding  and  readiness  regarding  the  inte-
gration of AI in education. Without addressing existing
educational inequalities, the potential benefits of AI use
will  remain  limited.  In  summary,  the  implications  for
practice  and  policy  in  the  context  of  AI  in  education
underscore  the  importance  of  addressing  inequalities,
developing comprehensive  guidelines,  and fostering an
inclusive  approach  to  ensure  that  AI  benefits  all
learners.
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