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Abstract The structure of a power energy system is
becoming more distributed than before. It becomes challe-
nging to manage such a system in a centralized way,
because a central authority may not exist or may not be
trusted by all parties. Blockchain is a promising tool to
address this challenge, by enabling trusted collaboration in
the absence of a trusted central authority. Its use in the
energy sector has been pioneered by several pilot projects.
However, to date the energy sector has not seen large-scale
deployment of blockchain, partly because the founders of
those pilot projects, the public, and utilities have not
reached consensus on the values and limitations of
blockchain in energy. This perspective aims to bridge this
gap. First, the philosophy and unique values of blockchain
are discussed. Second, some promising blockchain-based
applications in energy systems are presented. Third, some
common misunderstandings of blockchain in energy are
discussed. Last, some frequently-asked questions from
utilities are discussed. Hopefully this perspective can help
advance large-scale deployment of blockchain in energy
systems.
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1 Introduction

Power energy systems are experiencing a structural
change in recent years. On the one hand, with
deregulation of the energy industry and cost drops of
renewable energy technologies, a number of emerging
players are entering energy systems. These players
include photovoltaics (PVs), battery storages, smart
buildings, virtual power plants, electric vehicle (EV)
charging stations, etc [1,2]. On the other hand, synergy
and coordination across multiple energy carriers, multiple
energy balancing areas, and multiple organizations are
increasing [3,4]. These changes lead to a more distributed
structure of a power energy system [5,6], where multiple
self-interested parties are expected to collaborate with
each other. It can be challenging to manage such a system
in a centralized manner. In some cases, a central authority
may not exist and is unlikely to be established. In other
cases, even if a central authority can be established, it
may not be trusted and accepted by every participating
party.

Blockchain brings an opportunity to address the above
challenges. Instead of placing authority in a central entity,
authority is given to participants in a collaboration
network [7-9]. By letting multiple participants jointly run
and oversee the collaboration network, blockchain enables
trusted and transparent collaboration in the absence of a
trusted central authority.

Blockchain has been used in several industries such as
finance, commerce, and logistics. Its use in the energy
sector has also been pioneered in a number of articles and
pilot projects. However, to date the energy sector has not
seen large-scale and influential implementation of
blockchain-based applications. This is partly because
some pilot projects use blockchain just for marketing
purposes rather than to meet real demand, partly because
the public has unrealistic expectations of blockchain, and
partly because the deployment of blockchain does not
have the support from utilities. This perspective aims to
bridge this gap and advance large-scale implementation
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of blockchain in energy systems. To do so, the philo-
sophy and unique values of blockchain are first discussed.
Second, some promising blockchain applications in
energy systems are presented. Third, some common
misunderstandings or limitations of blockchain in energy
are discussed. Last, some frequently-asked questions
from utilities are answered, hoping to address utilities’
concerns in deploying blockchain.

2 Philosophy and feature of blockchain

2.1 Unique features of blockchain: democracy, immutable
rules, and immutable data records

Blockchain is aimed at limiting the power of a central
authority, by letting participants jointly govern a
collaboration network and mutually oversee and balance
each other. The right to rule and lead is not placed in one
central authority but distributed to all validating nodes.
Validating nodes consist of those participants who are
willing and able to govern the collaboration network.
Each validating node has a chance to be a temporary
leader in the collaboration network. This temporary
leader is unable to impose its decisions but has to win the
support from other validating nodes for its decisions.
Blockchain is unique in that it makes rules and data
records of a collaboration network immutable if the
majority of validating nodes are honest. A validating
node is honest if it accepts those actions that follow the
rules and rejects those actions that violate the rules. If
some temporary leader manipulates the rules or data
records, the majority of validating nodes will vote against
its actions. An action without the support of the majority
of validating nodes will not be finalized on blockchain.
This makes the states, rules, and data on blockchain
resistant to manipulation by any single participant.

2.2 Less unique features of blockchain: information
sharing and transparency, tokens, and automatic
enforcement

Blockchain features information sharing and transpa-
rency among participants. This feature is necessary to
enable participants to oversee and counterbalance each
other. Notably, a central authority can also have this
feature, such as cloud storage.

Some blockchains (mostly public blockchains [10])
reward those temporary leaders in the form of crypto-
currencies (also called tokens [11]) to incentivize them to
enforce rules honestly. Examples of such cryptocurre-
ncies are Bitcoin [12] and Ether [13]. Notably, a central
authority can also offer tokens, such as airline travel
points.

In blockchain, once a participant sends a request that
triggers the execution of rules (recorded in the form of

smart contracts [4]), one or more temporary leaders will
respond to the request by executing smart contracts.
Usually, the temporary leaders do so for token rewards.
From this participant’s point of view, its request can be
processed automatically, timely, and fairly. Notably, a
central authority can also automate the response to
participant requests, such as Google search.

2.3 Scenarios where blockchain is useful

2.3.1 Blockchain is useful when a central authority does
not exist

Blockchain is particularly useful to enable collaboration
among participants who are equal and do not trust each
other. In this case, they usually do not endorse any single
participant to lead and dominate the collaboration
network. By using blockchain, these participants can
jointly manage the collaboration network in a democratic
way. Examples of such collaboration networks in the real
world include the United Nations Security Council and
rotating presidency of the European Council. By
comparison, blockchain enables democracy in the digital
world.

2.3.2  Blockchain is useful when a central authority exists
but is not trusted by all participants

Blockchain is also useful to improve collaboration where
a central authority exists but is not trusted by all
participants. In this case, the central entity can deploy
blockchain to let interested parties oversee part of rules
and data. The use of blockchain seems to limit the power
of the central entity. However, thanks to this, the central
entity becomes more trustworthy and gains a competitive
advantage in attracting new customers, meeting regu-
latory requirements, and improving relations with part-
ners. The blockchain platform developers themselves are
examples of such central entities. These developers make
all codes open source so that users can examine the codes
at any time. On the one hand, open source prevents the
developers from adding any backdoors or tricks in the
codes. On the other hand, open source makes the
blockchain platforms trustworthy and attractive to users
and application developers.

3 Promising blockchain applications in the
energy sector

3.1 Energy trading

Energy trading is a typical form of collaboration in
energy systems. Profit-seeking market players always
require reliability and fairness of market operation.
Blockchain, as a trust enabler, shows great potential in
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energy trading. Blockchain can digitize market rules,
remove the trust barrier among market participants,
reduce the likelihood of disputes, and thus boost energy
trading.

3.1.1 Example: peer-to-peer (P2P) bilateral energy trading
P2P bilateral energy trading is widely used in energy
systems. It refers to direct trading between a buyer and a
seller without any intermediators [14]. P2P bilateral
trading includes wholesale market trading between large
energy suppliers and consumers [15], retail market
trading between energy retailers and small consumers
[16], and distributed energy resource (DER) trading
between prosumers [17]. The bilateral contracts in P2P
trading are usually customized and complex, leading to
uncertainties and possible deviations in contract execu-
tion and settlement. Lack of a trusted third-party regu-
lator further increases the possibility of contract manipu-
lation by any participant and increases the difficulty in
handling disputes.

Blockchain can be used to facilitate P2P bilateral
energy trading. By programming the bilateral contracts
into blockchain smart contracts, interested parties can
organize P2P energy trading autonomously. The bilateral
contracts are executed, settled, and validated by multiple
parties. Manipulation and violation of bilateral contracts
will be rejected by other validating nodes [18,19]. In
addition, historical trading results are recorded on
blockchain in an immutable way [20]. These immutable
and trusted trading information can also be accessed by
an energy system operator for network management
(such as network reconfiguration) [21].

Among various P2P bilateral trading applications,
blockchain-based DER trading between prosumers has
been the focus in both academia and industry [22,23].
Believers argue that DER trading and blockchain share
similar philosophy. However, to date there has been only
pilot demonstration but not large-scale implementation of
blockchain-based DER trading. This is partly because
P2P energy trading without any intermediators may not
be supported by current regulation (e.g., the Brooklyn
microgrid project run by LO3 Energy [24]), partly
because the benefits of P2P energy trading have been
limited due to low penetration of DERs, and partly
because the role of a distribution system operator (DSO)
is unclear. A well-designed blockchain-based DER trading
mechanism should make Pareto improvement without
hurting the interest of a DSO or jeopardizing the
reliability of a distribution network. Specifically, a DSO
can serve as a client node on blockchain. It does not
execute and verify those bilateral contracts, but only
accesses transaction information on blockchain for sys-
tem operational purposes, such as power supply
reliability, network usage charge, and imbalance settl-
ement. With increasing penetration of DERs and the

support of regulation, blockchain-based DER trading can
play a more influential role in future energy systems.

3.1.2 Example: international and interregional energy
exchange

The characteristics and costs of energy resources in
different countries or regions are different and can
complement each other. Energy trading across the bor-
ders of countries and regions can improve overall social
welfare, boost asset utilization rates, and facilitate large-
scale renewable energy integration. However, it is usually
difficult to form a super-sovereign market operator above
multiple national or regional market operators. Partici-
pating nations or regions may have to spend considerable
time on negotiating which nation or region should
coordinate the trading schedules, lead the trading center,
and resolve possible disputes. In addition, the rules of
national or regional energy markets can be different from
each other, which complicates international or interre-
gional trading.

Blockchain is promising in facilitating international or
interregional energy trading (see Fig. 1). Energy trading
mechanisms and algorithms such as transmission capa-
city allocation, market clearing, congestion management,
and imbalance settlement are programmed as smart
contracts. Participating regional market operators naturally
serve as validating nodes, who jointly enforce smart
contracts to ensure fairness and jointly resolve possible
disputes by voting on blockchain. The trading records are
immutable on blockchain, which is useful for handling
disputes.

3.2 Energy management

Traditionally, energy management rules and processes
are in a black box and are accessible only by an operator.
Participating energy resources and regulatory agencies
are unable to access these processes, let alone oversee
these processes. Blockchain is a promising tool to make
the energy management process more trustworthy and
transparent.

3.2.1 Example: virtual power plant (VPP) operation

A VPP aggregates and controls a number of flexible
demand-side resources and participates in the bulk power
system like a power plant. Specifically, a VPP operator
first collects the operational preferences and limits of all
resources. It then determines a load curtailment plan
involving all resources when being required to supply
electricity to the bulk power system [25,26]. However,
the algorithm for load curtailment is usually hidden in a
black box. A dishonest VPP operator has the motivation
and ability to manipulate the load curtailment algorithm,
the resulting plan, and the compensation for curtailed
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load resources [27]. This can reduce the willingness of into smart contracts. VPP participants who voluntarily act
load resources to provide flexibility. as validating nodes can oversee the decision-making

On a blockchain-based VPP operation platform, the process of load curtailment. Other participants can also
load curtailment algorithms of a VPP are programmed view the algorithms, their curtailed load volumes, and the
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Fig. 1 Value of blockchain in interregional energy trading.
(a) Interregional energy trading without blockchain (Without a trusted super-sovereign market operator, only intraregional but not interregional
energy trading can be organized); (b) interregional energy trading with blockchain (Blockchain enables an interregional energy market. Regional
market operators serve as validating nodes on blockchain, who jointly operate and oversee the interregional energy market.).
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Fig. 2 Value of blockchain in VPP operation.
(a) A centralized VPP (The decision-making process of a central VPP operator is in a black box. The operator can disobey load curtailment
algorithms without being detected by participants and the regulator. A VPP participant may therefore distrust the load curtailment plan and
compensation); (b) a blockchain-based VPP (Participants and the regulator voluntarily serve as validating nodes. Any attempts to manipulate load
curtailment algorithms are detected and rejected by the majority of validating nodes.).
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compensation they should receive. Although making the
algorithms and data immutable may limit the power of a
VPP operator in the short run, it can help a VPP attract
new participants and comply with regulation in the long
run. Figure 2 demonstrates the value of blockchain in
VPP operation. Specifically, blockchain improves the
credibility of a VPP operator and gives VPP participants
and the regulator the right to oversee the operation process.

Blockchain can also enable demand-side resources to
form and run a VPP in the absence of a central VPP
operator [1,28]. In this case, demand-side resources both
participate in and jointly operate the VPP. The operation
rules are approved by all participants and recorded in
smart contracts. Such a fully autonomous scheme no
longer needs a third-party operator, which further reduces
administrative costs.

3.2.2 Example: multi-energy system synergy

Co-optimization of a multi-energy system unlocks the
synergy among electricity, gas, heat, and cooling. The
dynamics of gas, heat, and cooling systems are
significantly slower than electricity systems, therefore
they can serve as energy storages to help electricity
systems maintain instantaneous supply-demand balance
and absorb volatile renewable energy generation [29].
Given that the co-optimization spans multiple energy
carriers, a central operator or coordinator usually does not
exist. Similar to international energy exchange, it is
challenging for participants to agree on who should lead
and dominate the multi-energy system. Unlike international
energy exchange, mechanisms and algorithms for multi-
energy system co-optimization are more complex. This
increases the difficulty for participants to detect or
disable any manipulation by a central operator, if there is
one.

Blockchain can be used to coordinate the operation of a
multi-energy system. To do so, the mechanism, model,
and algorithm of multi-energy system operation is
recorded on blockchain. Validating nodes can be compri-
sed of operators of electricity, gas, heat, and cooling
systems, or operators of multi-energy communities. These
validating nodes counterbalance each other and jointly
determine and verify the operation pattern. With block-
chain, participants can willingly reach consensus on an
operation pattern covering multiple energy carriers in the
absence of a superior operator.

3.3 Energy data synchronization

Tremendous data are generated, transmitted, and recorded
in a modern energy system. Each participating
organization keeps some data, which overlap with each
other. It is common that the same data kept by several

organizations become inconsistent, which may cause
disputes on the true version of the data. This is probably
because some parties have manipulated the data, but
others lack evidence of data manipulation. The risks of
data loss and data manipulation will bother interested
parties and even result in biased decisions. Blockchain
can synchronize the data across interested parties, ensure
data immutability, and enhance participant trust of data.

3.3.1 Example: renewable energy asset management
Renewable energy resources, such as PV stations and
wind power plants, are expensive and even risky to build.
Crowdfunding becomes a practical solution for
renewable energy investors [30]. However, investors may
not trust each other. In addition, the investors and
operator of a renewable energy resource are usually
different. This results in a typical principal-agent problem.
That is, the operator usually acts in a way contrary to the
best interests of the investors. Lack of trust among the
investors and the operator lowers the investors’
willingness to invest.

Blockchain can facilitate crowdfunding. The financing
and operating statues and records of a renewable energy
asset are digitized on blockchain. These data are
immutable and consistent across all the investors and the
operator. With these trustworthy data, investors can view
the construction progress of the renewable energy
resource and monitor its operating status. This forces the
operator to construct and operate the renewable energy
resource as contracted. Otherwise, the data records on
blockchain are evidence for violation of contracts. In this
way, blockchain builds trust among the investors and the
operator and lowers the barrier of crowdfunding.

3.3.2 Example: carbon credit issuance and trading

Carbon credit is widely used to quantify the value of
renewable energy resources and capture the environ-
mental impacts of fossil energy sources. Traditionally,
the responsibility for metering, issuing, trading, and
verifying carbon credits belongs to different organiza-
tions. Data are not effectively synchronized among these
organizations and can be tampered with, which can
potentially trigger disputes.

To ensure data consistency and immutability, the
issuance authority, the carbon market regulator, the
carbon credit exchange, and carbon emission verification
agencies can together establish a carbon credit
blockchain. The information about carbon credit issuance,
consumption, and trading are recorded on blockchain
permanently [31]. Carbon market participants can verify
the integrity of carbon credit during trading [32]. The
verification agencies can easily audit the carbon credit of
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Fig. 3 Value of blockchain in carbon credit issuance and trading.

(a) Vulnerable carbon credit data flow without blockchain (Traditionally, a participant can temper with or delete some carbon credit data, causing
data inconsistencies among interested parties); (b) immutable carbon credit data flow on blockchain (On blockchain, each validating node
synchronizes the carbon credit data. Anyone’s attempt to manipulate the data are detected and denied by others.).

all participants. Figure 3 demonstrates the value of
blockchain in carbon credit issuance and trading.
Different from the above asset management applica-
tion, carbon emission is not just about an organization
or an energy system, but about the public good and
everyone. The carbon emission data of an organization or
an industry should not be kept with itself, but be
accessible and overseen by the whole society. In the
long run, blockchain provides a means for the public
to oversee the carbon emission data uploaded on
blockchain. The public can also oversee the carbon
emission of an organization in the physical world and
report any apparent inconsistency between its actual
emission and its on-chain emission record. On-chain and
off-chain public scrutiny can together incentivize an

organization to truthfully report its carbon emission.

4 Misunderstandings of blockchain in
energy

Blockchain is a powerful tool in enabling trust in the
digital world. However, its value and capacity are
sometimes exaggerated. Such exaggeration does no good
to the blockchain community or the energy industry,
because unrealistic expectations of blockchain may lead
to frustration and disappointment to the technology and
further prevent its use. This section discusses some
common misunderstandings or limitations of blockchain
in energy, by taking power energy trading and exchange
as an example.
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4.1 Isitnecessary to replace a trusted central authority by
blockchain?

There is no need or advantage of replacing a trusted
central authority by blockchain. The unique value of
blockchain lies in enabling trust by democracy.
Democracy can efficiently limit the power of a dictator,
but its decision-making process is less efficient than
dictatorship. If a central authority exists and participants
trust that the central authority will not abuse its power,
the use of blockchain is unnecessary. Other benefits of
blockchain such as transparency and automation can also
be delivered by a central authority.

For example, blockchain is useful as a coordinator for
international or interregional electricity trading and
dispatch. In these scenarios, it is unlikely to establish a
central coordinator trusted and endorsed by every
interested party. But for intraregional electricity trading,
it is common that a regional market operator already
exists and is endorsed by the regional government. In this
case, the trust added by blockchain may not compensate
for the efficiency lowered by blockchain.

4.2 Is blockchain able to ensure trust outside the digital
world?

Blockchain itself can only build trust in the digital world
but not the physical world. This is because blockchain is
only an information and communications technology,
comprising computer programs and databases. As a
result, blockchain can only ensure trust for those data
uploaded on blockchain and those rules executed on
blockchain. It is beyond the capacity of blockchain if any
data or rules are manipulated outside blockchain.

In the electricity trading example, any dispatch and
trading rules enforced on blockchain are reliable. Any
electricity trading arrangements recorded on blockchain
are reliable. But blockchain itself cannot ensure that the
actual energy production or consumption of each
participant strictly follows the trading arrangements. To
ensure so, not only must the trading arrangements be
reliable, but also must the sensor or meter readings of
each participant be reliable. To ensure data reliability
both on chain and off chain, blockchain must be
combined with other technologies, such as internet-of-
things technologies. Blockchain itself is also unable to
detect or disable collusion. For example, some electricity
sellers can collude to withhold capacity and sell
electricity at a higher price. Such collusion happens
outside blockchain and does not break any rules recorded
on blockchain. In this case, some collusion mitigation
mechanisms prior to the advent of blockchain should be
used, such as increasing the number of market players.

4.3 Is blockchain able to ensure 100% trust?

Rules and data on blockchain are much harder to

manipulate than in a centralized system, but they are not
100% immutable. In a centralized system, it is hard or
even impossible for anyone to counterbalance the central
authority. If the central authority manipulates some rules
or data, it is difficult for other parties to disable or even
detect such manipulation. On blockchain, participants
counterbalance each other in a democratic way. Each
validating node can vote for or against any actions in the
collaboration network. An action is finalized if it is
supported by the majority of validating nodes. However,
similar to democracy in the real world, if the majority of
votes are controlled by dishonest parties, these dishonest
parties together can break blockchain rules or manipulate
data records.

In the electricity trading example, the trading
arrangements are unreliable if the majority of participants
are dishonest. In this case, honest participants may detect
but cannot disable such unreliable arrangements. The
collaboration network will probably become divided,
with honest parties trading with each other and not with
any dishonest parties. Such a divided collaboration
network is usually in nobody’s interest, which motivates
everyone to act honestly. Figure 4 shows some limita-
tions of blockchain with an example of energy consum-
ption metering.

4.4 TIs blockchain able to protect privacy?

Blockchain is not good at protecting privacy. Bitcoin is
known as protecting user privacy, but in the sense of
disconnecting the blockchain identity and real-world
identity of a user. The transaction details, including the
bitcoin transaction volumes and the blockchain identities
of the sender and the receiver, are public information
accessible by every validating node. Notably, blockchain
features transparency and information sharing, which
usually conflict with user privacy protection.

In the electricity trading example, each validating node
possesses a copy of the trading arrangements of all
parties. If the trading arrangements are determined by
some optimization-based pool market rules, complete
information about the trading optimization model and
parameters should also be accessible to each validating
node. Such information includes the bids, offers, and
operational constraints of each participant and network
constraints. Luckily, several methods can be used along
with blockchain to protect user privacy. In a hierarchical
computational method, each participant only needs to
provide border information or an aggregated equivalent
model for validating nodes to derive the optimal trading
arrangements [33-37]. In a differential-privacy-based
method, each participant adds some noises to the
submitted information [38,39]. In cryptographic methods
such as hash functions, homomorphic encryption [40,41],
and zero-knowledge proofs [42], the information sent to
validating nodes is pre-encrypted by participants. For
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example, participants can submit encrypted bilateral
trading arrangements by using a hash function. Valida-
ting nodes can ensure immutability of the arrangements
without knowing any details of the arrangements.

4.5 Are blockchain rules able to be upgraded?

Once collaboration rules are recorded on blockchain in
the form of smart contracts, they are immutable. A
participating party can also upgrade rules by releasing
new smart contracts. However, other participants can
choose to follow the old rules or the upgraded rules at
wills. The two rule sets co-exist and compete with each
other to attract users.

In the electricity trading example, a participant can
release a new electricity trading rule, model, and
algorithm on blockchain. Other parties can join the new
rule or stay in the old one. If the majority of participants
still follow the old rule, it becomes difficult for anyone to
find counterparties in the new rule, which makes the new
rule less attractive. Therefore, before releasing a new
rule, this participant should negotiate with others, to let
the majority of participants, if not all, accept the new
rule.

5 Addressing the concerns of utilities
when deploying blockchain

Utilities have played a central and dominant role in the
energy industry in many countries, such as China. Energy
users, regulators, and new entrants in the energy industry
may be open and even delighted to see the use of
blockchain, but utilities may see blockchain as a potential

threat that challenges their dominance. However, it is
vital to have the support from utilities to deploy
blockchain in the energy industry. Our experience
suggests that utilities frequently ask three questions when
facing blockchain. To convince utilities to deploy
blockchain, it is vital to answer these three questions.

The first question is, does an application have to be
deployed on blockchain and not on other platforms?

To answer this question, it is not enough to justify the
use of blockchain by only stating that blockchain can
ensure transparency, information sharing, or automation.
Some centralized technologies also offer these features
and are more efficient and mature than blockchain. The
unique feature of blockchain is to enable trust, by
ensuring that data and rules are immutable. If building
trust is important to a utility in a use case, blockchain is a
preferred choice.

The second question is, is it really in a utility’s interest
to use blockchain?

In the short run, a utility may benefit or profit from the
ability to manipulate data and rules at its own will. But in
the long run, trust is vital in establishing sustainable
partnership with stakeholders. The use of blockchain can
help a utility attract new customers, launch new
businesses, partner with other utilities, and comply with
regulation. For example, blockchain can help a utility do
so when it serves as a VPP operator, as discussed in
Section 3.2.1. More importantly, as the structure of an
energy system is more distributed, it is unrealistic for a
utility to be in the center of every use case. In some use
cases that are not utility-centric, blockchain gives a utility
a chance to be involved and not to be excluded.

The third question is, how can a utility convince its
partners that it is truly using blockchain rather than just
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claiming that it uses blockchain?

In the last several years, for marketing purposes, a
number of companies claim that they use blockchain but
never truly deploy blockchain. To tell whether blockchain
is truly used, the ideal way is to make the corresponding
codes open source for everyone to check. However, a
utility and its partners may not be experts in examining
the open source codes. A simpler way is to let a utility
and its partners run several tests on a blockchain-based
application. In each test a node is set as offline or
attempts to manipulate data records or rules. If such
attempts fail, there is evidence of the use of blockchain.
By visualizing such attacks and defenses, other interested
parties are able to tell whether the application is deployed
on blockchain.

Beyond the above three concerns, several studies also
identified challenges that need to be overcome to advance
the use of blockchain [7,9,10]. These challenges include
the unsatisfactory speed, scalability, and privacy prote-
ction of blockchain, lack of standardization and flexibility
of blockchain, and incomplete regulatory policies. These
challenges are not energy-sector-specific and at present
may not be the primary concerns of utilities when
deploying blockchain. But these issues need to be
addressed in the long run to advance the use of
blockchain in energy.

6 Conclusions

The structure of a power energy system is becoming
increasingly distributed, making it difficult to be
managed in a centralized manner. Blockchain is promi-
sing to address this challenge, by enabling trusted colla-
boration in the absence of a trusted central authority.
Promising blockchain applications in energy systems
include energy trading, energy management, and data
synchronization. With blockchain, participants can jointly
run and oversee these applications, ensuring that rules are
strictly enforced and data records cannot be manipulated.

There are some misunderstandings or limitations when
deploying blockchain in the energy sector, which lead to
two implications. First, blockchain should not be
deployed in every case, but only those that demand trust,
democracy, and immutability. Second, blockchain can be
used along with some other technologies that address the
weaknesses of blockchain.

It is vital to convince utilities when deploying
blockchain in the energy industry. To do so, one needs to
deploy blockchain in scenarios where building trust is
important to utilities, to convince utilities that trust is
vital for them in the long run, and to find a way to
demonstrate that blockchain is truly deployed.
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