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1 SI-SSE-RV : Theoretical Analysis

Since SI-SSE-RV is a simple index based symmetric searchable encryption for conjunctive keyword search, we present
theoretical analysis by comparing it with the other analogous SI-based conjunctive keyword SSE schemes. In addition, SI-
SSE-RV offers search result verification and hence, we compare its result verification process with the existing verification
enabled II-based SSE schemes.

1.1 Comparison with the existing SI-based schemes

We compare storage-computational overhead incurred by the proposed algorithms and the corresponding algorithms of
the other schemes [1-4] in Table 1. Note that amongst the existing SSE schemes [1-16], only schemes [1-4] are based on
SI search structure and hence, we consider these schemes for comparison.

1.1.1 Storage Overhead

We present storage overhead i.e. Ciphertext Size (CS) (excluding payload data) and Token Size (TS) in terms of size of
elements from bilinear groups G1, G2, Gr.

From Table 1, we identify that with the asymptotic complexity O(n), CS for the proposed SI-SSE-RV is same as that
of the schemes [2,4] whereas with exactly (2|G2|) elements, TS for SI-SSE-RV is constant with asymptotic complexity
O(1) as that in schemes [1-3].

1.1.2 Computational Overhead

We present computational overhead (excluding the cost of encryption/decryption of payload data) for the proposed En-
cryption(), Token() and Search() algorithms in terms of operations viz. modular multiplication (m), scalar multiplication
(m'), exponentiation (e), and pairing (p) (Table 1). Note that the computational cost of a single modular multiplication
operation is negligible as compared to a single pairing, exponentiation, or scalar multiplication operation over bilinear
groups [17-19].

Therefore, from Table 1, we determine that the scheme [3] with n executions of two costly operations (i.e. pairing
and exponentiation), offers computationally expensive Encryption() algorithm. In contrast, the proposed SI-SSE-RV and
other schemes [1,2,4] seems more practical since they use either exponentiations or scalar multiplications for Encryption()
algorithm. We note that with exact (5m’) operations, the proposed Token() algorithm has constant O(1) computational

Table 1: Comparison of SI-SSE-RV with the existing SI-based SSE schemes

Schemes Storage Overhead Computational Overhead
CS TS Encryption() Token () Search()
Golle et al. 2004 [1] 2n + 1)|G1] 3]G 2nm + (2n + 1)e 2m + 3e 2tp
Ballard et al. 2005 [2] (n+1)|G1] 2|G2| nm + (n+ 1)m’ 3m’ 2p
Byun et al. 2006 [3] 2|G1] + n|Gr| 2|G1| m+ (n+ 2)e + np tm + 3e tm + 2p
Wang et al. 2008 [4] n|G1| n|G1| nm + ne (t+n)m + ne np
SI-SSE-RV (n+ 3)|Gq] 2|Ga| nm + (n + 3)m’ 5m’ 2p

CS: Size of a ciphertext (excluding payload), TS: Size of a token, n: Number of keywords in ciphertext,
t: Number of keywords in a query, |G1/|, |Gz|, |GT|: Size of an element from the groups G1, G2, or G,
m: Modular multiplications, m’: Scalar multiplications, p: Pairing, e: Exponentiation



complexity, which is more efficient than the corresponding algorithm of the schemes [3,4] having O(t) token computational
overhead. In addition, we determine that the proposed Search() algorithm with exact (2p) operations offers constant i.e.
O(1) computational complexity. Such complexity is indeed more effective than the existing schemes [1,3] with O(t) search
overhead or scheme [4] with O(n) search overhead.

From such analysis, we infer that the proposed SI-SSE-RV with the almost same storage-computational overhead as
that in [2], offers an additional utility of search result verification besides conjunctive keyword search provided by [2].

1.2 Comparison with the existing II-based schemes

In this section, we first describe the generalized algorithms involved in the existing II-based schemes [20-29]. Subsequently,
we discuss the storage-computational overhead incurred by the verification process of the proposed SI-SSE-RV as compared
to the verification overhead for the existing II-based SSE schemes.

1.2.1 Algorithms for II-based SSE schemes

Any II-based verification enabled scheme includes the following fundamental algorithms.

1. KeyGen(1?) Executed by data owner.
Taking security parameter A, this algorithm outputs a master secret key Key = {Key, Keys}.

2. IndexGen(D, Key) Executed by data owner.

By preprocessing the input document collection D = {dy, ...,d,,}, the algorithm first defines a keyword space for
Inverted Index KSzz = {v1, ..., vy }. Utilizing standard encryption (symmetric/asymmetric), this algorithm encrypts
each d; € D. From the available X577 and D, the algorithm prepares Inverted Index II that includes each keyword
v; € V along with a list L; = {ID;;|1 < j < m} where ID;; is an identifier of document d; € D containing keyword
v;. However, IT may be represented either by table [23,26, 28] or matrix [25] or link list [21,26,29] or vector [27] or
tree [20,22,24] data structure. In addition, to support search result verification, the algorithm computes server-side
verification component (VCg) from the available (V, D). Different schemes use different data structures to compute
VCs. For example, the schemes [20,21,23-26] use merkle hash tree to build VCg. On the other hand, [27] uses
Authentication Tag (AT), [28] uses QSet- a special data structure, and [29] uses Accumulative Authentication tag
(AAT) to compute VCs.

3. Token(W’, Key) Executed by data user.
This algorithm takes as input a set of keywords W’ = {vj|v, € KS77,1 <{ < V,V = |KSzz|} and prepares a token
T = {ts|1 < ¢ <V} using secret key Key. Note that £ = 1 for single keyword search.

4. Search(I1,T) Executed by storage server.
This algorithm applies t; € T' on index II and extracts the associated list L; for 1 < j < ¢. It then sets a search
result SR = L;. Note that for ¢ # 1, SR = (L1|L2|...|L;) where ’|’ denotes concatenation. Additionally, from the
available V Cg, the algorithm builds a proof component PC. Depending upon the data structure used to build VCyg,
the size and computational complexity of PC' is different. The detailed comparative analysis for proof component
is given in Table 4. Finally, the algorithm returns a result Res = {SR, PC'} to data user.

5. Verify(Res, Key) Executed by data user.
By applying Keys on Res = {SR, PC}, this algorithm verifies the correctness of SR. For the correct result, the
algorithm outputs ’1’ otherwise it outputs '0’.

With the following additional algorithms defined by Kamara et al. in [9], any II-based SSE scheme offers index update
operation.



1. AddTok(II,D,W},) Executed by data owner.
This algorithm takes as input a new document D to be inserted into the existing Inverted Index IT along with a list
of keywords associated with that document i.e. Wj,. Subsequently, it outputs an add token Tgqq.

2. Add(II,T,q4) Executed by storage server.
With an available add token T,4q, this algorithm updates Inverted Index II. On successful completion of add

)

operation, it outputs '1’ otherwise, outputs ’0’.

3. DelTok(I1, D) Executed by data owner.
This algorithm takes as input an already available search index II and a chosen document D to be deleted. It then
outputs a delete token Ty.;.

4. Delete(II,T,.) Executed by storage server.
With an available delete token T, this algorithm updates Index I1. On successful completion of delete operation,

)

it outputs 1’ otherwise, outputs ’0’.

1.2.2 Storage-Computational overhead during result verification

With Table 2, we present comparative analysis of the proposed SI-SSE-RV with the existing II-based SSE schemes
[20-29]. The comparison is in terms of characteristics relevant to the result verification process. Such characteristics are -
Computational Complexity (CC) for IndexGen() and Verify() algorithm at client side, CC' to compute Proof Component
(PC) at server side, Content of Search Result (SR), Size of PC' (|PC|), Communication complexity (C'M) incurred after
execution of Search() algorithm. From Table 2, we remark the following:

e As discussed in Section 1.2.1, the IndezGen() algorithm computes inverted index IT as well as server side verification
component (VCg). For all II-based schemes, inverted index is prepared by processing the given static data collection
D = {dy,ds,...,d,} and set of keywords V. Thus, the computational cost to prepare II would be O(|D| - V) for
such schemes. However, the cost to compute VCg depends on the structure used by the underlying scheme. More
specifically, in the schemes [20,21,24-26] where VU is in terms of merkle tree, each keyword is represented by a
separate leaf node where the hash of document identifiers containing that keyword is associated. In schemes [22,23],
each node of merkle tree represents a single alphabet and depth of the tree (d) is linear to the highest length word.
Apparently, in all these tree-based schemes, the computational complexity (CC) for IndexGen() is O(|D|-V)+O(V -d).
On the other hand, in scheme [27], an Authentication Tag (AT) of A-bit is prepared for each document (which is
represented by V-bit vector) as VCs where X is a security parameter. Hence, CC for IndexGen() in [27] would be
O(|D|-V)+O(|D|-V - A). The scheme [28] builds a special data structure QSet by processing a set of keywords and
its associated documents with the computational complexity O(} |D,,|) where |D,,| is the number of documents
containing keyword w < V. Therefore, the overall CC for IndexGen() in [28] is O(|D| - V) + O3 |Dwl|). The

Table 2: Comparison of SI-SSE-RV with the existing II-based SSE schemes

Sch CC for Res CC to compute CC to execute cM
cheme IndexGen()/Encryption() SR [PCJ PC Verify()

e (DI V) +0(V - a) Lip O(s + k1) oV -a) oV -d) O(lL1p])

(25, 26] O(|D]- V) + O(V - d) Lp 0(Q|-d) +0(Ql - |G| o(lQ| - d) + 0(|Ql) o(Ql - d) + 0(|QI) O(1)

[27] O(|D|- V) + O(|D] - V - A) Lp O(| D] - A) O(D[-V - A) o(|D[- V) O(1)

(28] O(ID| - V) + O(3  cp<v [ Duwl) Lp o(Q| - |IMACY) O(X g [Pwl) O(Xyeq [Pwl) o(1)

[29] o(P[- V) + O cw<vDwl-0)) Lbp O(lLp|-V) O(Lp|- =(IDw[-b) O(Lp|-3(Dw|-b)) o)

LS O(n) Lo O(Lp] - G ]) O(Lp) O(Lpl) o)

Res: Query Result, SR: Search Result, PC: Proof Component, |[PC]| : Size of Proof Component, CC: Computational Complexity, CM: Com-
munication complexity, |D| : Size of document collection, V: Total number of keywords in II, d: Depth of the tree, S : Subtree from the original
verification tree, RT: Hash value of the root node, Lip : List of identifiers for documents satisfying query, (Lp, |Lp|) : List of encrypted documents
satisfying query and its size, |Q| : Number of keywords in query @, X : Security Parameter, |Dy| : Number of documents containing keyword w < V/,
b : Number of blocks per document, n: Number of keyword fields used in SI, G1 : Size of an element of bilinear group G1



scheme [29] computes VCs by generating Accumulative Authentication tag (AAT) for each keyword. To generate
AAT, it divides each document containing that keyword into b blocks where each block of size V-bit. Therefore
the CC for IndexGen() in [29] would be O(|D| - V) 4+ O} <<y (|Dw| - b)). Contrast to the aforesaid II-based
SSE schemes, in the proposed SI-SSE-RV, a simple index is p_repared during Encryption() algorithm with the
computational overhead of O(n) for n keyword fields in each ciphertext. In practice, n << V, and thus Encryption()
algorithm is much more efficient than IndexGen() algorithm. However, a single execution of Encryption() algorithm
prepares a single ST whereas a single execution of IndexGen() constructs an II for the entire data collection D.

e A Query Result (Res) for all verification enabled schemes includes two parts: Search Result (SR) and Proof Com-
ponent (PC'). For schemes [20-24] supporting a single-keyword search, SR includes Lyp={ID;|1 <i < D,,}, ID; is
identifier for document D; and |D,,| is the number of documents containing the requested keyword w. With such
Res, a user is required to communicate with server again to get actual documents D; hence, the Communication
Complexity (CM) in such schemes is O(|Lrpl). On the other hand, in multi-keyword (especially conjunctive search)
schemes, [25-29], Res = Lp where Lp is the list of encrypted documents satisfying query. Therefore, a single-round
of communication is required in these schemes. However, in schemes [25,26, 28, 29], the set intersection operation
at server leaks keyword-documents relation to server. Contrast to this, SI-SSE-RV extracts Lp from the set of
encrypted documents without any set-intersection operation and thus avoids leakage of information to server.

e A proof component PC' in tree-based mechanisms [20-24] include a subtree S of the original tree and the root node
RT. Such subtree is computed by traversing the nodes in path from each leaf node to root node and hence CC to
compute PC would be O(V - d) and size of |PC| is O(S + RT'). The result verification in all these schemes includes
full tree reconstruction and hence CC for Verify() algorithm would be O(d - V). On the other hand, in the other
tree-based schemes [25,26], the PC' is computed by traversing the nodes on the path from the leafs representing
the queried keyword to root. Additionally, PC includes group elements for all queried keywords and hence size and
computational cost for PC'is (O(|Q|-d)+O(|Q|-|G])) and (O(|Q]-d)+O(|Q])). Correspondingly, the computational
overhead for Verify() is also (O(|Q| - d) + O(|@])). In the authentication tag based mechanism [27], PC is computed
by preparing an authentication tag (of size A-bit) for each encrypted document (V-bit vector) available on server and
hence the |[PC|=0(]|D|- ) and its computational cost is O(|D|-V - X). Accordingly, its verification cost is O(|D|- V).
In the QSet based mechanism [28], PC includes MAC digest for each keyword in query. Such digest is computed by
processing the number of documents containing that keyword and hence the size and computational cost for PC is
(O(1Q[ - [MACY)) and (O(3_,,cq |Dwl)) respectively. The corresponding verification cost is also (O(3_,,cq [Dwl))-
In scheme [29], PC includes accumulative authentication tag (AAT) (of V-bit) for each document matching with the
queried keyword and hence |PC|=0(|Lp|-V). However, such AAT would be prepared by processing such documents
as b-bit blocks and hence computational overhead for PC would be O(|Lp| - (D (|Dw]| - b)). The verification cost
would also be the same. Contrast to all the aforesaid II-based schemes, PC in the proposed SI-SSE-RV, includes
exactly (2|G1|) components. Such PC is associated with each returned document, and hence, the overall size of
PC would be (|Lp| - |Gi]). Such size of PC and its computational cost would be much better than the existing
schemes [20-27] where computational overhead depends on V or d. In addition, the cost to verify the result is also
linear to |Lp|. Moreover, though the scheme [28] is computationally efficient (with overhead linear to |Q)), it leaks
each keyword-document(s) relation to server by executing set-intersection operation. In addition, the computational
cost in [29] is considerably more than SI-SSE-RV.

1.2.3 Remarks
Besides the aforementioned computational efficiency, we enlist the following advantages offered by the proposed SI-SSE-RV:

e Support dynamic data collection In the proposed SI-SSE-RV, a separate simple index I is prepared for each
document. The construction of I does not require knowledge of entire data collection. Each document is independent
of the other documents stored on SS. Any insertion or deletion or modification of a document does not affect the stored



data collection. Apparently, SI-SSE-RV supports dynamic data collection and is more suitable for the applications
where future data insertion is required very often.

Support variable values for keywords In SI-SSE-RV, an Index I is a list of encrypted keywords where each
keyword is treated as 'KeywordName=Value’. The name of each keyword is pre-decided whereas variable values for
the same keyword can be set in the Index prepared for different documents. Supporting variable values for keywords
is indeed essential for applications where values of keywords are not known apriori and depend on the associated
document. For such applications, SI-SSE-RV is more suitable than any of the existing II-based schemes.

Support conjunctive keyword search With SI-SSE-RV, we offer conjunctive keyword search operation. Though
the existing II-based schemes [20-24] provide multi-keyword search, they do not support conjunction among key-
words. On the other hand, the schemes [25,26, 28] offer conjunctive keyword search. However, with set-intersection
operation (discussed as follows), these schemes reveal much information to server.

Practically, in any II-based scheme, a conjunctive keyword search can be defined in either way : (i) For V keyword
values, 2" combination of keywords are required to be stored on server. Subsequently, on conjunctive query request,
server performs search across all 2V combinations, (ii) If conjunctive query contains ¢ number of keywords, server
extracts a separate set of document identifiers for each keyword and subsequently performs set-intersection operation
among the extracted sets. The first solution incurs O(2") storage overhead on server whereas the second solution
reveals the keyword-document(s) relationship to server.

With SI-SSE-RV, we do not store a separate list of keywords onto the server and hence, no direct value of any
keyword is revealed to the server. Thus, the proposed Search() algorithm offers conjunctive keyword search with-
out any additional storage overhead on server and without any leakage of keyword-document(s) relation to server.
Consequently, SI-SSE-RV is best suited for applications where conjunctive search query is the most common query

type.
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