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Problems & Ideas

* The problem of automatically analyzing privacy policy
— Lacking high quality paragraph-level corpus.

— Lacking customized analysis models.

Ideas: We define the privacy policy document structure analysis
problem as a paragraph classification task and curate a privacy
policy corpus consisting of 231 privacy policies. We also benchmark
the corpus with hierarchical deep learning models enhanced with

the semantic and structural enhancement strategies.
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Information we receive from third party sources .

(a) Input Representation (b) The HAN Model Structure
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Main Contributions

e Contributions:

— Define the privacy policy document structure analysis problem as a
paragraph classification task.

— Curate a corpus of privacy policies.

— Propose semantic and structural enhanced hierarchical models for the
document structure analysis task.

SVM GloVe BERT
Label HAN HGAT HAN HGAT
P R F P R F P R F P R F P R F

PI 7624 69.80 72.88 | 76.18 7355 74.84 | 7774 7872 7823 | 82.06 7731 79.61 | 8231 7934 80.80
FPCU | 75.01 86.98 80.55 | 81.02 8232 81.66 | 83.15 81.58 8236 | 8255 86.00 84.24 | 8291 85.02 83.95
CT 82.77 7349 77.85 | 7840 7823 7832 | 79.01 7953 79.27 | 81.22 80.17 80.69 | 83.22 81.25 82.22
TPSC | 78.73 74.83 76.73 | 79.56 77.80 78.67 | 77.67 7826 7796 | 80.57 80.32 80.44 | 79.48 8093 80.20
URC 7942 76.22  77.79 | 81.60 7790 79.71 | 79.87 8134 80.60 | 81.41 77.65 79.48 | 80.80 78.49 79.62
DS 86.29 72,51 78.81 | 7742 81.68 79.49 | 8232 81.68 82.00 | 82.63 8220 8241 | 8.11 81.15 83.56
DR 86.74 7371 7970 | 7478 79.34 7699 | 78.83 82.16 8046 | 81.28 8357 8241 | 8696 84.51 85.71
IDT 76.06 83.08 7941 | 7442 8205 78.05 | 7591 85.64 80.48 | 7407 82.05 77.86 | 7457 88.72 81.03
SA 9245 7357 8194 | 79.83 83.18 8147 | 83.58 84.08 83.83 | 86.08 81.68 83.82 | 88.12 84.68 86.37
PC 91.60 88.98 90.27 | 90.72 87.76 89.21 | 94.64 86.53 90.41 | 9328 90.61 9193 | 9567 9020 92.86
PCI 8237 77.18 79.69 | 7941 81.08 80.24 | 83.02 80.78 81.89 | 7892 78.68 78.80 | 81.08 81.08 81.08
Micro | 7894 7894 7894 | 7994 7994 7994 | 8098 8098 8098 | 81.98 81.98 81.98 | 82.50 82.50 82.50
Macro | 8252 7730 79.60 | 79.39 80.44 79.88 | 8143 81.85 81.59 | 82.19 81.84 81.97 | 83.75 83.22 83.40

Both semantic enhancement and structural enhancement show improvement on the hierarchical structure model, the

semantic enhancement strategy shows larger improvement, leading to an average of 82.5% Micro F1-score.



