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Problems & Ideas
• The cyber-attack diagnosability (CA-diagnosability) of discrete 

event systems (DESs) assess the ability to diagnose issues 
when an attacker interferes with sensor-to-diagnostic 
communication.

• Ideas:  This paper introduces a novel cyclic model (CM), which 
increases the efficiency of checking the system's CA-
diagnosability without constructing the diagnoser.

On the left side of Figure, it is assumed that event a may be under attack and the attack is dynamic, with tr = (6, a, 8) and

A_tr = { b }. On the right side of Figure，it is similarly assumed that event a may be under attack, with tr = (4, a, 5) and A_tr

= c. Hence, o = {a, b, c}, uo = {u} f = f_1}.



Main Contributions
• Contributions:

– The first contribution of the paper involves an efficient model known as the 
cyclic model (CM). This model employs our innovative detection of cycles (DC) 
algorithm to extract cyclic information, including cyclic states and cyclic-event 
sequences from the system after sensor attacks, thus constructing the CM. 

– The second contribution is the proposal of the concept of critical observations 
for checking the diagnosability of DES under sensor attacks

– The third contribution pertains to developing an algorithm (CMDIC) within our 
CM for checking the CA-diagnosability of multi-fault systems. 

Tables 1-3 respectively present the experimental results of checking CA-diagnosability under three types of static attacks.


