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Abstract  Federated learning is widely applied to 

jointly train a machine learning model between different 

organizations without violating data privacy. Since its 

training process is vulnerable to Byzantine attack, some 

Byzantine-robust aggregation rules are proposed to 

enhance the robustness of learning process, like Krum, 

Trimmed-mean, and Median. Recently, a new attack 

method, local model poisoning attack, is proved to be 

successful in attacking Byzantine-robust federated 

learning. Although two defense schemes are given 

simultaneously, high-quality validation dataset and high 

time cost are necessary for successful defense. In this 

paper, we analyze the characteristic and vulnerability of 

local model poisoning attack, and propose a defense 

scheme with four steps to further enhance the robustness 

of federated learning under adversary environment. Our 

defense scheme is proved to successfully defend against 

local model poisoning attack on Krum, Trimmed-mean, 

and Median aggregation rules. Experiments and 

performance analysis show that compared to benchmark 

defense schemes, our scheme has the following 

advantages: (1) no need for validation dataset (2) the 

lowest time cost (3) the strongest detection ability (4) 

stable detection performance. In some cases, our 

defense can precisely detect 100% malicious models 

and remove them from all submitted models. Compared 

to existing defense schemes, our defense scheme also 

reduces the detection time from 6.3s to 0.42s. 
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1  Introduction 

 

AS a new mode of distributed learning, Federated 

Learning (FL) helps multiple organizations or clients to 

jointly train an artificial intelligence model without 

sharing their own dataset. Compared with the model 

trained by each client alone, a high-accuracy federated 

model can be obtained after multiple communication 

rounds in FL. Generally, a master device and many 

client devices are required to complete FL task, where 

the master device distributes an initial global model to 

client devices and clients update their local models with 

own datasets. After collecting all local models, the 

master device aggregates them with a certain 

aggregation rule to form a new global model. By 

multiple training and aggregations, a desired federated 

model can be obtained in the master device. Due to the 

characteristics of privacy protection and distributed 

learning, FL has been applied in many fields, such as the 

elementary prognosis of pandemic diseases [1], smart 

manufacturing systems [2], human-robot collaborative 

environments [3], quantum machine learning [4], 5G 

network [5] and etc. 

In FL, the mean or Federated-Average (Fed-Avg) 

aggregation rule [6, 7] are most used under 

non-adversarial environment to calculate the mean 

model of local models as the global model. However, 

these two aggregation rules are vulnerable to adversarial 

attacks, such as data poisoning attack [8-10] and model 

poisoning attack [11-14]. Attackers usually make a data 

poisoning attack by deliberately disturbing the 

distribution of the original data or injecting poisoning 



 

 

data to indirectly change model parameters and make 

the accuracy of federated model reduced. However, in 

model poisoning attack, attackers manipulate some 

devices to modify model parameters or directly craft 

new model. For these non-robust federated learnings, an 

attack initiated by a single client can cause the failure of 

FL, let alone Byzantine attack (multiple attackers). 

Since Byzantine attacks can be viewed as worst-case 

untargeted malicious attacks, researchers usually make 

efforts to defend Byzantine attack in FL [15]. To make 

FL robust to malicious attack, several Byzantine-robust 

aggregation rules were proposed to defend against 

Byzantine failures, including Krum [16], Bulyan [17], 

trimmed mean [18], and median [18]. By computing the 

similarity between local models or model parameters, 

Byzantine-robust aggregation rules select parameters of 

benign models as much as possible to form the global 

model. Although these Byzantine-robust aggregation 

rules are provably robust against Byzantine failures, 

recent research in [19] shows that local model poisoning 

attack can still attack them successfully. 

In local model poisoning attack, attacker is assumed 

to control some client devices and aims to craft 

malicious models on these controlled devices, which can 

cause negative impact on aggregation process. The 

method of crafting malicious models is transferred as an 

optimization problem and attack can be successfully 

realized by solving the optimization problem. 

Specifically, attacker crafts malicious model parameters 

on controlled devices to make aggregated model 

parameters deviate from the normal change direction. 

As a result, FL can not obtain higher accuracy of the 

global model via frequent training. Like defenses 

against data poisoning attacks [20-23], two defenses 

against local model poisoning attack, Error Rate based 

Rejection (ERR) and Loss Function based Rejection 

(LFR), are given in [19] to avoid the negative influence 

of malicious models. However, there are some 

limitations on performances of ERR and LFR. First, the 

validation dataset is required to calculate error rate 

impact or loss impact of each local model. If the 

validation set in the master device is not effective to 

verify all local models, then it leads to poor defense 

effect. Second, the transferability of ERR and LFR is 

limited between different attacks. For example, LFR can 

completely defend against local model poisoning attack 

on median, while it gets 0.58 error rate on Krum attack, 

which still remains 314% relatively increase to that on 

no attack (0.14 error rate). Third, the time spent on 

validation is calculated within the total time of FL and it 

may seriously affect the efficiency of FL. For example, 

Google uses a FL platform with 1.5 million clients to 

predict the next word in Google Board and takes totally 

5 days, where parameters of the global model are 1.4 

million and the model achieves convergence after 3000 

rounds. Assume that we use ERR or LFR to remove 

malicious models from all local models, and the 

validation time of each local model in the master device 

is 410−  seconds. It requires extra 5 days 

( 6 41.4 10 10 3000 / (60 60 24)−     ) to complete the 

task, which brings large time cost to FL. 

Besides the two defenses abovementioned, Spectral 

Anomaly Detection (SAD) is another effective method 

to detect anomalous image data and time series data in 

learning tasks [24-26]. By pre-training a SAD model 

with a prepared dataset and using this model for 

learning task, abnormal data in training dataset can be 

well detected. As an alternative defense method against 

model poisoning attack [27], Li et. al used a Variational 

Autoencoder (VAE) in FL as the SAD model to classify 

malicious models and benign models in FL. Specially, 

an auxiliary dataset in the master device is prepared in 

advance and the VAE model is pre-trained by the 

auxiliary dataset. When the master device collects all 

local models, it uses the pre-trained VAE model to 

detect anomalous model. Lin et. al recently combined a 

Deep Autoencoding Gaussian Mixture Model 

(DAGMM) [28] with standard deviation of Free-rider 

model in FL to detect Free-rider attack, which 

particularly works well for anomalous model detection 

[29]. 

Inspired by researches in [27-29], we attempt to use a 

VAE and a DAGMM as the SAD model respectively in 

FL to detect malicious models in local model poisoning 

attack, but the detection effects are inexpectant. One 

reason is that the auxiliary dataset may have no effect on 

training a SAD model with high accuracy. Since the 

datasets of clients in FL are protected locally, it is 



 

 

difficult for the master device to collect a high-quality 

dataset to pre-train SAD model. The other reason is that 

malicious models in local model poisoning attack are 

very similar to benign models, which makes it difficult 

for SAD to get an effective decision boundary. 

To make the defense independent on auxiliary dataset 

and reduce its time cost, in this paper, we propose three 

different defense schemes against local model poisoning 

attack on Krum, Trimmed-mean, and Median 

aggregation rule respectively. Since these three defense 

schemes are conducted according to the following four 

steps: Pre-aggregation, Detection, Removal, 

Re-aggregation (PDRR), they are called defense 

paradigm PDRR for short. Concretely, in a certain attack, 

the master device requires to pre-aggregate all local 

models to form a pre-aggregated model and obtain 

statistical information for detection. Then, the master 

device distinguishes malicious models from benign 

models with detection information and removes those 

malicious models. Further, the remained models are 

re-aggregated to form a new global model for FL in the 

next round. Note that since our detection schemes are 

based on attack characteristics, PDRR can help the 

master device to detect malicious model without 

auxiliary dataset and remove them from all received 

local models. 

In summary, our contributions can be summarized as 

follows: 

● We theoretically analyze the characteristics and 

vulnerabilities of existing local model poisoning 

attacks in FL. Based on attack characteristics, we 

further propose an effective defense paradigm 

against these attacks, which includes three specific 

defense schemes for Krum attack, Trimmed-mean 

attack, and Median attack. 

● We respectively design different detection method 

in each defense scheme to detect malicious models 

crafted by attackers. Compared to existing 

detection methods, our detection method is the first 

one to detect malicious models in local model 

poisoning attack without auxiliary dataset. 

● We give experiment results based on LEAF 

federated framework and real-world dataset [30] to 

verify the detection performance of our defense 

schemes. Compare to benchmark defenses, our 

defense can obtain the lowest false alarm rate (FAR) 

and the lowest missing alarm rate (MAR). Moreover, 

the time cost of our defense schemes is also the least. 

The paper is organized as follows. In Section II, 

preliminaries are introduced, including FL, 

Byzantine-Robust aggregation rules, local model 

poisoning attack. In Section III, the basic method, 

characteristics and vulnerabilities of local model 

poisoning attack based on Krum, Trimmed-mean, and 

Median are analyzed. Section IV gives defense schemes 

against local model poisoning attacks. Performance 

evaluation is discussed in Section V. Finally, Section VI 

concludes the paper. 

 

 

2  Preliminaries 

In this section, we mainly introduce some concepts 

related to our work, including Federated learning, 

Byzantine-Robust aggregation rules, and local model 

poisoning attack. 

2.1 Federated learning 

2.1.1 FL Architecture 

Federated learning (FL) is a machine learning 

framework, which can effectively help multiple 

organizations in data usage and machine learning 

modeling under the requirements of user privacy 

protection and data security. There are usually two roles 

in FL, including a server and many clients, where clients 

train local models by their owned dataset and the server 

is responsible for allocating the global model and 

aggregating local models. Particularly, a Federated 

Learning process within a communication round is 

shown in Fig. 1. 

Generally, we assume that there are N clients 

participating in FL, which are denoted by 1{ }N

i i= . 

Clients train local models by their own training datasets 

1{ }N

i i= . As shown in Fig. 1, the server allocates the 

initial model to N clients who train local models and 

upload model information (weight information or 

gradient information) to the server (assuming N clients 



 

 

participating each round of FL). After receiving all local 

models, the server aggregates them to form a new global 

model. Within a single communication round of FL, 

clients need to download the global model from the 

server and upload their learnt local models to the server 

once respectively. Through multiple communication 

rounds, a final global model can be obtained in the 

server and all clients can share the final global model for 

tasks. 

 

Fig.1 A Federated Learning process within a single 

communication round 

2.1.2 Mean Aggregation Rule 

Mean aggregation rule [31] is first proposed to 

aggregate the received local models in the server. In FL, 

assume that there are N clients participating entire 

learning process. Since clients may be able to join or 

leave at any time, not all clients need to participate in 

each round of FL. In addition, some clients may be not 

selected by the server for their bad training models. 

Without loss of generality, we assume that 

 (2 )k k N   clients are selected to jointly train the 

federated model Gw  in each round. In the rth 

communication round, the server sends the newest 

global model r

Gw  to k  selected clients. Then, client 

i  sets its local model r

iw  as the same as the global 

model r

Gw  and trains the local model with its own 

dataset i . By solving an optimization problem 

min ( )r

ir
i

f
w

w , the local model r

iw  can be obtained, 

where ( )( ) ;r r

i f i if w = w  is an objective function to 

measure how well the parameters  ( 1, )r

i i k=w  

model dataset i . After k  selected clients upload 

their local model 
1{ }r k

i i=w , the server aggregates them by 

mean aggregation rule, 

1

1

1
,

k
r r

G i

ik

+

=

 w w  (1) 

where 1r

G

+
w  is the newest global model in the 

1r + round. After multiple rounds of FL, the loss 

function or accuracy of the global model can converge. 

As a variant of the mean aggregation rule, Fed-Avg is 

proposed by Google to aggregate local models, which 

are trained by Non-IID and unbalanced dataset [6]. 

2.2 Byzantine-Robust aggregation rules 

The mean aggregation rule is an effective aggregation 

rule in the non-adversary environment, but it is easy to 

be attacked in the adversary environment. Even if a 

single client is manipulated and its model parameters are 

modified deliberately, the entire FL may fail. As a more 

advanced attack, Byzantine attack usually controls 

multiple clients (less than k/2) to conduct data poisoning 

attack or model poisoning attack, which brings the great 

threat to FL. To defend against malicious attacks, 

especially Byzantine attack, some Byzantine-Robust 

aggregation rules are proposed in FL, including Krum, 

Trimmed-mean, Bulyan, and Median. 

2.2.1 Krum 

By calculating the similarity between models, Krum 

finally selects a model the most similar to other models 

as the global model. In this way, even if the selected 

model is malicious model, its impact can be constrained 

to a certain limit. Assume that there are c  

compromised devices in FL and their local models are 

crafted by attackers. For each local model iw , the 

server selects 2k c− −  other local models which have 

the smallest Euclidean distance to iw  and then 

calculates the sum of square distance between iw  and 

its closest 2k c− −  local models. Eventually, the local 

model with the smallest sum of square distance is 

selected as the global model. 

2.2.2 Trimmed-mean and Bulyan 

In FL, we assume that there are d  parameters in the 



 

 

global model. Since the structures of all local models are 

the same as that of the global model, each of local 

models also has d  parameters. In trimmed-mean rule, 

the server first sorts parameters at the same position of 

all local models and trims parameters off-centered. The 

remained parameters are used to calculate the mean as 

the global model parameter. For instance, the server first 

sorts the jth parameter of k  local models as 

1 2, ,j j kjw w w , where 
ijw  is the jth parameter of local 

model 
iw . Afterwards, the largest and the smallest   

parameters are trimmed and the jth parameter of the 

global model can be obtained by calculating the mean of 

2k −  remained parameters. 

Bulyan is an aggregation rule combining Krum and a 

variant of Trimmed-mean, which first uses Krum rule 

iteratively to select  ( 2 )k c   −  local models and 

then sorts the parameter at the same position of all   

local models. By computing the mean of  ( 2 )k c   −  

parameters the closest to the median, the global model 

parameter can be obtained. Compared with Krum, 

Bulyan is less affected by abnormal model parameters. 

2.2.3 Median 

Just like Trimmed-mean, Median first sorts the jth 

parameter of k  local models as 
1 2, , ,j j kjw w w  and 

selects the median of these parameters as the jth 

parameter of the global model. Specially, if k is an even 

number, median needs to calculate the mean of the 

middle two parameters. 

2.3 Local model poisoning attack 

Byzantine-Robust aggregation rules abovementioned are 

effective to avoid negative impacts of malicious models 

on the aggregated model. However, these malicious 

models are considered as abnormal values, which either 

has large Euclidean distances with other benign models 

or has parameter away from the central model 

parameter. 

In local model poisoning attack, attackers are assumed 

to have capability to control some client devices and 

manipulate the local model parameters sent from these 

devices to the server. Concretely, like Sybil attack in 

distributed system [32], attackers may inject c  faked 

devices into FL system or compromise c  benign client 

devices. For simplicity, these devices are called 

compromised devices. Afterwards, attackers attempt to 

craft malicious models on compromised devices and 

attack aggregation process iteratively. The idea of 

crafting malicious models is transformed into an 

optimization problem. First, the change direction of 

global model is required. In FL, compromised devices 

can receive the global model at each round. By 

calculating 1r r r

G G

−−s = w w , attackers can obtain change 

direction vector r
s  at the current round. For simplicity, 

we abbreviate r
s  as s . Assume that 

js  is the change 

direction of the jth parameter of s , where 1js = −  

denotes that the jth parameter of global model relatively 

decreases at the current round, and in contrast 1js =  

means the jth parameter relatively increases. Notice that 

0js =  is exceptional case (not mentioned in Ref. [19]) 

and denotes the jth parameter of global model is 

unchanged within the two communication rounds. To 

avoid being detected as abnormal parameters, it is better 

for attacker to keep these parameters unchanged in the 

crafted models. Then, attacker uses change direction 

vector s  and k  benign models 
1 1, , , ,c c k+w w w w  

to craft malicious models 
1 2, c
  ,w w w  by solving the 

optimization problem (2), where 
1 , cw w  are c  

benign models training on compromised device without 

attack and 
1 2, c
  ,w w w  are malicious models crafted 

by attackers. 

1

T

, ,

1 1

1 1

           max ( ),

. .    ( , , , , ),

        ( , , , , , ),

c

c c k

c c k

s t

 

+

+

−

=

  =

w w
s w w

w w w w w

w w w w w

A

A

 
(2) 

where ( )A  is the selected aggregation rule, and  w , 

w  are respectively column vector of the aggregated 

models. Since attackers can control c  compromised 

devices and manipulate the local models on these 

compromised devices, 
1 , cw w  are known to attackers 

and 
1 2, c
  ,w w w  can be crafted arbitrarily by attackers. 

In Ref. [19], according to the knowledge whether 

attacker knows local models on k c−  benign devices 



 

 

(
1, ,c k+w w ) or not, attack can be divided into two 

categories: full-knowledge attack and partial-knowledge 

attack. In full-knowledge attack, attackers can obtain 

1, ,c k+w w  on every benign device. Although 

full-knowledge attack has limited applicability in 

practice of FL, it is used to estimate the upper bound of 

threats of local model poisoning attack for a given 

setting of federated learning. In partial-knowledge 

attack, since local models 
1, ,c k+w w  on benign 

devices are unknown, attacker needs to use local models 

1 , cw w  on compromised devices to craft malicious 

models. Specific attack methods for each aggregation 

rule are introduced in Section 3. Intuitively, vector 

−w w  in (2) represents the influence of attack on the 

global model. The item ( )T −s w w  decides the attack 

capability of crafted malicious models. 

In (2), whether attackers know the aggregation rule 

( )A  or not affects their attack capability [14]. If the 

aggregation rule is known, attack is usually specific and 

can bring seriously negative impact to FL. Specifically, 

the organization serving for FL may publicly announce 

its aggregation rules, such as Fed-Avg in Google, or 

attackers can obtain the aggregation rule from the 

internal staff of the organization or by Advanced 

Persistent Threat (APT) attack [33]. For unknown 

aggregation rules, attackers conduct a non-specific 

attack and craft local models on compromised devices 

based a randomly selected aggregation rule. Since local 

model poisoning attack has a certain transferability 

between different aggregation rules, it can also increase 

error rate of FL model. Generally, the effect of 

non-specific attack is weaker than specific attack. For 

instance, Trimmed-mean attack can obtain 0.25 error 

rate (108% relative increase to no attack scenario) based 

on Trimmed-mean rule, while Krum attack only gets 

0.15 error rate (25% relative increase) on trimmed-mean 

rule. 

3  Analysis of attack methods 

In this section, we analyze model poisoning attacks 

based on Krum, Trimmed-mean, and Median 

aggregation method. Since Bulyan is the combination of 

Krum and a variant of Trimmed mean, attack on Krum 

can transfer to Bulyan. Analysis consists of basic 

method, characteristic and vulnerability of each attack. 

Importantly, each of attack method is from [19], we give 

the basic method just to convenient for further analysis. 

3.1 Attack on Krum 

3.1.1 Basic method 

Krum selects one of local models as the global model, 

where attack aims to craft local models on compromised 

device and make one of crafted models selected by 

Krum rule. The attack goal is to make the global model 

deviate correct change direction. Specifically, assume 

that there are c  malicious models 
1, , c
 w w  under 

attack and k benign models 
1 1, , , ,c c k+w w w w  when 

there is no attack. 

Full knowledge: In this scenario, attacker knows the 

information of benign models (i.e., 

1 1, , , ,c c k+w w w w ). To ensure optimization problem 

(2) solvable, malicious model 
1
w  is restricted as 

1 Re  = −w w s  ( 0  ), where Rew  is the global model 

received by clients at the current round. The other 1c−  

malicious models are required to be very close to 
1
w . 

To implement the attack, the other 1c−  malicious 

models are assumed as the same as 
1
w . By solving 

problem (2) and obtaining 
1
w , 1c−  models are 

randomly sampled within the distance   to 
1
w . In 

addition, to make 
1
w  selected by Krum, it just needs to 

ensure 
1
w  is similar to 2k c− −  benign local models. 

With these approximations, the optimization problem (2) 

is transferred as follows, 

1 1 1

1 Re

1

               max ,

. .   ( , , , , ),

       ,

       ,     2,3 .

c c k

i

s t krum

i c






+
  =

 = −

 = =

w w w w w

w w s

w w

 (3) 

In Eq. (2), T T

Re( ) [ ( )]− = − − =s w w s w w s  
T T

Re( ) − +s w w s s , where ,s w  and 
Rew  are already 

known and thus T

Re( )−s w w  is a constant. In addition, 
T ds s =  is also a constant, where d  is the number of 

global model parameters. In the Ref. [19], the upper 

bound of   is given and proved as follows, 
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1
min ( , )

( 2 1)

1
     max ( , ),

k c

i

l i
c i k

l

i
c i k

D
k c d

D
d


− −+  


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 
− −

+ 


w

w w
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where ( , )l iD w w  is the Euclidean distance between 
lw  

and 
iw , 

2k c

i

− −


w
 is the set of 2k c− −  benign models 

that have the smallest Euclidean distance to 
iw . 

Binary search is used to solve the optimization 

problem until a suitable value of   is obtained. If the 

search interval is small enough and   is unsolved, 

attack fails. 

Partial knowledge: In reality, since benign devices are 

not manipulated, attacker usually does not know local 

models on benign devices. Thus, the vector of change 

direction s  can not be obtained. In partial knowledge 

attack, attacker uses before-attack models on 

compromised devices to calculate the mean 

1

1 c

iic =
= w w  as an estimation of global model 

obtained at the current round. Then, the estimation of 

change direction can be computed by 
Re−s = w w  and 

the estimation is used to solve the optimization problem 

(2). 

Different from full knowledge attack, partial 

knowledge attack only adds a single malicious model at 

the beginning to solve the optimization problem, which 

is shown as follows, 

1 1 1

1 Re

               max ,

. .    ( , , , ),

        . 

cs t krum






 =

 = −

w w w w

w w s

 
(5) 

Binary search is also applied in partial knowledge 

scenario to solve  . If the search interval is small 

enough and   is unsolved, an additional malicious 

model 2 1
 =w w  is added to resolve the optimization 

problem. The process is repeated until finding a solution 

of  . After solving  , malicious model 1
w  can be 

obtained and the other 1c−  malicious models are 

randomly sample within the distance   to 1
w . 

3.1.2 Attacking characteristics 

In Krum attack, malicious model 
1
w  is selected by 

Krum aggregation rule with the assistance of the other 

1c−  malicious models. Since 
1 Re  = −w w s  and 

1( , ),  iEuc w w   2,...,i c= , (Euclidean distance) is less 

than  , the parameters at the same position of 

malicious models are very close. Figure 2 gives the first 

and the second parameters of each model. 

 

Fig.2 The first and the second parameters of each model 

on FEMNIST dataset: (1) 50 clients participating FL, 30 

benign clients and 20 compromised clients (2) Red point 

is the global model aggregated by Krum in the round 

1(previous round), green point is the global model 

aggregated in round 2 (current round) when there is no 

attack, blue points are 30 benign models, and yellow 

points are 20 malicious models. (3) 
1
w  is one of 

yellow point as the current global model under 

full-knowledge attack (4)   is set as -610 . 

As shown in Fig. 2, malicious model parameters are 

distributed at the right top of the previous global model, 

while benign model parameters are mostly distributed at 

the left bottom. Although some benign model 

parameters are at the right bottom, there is no benign 

model parameter distributes at the area (right top) where 

malicious model parameters are. 

For this phenomenon, it mainly because benign 

models are iteratively obtained by the optimizer and 

training dataset, which aims to get the optimal 

aggregated parameter set, while malicious models are 

crafted by attacker and set up to prevent global model 

from reaching optimal aggregated parameter set. Thus, 

benign model parameters iteratively shift in the same 

direction relative to the previous global model (target 

direction of optimization), while malicious model 

parameters are set in opposite position to block 



 

 

optimization. 

Although a relatively large   can bring large 

disturbance to malicious models and changes the 

parameter position of 
2 , , c
 w w , it makes the sum 

square distance of 
1
w  increase and reduces success 

rate of attack. Thus, a relatively small   is a popular 

selection for attacker under Krum attack. 

3.1.3 Attacking vulnerability 

Suppose that the first c local models among the k 

models are malicious models. We set the previous global 

model (red point in Fig. 2) as the base model and 

calculate the change direction , 1,2,...,bi i k=s  between 

local models and the base model. 
bis  is a vector with 

d  elements and jth element of 
bis  represents the 

change direction of jth parameter in local model 
iw  

relative to that in the base model. Since the other 1c−  

malicious models are randomly sampled within the 

distance   to 
1
w , the change direction , 2,...,bi i k=s  

and 
1bs  are usually very similar or highly correlated. In 

other words, the change directions between 

, 2,...,bi i c=s  and 
1bs  are more similar than those 

between , 1, 2,...,bi i c c k= + +s  and 
1bs . Therefore, it is 

an effective method to distinguish malicious model from 

benign model by change direction , 1,2,...,bi i k=s . 

3.2 Attack on Trimmed-mean 

3.2.1 Basic method 

Trimmed-mean sorts the jth parameter of all local 

models and trims off-centered parameters. Then, the 

aggregated model is calculated by averaging remained 

parameters. Attack on trimmed-mean aims to solve the 

optimization problem by crafting malicious model 

parameters that can reverse the change direction of 

global model parameters. Let 
,max jw  and 

,min jw  

respectively denote the maximum and minimum of the 

jth parameter in benign models. Thus, 

, ( 1) ( 1)=max{ , , , }max j c j c j kjw w w w+ +
 and 

, =minmin jw  

( 1) ( 1){ , , , }c j c j kjw w w+ +
. 

Full knowledge: Full-knowledge attack is proposed to 

obtain an optimal solution of Eq. (2) by the following 

way: if 1js = − , then c parameters of malicious model 

are crafted by randomly sampling in the interval 

, ,[ , ]max j max jw b w  (when 
, 0max jw  ) or 

, ,[ , ]max j max jw w b (when 
, 0max jw  ), where b  is a 

constant and 1b  . If 1js = , parameters of malicious 

model are randomly sampled in the interval 

, ,[ , ]min j min jw b w  (when 
, 0min jw  ) or 

, ,[ , ]min j min jb w w  

(when 
, 0min jw  ). Specially, if 0js = , the jth 

parameters in malicious models are set as the same as 

that in the previous global model. 

Partial knowledge: In partial knowledge scenario, 

malicious models are crafted based on before-attack 

local models on compromised devices. First, the mean 

model is computed by ( )1

c

ii
c

=w = w . Then, the 

vector of change directions w  are estimated by the 

mean model. The maximum 
,max jw  and minimum 

,min jw  of benign model parameters are also estimated by 

before-attack local models on compromised devices. 

Especially, attacker calculates the mean 
j  and 

standard deviation 
j  of jth parameter on 

compromised devices. On the assumption that jth 

parameters of all benign models are sampled from a 

Gaussian distribution, 
,max jw  is estimated as smaller 

than 3j j +  or 4j j +  and 
,min jw  is estimated as 

larger than 4j j −  or 3j j −  with a large 

probability. Thus, when 1js = − , jth parameters of c 

malicious models are randomly sampled in the interval 

[ 3 , 4 ]j j j j   + +  to make the crafted parameters 

larger than the maximum of benign model parameters 

with a large probability; otherwise, malicious model 

parameters are randomly sampled in the interval 

[ 4 , 3 ]j j j j   − −  to make the crafted parameters 

smaller than the minimum of benign model parameters. 

3.2.2 Attacking characteristics 

Take the jth parameter of all local models as an example, 

Fig. 3 shows the attack on trimmed-mean to explain 

why attack mentioned above is effective. In Fig. 3, jth 

parameters of all k models are sorted as a vector Sw  

with ascending order and i

Sw  is the ith element of Sw . 

Assume the number of trimmed parameters is 2  

( 2 c  ) and M

Sw  is the median in the sorted vector 



 

 

Sw . Before attack, there are   minimum parameter 

and   maximum parameters of benign models 

removed and the remained parameters near the median 

are averaged to obtain the aggregated model parameter, 

which is larger than the jth parameter of the previous 

global model (i.e. 1js = ). 

In local model poisoning attack, attacker attempts to 

craft malicious model parameter smaller than the 

minimum of benign model parameter. As a result, some 

minimum parameters of benign models that should have 

been removed are replaced by malicious model 

parameters. Malicious model parameters are all 

removed as minimum parameters in the trimmed-mean 

rule, which makes more maximum parameters of benign 

models removed and less minimum parameters of 

benign models remained. Therefore, the value of jth 

aggregated parameter under attack decreases 

 

Fig.3 Attack on trimmed-mean 

3.2.3 Attacking vulnerability 

When 1js =  or 1js = − , jth parameters of malicious 

models are crafted as c  minimum or maximum among 

all local model parameters. Thus, if we ignore the 

parameter position where 0js = , malicious model 

parameters corresponding to 1js =  or 1js = −  are 

likely to be removed with a large probability by 

trimmed-mean aggregation rule. In other words, 

malicious model has more removed parameters 

compared with those in benign models. 

3.3 Attack on Median 

Since median aggregation only selects the median as the 

parameter of the global model, it can be viewed as a 

special case of trimmed-mean aggregation by trimming 

all non-median parameters. Attack on Median is the 

same as that on Trimmed-mean. 

Attacking characteristics and vulnerability: Attack on 

median crafts malicious model parameter as c  

minimum or maximum among all local model 

parameters. Thus, jth malicious model parameter 

(  1, ,j d=   and 0js   ) must have an extremely low 

probability (close to 0) to be selected by Median 

aggregation rule. By calculating the remained parameter 

number, we can distinguish malicious models from 

benign models. 

 

 

4  Defense Schemes 

The idea of defense schemes is based on the following 

two assumptions: (1) the differences of datasets on 

benign devices lead to the diversity of their local model 

parameters (2) benign model parameters are normally 

distributed around the corresponding aggregated model 

parameters, but malicious model parameters are crafted 

on the same side of aggregate model parameters. Based 

on the two assumptions, we propose a defense scheme 

with four steps against local model poisoning attacks, 

including pre-aggregation, detection, removal, and 

re-aggregation (PDRR). Since the aggregation rule and 

vulnerability of each attack are different, the details of 

pre-aggregation, detection and re-aggregation have 

some differences. 

4.1  Defense against Krum attack 

Pre-aggregation: The server saves the global model 

sent to selected clients as the previous global model 
pw . 

After all local models iw ( 1,...,i k= ) are trained and 

uploaded, the server aggregates all local models by 

Krum aggregation rule and obtains a pre-aggregated 

global model. We denote the pre-aggregated global 

model by 
pagw . 

Detection: After getting 
pagw , the server calculates the 

vector of change direction p

pags  between 
pagw  and 



 

 

pw . If 
pagw  and 

pw  are all flattened vectors, then 

Sgn( )p

pag pag p= −s w w  where Sgn( )  is the sign 

function. Meanwhile, the server computes change 

directions vectors p

is ( 1,...,i k= ) between local models 

iw ( 1,...,i k= ) and 
pw . If Krum attack is successful, 

malicious model must be selected as the pre-aggregated 

global model. Since malicious models have the similar 

change directions, we can distinguish malicious models 

and benign models by calculating the similarities 

between vector p

is  ( 1,...,i k= ) and the vector p

pags . 

Here, the similarity is calculated by Pearson correlation 

coefficient and denoted by pag

i  ( 1,...,i k= ) , but other 

similarity measurement methods are also adopted. 

According to analysis of attack characteristics in section 

3.1.2, we know change direction vectors between 

malicious models are highly similar. Thus, when 

malicious model is selected as pre-aggregated global 

model, other malicious models must have large 

correlation coefficients (almost close to 1). As shown in 

Fig. 4, Pearson correlation coefficients between 

p

is ( 1,...,i k= ) and p

pags  is given. Correlation coefficient 

of malicious models are all close to 1, but those of 

benign models are less than 0.1. We can select a 

threshold = max( )pag

D iq   to detect malicious model, 

where [0,1]q  is a threshold parameter. If pag

i D  , 

then local model 
iw  is detected as the malicious model. 

In Fig. 4, any q  in the range [0.1, 0.99] is a suitable 

threshold parameter to detect all malicious models. 

Removal: Having detected malicious models, we can 

remove these malicious models from local models or 

directly reject to receive models from malicious clients. 

Re-aggregation: After removing malicious models from 

all local models received, a new global is obtained by 

reaggregated remained models and used for FL at the 

next round. 

 

Fig.4 Pearson correlation coefficient between 

p

is ( 1,...,i k= ) and p

pags : (a) FEMNIST dataset and 

CNN model are used in FL, where 1-10 clients are 

malicious clients controlled by attacker and 11-50 are 

benign clients (b) Detection scheme is deployed in the 

1th round before aggregation (c) Full knowledge attack 

(d) Orange bars and blue bars are for malicious models 

and benign model respectively 

4.2  Defense against Trimmed-mean attack 

Pre-aggregation: The server first sorts each parameter 

at the same position of all local models and removes 

2  parameters off-centered ( c  ). Then, parameters 

of the pre-aggregated global model 
pagw  are obtained 

by averaging remained parameters. While sorting and 

trimming parameters, the server computes the number of 

trimmed parameters in each model. For example, if the 

number of trimmed parameters is denoted by 

c

in ( 1,2...,i k= ) and the trimmed parameter belongs to 

local model ( 1,2..., )i i k=w , then 1c c

i in n= + . 

Detection: We attempt to directly distinguish malicious 

models from benign models by the number of trimmed 

parameters in each model (i.e. classify the two classes 

by 
in ). However, the result shown in Fig. 5 is not 

suitable for detection, because some benign models also 

have large number of trimmed parameters. 



 

 

 

Fig. 5 The number of trimmed parameters in each model: 

(a) FEMNIST dataset and CNN model are used in FL, 

where 1-10 clients are malicious clients controlled by 

attacker and 11-50 are benign clients (b) Detection 

scheme is deployed in the 1th round before aggregation 

and trimmed parameter 5 =  (c) Full knowledge 

attack (d) Orange bars and blue bars are for malicious 

models and benign model respectively. 

To further improve the detection, we recalculate the 

number of trimmed parameters in each model by 

ignoring the parameter in the jth position where 

, 0p

pag js =  ( ,

p

pag js  is the jth element of p

pags ). When 

, 0p

pag js = , it means the jth parameter in malicious 

models are crafted near the center and thus there is no 

need to compute c

in  containing the parameters at these 

positions. For simplicity, we call the parameters at these 

positions zero change direction parameters. Fig 6 shows 

the number of trimmed parameters in each model 

without zero change direction parameters. Obviously, 

the numbers of trimmed parameters without zero change 

direction parameter in malicious models are subequal 

and substantially differentiate from those in benign 

models. Therefore, we can detect malicious models by 

their high similarity and exception on trimmed 

parameter number. We can set a threshold 

= max( )c

D iq n   to detect malicious model, where 

[0,1]q . If c

i Dn  , local model 
iw  is regarded as the 

malicious model. 

Removal: The server removes the malicious models 

detected and saves the remained models. 

Re-aggregation: The server aggregates remained local 

models to form a new aggregated model as the global 

model. 

 

Fig. 6 The numbers of trimmed parameters in each 

model without zero change direction parameters: 

parameter settings are the same as those in Fig. 5 

4.3  Defense against Median attack 

Pre-aggregation: If the number of global model 

parameters d is odd, the server sorts each parameter of 

all local model and selects / 2d   th parameter as the 

parameter of the pre-aggregated global model 
pagw ; 

otherwise, ( / 2)d th and (( / 2) 1)d + th parameters are 

selected to obtain the parameter of the pre-aggregated 

global model by averaging. While selecting median 

parameters, the server counts the number of remained 

parameters in each model (i.e. parameters selected by 

the server to calculate median). The number of remained 

parameters in each model is denoted by r

in ( 1,2...,i k= ). 

Detection: Since the parameters in malicious models 

with zero change direction are probably distributed near 

the median, we count the number of remained 

parameters without zero change direction parameters in 

each local model and the result is shown in Fig. 7. 

Significantly, the numbers of remained parameters in 

malicious models are almost close to 0 and have 

obvious differences from those in benign models. Thus, 

we can use a detection threshold =(1 )max( )r

D iq n −  to 

detect malicious models, where [0,1]q  . If r

i Dn  , 



 

 

local model 
iw  is regarded as the malicious model. 

Removal: The server removes the malicious models 

detected and saves the remained models. 

Re-aggregation: The server aggregates remained local 

models to form a new aggregated model as the global 

model. 

 

Fig. 7 The numbers of remained parameters in each 

model without zero change direction parameters: (a) 

FEMNIST dataset and CNN model are used in FL, 

where 1-10 clients are malicious clients controlled by 

attacker and 11-50 are benign clients (b) Detection 

scheme is deployed in the 1th round before aggregation 

(c) Full knowledge attack 

 

5  Performance Evaluation 

In this section, we apply our defense scheme (PDRR) on 

Krum attack, Trimmed-mean attack, and Median attack 

respectively. FL task is to train a CNN model on 

FEMNIST dataset [30] to classify the picture 0-9, A-Z 

and a-z. We add attack at the initial stage of FL and all 

attacks are set as partial knowledge attack. The 

benchmark defense schemes are set as VAE [27], 

DAGMM [28], ERR [19], and LFR [19]. Since our 

schemes and benchmark schemes are the same in 

removal and re-aggregation steps, we mainly compare 

the detection performance of these schemes. Finally, we 

analyze the performance of each scheme on local model 

poisoning attack, including (1) Dependency on auxiliary 

dataset (2) Time cost (3) Detection ability (4) Detection 

Stability. Our experiments are implemented with 

Tensorflow 1.4, RTX 2080Ti GPU, 24 Intel(R) Xeon(R) 

Gold-5118 2.30GHZ CPU, 1TB SSD and Ubuntu 18.04. 

5.1  Experiment Setup 

We consider a FL to complement classification task on 

FEMNIST dataset, which contains 801,074 data (picture 

with 28 28  pixels) sampling from 3,500 writers [30]. 

These data are classified as 62 categories including 

digits 0-9, characters a-z and A-Z. In LEAF federated 

framework [30], FEMNIST dataset is allocated to 192 

clients with the heterogeneous setting, where each client 

has different training dataset and testing dataset. A CNN 

model is used for FL task, which contains two 

convolutional layers ( 5 5 32   and 5 5 64  ) and two 

pooling layers with 2 2  filters and 2 strides, followed 

by a dense layer with 2048 units. The number of model 

parameters 6603710d = . 

Since parameters in malicious models are different 

from those in benign models, malicious model 

parameters can be viewed as anomaly points and 

detected by anomaly detection schemes, including VAE 

[27], DAGMM [28]. In addition, researchers in original 

article [19] gave two defense schemes, ERR and LFR, 

to reject the local model bringing the large error rate or 

large loss to global model. Since ERR and LFR are also 

two schemes first detecting malicious models and then 

remove malicious model from local models, we can 

compare all defense schemes with their detection 

performance. 

Experiments are set on three aggregation rules (Krum, 

Trimmed-mean, and Median) and partial knowledge 

attack. The number of devices participating FL and 

compromised devices are set as 50k = , 20c =  (large 

c brings a high rate of success of Krum attack). The 

indexes of compromised devices are assumed as 1-20. 

In Krum attack, if search interval of   is smaller than 
-910 , attack fails. When attack is successful and 1w  is 

obtained, the other malicious models are randomly 

sampled within 710 −= . Trimmed parameters number 

in Trimmed mean aggregation rule is assumed as 

2 20 = . To ensure that crafted malicious models are as 

similar as benign models, constant b in Trimmed-mean 

attack and Median attack are set as 1.05. 

Since similarities between local models are different 

in different communication rounds of FL, we execute 

defense schemes at the communication round 1, 20, 50, 

100 respectively. Our defense scheme is executed as the 

introduction in section IV and benchmark detections are 



 

 

executed with the following settings. 

VAE [27]: In spectral anomaly detection, the server 

needs a dataset to pre-train the federated model (CNN 

model) and collects weight information of federated 

model. Then, weigh information is fitted into VAE 

model for training and pre-trained VAE is used to detect 

malicious models in local model poisoning attack. Thus, 

to train VAE model in the server, a task dataset should 

be prepared in advance. Considering that the task 

dataset is hard to obtain, we randomly sample half of the 

test dataset (4004 pictures and labels) of all clients to 

build the prepared dataset (2002 pictures and labels). 

Both the encoder and decoder in VAE model are set as 

two dense layers with 500 units, and the dimension of 

latent vector is 100. After inputting local models under 

attack, the pre-trained VAE model calculates the 

reconstruction probability of each model. Local models 

with high reconstruction probability are classified as 

malicious models. 

DAGMM [28]: DAGMM combines a deep autoencoder 

with a Gaussian mixture model to detect abnormal data 

by calculating low dimensional embedding, 

reconstruction error and density estimation. In our 

experiment, Deep autoencoder and Gaussian mixture 

model are both made by fully connected network with 

two hidden layers. Deep autoencoder has 128 units and 

Gaussian mixture model has 32 units. The training 

strategy and dataset of DAGMM are the same as those 

of VAE. Since DAGMM model is trained by normal 

model, it is difficult to reconstruct the malicious model 

through the pre-trained DAGMM and low dimensional 

embedding of the malicious model is also different from 

normal model. Thus, malicious models can be detected 

by pre-trained DAGMM with high DAGMM energy. 

ERR and LFR [19]: Both of the two methods need a 

validation dataset in the server to verify the error rate 

impact or loss function impact of each local model. ERR 

labels local models as malicious models that have the 

largest impact on error rate. LFR labels local models 

that have the largest impact on loss function as 

malicious models. Here, we select c local models with 

the largest error rate impact or loss impact as malicious 

models. Validation dataset is built just like the 

pre-trained dataset for VAE model. For simplicity, we 

call datasets in the server for VAE, DAGMM, ERR and 

LFR auxiliary dataset. 

5.2  Detection performance analysis 

After the server first receiving all local model at the 

round 1, it detects local models with all defense schemes. 

We first give the detection result of all schemes on three 

attacks respectively (at the round 1). Then, detection 

indictors of each scheme at different rounds are shown 

for comparison. 

When all clients first train and upload their local 

models at the round 1, the server collects all local model 

and uses different detection schemes to detect malicious 

models. Fig.8-Fig.10 respectively shows the detection 

results on Krum attack, Trimmed-mean attack, and 

Median attack, where horizontal axes are clients index 

(1-20 are set as malicious clients and 21-50 are benign 

clients) and vertical axes of are index values used in 

different detection methods. The detection index values 

of benchmark methods are introduced in section 5.1 and 

those of our schemes are in section 4. In addition, all 

attacks in Fig.8-Fig.10 are partial-knowledge attacks. 

   

(a)                             (b)                              (c) 



 

 

        

(d)                                     (e) 

Fig. 8  Detection results of defense schemes on Krum attack: (a) DAGMM (b)VAE (c) ERR  

(d) LFR (e) PDRR(our scheme) 

   

(a)                              (b)                             (c) 

          

(d)                                       (e) 

Fig. 9  Detection results of defense schemes on Trimmed-mean attack: (a) DAGMM (b)VAE (c) ERR 

(d) LFR (e) PDRR(our scheme) 
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(d)                                     (e) 

Fig. 10  Detection results of defenses scheme on Median attack: (a) DAGMM (b)VAE (c) ERR 

(d) LFR (e) PDRR(our scheme)

As shown in Fig 8- Fig. 10, DAGMM, LFR and PDRR 

have better detection effects on Krum attack than ERR 

and VAE, while DAGMM and LFR have poor 

performance on Trimmed-mean attack and Median 

attack. Only our defense scheme (PDRR) can detect all 

malicious models in three attack scenarios. In other 

words, PDRR has the best detection ability and stability 

among all defense schemes. 

Considering that local models vary in different 

rounds of FL, here we assume the benign model as a 

positive class (P) and the malicious model as a negative 

class (N) to further compare the detection performance 

of different defense schemes. Table. 1 gives false alarm 

rate (FAR) and missing alarm rate (MAR) of different 

defense schemes for Krum attack. The two indictors are 

calculated at round 1, 20, 50 and 100 of FL.  

Table. 1  FAR and MAR of defense schemes for 

Krum attack 

 FAR MAR 

 1 20 50 100 1 20 50 100 

DAGMM 0 0.33 0.5 0.5 0 0.5 0.75 0.75 

VAE 0.27 0.4 0.43 0.3 0.4 0.6 0.65 0.45 

ERR 0.43 0.4 0.43 0.5 0.65 0.6 0.65 0.75 

LFR 0 0.1 0.13 0.2 0 0.15 0.2 0.3 

PDRR 0 0 0 0 0 0 0 0 

Table. 2 gives the two indictors of different defense 

schemes for Trimmed-mean attack. Since Median 

attack is a variant of Trimmed-mean attack, detection 

performances of defense schemes for Median attack are 

similar to those for Trimmed-mean attack. 

Table. 2  FAR and MAR of different defense schemes 

for Trimmed-mean attack 

 FAR MAR 

 1 20 50 100 1 20 50 100 

DAGMM 0.27 0.3 0.2 0.37 0.4 0.45 0.3 0.55 

VAE 0.4 0.33 0.4 0.43 0.6 0.5 0.6 0.65 

ERR 0.43 0.5 0.47 0.5 0.65 0.75 0.7 0.75 

LFR 0.27 0.2 0.3 0.27 0.4 0.3 0.45 0.4 

PDRR 0 0 0 0 0 0 0 0 

Compared to benchmark schemes, our defense 

scheme can detect malicious model with 0 FAR and 0 

MAR. In other words, malicious model can be 

accurately detected and removed with PDRR. We 

regard there are two reasons causing high FAR and 

MAR in benchmark schemes. One is that all benchmark 

methods need a pre-trained dataset or a validation 

dataset in the server. Thus, the selection of the 

pre-trained dataset or validation dataset affects the 

detection effect. The other is that all malicious models 

are crafted closely to benign models. Therefore, 

anomaly detections by DAGMM or VAE are usually 

difficult to directly distinguish malicious models from 

benign models. For ERR and LFR, although the 

validation dataset is perfect, the benign model may 

have a large impact on error rate or loss of the 



 

 

aggregated model. Since PDRR uses the characteristics 

and vulnerability of local model poisoning attack to 

defend the attack, its performance does not depend on 

the selection of validation dataset. Thus, the detection 

of PDRR is the most stable in all defense schemes. 

In PDRR, we can detect malicious models by 

calculating Pearson correlation coefficient (Krum 

attack), removed parameter number (Trimmed-mean 

attack), and remained parameter number (Median attack) 

respectively. The detection parameter q  is necessary 

in each defense scheme. To compare the performance 

of PDRR between full-knowledge attack and 

partial-knowledge attack, we respectively give the q 

range in Krum attack, Trimmed-mean attack and 

Median attack in Fig 11. When we use these q value, 

malicious models can be completely detected. 

          

(a)                                               (b) 

 

(c) 

Fig. 11  q range of PDRR against full-knowledge attack and partial-knowledge attack: (a) Krum attack 

(b)Trimmed-mean attack (c) Median attack.

The length of q range represents the difference 

between malicious model and benign model. For 

example, in Fig. 11(a), the longer the q range, the larger 

the difference of correlation coefficient between 

malicious model and benign model. Since change 

direction vector is estimated by 
Re−s = w w  

(
1

1 c

iic =
= w w ) in partial knowledge attack, it usually 

makes s  denser than actual change direction s  (used 

in full-knowledge attack). Thus, PDRR against Krum 

attack has a longer q range in partial-knowledge attack 

than that in full-knowledge attack. In Fig. 11(b) and Fig. 

11(c), dense s  in partial-knowledge attack makes 

more malicious model parameters removed in 

Trimmed-mean attack and less malicious model 

parameters remained in Median attack, which increases 

q range in partial-knowledge attack. However, it is not 

absolute. In 10th round (Fig. 11(b)), 10th round (Fig. 

11(c)) and 50th round (Fig. 11(c)), the length of q range 

in full-knowledge attack are longer than that in 

partial-knowledge attack. In other words, s  may 

become sparser than s  in these cases. 

In Fig. 11(a), since all change direction vectors of 



 

 

malicious models p

is ( 1,...,i k= ) have the same 

direction with p

pags , the maximum of q in each round is 

always 1 no matter in full-knowledge attack or 

partial-knowledge attack. However, in Fig. 11(b) and 

Fig. 11(c), PDRR only gets maximum of q in 

full-knowledge attack. Thus, malicious models are 

more similarly in full-knowledge attack. 

5.3  Time cost 

When the scales of local models are too large, ERR and 

LFR needs long time to verify the impact of local 

models on the aggregated model. Although VAE and 

DAGMM are not required to verify local models with 

validation dataset, they also need to fit all local models 

to the pre-trained model and obtain their abnormal 

score. As an alternative scheme, PDRR only requires a 

simple process with pre-aggregation and count, and 

then it can rapidly detect malicious models.  

Here, we calculate the time cost of defense schemes 

for different attacks. All settings of experiment are the 

same with those in section B. All schemes are executed 

in the GPU, where DAGMM, VAE and ERR uses 

Tensorflow accelerated with CUDA, while PDRR 

completes pre-aggregation and detection with CUPY 

(NumPy-like API accelerated with CUDA). Table. 3 

records the time cost on a single detection of all local 

models trained by clients at the round 1 in FL. In 

addition, since LFR scheme has the almost same time 

cost as ERR, here we only show the time cost of ERR 

in Table. 3. 

Table. 3 The time cost on a single detection of all 

local models 

Defense 

scheme 

Krum 

attack 

Trimmed-mean 

attack 

Median 

attack 

DAGMM 6.3s 7.8s 6.8s 

VAE 54.5s 56.7s 56.8s 

ERR 32.2s 32.7s 35.8s 

PDRR  0.42s 0.84s 0.63s 

Since VAE uses Monte Carlo estimation to sample from 

hidden variables and calculate reconstruction 

probability, it brings the highest time cost on detection. 

ERR and LFR need to verify each local model and 

brings relatively high time cost. PDRR has the lowest 

time cost on detection and thus it is more suitable to 

defend against local model poisoning attack in FL. 

Finally, we compare functionalities of benchmark 

defense scheme and our defense scheme in Table. 4, 

where detection stability refers to whether the defense 

effect of the defense scheme is stable in different 

aggregation rules. 

Table.4 Functionalities of defense schemes 

Defense 

scheme 

Auxiliary 

dataset 

Time 

cost 

Detection 

ability 

Detection 

Stability 

DAGMM essential relatively 

low 

relatively 

weak 

unstable 

VAE essential highest weak unstable 

ERR essential 
relatively 

high 
weak 

relatively 

stable 

LFR essential 
relatively 

high 

relatively 

strong 

relatively 

stable 

PDRR undesired lowest strongest stable 

Obviously, PDRR is the only defense scheme without 

requiring auxiliary dataset, but detection effect is 

perfect. In addition, since PDRR just needs an extra 

pre-training process to distinguish malicious model 

from benign model, its time cost is the lowest. Thus, we 

regard PDRR is more suitable to detect malicious 

models in local model poisoning attack. 

In local model poisoning attack, attacker usually 

selects specific attack model to attack specific 

aggregation rule. Although different attack models have 

transferability, attack success rate may be reduced 

dramatically when the attack model is not suitable for 

aggregation rule (e.g. Krum attack + Trimmed-mean 

aggregation rule in Ref. [19]，error rate is only 0.15 

(error rate  without attack is 0.14 ), but Krum attack + 

Krum aggregation rule, error rate is 0.70). Therefore, 

we focus on Krum attack on Krum aggregation rule. 

Since attack characteristics are similar between 

trimmed-mean attack and Median attack, the 

transferability is also strong between these two attack 

models. Therefore, our defense scheme (PDRR) is also 

transferable in these two attack models. 

 



 

 

6  Conclusion, Limitations, and Future work 

In this paper, we analyze the characteristics and 

vulnerability of the existing local model poisoning 

attacks in FL. In addition, a defense scheme PDRR is 

proposed to defend against these attacks according to 

their vulnerability. It is the first defense scheme to 

defend against local model poisoning attack without 

auxiliary dataset in the server. Performance analysis 

shows that our defense scheme is very effective for 

detecting malicious models in local model poisoning 

attack. Compared with benchmark defense schemes, 

PDRR has the lowest false alarm rate and missing 

alarm rate for detection and brings the lowest time cost 

to FL. Since our scheme removes restrictions on 

auxiliary datasets, its detection ability is the most stable 

in all defense schemes. Furthermore, we should note 

that PDRR is based on the assumption that all client 

datasets are heterogeneous to defend against local 

model poisoning attacks. In this assumption, the 

similarity between benign models is low, but that 

between malicious models is extremely high. If any two 

benign devices have similar datasets, their local models 

may be highly relevant, which may cause PDRR failure 

to defend against Krum attack. Besides, PDRR has its 

limitations in Trimmed-mean attack, where 

pre-aggregation and detection steps must ensure that 

trimmed parameter   is larger than malicious model 

number c  (i.e. c  ). If c  , some benign model 

parameters may be remained, which is harmful for 

detection result. In the future work, we hope to study 

how to defend Krum attack when clients have similar 

datasets and to defend Trimmed-mean attack if c   
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