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Problems & Ideas

* Problems of privacy-preserving feature selection schemes:

— Most MPC-based feature selection schemes overlook the correlation
between features and perform poorly for model training when handling
datasets containing both numerical and categorical attributes.

— Implementing the feature selection methods using a concatenation-
based approach with MPC is ineffective and may lead to a privacy breach.

* |deas: Converting all steps into data-oblivious and constructing a
bidirectional vector to estimate the near instances.
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The essential steps of MPC-Relief
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MPC-friendly bidirectional vector construction method



Main Contributions

e Contributions:

— Privacy-preserving distance calculation approach with mix-type
features that maintains the same utility.

— Privacy-preserving feature selection scheme with Relief called MPC-
Relief under the setting with multiparty computation. ;

— A bidirectional vector construction method to estimate the near
instances, which avoids conditional judgments.

2
£ 80
3
o
®

(%)

st

|~

@ 79 —@— Ours 1 —e— Ours &
—&— PPGINI \ —— PPGINI
PPMI 8 PPMI
T8 ¥ ‘ .
0.9 0.8 0.7 0.6 10 15 2.0 25 30 35 ab

Feature selection ratio

Mixed dataset Adult

Feature selection ratio

Mixed dataset Darwin

80
80.0
75
3 g 775 3
=, 70 >
g E 01 \
5 5
3 65 - o , _—
3 g 725
i % -
% 60 ours 8 700 —e— ours
—&— PPGINI 75—+ PROINI
55 Ml : PPMI
. ‘ ‘ - : ‘ . ‘
0.9 0.8 0.7 0.6 0.9 0.8 0.7 0.6

Feature selection ratio

Feature Selection Ratio

Mixed dataset Heart disease Mixed dataset Arrhythmis

The proposed scheme can effectively enhance the accuracy of model training and exhibits superior performance on
datasets with mixed features.



