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Problems & Ideas

• Problems of Federated Learning Aggregation 
Method:

– Federated Learning is vulnerable to poisoning 
attacks that local clients could be 
manipulated by attacker.

– Existing resistence methods tend to fail when 
facing severe poisoning attacks or have strong 
preconditions.

• Ideas: A novel performance-based method 
named FedTop, which is flexible to defend 
against poisoning attacks with less 
constraints.

The algorithm in the left describes the workflow of FedTop.



Main Contributions
• Contributions:

– a novel poisoning attack defense method FedTop, which has better 
performance compared with existing methods;

– A theoretical convergence analysis to prove the effectiveness and 
robustness of FedTop in IID, non-IID, and malicious environments;

– Various experiments to verify the theoretical analysis that FedTop can 
defend against severe poisoning attacks effectively with high 
robustness;

Performance of FedTop compared with different methods under both normal and malicious environments. Left: the loss of

different methods in normal environment; Right: the loss of different methods in malicious environment.


