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Abstract  The Internet of Things (IoT), an emerging
paradigm, supports numerous devices to interconnect and ex-
change data via public networks. However, this paradigm re-
mains weak in terms of security, as the exposed sensitive data
has become a target for malicious attackers. Encrypting data
before uploading it to remote devices is an effective measure.
Attribute-Based Searchable Encryption (ABSE) ensures the
confidentiality of data and possesses the capability to retrieve
data. Unfortunately, previous ABSE schemes become impo-
tent when attacked by quantum algorithms because they rely
on classical assumptions. With this motivation, we present
an ABSE scheme from Ideal Lattices (ABSEIL) for IoT, al-
lowing authorized consumers to obtain desired data through
the keyword search function. Furthermore, ABSEIL en-
ables delegators to share data with delegates without dis-
closing any plaintext information by incorporating proxy re-
encryption (PRE). We prove that ABSEIL is secure under the
ring learning with errors (RLWE) and the ring small integer
solution (RSIS) assumptions. Theoretical analyses state that
our scheme involves appropriate computing and storage over-
head, significantly reducing the transmission delay between
IoT devices.

Keywords Attribute-based encryption, Keyword search,
Proxy re-encryption, Ring learning with errors, Ring small
integer solution

1 Introduction

The Internet of Things (IoT) has facilitated the development
of numerous fields in our lives. It mainly focuses on fram-
ing a platform with extensive computing resources and stor-
age services such that it is possible to exchange information
among infrastructures [1,2]. Fig. 1 illustrates the architec-
ture of an IoT scenario. All members interact with the IoT
platform through the Internet. Data owners outsource data to
different IoT platforms. Data consumers located in the same
or different locations can access the desired data in the IoT
platforms through their applications. However, some devices
in IoT environment lacks sufficient storage and data process-
ing capabilities [1]. To this end, IoT platforms leverage the
powerful computing capabilities of cloud servers to process
the data within the IoT devices. As one of the momentous el-
ements in the current IoT environment, cloud servers cannot
provide a comprehensive method to guarantee data privacy as
locally stored data.

Attribute-based encryption (ABE) provides flexible access
control for data [3], such that data owners make unautho-
rized individuals lose access. Nevertheless, retrieving data
becomes a thorny issue as the magnitude of data increases
dramatically. In the standard ABE schemes, recipients are
bound to download data from the cloud servers, decrypt it lo-
cally, and then retrieve the matching data [4]. This clearly
imposes unnecessary consumption on resources. Attribute-
Based Searchable Encryption (ABSE) offers flexible access
control for data, enabling data owners to restrict unauthorized
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Fig.1 Architecture of an IoT scenario

individuals from accessing data by imposing reasonable poli-
cies [5,6]. Simultaneously, data consumers can directly re-
trieve desired data from the cloud server using search keys
corresponding to keywords, instead of downloading the data
locally for retrieval. In this context, both computation and
storage costs for consumers are significantly improved.

However, when facing the threat of quantum algorithms,
the underlying assumptions of the traditional ABSE appear
powerless [7-9]. Although the platform operators are ac-
tively strengthening various measures for software and hard-
ware of cloud servers to prevent malicious users from stealing
data, it is challenging to apply complex protection methods
to unsupervised edge devices in IoT scenarios due to their
limited power capabilities. Furthermore, certain sensitive in-
formation is still monitored during the collection and trans-
mission processes. Lattice-based ABSE is considered as a
potential candidate in the post-quantum era [10-12]. From a
real-world standpoint, efficiency is a critical metric, because
IoT equipment generally has insufficient computing power.
The aforesaid methods are inappropriate to practice because
of involving quite heavy computational operations [13—15].
Therefore, efficient ABSE based on lattices play a critical role
in ensuring data security within IoT scenarios.

Additionally, expecting IoT members to function contin-
uously is impractical. For instance, in a healthcare system,
each attending doctor needs to monitor the real-time health
status of patients. The massive data complicates this motiva-
tion. Therefore, a practical solution is to integrate the proxy
re-encryption technology [16], so that the doctor can desig-
nate an authorized assistant to assist with the task.

In this paper, we propose an offline/online attribute-based
searchable encryption scheme from ideal lattices (ABSEIL).
Benefiting from the keyword search function of ABSEIL, au-
thorized consumers can efficiently retrieve the desired data
with a lightweight search trapdoor. Through online/offline
technology, complex arithmetic operations in encryption and
key generation algorithms are pre-executed in the offline
stage, and the online stage only involves a few arithmetic op-
erations. Also, it incorporates the proxy re-encryption mech-
anism for completing end-to-end data sharing.



2 Preliminaries

We give the relevant notation required throughout the work.

2.1 Notation

Let R = Z[x]/{(x" + 1) be a cyclotomic polynomial ring,
where each ring element is a polynomial of degree at most
n— 1, and its coefficients are integers. Throughout this paper,
we take n as a power of 2. Also, R, = R/gR denotes an ir-
reducible integer polynomial, and g is the modulus. We state
that for the security parameter 4, a function negl is negligible
if negl(1) < 1/4¢ for a constant c. Moreover, we use several
underlying notation as depicted in Table 1.

Table 1 Notation

Symbol Definition

ae R}ix’" row vector whose elements are sampled from R,
Ae R;X’" matrix with n rows and m columns

a; € Ry i-th column of matrix A € R;X’"

(] set{1,2,-,n}

a—S a is sampled uniformly from a distribution (set) S
(alb) € R‘IIX('"'H"Z) the row concatenation of a € Réxm' ,be R;X"Q
(a;b) € Rgnﬁmﬂ the concatenation of a € Ry, b € R;>

s1(X) the spectral norm of the matrix X
PPT probabilistic polynomial time
2.2 Lattice

Given a basis B = (by,- -, b,) in n-dimensional real space
R", a full rank lattice A is considered as an integer span of B,
defined as

A= L(B)= {Bx = 3" xbilxe z"} .
We also employ the two categories of g-ary lattices.

Definition 1. For an uniformly random matrix A € Zy" and
u € Z;, we define g-ary lattices as

A;(A) ={z€Z" s.t. Az = 0 (modg)},
A;‘(A) ={z€Z" s.t. Az = u (modg)}.

2.3 Discrete gaussians

For a real o > 0, the Gaussian function is defined as
Peor(X) = exp (—7r||x —c /0'2), where ¢ € R" is the center.
Let per(A) = Yxen Peo(X) for lattice A. Define a discrete
Gaussian distribution Dy ¢, over A as:

Peo(y)

D N ,rr(Y) = )
e Peo(A)

Vy € A.
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2.4 Hardness problems

Definition 2 (Decisional RLWE). Given a security param-
eter A and an n-dimensional random cyclotomic polynomial
s € Ry, the ring learning with errors assumption with the
parameters n, q, o requires that for any PPT adversary A’s
advantage

Adva(d) = |Pr[A% = 1] - Pr[A% = 1]

is negligible for distinguishing the samples from oracles O
and Os, where Oy samples a «— Ry, e «— Dg, and returns
(a,as + e) for each query, while Og samples a < R,, u «— R,
and returns (a, u).

Definition 3 (RSIS). Given appropriate n, m, a € R}IX’"
and B < gq, the ring small integer solution (RSIS) prob-
lem requires to capture ¥ € Ry conditioned on ar = 0 and
0 < |Ir|l < B. An algorithm B’s advantage

Pr[0=ar A0 <l <BlaecR)",r— Ba)|

in solving RSIS is negl(A).

2.5 Sampling algorithms

In this part, we represent the ring-based sampling algorithms
of this work.

Theorem 1. There is an algorithm RTrapGen that takes in
a security parameter A and a tag t, and outputs a ring vector
a together with a trapdoor T,.

The process of RTrapGen is stated in Algorithm 1. Step
1 relies on the parameter A to determine the distribution pa-
rameter o, the ring dimension », the modulus g, and the di-
mension k of the vector g' = (b°,b',--- ,b*1). Steps 2 to 4
construct a and its trapdoor T,, where T, contains two low-
norm vectors ¢ and .

Algorithm 1 RTrapGen
Input: The security parameter A; The tag element 1 € R,;
Output: The pseudo-random ring vector a; The trapdoor T,
for a;
1: Determine parameters o,n,q,
llog,(g) + 1] for b > 2.
2: Sample a < R, and construct a = [1,a].
3: Sample ¢ « (¢1, - ,¢p) and ¥« (y1,-
i, Yi € DR,O’-
4: Compute a « (a | tg — a(p;y)").
5: Return (a, Ty = (p;y)).

and calculate k& =

,vp) for

Theorem 2. There is an algorithm RS amplePre that takes
in ring vector a, a trapdoor Ty, a syndrome u, distribution
parameters o, oy and a tag element t,, and outputs a low-
norm vectory € AZ(a).
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The main objective of algorithm 2 is to produce a short
ring vector y, satisfying ay = u € R,, and the input 7, = 1 by
default unless specified. The Perturb technology in step 1 is
used to capture a perturbation vector p. Then step 2 produces
a vector z from G-lattice. By step 3, the vector y followed
spherical distribution is generated.

Algorithm 2 RSamplePre
Input: The ring vector a and its trapdoor T,; The syndrome
u; The distribution parameters o and o 5; The tag element

tp;
Out[fut: The preimage y;
1: Compute p « Perturb (T,, (b + 1)o, 075, g, n).
2: Sample z < SampleG (a’, q, t;l(u - ap)).
3: Computey « [p1 + @z, p2 + Y2, p3 + 21,
4: Returny.

s Pm + Z]}]~

Lemma 1. Leta € R;X'” andb € ﬂ;xm‘ be two vectors. T,
and Ty, are their trapdoors, u € R;Xf is an uniform vector
and S € {£1}y™™, The low-norm vectors e and € sampled
by RS ampleLeft and RS ampleRight respectively are indis-
tinguishable.

e RSampleLeft(a,b,Ta,u,0,0,): On input ring vectors
a, b, the trapdoor T, of a, a syndrome u and the param-
eters o, 0, it produces a vector e € A;(a | b) such that
(a|b)-e=u(mod g).

e RSampleRight(a,b, Ty, S,u, 0, 0;): On input ring vec-
tors a, b, the trapdoor Ty, of b, the matrix S € {£1}™™,
a syndrome u, and the parameters o, o, it produces a
vector € € Ay(a | aS + b) such that (a | aS +b) - € =
u (mod g).

Lemma 2. Given any sequence of ring vectors (by,--- ,by) €
(R;X"’)k, any family of functions ¥ = {f : {0, 1}* — {0,1}}
with maximum depth d and x € {0, 1}%, there exists deter-
ministic algorithms (Eval, Eval,, Evaly,) with the follow-
ing properties:

e by « Eval,i(f, (biicx)): It inputs a function f € F
and a sequence of ring vectors, outputs a ring vector
bf € R[ljxm'

®cf — Evala(f,{(b,-,c,-,x,-)}f.‘zl): It inputs a function f,
b; € R}IX”’, ¢; € Ry and x; € {0, 1} for i € [k, outputs a
ring vector ¢y € RY satisfying ¢y = (f(X)g + b)Ts+ey,
ife; = (b +x;8)"s + e; for i € [k], where ey is a low-
norm noise vector, and ||es|| < Ay - max {||€;[[};epxy. The
explanation of bound Ay refers to section 5.

o S;¢ « EBval,(f,a,{S;, xilicy): It inputs a function f,
ae R}]X’", Si € {=1})™" and x; € {0,1} for i € [k],
outputs Sy € RI™™ conditioned on aSy + f(a)g = by,
where by = Eval,i(f,{aS; + xig}iciy) and IS¢l < Ay.

Lemma 3. Given a matrix X € R™ and a real r > 5,(X),
the Xe + NoiseReRand(X, r) is distributed statistically close
10 Dgn 2 for vector € € Dge .

We utilize Algorithm 3 to construct a challenge ciphertext
with appropriate distribution. This enables the normal cipher-
text to maintain the same distribution as the simulated one.

Algorithm 3 NoiseReRand [9]

Input: The matrix X € R™<L. The distribution parameter r €
R*;
Qutput: The ring vector &€ € R”;
1: Sample e « Dy, and € «— D, 5,
2: Compute e; = Xe + €+/(r21,, — XXT).
3: Sample e; Z)R,,,_e]’ﬁw.
4: Return € = e + e,.

3 The definition of ABSEIL

As described in Fig.2, ABSEIL involves five types of partic-
ipants: central authority (CA), data owner (DO), data con-
sumer (DC), proxy server (PS) and cloud server (CS). These
entities are described as follows.

@ matched ct

Fig. 2 The system model of ABSEIL

o CA plays the role of initializing the system. Then it gen-
erates the master public key (mpk) for all entities to-
gether with the master secret key (msk) for itself. Also,
it grants secret key sk (sk’) to all data consumers (See (D
and ©).

o After capturing mpk, DO determines a keyword and en-
crypts data, then uploads the ciphertext ct to CS (See
).

e Before decrypting ct, DC requests a searchable trapdoor
twy from CA and forwards it to CS to search for matched
ct. Moreover, an offline DC can initiate a request to CA
to produce a re-encryption key rk,_, 7. Then CA transfers
itto PS. In this setting, the DC delegates the decryption
right to the DC’ through the authorization of CA (See @
and ®).

e PS§ utilizes rk;_,; to produce a fresh re-encrypted ci-
phertext cty, then transfers ctpto CS (See ®).

e (S supplies storage services. Furthermore, it utilizes #;,,
to search for matched ct for DC (See ).



3.1 Syntax of ABSEIL

For a function family ¥, a predicate space Y and a message
space M, the syntax of an ABSEIL scheme is composed of
the following algorithms:

Setup(1*,1Y) — (mpk,msk): It is performed by CA.
Given the security parameter A, the length of message vec-
tors £, it generates a pair of master public key and master
secret key as (mpk, msk).

KeyGen,sr(mpk,msk) — sk,¢s: It is performed by CA.
Given mpk and msk, it outputs the offline secret key sk, .

KeyGen,,(mpk, msk, sk, f,y) — sk: It is performed by
CA. Given mpk, msk, skorr, the policy function f € ¥, and
a predicate vector y, it produces secret key sk that contains
decryption key sk and search key sk;.

Enc,rr(mpk) — ctyrr: Itis performed by DO. Given mpk,
it returns the offline ciphertext ct, ;.

Encon(mpk, ctorr,X,m, k,,) — ct: It is performed by DO.
Given mpk, ct, sy, the attribute vector x € {0, 1}*, the message
m € M and the keyword k,, € Zj, this algorithm generates
the ciphertext ct.

Trapdoor(mpk, msk, sk, k|,) — ty,: It is performed by
CA. Given mpk, msk, search key sk, and a keyword £, it
produces the search trapdoor fy,,.

Search(mpk, ct, ty,,) — (1/0): It is performed by CS.
Given mpk, ct and ty,, it outputs 1, if k,, = k;, holds; oth-
erwise outputs 0.

Decrypt(mpk, ct, sky) — (u/L): It is performed by DC.
Given mpk, ct and sk corresponding to the policy function
f, DO can obtain the message u, which represents the inner
product of vectors m and y (u = (m, y)), if f(x) = 0. Other-
wise, it returns a distinctive symbol L.

ReKeyGen(mpk, msk, f) — rk;_ ;: Itis performed by CA.
Given mpk, msk and f, it produces the re-encryption key
rkf 7

ReEnc(mpk, ct, rkf_, 7 X) — cty It is performed by PS.
Given mpk, ct, rkf_)f~ and x € {0, 1}, it generates a re-
encrypted ciphertext ¢t corresponding to the function f.

ReDecrypi(cty, sky) — (u/L): It is performed by DC.
Given cty and sk_lz- of function f , it recovers u, if f(x) = 0,
otherwise returns a distinctive symbol L.

Correctness. We state that ABSEIL is correct if the fol-
lowing constraints hold:

For Y(mpk, msk) « S etup(1%, 1), sk, r — KeyGen,(
mpk,msk), sk — KeyGen,,(mpk, msk, sk,rr, f,y), ctorr <
Enc,pr(mpk) and ct < Enc,,(mpk,ct,rr,x,m,k,), where
x € {0, 1}, k, € ZZ, y € Y andm € M. If f(x) = 0 holds, we
have that

Pr [Decrypt(mpk, ct, skp) — /1] =1 — negl(d).

For ¥sk « KeyGen,,(mpk, msk, sk,s, £y, rkp_; <
ReKeyGen(mpk, msk, f), ctyp ReEnc(mpk, ct, rkf_>f~, X),
where f, f € . If f(x) = 0 holds, we have that

Pr [ReDecrypt(ctf-, skf) - /,l] =1 —negl(1).
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For VYty,, « Trapdoor(mpk, msk, skg, k
If k], = k,, holds, we have that

), where k], € Zg.

Pr [S earch(mpk, ct, t,,) — 1] = 1 — negl(d).

3.2 Security definition

The security requirements of this work are to resist CPA and
CKA. We now illustrate the security game of selective in-
distinguishability under CPA (Sel-IND-CPA), which contains
a sequence of interacting operations between challenger C
and adversary A. In the reduction, let KeyGen represent
KeyGen,;y and KeyGen,,, and Enc represents Enc,s and
Enc,,. The game Gamecps(4,C, A) is depicted as follows.

Init. A declares a challenge attribute vector x* and a chal-
lenge policy f*.

Setup. Given the parameters A and ¢, C performs algorithm
(mpk, msk) « S etup(1*, 1), then publishes the mpk to A.

Query phase. A can adaptively perform the following
queries:

e Key query. A submits (f,y) to C. Then C returns sk «
KeyGen(mpk, msk, f,y).

e Re-encryption key query. A sends (f, f,y) to C. Then
Creturns rky_, ; < ReKeyGen(mpk, msk, £).

e Re-encryption query. A sends (ct,X,y, f, f) to C. Then
C produces are-encryption key rk._, 7, and returns ¢ty <
ReEnc(mpk, ct, rkf_, 7 X).

Challenge query. A first sends two messages (mg, m;) to
C. Then C randomly picks 8 € {0, 1}, and returns ct* «
Enc(mpk,x"*,mg, k).

Guess Phase. A outputs a guess bit 5.

The advantage of advantage A in the above game is repre-

sented as Adviis ETL(1) = [P’ = B] - 1/2].

Definition 4. A scheme is Sel-IND-CPA secure if any adver-
sary has at most a negligible advantage Adv’éf;SA’f;L[(/l) in win-
ning Gamecpa(A,C, A).

The definition of Sel-IND-CKA demonstrates that a ma-
licious server cannot capture keyword information from the
ciphertext, even if it has a search trapdoor. The game
Gamecga(A,C, A) is as follows.
Setup. On input the parameters A and ¢, C invokes
(mpk, msk) « S etup(1*, 1°) and published mpk to A.
Query phase. A conducts the following queries:
o Key query. A queries to C on (f,y), then obtains sk «
KeyGen(mpk, msk, f,y) from C.

e Trapdoor query. A queries to C on search trap-
door #,, of the keyword k,, then obtains #,, <«
Trapdoor(mpk, msk, sk, k,,) from C.

Ciphertext query. A first requests the ciphertext for (k,,, X).
Then C constructs the consequential result cz.

Forgery Phase. ‘A forges a ciphertext ct* relevant to key-
word k;, and attribute vector xX*. If S earch(mpk, ct”*, ty,,) — 1
holds, then A wins this game. The advantage of adversary A

: ; BSEIL
in the above game is represented as Adv‘é KA
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Definition 5. A scheme is Sel-IND-CKA secure if any ad-

o BSEIL( )\ ;
versary has at most a negligible advantage Adv‘é Ka-ad) in
winning Gamecga(A,C, A).

4 The concrete construction of ABSEIL

For a function family ¥ = {f : {0, 1} - {0,1}}, a predi-
cate space Y = {0,---,B,(D)} and a message space M =
{0,---, B,,()}¢, ABSEIL requires that the result |{y, m)| < K,
where the bound K = {B,B,,.

Setup(1*,1Y) — (mpk, msk): On input a security parame-
ter A, the length of attribute vectors ¢, then perform:

1. Determine the parameters n, m, ¢, k, T depending on
A, the hash function H : ZZ — Ry, where ¥{,v € Z7,
H({) — H(v) is full rank.

2. Invoke (a,T,) « RTrapGen(1%,t =
Ry, Ta = (0, 7).

3. Perform (ay, Ta,) < RTrapGen(14,t; = 0) and (a,, T,,)
— RTrapGen(1%,t, = 0), where a; = (4 | —4T,,) and
a, = (4| —4aT,,). Then transfer T,, to data owner DO.

4. Sample a vector u<—R;X[ and a sequence of ring vectors
(by, - ,by) € (RDM,

5. Construct K = [l'il; ﬁz] € Dgoay and by = [k, 1] € R;
for i, € R, then compute h, = uK.

6. Output mpk = (a,a,, ay, {b;}icix, hy, by, u) and msk =
(Ta. Ta . K).

1), where a €

KeyGen,sr(mpk, msk) — skyrr: It receives mpk and msk,
then conducts following processes:

1. Sample the matrix E, s < Dgnxc - , and the ring vectors
pi € Ry fori € [£] by invoking p; « Perturb(T,, (b +
D)o, o, q) according step 1 of the RS amplePre.

2. Return Skoff = (Eoff, {pi}ie[[])~

KeyGen,,(mpk, msk, sk,s¢, f,y) — sk: It inputs mpk,
msk, sk,¢¢, a function f € ¥ and a predicate vector y, then
does the following processes:

1. Compute by < Eval,i(f, {b;}ie(x)), where by € R}]X’".

2. Letp = u—bsE,f € R;X[. For i € [{], generate
w; € Rl as w; « SampG(p; — ap;, 0, q) by step 2 of
the RS amplePre. ' .

3. Fori € [{], compute r; € Dgn, asr; = [p(ll) +owW;; p(z') +
ywis PO+ wis- s pi + wl.

4. Assemble E,, = [r; | --- | r,,] € Dgmx -, then construct
E; = (E,; Eypp) satisfying [a | by] - Ef = u.

5. Produce decryption key sky = Ey and search key sk, =
K;b;,.

6. Return sk = (sky, sky).

Enc,rr(mpk) — ct,rr: It takes in mpk, then performs:

1. Sample s <« R,y < Dgs.e — Dggy,€
Dge 7,3 — Dgn oy and S; « {£1}"" for i € [k].

2. Generate eg = (e; | e]S; |---|e;Sp)".

3. Return Cloff = (s,ep, €1, €, {Si}ie[k])-

Encon(mpk, ctorp, X, m, k,,) — ct: On input mpk, ctyrr, an
attribute vector x € {0, 1}¥, a message m € M and a keyword
k,, € Zy, perform:

1. Constructv=(a|b; +x1g]|--- | br + xg).
2. Compute & = v's + ey € ‘RZ’(k”) and & =u's +e; +
e+ |g/K]me R
Generate t,, = H(k,,) and & = h;b;.
4. Compute a,, = a; + (0 | 7,8 = (@ | t,g — aT,,) and
ag=a,+(0]|&g) = (a|ég—AaT,,).
5. Sample ¢y < RSamplePre(ag, T,,,0,0, 05, &) condi-

tioned on agey = 0 (mod g).

6. Setc, =als+ezand & =Es+y.
7. Return ct = (€, €1, ¢y, €y, &).

w

Trapdoor(mpk, msk, sks, k;,) — ti,: On input mpk, msk,
sky and a keyword k;,, it conducts:
1. Generate ¢/, = H(k/,) and € = u - sk, € Ry-
2. Calculate 4, = a; + (0| £,,2).
3. Sample e, < RSamplePre(a,, T, &, 0,0, 1,) condi-
tioned on 4,.e,, = &.
4. Return t,, = (ew,é).

S earch(mpk, ct, t,,) — (1/0): Takes as input mpk, ct and
tw, then it performs:
1. Compute 4y = a, + (0| £g) = (4| ég — AT, ).
2. Compute § = ¢ —e,.c,,.
3. If |6] < Lg/4] and aygcy = 0 hold, it returns 1; otherwise
returns 0.

Decrypt(mpk, ct, sky) — (u/L): It inputs mpk, ct and sk;.
Then execute the following procedures:
1. Parse ¢t = (Cp, ¢y, ¢y, Cy, ), where the element & =

{€itierox € 7221(“1)-
2. Perform ¢ « Evaly(f, {(b;, ¢, Xi)}ierx))-
3. Output u = Roundgk) (yTél - sk}(co;cf)), where

Round, 4k | denotes rounding to |g/K|.

ReKeyGen(mpk, msk, f) — rk;_z: It takes in mpk, msk
and f. Then proceeds as follows:

1. Perform by « Eval,;(f, {b;}ief)) and bf- — Evalpk(f,
{bitierx))-

2. Sample Efﬁf < RSampleLeft(a,by, Ty, (albf), o, 0y),
such that (a | by)E, 7= (a|bj) forE, € Dﬂsmxzmm.

3. Generate rk; ;= (E;_ 7. f. f).

ReEnc(mpk, ct, rk;_,7,X) — ctz: On input mpk, a cipher-

text ct, rkf_, 7 and x, perform:
1. Parse the ciphertext ct = (€, ¢, €y, Cg, C).
2. Execute ¢y « Eval,(f, {(b;, ¢;, X)) }ief))-
3. Compute € = (cp; ¢f) € Rf]m and & = E;_)fé € Rflm.
4. Output cty = (éé,él,cw, cy,C).

ReDecrypi(cty, sk;) — (u/L): The algorithm inputs the
re-encrypted ciphertext ¢z and the secret key sk 7 correspond-
ing to the function f. Perform as the following manners:

1. Parse the ciphertext ct7 = (€}, €1, ¢, €9,0).

2. Output u = Round, 4 k| (yTél - Sk}[éé)



5 Correctness and parameters of ABSEIL

We estimate 0 ~ VIn(27imax/€), Where 7ig,y is the maximum
ring dimension and € € (0, 1) is the bound of error for round-
ing process. More precisely, we take o = 4.578. The param-
eter o, satisfies oy > Co - 02 - (Vnk + V2n + 4.7), where
k = |log,(g) + 1] and the constant Cy = 1.7.

In the KeyGen,, process, the matrices E; and K, follow
the distributions Dz, and Rgxz, respectively. There-
fore, we can estimate the bound of E; as [[Ef|| < o5 V2nm{.
Additionally, the bound of K; is ||K|| < o Vnt. 1In the
Trapdoor algorithm, e, € Dgn s, so the bound of e, is

o5 Vnm. Analogously, for matrix E;_,; € Dgawan s in the
re-encryption key rkféf, we have (a | bf) E ] = = (a| bf)
Thus, the bound of E f satisfies ||E o fII < 2mo.

For the ciphertext ct, each element ¢; = (b; + x;2)"s + €;,
where i € [k] and e; € Dgn,. According to lemma 2, the
bound for the error vector ey is |lef|| < A - max {|le;]|}, where
Ay = C'o(b+nm)? with a constant C’, b is the base and d =
[log,k]. In the Enc,ys algorithm, the error vectors e;, e; and
e3 are chosen from the distributions Dg: ,, D ; and Dgm -,
respectively. Therefore, it follows that |le;|| < o Ve, |les| <

nt and |les|| < o \nm, where T > Cooo A (2 nm + VE).
In the Enc,, phase, it requires that ||cs|| < o5 nm if agey =
0 (mod ¢) holds.

In the search process, if k,, = k], holds, we have that

_A_ 4T
0=20C—1,Cy
T T
=és+y—e,(a,s+es3)
T
=X —¢€,¢€3,

the 6 is error. Hence, 6] < |g/4] holds, if the bound of e e3
satisfies |le]es|| < oo gnm.

During the decrypting process, if f(x) =
u is computed as follows:

0 holds, the result

p=y' & - ski(coscy)
=y (u's+e +e +|g/K|m)
— (" (@] (Fxg+by) s+ (essep))
= lg/KIy,m) + e,
where the error e, = y'(e; + e) + (Efy)"(e;;er) and
(e;;e) € Rfl’”. Combined with the above explanation, we
can determine the bound for e, as |le,| < nfV(c + 1) +

2C 1nmtVoo(\n + (bnm)?).

In the ReDecrypt algorithm, if f(x) = 0, we calculate u as

u=y'é& - sk}é{)
=y (u's+e +e +|g/K]m)
By (@175 B (esiep)
= |q/K]{y,m) + e,
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wheree. =y'(e; +e) + (E fy)TE;H f(eg; e;). Consequently,

7
r

we determine the bound for e] as
4C1nm25Vo'a'f( Vi + (b nm)?).

Therefore, for the correctness of decryption, it requires
that ¢ > 4nKtV(o + 1) + 16C nm> Voo (b \nm)**!, where
the constant C; = 128.

Multi-hop. This property enables authorized DC to ex-
ecute ReKeyGen and ReEnc algorithms multiple times by
selecting appropriate parameters. This means that using
a function p and a decryption key sky, one can perform
ReKeyGen to acquire the matrix Es_,, € Digomaan 7, condi-
tioned on (a | by) - Es_,, = (a | b,). Then he/she constructs
rkr, = (Ef_p, f, p), and acquires a re-encrypted ciphertext
by invoking the ReEnc operation.

Unidirectionality. This property suggests that the proxy
can only convert the ciphertext for the function f into the ci-
phertext for function £, but not vice versa. Essentially, the
ReEnc algorithm does not involve the function f. Hence,
the function f cannot be leaked by any party. In addition,
it can be found that neither party can generate the compo-
nent E;_, . of the re-encryption key unless the function fis
compromised. In summary, we say that the proposed scheme
satisfies unidirectionality.

(<

= ntV(ioc + 1) +

5.1 Security

We demonstrate that our scheme is Sel-IND-CPA and Sel-
IND-CKA secure under the RLWE assumption and the RSIS
assumption.

Theorem 3. Given appropriate parameters, if a PPT adver-
sary breaks the ring variant of r-ALS with a negligible advan-
tage, then our scheme is Sel-IND-CPA secure.

Technically, we rely on the ring variant of work [8] (r-
ALS) and the noise re-randomization technique of Lemma 3
to prove the indistinguishability of the challenge ciphertexts,
where the operations of r-ALS are depicted in Fig.3. By a se-
quence of games, we demonstrate that if the r-ALS scheme is
secure under the (Decisional) RLWE assumption, our scheme
is secure for appropriate parameters.

Proof. As stated in Definition 4, the adversary A first de-
clares the vector x* = (x},---,x;) and challenge function
f*. We require the secret key query (f,y) conditioned on
fx*)=1lor f = f"A{mgy,y) = (my,y), where my and m;
are two challenge messages. Note that, to simplify descrip-
tion, we denote KeyGen,rr and KeyGen,, as KeyGen, the
same for the Enc phase.

Game: This game is coincident with Gamecps (4, C, A)
of Section 2.

Game,: In this game, we change the manner of generat-
ing the pseudo-random ring vector a. For this, the vector a
is sampled from the distribution R}]X’”, instead of being gen-
erated by performing (a, Ty) < RTrapGen(1'). Then the
challenger C enumerates a basis T, to answer A’s secret key
query. The rest of operations remains the same. Therefore,
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Setup(1*,1%) : Enc(mpk,m) :

a+ R 54+ Ry

Z < Drexm 4, e) < Drpm o
¢

u«ZacR, ey < Dre,

mpk + (a,u) cto =as +e;
cty =us+ex+ [¢/K|-m

Return (ct, cty)

msk < Z
Return (mpk, msk)

KeyGen(msk,y) : Dec(cty, cty, sky) :

=y ct; — skyctoy

f=argmingeqo.. x-1y|la/K] 1 — f
Return j1

Return (y, sky =y ' Z)

Fig.3 The algorithms of the r-ALS scheme.

the Game, and Game, are statistically indistinguishable in
A’s view.

Game,: The main object of this game is to repro-
gram the parameter u of mpk and the component E; in
the KeyGen phase. First, C samples D;,Dy — Dgux 5,
and calculates u; = aD;. Then C performs the algorithm
by« Eval,(f*, {bi}icix)), then computes u = u; + bpD>
and D = (D;;D,). In this context, the condition u =
(a | by) - D holds. For a secret key query for (f,y),
C computes skp = Dy if f*(x) = 0; otherwise performs
E; < RSampleLeft(a,by,Ty,u,0,0), then generates
skp- = Eyy and sk by the way of KeyGen. At last, C re-
turns sk* to A.

For this, we can observe that the element u; is statistically
close to R)*‘. Further, we have that u = u; + b;.D, follows
the distribution R}*‘. Consequently, Game, is statistically
close to Game,.

Gamej: In this game, we show how to reconstruct vec-
tors (by, -+ ,by), instead of sampling randomly from R;X'".
Specifically, C randomly samples a series of matrices S} €
{1} and sets b; = aS} + x]g Vi € [k]. After com-
pleting the above operations, C produces the noise vector
e = (e] |ejS]|---|e]S)T € ‘R'qn(k”). Other operations
remain the same as Game,.

By the leftover hash lemma [7], A can distinguish (a, aS;,
e/S?) from (a, b, e[ S?) with the advantage negl(1), where bis
aring vector over R}]X’". Moreover, the elements (by,--- ,by)
of this game are statistically close to those in Game,. Thus,
A has a negligible advantage to distinguish Game, from
Game;s.

Game,: The operations of this game remains the same as
Game;, except for changing sky and rk,_, 7 in KeyGen and
ReKeyGen, respectively. For f = f* A (mg,y) = (my,y), C
computes the element D relying on the method in the previ-
ous games, and sets sky- = Dy. To generate rkf*_>f~ for A,
C performs rk;._, ; < ReKeyGen(mpk, f, sky-). For the con-
straint f(x*) = 1, C executes the following operations:

e Perform Sy « Eval;,(f,a,{S}, x}ic)) conditioned on

aS; — f(x)g = by, where by =
X185, aSZ - xkg))'

e For key query, produce E; < RSampleRight(a, g, T,
S¢,u,0,0) such that (a | aS; + g)E; = u. Then con-
struct sky = Ery.

e For re-encryption key query, C receives (f, f) from A.
Then C executes KeyGen algorithm to obtain the secret
key sky corresponding to the function f. Finally, C gen-
erates rk,_,; < ReKeyGen(mpk, msk, .

e Re-encryption query, A submits the tuple (f, f, ct, X) to
C forx # x*. Then, C produces rk,_, 7 and returns cty <
ReEnc(mpk, ct, rka 7 X).

Eval,«(f, (aS] —

From the above processes, the advantage of A in distin-
guishing between Game; and Game, is close to negl(A).
Therefore, Game; and Game, are considered statistically in-
distinguishable.

Games: The objective of this game is to demonstrate the
indistinguishability of the ciphertexts for message mg(8 €
{0, 1}), relying on the security of the r-ALS. By interacting
with the challenger in r-ALS (C,_ars), C obtains the master
public key mpky = (ay, uy) from C,_ars. Then C executes the
following procedures.

Init. A declares a vector x* and a function f*.

Setup. Sample D, « Dgux, and S; € {1} Vi €
[k], then calculate a = a; € R} andu = uj +b;D, € R*.
In addition, C generates a;, h, and b, relying on the original
way of Gamey, then produces {b;}icx; € Rﬁll *mk a5 described
in Game;s for producing mpk.

Query phase. For the tuple (f,y) requested by A, C
requests C,_41s to obtain the secret key skyq of the r-ALS
scheme.

If f*(x) = 1, C performs Sy « Evalg,(f, a,{S}, x] }iert1)
and E; « RSampleRight(a,g,Ts,Sy,u,0,0), and then
constructs Efy. Otherwise, compute the decryption key as
skpe = (sk; 0> D2y) € R;’”. The rest operations remain the
same as Game;.

Challenge query. A sends a pair of messages (mg, m;)
to C. Then C requests C,_s1s to obtain a pair of ciphertexts
(ctop, ct1,4), and computes ¢+ < Eval,(f*, {(b;, ¢;, X)) }icix))-
Next, C generates (€, €}) according to the following pro-
cesses:

& = (ctog | (S)) ctog | -+ | (Sp) ctog),

¢} = cfi y+D; - ¢;- + NoiseReRand(D; , o),

where 7 > Cooo,A;Q2~nm + VO). At last, C sets ¢, =
Sy ctog €RY and &* € R,.

We show that Game, and Games are considered indistin-
guishable. This means the advantage of A in distinguishing
Game, from Games is at most negl(1). Since the element
Zy of r-ALS is sampled from the distribution Dgean -, for the
parameter u, we have

u=u, +b.D,
(Zoag)" +bs-D,

= (albs)D,



where D = (Z];D») € DR2mx[ . When f = f*, A can obtain
the decryption key sk = (Ze y, D,y) = Dy. Additionally, for
f*(x) = 1, C performs the operations described in the Query
phase. Therefore, the decryption key of this game remains
indistinguishable from that of Game,. For the challenge ci-
phertext ct*, we have that

& = (ctog | (S) Tctop | -+ 1 (Sp) " ctop)

=(alaS) s+ (es | (S)7ey),

where §* = (S7 1 --- 1 S;). In this case, the elements &
and ¢ are statistically 1ndlst1ngulshable since they follow

the distribution RZ’U‘“). For the element &}, we have that
& = ct} o + D; ¢s- + NoiseReRand(D; , o)

= (ll - bféDz)TS +e + Lq/KJ -1my

+ D] (bj.s + es) + NoiseReRand(D; , o)

=u's+e; +Djes + NoiseReRand(D;, 07) + |g/K] - my,.

By Lemma 3, D] e + NoiseReRand(D;, o) follows the
distribution Dgs .. Thus the noise is statistically close to e;.

Guess Phase. A outputs a guess bit 5.

From the above processes, we conclude that if the (Deci-
sional) RLWE is hard, the advantage of A in breaking the
proposed scheme is at most negl(1).

Theorem 4. Given appropriate parameters, our scheme
achieves Sel-IND-CKA provided that the RSIS problem holds.

Proof. Suppose the advantage AdviESE'L(1) of a PPT ad-
versary is 1 —negl(2), then a challenger C can solve the RSIS.
The reduction is constructed relying on Definition 5.

Setup. C performs the equivalent operations as Gamecga(
A,C,A).

H-query. Let g, be A’s maximum number of trapdoor
query, and L,, be the empty list about the query. When A ini-
tiates a query, C inspects whether the tuple (a}, k;,, £;,) previ-
ously appeared in L,,. If not present, C produces t;, = H(k;,),
and programs a; of mpk asa; = (4| —1,g — aT,,). Then in-
serts the tuple (a}, k., #;,) into L,,. Otherwise, C sets a; = aj,
and returns a;.

Query phase. For capturing sk and #,, A adaptively ini-
tiates the following queries:

R4 W’

e Key query. After catching the request of A, C simulates
sk by invoking KeyGen, s and KeyGen,,. Then C pro-
grams sky depending on the operations of Game; and
Game,. In this context, A successfully forges sk; with
little advantage.

° Trapdoor query. To simulate #,, C sets t,, = H(k,,) and

=a,+(0 1,8 = @] (t,—1;,)g—aT,,). Then produces
§ h;-sk; and e,, < RSamplePre(a,, Ty, f o, 0y, (t,—
t)). Since (t,, — 1,,) € R, is an invertible tag, the condi-
tion a,e, = f holds.

Ciphertext query. A initiates a series of ciphertext re-
quests for (k,,, X). C produces (€, €, ¢,,, ¢) relying on the way
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in Enc,, process. Then sample ¢y < Dgn and generates
ct = (éo, €1, ¢y, Co, C).

Forgery phase. A forges a ciphertext ct* = (&, &, ¢}, €,
¢*) about (k;,, x*). It restricts that (k;,,X") was not querled in
the ciphertext query phase.

We conclude that once A wins in Gamecka (A, C, A), then
< osy/nm is a solution
of RSIS, i.e. agc; = 0 (mod g) holds. Further, C captures
a valid ¢ with probability 1/g,,. Consequently, A forges a
ciphertext with advantage & = AdviESEL(2), then C can pro-
duce a solution of RSIS with advantage £/g,,, contradicting
to the fact. Theorem 4 holds.

6 Performance analysis

We present the efficiency analysis and evaluation results of
the ABSEIL scheme. The symbols in the rest of this section
are depicted in Table 2.

Table2 List of symbols

Symbol Definition

ng The value for log ¢

ity The value for log,(g)

Ty The computational overhead of Eval ,x

T The computational overhead of Eval,

Typ The computational overhead of SamplePre
Tsp The computational overhead of RSamplePre
Ty The computational overhead of RSampleLeft

6.1 Efficiency analysis

Table 3 explicates the feature comparison of the ABSEIL
scheme with relevant works. We observe that the schemes
[10] and [12] are inferior to other works in terms of pol-
icy flexibility. The schemes [11] and [12] involve search-
able functions, but they exclude the PRE mechanism, which
naturally incurs obstacles in the realistic application. The
work [16] does not enjoy searchable capabilities. Retrieving
the desired information from large volumes of data became
their challenge. The Number Theoretic Transform (NTT) op-
erations speed up the polynomial arithmetic. Thereby our
scheme retains capable computing efficiency.

The performances on the storage overhead are described
in Table 4. Note that the implicit condition is 7i; < n, < n.
We remark that ABSEIL outperforms other related schemes
in terms of storage cost of secret key sk and search trapdoor
tw, Which is quite acceptable to the recipients. Specifically,
ABSEIL yields at least a 3-fold improvement in the storage
size of sk compared with the work [10], and improves the #,,
size from 12nn, in the reference [12] down to nii,. For the
storage space of master public key mpk, re-encryption key
rk and re-encrypted ciphertext rct, our scheme also achieves
prominent improvement compared with [10, 16]. Therefore,
ABSEIL scheme reduces the transmission delay, benefiting
from the low storage overhead.

We describe the approximate computational overhead of
each algorithm about relevant schemes in Table 5, where
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Table 3 List of futures

Scheme Access Policy Searchable Unidirectional Multi-hop Assumption

Ref. [10] And-Gates N N X LWE

Ref. [11] Boolean expression v X X LWE

Ref. [12] Threshold v X X LWE

Ref. [16] Boolean expression X N N LWE

Ours Boolean expression v v v RLWE
Table4 Comparison of storage requirement

Scheme mpk sk ct tiw rk rct

Ref. [10] 12kn’n, 6knn, 12knn,, 6knn, 72kn*n) 12knn,

Ref. [11] (k +3)n’n, 144n%n2 6(k + 2)nngt 18nn, - -

Ref. [12] 6(k + 2)n’ny 36n%nl 6(k + Dnny 12nn, - -

Ref. [16] (k+ 2)n2nq 4n2n§ (k +2)nng - 4n2n§ 3nn,

Ours n ((k + )iy + () (€ + 2fi) n((k +3)iig + () nit, 472 n(2fi, + €)

i = logn, T}, represents the overhead of basis delegation and
T‘Y,, < Tjp,. The results indicate that the computational com-
plexity of ABSEIL outperforms other correlative construc-
tions. Because the complexity of the basis delegation en-
joys high computational complexity, and the RS amplePre of
ABSEIL is more computationally efficient than S amplePre
in other schemes, such that ABSEIL completes notable im-
provements in KeyGen. Besides, we optimized the com-
plexity of multiplication by the Number Theoretic Trans-
form, resulting in a definite improvement in the execution
efficiency of the Enc phase. The cost of ABSEIL for op-
erations Trapdoor and Search are niif + Tsp and 2nii i,
respectively, which outperforms the methods [10-12]. In
this setting, recipients can efficiently retrieve data from re-
mote servers, even with lightweight equipment. Although our
scheme involves the Eval.; operation in the Decrypt phase, it
still maintains a similar time consumption to schemes [10]
and [12]. Moreover, ABSEIL reaches simpler arithmetic op-
erations in ReKeyGen and ReEnc phases than other construc-
tions, relying on the optimized trapdoor form together with
the sampling technique over ideal lattices. Taken together,
the proposed scheme has theoretical merits in both storage
and computing efficiency.

6.2 Evaluation results

The ABSEIL scheme is implemented using the Palisade Li-
brary [15] of version 1.11. We evaluated all these algo-
rithms on a host with Intel(R) Core(TM) 15-8250U CPU @
1.60 GHz, which runs Ubuntu 18.04 operating system. The
results are taken from the average of 20 program executions.

Fig.4 summarizes the execution time of the Serup,
KeyGen, Enc and Decrypt phases when the parameter £
grows, where KeyGen and Enc involve offline and online
phases. In the experiments, we choose the ring dimension
n = 1024, base b = 512, attribute number £k = 8, and the
size of a ring vector m = 17. The results demonstrate that £
is one of the factors affecting the runtime. For KeyGen,r,
KeyGen,, and Enc,,, execution time linearly grows as ¢ in-
creases, and the algorithms S etup, Enc, sy and Decrypt main-

tain almost constant runtime. We remark that the offline
phase of KeyGen occupies dominant computing time with £
grows. In this setting, after pre-performing KeyGen, sy once,
recipients merely need to invoke the lightweight KeyGen,,
algorithm for capturing secret key sk.

500
Setup
450 4 KeyGenos
—@- KeyGeng,
400 - Encof
—4— EncCon
3501 —@— Decrypt
% 300
£
g 250
=
f=s
3
e 200 -
150 A
100 A
50 Ak h——k——h————k——h—%

1 2 3 4 5 6 7 8 9 10
The value of parameter £

Fig.4 The runtime for Setup, KeyGen, Enc and Decrypt when £ grows.

Further, the runtime of operations Trapdoor, Search,
ReKeyGen and ReEnc with different ¢ is depicted in Table
6. For the search function, ABSEIL scheme enjoys gratify-
ing runtime. From the view of a recipient, the desired data
can be acquired from the remote servers in little time. Also,
ReKeyGen phase has a high runtime. The principal reason is
that step 2 of this phase costs extensive time.

We investigate the impact of the number of attributes on
the computational efficiency on the user side. From Fig.5,
it can be observed that ABSEIL remains high-performance.
The runtime of the Decrypt phase is only 473 ms, even with
the number of attributes k = 16. In addition, operating of-
fline reduces the computational load on both data holders and
receivers. The efficiency of Enc and KeyGen phases is im-



10

Table5S Comparison of computational overhead
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Scheme KeyGen Enc Trapdoor Search Decrypt ReKeyGen ReEnc
Ref. [10] Tsp 12kn’n, + 2n Tsp 6knn,, 6knn, 2Ty, 72kn%n;
Ref. [11] Tpr +Tp 6(k + 2)n2nq£’ +Tsp Tpk +Tp+Tsp  Onng(n+36) + Ty - - -

Ref. [12] Tgp+Tp 6k + l)nznq 2Ty 24nn, 12nn, - -

Ref. [16] Tox + Tp (k +2)n*n, - - 4n*nl + Ty Tpp+Tsp  4nPn} + Ty
Ours nfight + Tpr + Ty (k + 2)niing + nit€ + T nil + Ty, 2nfigh nQhg+Of+ Ty 2Tp+ Ty 4nﬁ§iz + T

Table 6 The runtime (ms) for Trapdoor, Search, ReKeyGen and ReEnc

Parameter £  Trapdoor Search ReKeyGen ReEnc
3 40.2 1.4 1741.6 144.8
5 41.3 1.5 1742.8 148.6
7 42.0 1.6 1747.7 150.4
9 43.3 1.6 1774.5 152.3
550
3 on.k=2
500 1 3 off.k=2 492
= onk=4 473
4501 3 off.k=4
3 on.k=8
4001 =3 offk=8
3 on.k=16
3901 == offk=16
E 3001
g 265
E 250 A
& 215
200 A
150 A 146
100 4 86 89
509 3, 36 47 47ﬁs_6 42
Bl | L8
Enc KeyGen Decrypt

Fig. 5 The runtime for Enc, KeyGen and Decrypt when k grows.

proved by at least 9% and 11%, respectively, when the num-
ber of attributes k < 16.

As shown in Table 7, we evaluate the runtime of each al-
gorithm in our scheme by choosing different bases. The re-
sults represent that the computational efficiency of all the al-
gorithms increased by about 25% when base b is reduced to
half of itself. For a rational security level, the scheme requires
an appropriately large ring dimension as well as a small base
[14]. We can employ a larger base to trade off security and
efficiency in practical scenarios, such as base b = 128, 256 or
512. Furthermore, the efficiencies of KeyGen, Decrypt and
ReEnc are mainly affected by operations Eval,; and Eval,,.
Precisely, the time cost of Eval,; occupies 55% of KeyGen.
Likewise, the consumption of Eval,, is approximately 98%
and 92% of the runtime for Decrypt and ReEnc, respectively.

7 Conclusion

To achieve access control of post-quantum security, we pro-
posed an offline/online attribute-based searchable encryption

scheme from ideal lattices (ABSEIL) for IoT. It involves an
efficient search function, adaptable access policy and multi-
hop property. Theoretically, ABSEIL reaches appropriate
performance for computing complexity and storage require-
ments. Notably, we deliver a specific implementation for AB-
SEIL. Through comprehensive evaluations, we elaborate that
the proposed scheme is applicable to the application context.

As a future extension, we will investigate how to further
strengthen the practicability of the proposed scheme, such as
implementing the traceable mechanism. Moreover, we will
be devoted to reducing the runtime of our scheme.
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