
SecGuard: Multi-Dimensional 
Provenance Analysis for Self-

Supervised APT Detection

Frontiers of Computer Science, DOI: 10.1007/s11704-025-50797-z

Chen CHEN, Yunchun LI, Mingyuan XIA, Wei LI



Problems & Ideas
• Problems of conventional provenance-based approaches:

– Vulnerable to mimicry attacks where malicious actions are disguised 
as benign.

– Lack fine-grained detection and overlook critical semantic and 
temporal signals in system audit logs.

• Ideas: A self-supervised framework (SecGuard) that integrates 
structural, semantic, and temporal features for robust, fine-
grained APT detection.

An APT scenario showing malicious (red) and mimicry (orange) activities interwoven with benign behaviors (green),

illustrating the detection challenge.



Main Contributions
• Contributions:

– A novel self-supervised APT detection framework that uniquely 
integrates structural, semantic, and temporal analysis of provenance 
graphs.

– A multi-dimensional approach that provides strong robustness against 
sophisticated mimicry attacks by making evasion significantly more 
difficult.

– Ablation studies confirm that each core component, including our 
FASD algorithm, is critical for achieving efficient and accurate 
detection.

Experimental results show SecGuard consistently outperforms baseline methods on DARPA and Unicorn datasets in both entity-level
and subgraph-level detection.


