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Problems & Ideas

Problems of adversarial approaches for Deep Learning based
DDoS Detection:

— Assume prior knowledge about the detection model.

— Focus solely on classification evasion without network protocol

constraints.

Ideas: Reduce the detection accuracy of deep learning based
detection systems by deceiving their built-in deep learning
based detection models while maintaining DDoS attack effect.
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The principles of adversarial attack approach against deep learning based DDoS detection system.
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— We explore a feasible adversarial attack approach against deep

learning based DDoS detection systems when the detail of input
features and detection model remains unknown.

— We provide the corresponding defense method for preventing the
proposed adversarial attack approach

— We conduct and evaluate the proposed adversarial approach and its
defense method based on a real-world network topology and dataset.
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the proposed adversarial approach is capable of reducing the detection accuracy markedly and the defense method is

effective in mitigating the negative impact of the adversarial samples



