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Problems & Ideas
• Problems of conducting code reuse attack under strict 

environment.
–  Many defense techniques, such as ASLR and XOM, are proposed to 

defend against ROP attacks.
–  In victim programs, most syscall instructions lack following ret 

instructions.

• Ideas: SeBROP attack 
– collect all gadgets by blind execution to bypass fine-grained ASLR and 

XOM
– exploits the current vulnerable signal checking mechanism to realize 

the execution flow control even when ret instructions are absent.



Main Contributions
SeBROP can defeat almost all state-of-the-art defense techniques.

The SeBROP attack is compatible with both modern 64-bit and 32-bit 
systems.

SeBROP attack can successfully spawn a remote shell on Nginx, 
ProFTPD, and Apache with less than 8500/4300/2100 requests, 
respectively.
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