
An efficient and authenticated key 
establishment scheme based on fog 

computing for healthcare system

Frontiers of Computer Science, DOI: 10.1007/s11704-021-0537-z

Xinghua LI, Ting CHEN, Qingfeng CHENG, Jianfeng MA



Problems & Ideas
• Potential problems of Jia et al.’s scheme and Ma et al.’s 

scheme
– Ephemeral key disclosure attack

• Ideas: Designing an authenticated key agreement scheme 
based on fog computing.
– The user is authenticated by the trusted cloud server through the 

fog node.

– The user, the fog node and the trusted cloud agree on a session key.



Main Contributions

• The improved scheme is securer 
and resists ephemeral key 
disclosure attack.

• The improved scheme costs 
lower computation overhead.


