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Problems & Ideas

* Problems of Dynamic Searchable Symmetric Encryption (DSSE):

— Irrational update issues compromise correctness and forward and
backward security in most DSSE schemes, necessitating robustness.

— The demand for non-interactive search is urgent in real-life scenarios
involving queries over large-scale databases in network environments.

e J|deas: Further consideration of non-interactive search scheme
that satisfies robustness and forward and backward security.
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Robust, Non-interactive Search, and Forward and Backward Secure Scheme
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+ A timestamp-based tag generation mechanism1
« A symmetric revocable encryption technique
with fast revocation test
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» Ensure the correct temporal relationship !
among ciphertexts i

+ Hide the ciphertext/operand relationship !
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Achieve robustness and non-interactive search
as well as forward and backward security



Main Contributions

e Contributions:

— A universal Type Il backward security definition in robust DSSE

* Extend the Type Il backward security definition to the robustness context

— A DSSE scheme that simultaneously achieves robustness, no-interactive
search, and forward and Type Il backward security
e Sub-linear search complexity

* Employ a timestamp-based tag generation mechanism and a symmetric revocable
encryption technique with fast revocation test property to address the robustness
challenge

» Better empirical search performance, particularly under poor network environments
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Comparisons with prior DSSE schemes



