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Problems & Ideas

* Problems with traditional data poisoning defense methods:
— They can only defend against a specific type of data poisoning attack.
— They generally have low defense accuracy.

* l|deas: This work improves two adversarial detection
methods—feature squeezing and model mutation—and
applies them to defend against data poisoning attacks.
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The figure illustrates the types of data poisoning attacks that can be defended against by the proposed method compared
to other defense methods. The proposed method can defend against multiple types of data poisoning attacks, whereas
existing methods are typically limited to defending against only one or two types.



Main Contributions

e Contributions:

— |t was observed that adversarial samples and data poisoning samples
share similarities in their feature space distribution and mutation
sensitivity;

— By improving two adversarial sample detection methods and applying
them to defend against data poisoning attacks, the approach achieves
higher accuracy and is capable of defending against multiple types of
data poisoning attacks.
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The left figure shows that the improved feature squeezing method achieves higher defense accuracy compared to other
methods, while the right figure demonstrates that the improved model mutation method results in a significantly higher label
change rate for poisoned samples than for normal samples.



