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Problems & Ideas

* Problems of conventional adversarial defense approaches:

— Traditional adversarial defense either relies on computationally
expensive adversarial training or requires a pre-trained robust teacher
model. Both are impractical for large-scale Vision-Language Models.

* Ideas: We find that a standard CLIP model exhibits intrinsic
robustness to adversarial examples generated by a different
CLIP, and propose a lightweight framework that transfers this
proxy robustness via heterogeneous proxy transfer.
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The pipeline of the proposed HPT-GPD. In the generalization-anchored warm-up, the zero-shot generalization ability is
maintained at a low learning rate; then, the proxy robust transfer is performed at a high learning rate, while the model
obtained in the warm-up is used for generalization pulling.



Main Contributions

e Contributions:

— We reveal that vanilla CLIP can provide proxy adversarial robustness
for heterogeneous CLIP models, establishing the foundation for the
adversarial robust transfer of VLMs;

— We propose a heterogeneous proxy transfer framework via
generalization pivot decoupling, which effortlessly enhances the zero-
shot adversarial robustness of the target CLIP while preserving its
natural generalization ability.

— Experiments on 15 downstream datasets demonstrate that the
proposed method offers signifficant improvements in both zero-shot
adversarial robustness and natural generalization for CLIP.
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CLIP 4218 1757 6777 1049 328 898 488 1875 384 039 039 609 1582 2376 234 5161 1738 0
FT-Standard 2421 1230 4765 571 265 156 761 1757 013 000 039 687 2031 2382 175 4815 1379 406
Advace FTTeCoA[l4] 4082 2441 7070 1921 1445 2813 23.05 2813 1257 3.03 1933 1648 2402 4056 1269 53.68 2696 1112
PMG [15] 6706 3331 7791 1113 1391 4200 2758 2963 2125 330 1515 999 1482 4121 1332 5765 2995 1817
HPT-GPD (ours) 7114  40.10 8$3.88 24.56 2224 5045 28.04 3234 2569 3.69 1962 1853 1911 5006 1490 5815 3516 1486
CLIP 8743 6039 97.08 5779 8293 8695 6572 3990 4112 2050 5606 5824 1942 7943 5160 5352  59.88 0
FT-Standard 8867 5878 9589 4661 7007 7500 4160 4179 3860 857 5859 5128 2910 7988  37.10 5474 5476 406
Cleanace FITeCoA[14] 6679 4101 8925 4701 5281 7031 3613 3594 1888 781 4883 4367 2832 7298 3789 3789 4699 1112
PMG [15] 8280 5228 9299 5878 7052 8446 5677 3511 2858 1575 4641 5486 2098 7682 4804 5770 5518 1817
HPT-GPD (ours) 90.74 6483 9560 5879 7505 8168 5011 3426 3832 1407 6156 5335 2287 7963 4500 5814 5775 1486

Average zero-shot adversarial accuracy (i.e., Adv acc) and clean accuracy (i.e., Clean acc) under PGD-10 attack.



