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Problems & Ideas
• Problems of conventional adversarial defense approaches:

– Traditional adversarial defense either relies on computationally
expensive adversarial training or requires a pre-trained robust teacher
model. Both are impractical for large-scale Vision-Language Models.

• Ideas: We find that a standard CLIP model exhibits intrinsic
robustness to adversarial examples generated by a different
CLIP, and propose a lightweight framework that transfers this
proxy robustness via heterogeneous proxy transfer.

The pipeline of the proposed HPT-GPD. In the generalization-anchored warm-up, the zero-shot generalization ability is

maintained at a low learning rate; then, the proxy robust transfer is performed at a high learning rate, while the model

obtained in the warm-up is used for generalization pulling.



Main Contributions
• Contributions:

– We reveal that vanilla CLIP can provide proxy adversarial robustness
for heterogeneous CLIP models, establishing the foundation for the
adversarial robust transfer of VLMs;

– We propose a heterogeneous proxy transfer framework via
generalization pivot decoupling, which effortlessly enhances the zero-
shot adversarial robustness of the target CLIP while preserving its
natural generalization ability.

– Experiments on 15 downstream datasets demonstrate that the
proposed method offers signifficant improvements in both zero-shot
adversarial robustness and natural generalization for CLIP.

Average zero-shot adversarial accuracy (i.e., Adv acc) and clean accuracy (i.e., Clean acc) under PGD-10 attack.


