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Problems & Ideas

• Problems:
– SS schemes based on the Chinese Remainder Theorem (CRT) are 

either low in the information rate or complicated in construction.

– Most of the existing SS schemes face two types of attacks, message 
modification attack, and eavesdropping attack.

• Ideas:
– A simple construction of an ideal (t,n)-SS scheme is proposed based on 

CRT for a polynomial ring.

– We proposed a SS scheme which is resistant to eavesdropping and 
modification attacks by outside adversaries based on common 
polynomial factor. 



Main Contributions

• An ideal (t,n)-SS scheme based on 
CRT  for polynomial ring with an easy 
construction phase is given.

• choosing r(x) and df -degree f(x)

       ri(x) = r(x) + IDi

• generating the share si(x) of Pi

       si(x) = f(x) mod ri(x)

• recovering f(x) from m shares, e.g., 

{si | i [m]} (t m n), by CRT for 

Fp(x) and thus obtaining the secret 

s(x)
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• This paper proposed another (t,n)-SS scheme 
which can not only prevent message 
modification attack in the distribution phase and 
reconstruction phase but also thwart 
eavesdropping attack in the reconstruction 
phase.

• choosing r(x), g(x) and (tdr+1)-degree f(x)

      ri(x) = r(x) + IDi

• generating mi(x) as the share of Pi

• let ax+b = f(x) mod g(x) 

• publishing H(x), g(x) and the verification 

message h(x)=H(a) H(b)

• decrypting Enck(mi(x))

• verifying mi(x)

• recovering f(x) from m mi(x), e.g., {mi | 

i [m]} (t m n), by CRT for Fp(x) 

and thus obtaining the secret s(x)
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• calculating k:

      k(x) = mi(x) mod g(x) = a'x+b',

      k = H(a'||b')

• verifying mi(x) by comparing H(a') H(b') with 

the published h, where

      gi(x) =Deck(Enck(mi(x))) mod g(x)=a'x+b'

• encrypting mi(x) with key k

Pi

Distribution Phase

Reconstruction Phase

mi(x)

Enck(mi(x))


