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Problems & Ideas
• Previous SCAREs have a few limitations

– prior knowledge, such as known key, collision point location
– theoretically feasible only

• Ideas: Practical SCARE on AES-like ciphers with secret S-box
– key recovery: profiled collision attack
– S-box reconstruction: intermediate results of MixColumns 



Main Contributions

• Profiled correlation attack • S-box reconstruction
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