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1 Search Structures in Searchable Encryption

In Searchable Encryption (SE), a ciphertext comprises an encrypted payload along with an Index (search structure) of
encrypted keywords. From literature, we determine that most of the existing verification enabled Symmetric Searchable
Encryption (SSE) schemes [1-10] utilize Inverted Index (II) search structure in construction of searchable ciphertexts.
On the other hand, there exist a few SSE schemes [11-16] with an alternate i.e. Simple Index (SI) search structure in
ciphertext. In particular, II is a list of keyword values prepared by pre-processing the existing documents. With each
keyword value in II, a list of document identifiers containing that keyword value is associated. In II-based SSE schemes,
a single inverted index along with the collection of encrypted documents is uploaded onto server [17]. Subsequently, the
search (for a single keyword) is performed across a single index. The search result includes a list of document identifiers
associated with the keyword matching with the searched keyword. On the other hand, SI is a list of keyword fields where
position of each field is pre-specified. Moreover, with each field of SI, a keyword value has been assigned. In SI-based
SSE scheme, a separate simple index is associated with each encrypted document. The search is performed across index
of each document separately and result includes the associated document for successful search. Note that a precise view
of SI vs II is illustrated with example in Section 2. Formally, utilizing a single common index, II search structure seems
storage efficient as compared to SI search structure. However, in practice SI has several benefits over II as discussed in
Table 1.

Table 1: Simple Index vs. Inverted Index search structure

Simple Index (SI)

Inverted Index (II)

SI is a separate index I; associated with each data item D; €
D where D = {D1, ..., Dy, }.

SI supports dynamic data collection. Since each D; has
its own I;, the insertion of a new data item D, does not
affect the stored data collection D.

SI supports variable values for n keyword fields in index
Ii={wi1 = vi1,...,Win = Vin} where v;; € Vi; (1 < j < n)
and V;; is the set of possible values for keyword field w;;.

The size of an index I; is constant i.e. |I;|=0(n) for 1 <
i < m. It is comparatively smaller then the size of II.
An Sl-based SSE scheme includes one-phase search algo-
rithm where a search result contains data item D; if I; satis-
fies the search criteria.

Using SI, an efficient conjunctive-keyword search is pos-
sible with constant sized search token.

IT is a single index I that is common amongst entire data
collection D = {D1,..., Dy, }.

II supports static data collection i.e. D must be available
apriori to construct an index I. The insertion of D,, 1 needs
an index update operation [18-20].

II supports static values for keywords in index i.e.
I={v1,...,vv} where V is a total number of keyword-values
to be supported. As compared to SI, V:Z;—1 Vi >> n.
For V different values, the size of an index is [I|=0(V) that
is much higher than the size of SI.

A majority of II-based SSE schemes include two-phase
search algorithm where in the first phase, a search result
includes list L = {IDq,...,IDn,} (1 < Ng < m) for N, data
items satisfying search criteria where ID; is an identifier for
data item D; (1 < i < Ny). In the second phase, user fetches
actual data items DIDi from the server.

With II, a conjunctive-keyword search involves either leak-
age of keyword-data relationship to server or exponential i.e.
0(2") storage overhead at server [12,14] and hence imprac-
tical.

2 Application Scenario

We illustrate an application scenario where SI-based SSE scheme would be more effective than II-based SSE scheme and
show the importance of result verification in case of malicious storage server.

Let us consider a firm of Certified Public Accountants (CPA) that collects financial information from the registered
customers and prepares legal financial documents. To share data amongst employees (CPAs), the firm hires cloud storage



services. In addition, the firm utilizes an SSE scheme to securely search data stored on the cloud server. Figure 1 represents
a scenario of CPA searching data.

Searchable Ciphertext (SC)

)t | =y

%

Certified Public Accountant Res — Red Clou! Server

(cPA)

Steps : (1) CPA prepares Searchable Ciphertext (SC) by associating an
Index with the collection of encrypted documents, (2) CPA uploads SC
to the cloud server, (3) CPA prepares a search token T, (4) He forwards
T to the server, (5) The server applies T onto SC, (6) The server
forwards Res (documents satisfying token) to the CPA.

Figure 1: Scenario of a CPA

To precisely define the scenario, we demonstrate an SSE with Index of n = 6 keyword fields, i.e. I,, = (CID, Rel, Day,
Month, Year, ITRF) where each keyword field w; € I has different values as follows:

e CID € {C001,C002...} - the ID assigned to customer by the firm,

o Rel € {ITR(Income Tax Return), AUDIT(Auditing of account), ST(Sales Tax), GST(Goods and Service Tazx), PLO(Personal
Loan), HLO(Housing Loan)...} - the relevancy of document,

e Day € {01, ..,31}, Month € {Jan,...,Dec}, Year € {2016,2017, ...} - Date on which document is prepared,

e ITRF € {Pending, Completed} - Whether ITR filing is pending or completed.

Note that we consider the set of values for each keyword as V;; (defined in Table 1).

To employ II search structure in construction of Searchable Ciphertext (SC), the firm requires a predefined collection
of encrypted documents. Additionally, SC includes an IT of size O(377_, [V;|) with prefixed set of keyword-values (Figure
2(a)). Moreover, once an SC is uploaded onto server, subsequent insertion of a new document into the uploaded data
collection or insertion of a new keyword value into II, requires the computationally expensive index update operation
linear to O(V') [18-20]. On the other hand, for the underlined application, registration of a new customer and future
data collection from the registered customers are the most common activities. In addition, with respect to the contents
of documents, distinct values for keywords may be associated with each document. Therefore, II-based SSE scheme is
impractical for the application under consideration.

On the other hand, with SI search structure, the firm needs to associate a comparatively small, fixed length index I (of
size O(n) << O(X_7_, [V;])) with variable values of keywords with each document as shown in Figure 2(b). In addition,
since each new document has its own associated index, insertion of a document to the stored data collection does not incur
any additional cost. With this fact, we infer that SI-based SSE scheme is indeed beneficial for the underlined application
scenario.

Considering the advantages of SI, let us assume that the firm utilizes an SI-based SSE scheme and a CPA attempts
the following queries:

1. List documents for customer ’C001’ related to "ITR’ for year 2017".
Q=('CID=C001" AND ’Rel=ITR’ AND ’Year=2017")
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Figure 2: Searchable Ciphertexts (SC)

2. List documents for year ’2017 where "ITR’ is pending.

Q=("Year=2017" AND ’Rel=ITR’ AND ’ITRF=Pending’)

3. List documents for year 2017 where filing of 'ITRF’ is completed.

Q=("Year=2017" AND ’Rel=ITR’ AND ’ITRF=Completed’)

For each query, server performs conjunctive search operation across Index and returns either encrypted payload data
(for successful search) or NULL (for unsuccessful search) as a search result. In such a setup, if server is malicious, it may
deliberately alter the search result either by tampering the resultant data or by forwarding a NULL value for successful
search. For the listed queries, any alteration of result, may lead CPA to the erroneous information about the status of
income tax return file. Therefore, verification of the returned result is indeed essential in case of a malicious cloud server.
Additionally, it should be noted that conjunctive keyword search is a desirable operation for the above queries.
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