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Problems & Ideas
• Problems of associated with client-side encryption and secure provisioning of constrained IoT devices include:

▪ Resource constraint with respect to the cost of using classical algorithms for encryption before outsourcing of IoT 

device data onto cloud storage systems

▪ Availability of information on the process and ease of IoT  provisioning.

• Ideas: An implementation of a low cost algorithm (based on the Advanced Encryption Standard) in tandem with IoT 

device constraint is utilized for client-side encryption of a sample IoT device and detailing the process of provisioning 

the sample IoT device onto an IoT cloud platform.

Client-side encryption and device provisioning algorithms. Left: The low-cost algorithm (based on the AES) Right: comparison of the 
PC and SAMG55 implementations of the reduced round algorithm.



Main Contributions

▪ Implementation and comparison a Low-cost algorithm (Based on the AES) to lightweight  CLEFIA, 

experimentation of the avalanche effect test on the low-cost algorithm and using it as client-side encryption 

solution in provisioning the SAMG55 microprocessor;

▪ Experimentation and analysis of  resource constrain in IoT devices, exemplified by comparing a PC and 

SAMG55 implementations of  a Low-cost algorithm for client-side encryption to the standard AES128;

▪ Secure provisioning of a sample IoT device (SAMg55 microprocessor) on AWS IoT core using the Amazon 

Web Services (AWS) Command Line Interface (CLI) programmatic access tools.

• Contributions:

Left: comparison of lightweight CLEFIA and the Low-cost cipher RR2; Middle: cloud-end view of the provisioned IoT device showing
connection records; Right: comparison of the PC and SAMG55 implementations of the reduced round algorithm.


