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Problems & Ideas
• The cryptography construction with bounded leakage

resilience may not be able to hold their claimed security in
the continuous leakage setting.
– In the real word, an adversary can make continuous leakage attacks.

– A cryptography scheme proved in the bounded leakage model cannot
keep its original security in the actual application.

• The previous IBE schemes with continuous leakage resilience
either only achieve CPA security or obtain selective identity
CCA security.
– The CPA security be proved in the standard model.

– The CCA security can only be obtained in the selective identity security
model.



Main Contributions
• In this paper, we focus on the construction of CCA secure

continuous leakage-resilient IBE scheme.
– We allow continuous leakage of the private key of user. In other words,

our proposal can keep its claimed security in the continuous leakage
setting.

– The leakage parameter is independent of the plaintext space and has
a constant size. That is, our construction has better leakage resilience,
even if the length of encrypted message is long.

– An adversary cannot obtain any leakage on the private key of user
from the corresponding given ciphertext, i.e., all elements in the
ciphertext are random in the adversary's view.



Better Performances


