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Problems & ldeas

Problems of password strength measurement/metrics

— The existing password strength metrics and tools can not produce an
objective measurement.

— Since they cannot accurately model the attackers' strategies, the metrics
are different and inconsistent

Ideas: Hybritus Password Strength Checker

— Integrates different websites’ strategies and views into global and robust
model of the attackers.

— Based on multiple layer perceptron (MLP) neural networks.
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« Performance of multiple layer
perceptron (MLP) classifier

Precision  recall fl score support

Weak 1 0.99 0.99 226666
Medium 0.92 0.97 0.95 58408
Strong 0.93 0.76 0.84 14926

Average/total 0.98 0.98 0.98 300000




