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Problems & Ideas
• Problems on cryptanalysis of two larger variants of HALFLOOP, 

standardized by U.S. DoD to encrypt data during ALE:
– The best attacks are generic without relying on the structure of ciphers.

– Searching for the stronger non-generic attack is a pending issue to 
explore design flaws and improve the security. 

• Ideas: An evaluation of two larger variants of HALFLOOP 
against related-key boomerang attacks, since the low diffusion 
in the key schedule.
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Main Contributions
• Contributions:

– An enhanced model search for sandwich distinguishers of ciphers with 
non-linear key schedules that combines deriving more constraints to 
improve efficiency and overcoming the limitations of non-linear key 
schedule to avoid possible weak-key attacks or invalid trails.

– Nearly full-round key recovery attacks on HALFLOOP. For HALFLOOP-48, 
the time complexity is improved compared with other non-generic 
attacks. For HALFLOOP-96, A 9-round non-weak-key attack is achieved.


