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Abstract Privacy preserving methods supporting for data
fusion have attracted the attention of researchers in multidis-
ciplinary fields. Among the advanced methods, differential
privacy (DP) has become an influential privacy mechanism
owing to its rigorous privacy guarantee. However, DP has no
limit on the bound of introduced noise, leading to a low-level
data utility. Recently, researchers explore how to achieve a
good trade-off between privacy and utility, but the optimal
result is still worth investigated. In this paper, we explore an
optimal differential privacy mechanism for data release with
constrained error. We first propose truncated noise mecha-
nism to limit the noise introduced by DP to a fixed bound.
Then we take advantage of particle filter to sanitize the per-
turbed results to obtain the optimal data utility. Experimen-
tal evaluation demonstrates that our mechanism outperforms
current schemes in terms of security and utility for plenty of
queries, while maintaining the privacy requirement of DP.

Keywords Privacy preserving, Data release, Differential
privacy, Constrained error, Particle filter

1 Introduction

In data-driven applications, such as location based services
(LBSs), disease surveillance and social networks, etc., infor-
mation fusion is necessary for data owners to obtain better
services. For example, in location based applications, be-

Received month dd, yyyy; accepted month dd, yyyy

E-mail: dlikai ju@cqu.edu.cn

haviors aggregating one’s precise position to service provider
can be used to get better shopping recommendations and
route planning. In disease surveillance, gathering individual’s
physical data can prevent the outbreak of some diseases.

As suggested in above examples, information fusion has
outstanding benefits for knowledge discovery and acquisi-
tion. But the aggregated data may contain individual’s sensi-
tive information (e.g., personal home address, health condi-
tion). Untreated data may disclose individual’s privacy while
data owners may be reluctant to release their true data values
due to privacy concerns. Therefore, privacy preserving data
fusion has become a substantial issue in data aggregating and
mining [1], [2].

Early privacy preserving schemes inherently rely on the
security guarantee of designed algorithms, where the secu-
rity is difficult to be theoretically proved and analyzed. To
remedy this problem, DP proposed by Dwork [3], [4] has a
solid mathematical foundation, and no restrictions on adver-
sary’s background knowledge. It is a type of privacy pro-
tection method which strictly defines the strength of protec-
tion and data utility. Due to the fact that DP can provide a
complete theoretical guarantee of privacy security and better
data availability, it has become a significant privacy preserv-
ing framework in recent years.

DP controls protection strength by using a parameter ε. A
small ε means a good protection. But a small ε will inject
high-level noise into the data to be protected, leading to low-
level data utility. In real-world applications, data curators
always hope that the error of the data uploaded by users is
sufficiently small. The aggregated data with large errors may
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have a great influence on the accuracy of mining results [5].
For example, a user who wants to protect his/her precise loca-
tion, uploads perturbed positions to the service provider (SP)
to obtain LBSs, but the positions that the SP collected may
have large errors and the data utility is destroyed, as illus-
trated in Fig. 1 and Example 1.
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Fig. 1: Effect of true and perturbed positions on the mining
results

Example 1. Consider a scenario that Amy wants to query
the restaurants within one kilometer radius around her true
position x. To preserve her location privacy, Amy utilizes DP
technology to perturb her true position x and obtain a per-
turbation x′. Then Amy sends x′ to the SP and increases the
query radius (e.g., 2 KM) to filter the results that her wants.
In this case, after aggregating perturbed positions, SP may
want to use these data to do some analysis and mining tasks
(e.g., clustering or classification). However, some positions
that Amy uploaded may have large errors, which greatly af-
fect the analysis and mining results. In some extreme cases,
data uploaded by users may be useless for a mining task.

The above example illustrates that a good protection needs
high-level noise, but high-level noise may violate data avail-
ability. The perturbed data that containing much more noise
have great effect on analyzing and mining results. If we can
limit the noise size to an acceptable range while satisfying the
requirement of DP, then this dilemma can be avoided. The
goal of this paper is to explore the optimal noisy mechanisms
while preserving DP.

Current approaches attempt to solve this problem from two
natural solutions: one category is privacy-first mechanisms.
Their idea is to reduce the error as much as possible while
meeting the privacy requirement of DP. The other category
is called “accuracy-first" methods. They first limit the error
to a fixed bound and then design the noise form to meet the
requirement of DP.

Although various prioritization solutions towards mitigat-
ing differentially private release problem with constrained er-
ror, current schemes are still afflicted with the following chal-

lenges:

• Violating DP: Although accuracy-first methods limit
the error to a fixed bound. But the noise generated by
these methods does not always conform to Laplacian
distribution. While only Laplacian noise could meet the
privacy requirement of DP strictly, thus accuracy-first
methods violate DP.

• Data Utility: The other privacy-first schemes try to
improve the accuracy of publishing results by multiple
schemes while meeting DP. But as far as we know, the
release method to achieve optimal data availability is
still worth investigated.

These challenges imply that an optimal mechanism with
constrained error for differentially private data release is in
high demand. With respect to the first challenge, to strictly
meet the requirement of DP, we generate the needed noise in
a truncated form. The truncated distribution can satisfy DP,
while limiting the noisy error to a fixed bound. For the sec-
ond challenge, we take advantage of the particle filter, which
is the optimal filter to address non-Gaussian noise, to obtain
the optimal availability of published data. Furthermore, we
extend the particle filter to polar coordinate system, to deal
with two dimensional data.

Based on these considerations, we propose an optimal er-
ror constrained differentially private data release solution. We
first propose the truncated mechanisms in one and two dimen-
sions respectively, to limit the error to a fixed bound while
satisfying DP. Then we design optimal particle filters in one
and two dimensions to obtain the best publishing results. To
the best of our knowledge, our solution is the first technique
that renders truncated mechanisms and filtering to obtain the
optimal publishing accuracy while satisfying DP. Our contri-
butions are threefold:

• Error Constrained DP: Standard DP has no limita-
tion on error constraint, leading to an unexpected dam-
age on data utility. We extend DP to the notions of
AE-DP and AE-Geo-indistinguishability, which are the
expansions of DP in one and two dimensional form
with error constraint respectively. AE-DP and AE-
Geo-indistinguishability limits the noise error to a fixed
bound, while preserving ε-DP.

• Truncated Mechanism: We propose two truncated
mechanisms, called “truncated Laplacian mechanism"
and “truncated planar Laplacian mechanism", to real-
ize AE-DP and AE-Geo-indistinguishability in practice.
These two truncated mechanisms can limit the noisy er-
ror to a fixed bound while preserving ε-DP in one and
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two dimensional form.
• Optimal Filtering: We propose two filtering schemes

to sanitize perturbed publishing results. We take advan-
tage of particle filter to deal with non-Gaussian noise
and extend it to a polar form, to obtain optimal data util-
ity in one and two dimensions.

The rest of this paper is arranged as follows. In Section
2, we introduce the mechanisms associated with our work.
Then notations and preliminaries adopted in this work are
described in Section 3. Section 4 demonstrates the truncated
mechanisms in one and two dimensions respectively. Our de-
signed optimal particle filters to sanitize the perturbed results
are described in Section 5. Security and utility analysis of
our solution are demonstrated in Section 6. The experimen-
tal evaluation was performed in Section 7, while conclusions
and future work are in Section 8.

2 Related Work

Existing utility error constrained differentially private data
aggregating mechanisms can be classified into two cate-
gories. The former is accuracy-first methods. They first set a
fixed noise bound and design the noise, whose size is within
the bound, to satisfy the requirement of DP. The other type
is privacy-first methods. These methods first make the noise
satisfy the requirement of DP, then they improve the data util-
ity using a variety of means.

2.1 Privacy-first

When publishing various sensitive data (such as search logs
[6] [7], data mining results [8] [9], etc.), there are a lot of
technologies for enforcing DP. Nonetheless, none of these
technologies can optimize errors of published data. Instead,
they can not reduce noisy results’ variance or specific appli-
cation indicators, such as the accuracy of classification [8].
Next, we will discuss some typical methods of privacy prior-
ities.

Barak et al. [10] designed a technology to publish the
marginals of a given data set. However, their purpose is
not only to improve the accuracy of published data, but
also to make noisy results more user-friendly. Their method
can guarantee each marginal number is non-negative and all
margins are consistent. That is to say, the sum of each
marginal number and that of the others should be equal. Ka-
siviswanathan et al. [11] proved several lower bounds of the
relative error of noisy marginal counting. However, they did

not come up with any specific algorithm for the release mar-
gin.

Blum et al. [12] presented a mechanism to publish single
dimensional data, which has a good performance on relative
error in terms of various counting query even facing the worse
case. Literature [13] proposed an method to improve the per-
formance range of Blum et al.’s scheme. Furthermore, Xiao
et al. [14] designed a method for multidimensional data pub-
lishing.

Li et al. [15] summarized the methods in [13] and [14].
They proposes an optimal scheme, which can minimize the
relative error of any given query. In fact, the method proposed
by Li et al. can also address marginal data. Since we can
consider the marginal count data as the result to a specific
count query. Nonetheless, as these methods only decrease the
relative error of count data, they still generate a big relative
error for the smaller count data.

Privacy first mechanisms enforce the noise satisfy ε-
differential privacy. They attempt to minimize the noisy rel-
ative error to improve the utility of data. Nevertheless, the
optimal results not always meet the accuracy requirement. In
addition, the deviations of mean, variance and MSE are not
discussed in these works, which have significant effect on the
mining results.

2.2 Accuracy-first

Ligett et al. [16] proposed a framework which takes care of
accuracy first. It has a high-level utility while preserving the
privacy of empirical risk minimization (ERM). We can utilize
it to search the privacy degree space and find the most experi-
enced algorithm which satisfies the requirement of accuracy.
While the number of privacy levels searched only produces
logarithmic overhead.

The most relevant work is the truncated Gaussian mech-
anism proposed by Liu [17]. According to the definition
of global sensitivity in DP, she demonstrates that the widely
used Laplacian distribution is a specific instance of general-
ized Gaussian (GG) distribution family. She discusses how
GG mechanism meets the theoretical requirements of DP un-
der the pre-specified privacy degree, and studies the relation-
ships between GG distribution and Laplacian distribution. In
her work, she indicates that the statistical properties could be
the same with original data only if the bound is symmetri-
cal. But she has not given the method to make the properties
unchanged.

The aforementioned schemes limit the error to a fixed
bound and then change the form of noise to meet the pri-
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vacy requirement of DP. But these methods have the risk of
violating DP.

2.3 Summary

The privacy and accuracy are always a couple of contradic-
tion in private data publishing. State-of-the-art methods try
to solve this contradiction from two aspects. Nonetheless,
privacy first schemes can not guarantee enough utility with
a certain constrained error. Although accuracy first methods
can preserve good utility, the generated noise may not con-
form to Laplacian distribution, and the statistical properties
are changed. Therefore, in this paper, our goal is to provide
an practical solution to aggregate data with constrained rela-
tive error while preserving comprehensive privacy. Specially,
we aim to address the following challenges:

• How to define the error constrained DP in one and two
dimensions respectively?

• How to guarantee the privacy requirement of DP with an
error constrained noise?

• What is the upper bound of the utility loss caused by the
noise and how to obtain the optimal sanitizing publish-
ing results?

3 Notations and Preliminaries

This section introduces the basic concepts for solving our
problem. In particular, we first give the necessary symbols
for our work. Secondly, we describe the preliminaries of DP
and its implementation mechanism. Finally, an expansion of
DP in two dimension, i.e. Geo-indistinguishability is demon-
strated.

3.1 Notations

We use several notations to denote the symbols we needed in
one and two dimensions respectively in this paper. In one di-
mension, we use a dataset D, to denote sensitive instances. To
protect sensitive data, data owner utilizes a randomized per-
turbation mechanism M to generate and publish a perturbed
query result Q′ = M(D). In two dimension, we use p and
p′ to denote the true and perturbed two dimensional data re-
spectively. Table 1 lists the main notations used in this paper.

3.2 Differential privacy

DP [3] is a state-of-the-art privacy preservation model which
can guarantee the security of indistinguishability. Essentially,

Table 1: Notations

Symbol Description
D One dimensional dataset contains sensitive data.
M Privacy preserving mechanism.

p, p′ True and perturbed sensitive data in two dimension.
α Constrained error bound.
w Parameter of the particle filter.
B Coefficient of the truncated Planar Laplace mechanism.

r, θ Perturbed radius and angle in two dimension.
u Random noise generated in one dimension.
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Fig. 2: Probability density function of random algorithm M
on the statistical output of D and D

′

it is a noisy perturbation privacy preserving mechanism. By
adding perturbation to raw data or statistical results, DP can
guarantee that changing a single record’s value has minimal
effect on the output results. Thus, DP can preserve the privacy
of data to be protected, while supporting mining results well.
Definition 1 is its formalized form.

Definition 1. (ε-DP) Considering two adjacent datasets,
Dand D

′

, which have the same admeasurement, but differ
one record to be protected. If the random perturbation mech-
anism M makes every set of results S satisfy the following
equation on Dand D

′

, then M satisfies ε-DP.

Pr[M(D) ∈ S ] ≤ eε × Pr[M(D
′

) ∈ S ], (1)

where S ⊆ Range(M), Range(M) is the value range of ran-
dom algorithm M. Pr[·] indicates probability density func-
tion (PDF) and ε represents privacy budget parameter.

A smaller ε is related with high-level privacy. Fig. 2 shows
the PDF of random algorithm M on the statistical output of
D and D

′

. Privacy budget ε is mainly limited by random al-
gorithm M. In fact, Laplace mechanism is usually used to
realize M. The Laplace mechanism is defined as follows.

Definition 2. (Laplacian Mechanism) Let f (·) be the sta-
tistical function of the output result. The noisy samples
Z ∼ Lap(λ) obeying Laplacian distribution can ensure the
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random perturbed result M(D) = f (D) + Z satisfy ε-DP,
where λ is the scale of Laplacian distribution. The PDF of
Laplacian distribution is formalized by the following formula

ρ(z) =
1

2λ
exp(−

|z|
λ

). (2)

The scaling parameter λ is decided by the sensitivity func-
tion ∆ f and privacy protection intensity ε:

λ =
∆ f
ε
, (3)

where ∆ f is the largest effect of a single record on the statis-
tical results.

∆ f = max
D′
‖ f (D) − f (D

′

)‖1. (4)

For example, consider a dataset whose sensitivity is 1.
Based on the concept of DP, the noise (added to the real an-
swer) distributed according to Lap(1/ε) is enough to guaran-
tee ε-DP.

Definition 3. (Geo-indistinguishability [18]) For all obser-
vations S , a mechanism satisfies ε-Geo-indistinguishability
if:

Pr(S |p)
Pr(S |p′)

≤ eer ∀r > 0∀p, p′ : d(p, p′) ≤ r. (5)

The above definition ensures that points within distance
1 can produce observations with limited probabilities. If two
points are farther, the probabilities to produce S are more dif-
ferent. It is very similar as the definition of differential pri-
vacy, which requires two databases that differ a single record
value to produce the same answer with similar probabilities.

Because the Laplace mechanism can only process one di-
mensional data, Geo-indistinguishability uses a distribution
defined on a plane. In addition, they must utilize straight dis-
tance |p−µ| to replace Euclidean plane distance d(p, µ). How-
ever, only |p−µ| needs to be replaced by d(p, µ)) in (1) results,
leading to the natural expansion of the Laplacian distribution
from one dimension to two dimensions.

Definition 4. (Planar Laplacian Mechanism) Given the pri-
vacy budget ε ∈ R+, and individual’s real location p ∈ R2, the
PDF of our privacy preserving algorithm, on another point
p′ ∈ R2, is:

Dε(p)(p′) =
ε2

2π
e−εd(p,p′) (6)

where ε2/2π is a normalization parameter.
They call this function the planar Laplace operator, cen-

tered on p. It should be noted that the introduction of pla-
nar Laplacian operator on any vertical plane, which passes
through its center draws a graph that is proportional on the
linear Laplace operator.

4 AE-DP

In this section, we first propose the definition of AE-DP,
which satisfies DP with constrained bound. Then we demon-
strate our implement mechanism based on truncated Laplace
distribution, which can guarantee DP while limiting the per-
turbed error into a fixed bound. Then we use a particle filter
to sanitize the perturbed results to obtain the optimal results.

4.1 Definition of AE-DP

As we have discussed in “Introduction" section, the SP may
always has requirement on the noisy error. In this case, the
definition of DP is not appropriate. In this section, We pro-
pose the notion of AE-DP with error constraint. First of all,
we give the definition of constrained bound.

Definition 5. (Constrained Bound) Denote z is a random
noise generated by privacy preserving method, z is limited by
the bound α, i.e. |z| ≤ α, where z is generated with ε-AE-DP.
Then we can say that the absolute error of z is α.

Different with the definition of DP, AE-DP considers the
constrained noisy error. AE-DP must limit the error to a fixed
bound meanwhile satisfying ε-DP. We give its definition as
following:

Definition 6. (AE-DP) Considering two adjacent datasets,
Dand D

′

, which have the same admeasurement, but differ one
record to be protected. Then the random perturbation mech-
anism M satisfies ε-DP if M makes every set of results S on
adjacent datasets D and D

′

satisfy

Pr[M(D) ∈ S ||z| ≤ α] ≤ eεPr[M(D
′

) ∈ S ||z| ≤ α], (7)

where S ⊆ Range(M), Range(M) is the value range of ran-
dom algorithm M. Pr[·] indicates probability density func-
tion (PDF) and ε represents privacy budget parameter.

4.2 Truncated Laplace Mechanism

Definition 6 gives the formal definition of AE-DP. Then we
propose a truncated Laplace mechanism to realize AE-DP in
practice. The truncated Laplace mechanism is shown in Def-
inition 7.

Definition 7. (Truncated Laplace Mechanism) A Laplace
noise z that conforms to the following distribution satisfies
AE-DP.

f (z) =
1

2λ(1 − e−α/λ)
e−

|z|
λ , z ∈ [−α, α], (8)
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where λ =
∆ f
ε

.

Definition 7 gives the form of noise which could provide
bounded noisy error constraint. Compared to the standard
Laplace distribution, the PDF of truncated Laplace distribu-
tion has an extra factor (1 − e−α/λ)−1. The function of fac-
tor is to make the cumulative distribution function of trun-
cated Laplace be 1. Besides, the sample of noise is limited
by the bound. We can implement this noise form in a post-
hoc way by discarding the out of range cleaned results of the
conventional Laplace mechanism until the inbound value is
obtained.

The proof that AE-DP can maintain DP is in section 6.
Algorithm 1 shows the working flow of AE-DP.

Algorithm 1 AE-DP
Require: ε, Q = {q1, q2, · · · , qn}, ∆ f .
Ensure: Z = {z1, z2, · · · , zn}, perturbed query results Q′.

for each round k ← 1, · · · , n do
1. Select a query qk;
2. Compute noise scale parameter λ = ∆ f /ε;
3. Generate truncated Laplace noise zk according to the
PDF in Definition 7 with bound α;
4. Compute the noisy response q′k = qk + zk;

end for
return Q′.

4.3 Particle filtering for Truncated Laplace noise

After the truncated mechanism, we have limit the noise to a
setting bound. In this section, we explore the optimal method
to address the noisy results. According to the property of DP,
the post processing of perturbed data still conforms to DP.
We regard perturbed data as a time series, and filtering is a
good method to obtain the optimal estimate result. Thus, we
consider the process of sanitizing perturbed data as a filtering
process to get the optimal estimate result. Then the problem
is to explore the best filtering method in terms of truncated
Laplace noise.

According to the theory of signal processing, the optimal
practical filter to address non-Gaussian noise is the particle
filter, whose process is easy to follow. Thus, in this paper, we
utilize the particle filter to sanitize perturbed data.

In particle filtering technology, posterior probability is ex-
pressed by utilizing the weighted sum of some random sam-
ples, and integral operation is approximated by the. Theo-
rem 1 shows the working flow of particle filtering.

Particle filtering takes advantage of the weighted sum of a
series of random samples to express the posterior probability

and the integral operation is approximated by this summation.
Theorem 1 gives the process of particle filtering.

Theorem 1. Let q′k denote the observation value of the per-
turbed output corresponding to the query result qk. Set
q(q̂k |q′1:k) as an important PDF, and its sample q̂k is easy to
produce, such as conforming to uniform or Gaussian distri-
bution. Suppose that random variables q̂i

k, i = 1, . . . ,M can
be sampled from posterior probability p(q̂k |q′1:k). Then, the
estimate value q̂k which meets LMS(Least Mean Square) cri-
terion is:

q̂k =
1
M

M∑
i=1

q̂i
kwi

k. (9)

where wi
k is a formalized weighted parameter.

Proof. We can consider p(q̂k |q′1:k) as a approximation value
of sampling, then

p(q̂k |q′1:k) =

M∑
i=1

wi
kδ(q̂k − q̂i

k),

where δ(·) indicates the Dirac functionunit(unit impulse func-
tion), i.e., δ(q̂k − q̂i

k) = 0 only if q̂k , q̂i
k and

∫
δ(x)dx = 1. wi

k

is calculated by

wi
k ∝

p(q̂k |q′1:k)
q(q̂k |q′1:k)

.

If there are plenty of sampling particles, p(q̂k |q′1:k) can in-
deed approximate the real posterior PDF. Then the expecta-
tion estimate value of p(q̂k |q′1:k) is

q̂k = E[q̂k |q′1:k]

=
1
M

q̂i
k

p(q̂k |q′1:k)
q(q̂k |q′1:k)

=
1
M

M∑
i=1

q̂i
kwi

k.

Algorithm 2 shows the working flow of the particle filter-
ing, where PF(·) indicates the particle filtering.

5 AE-Geo-Indistinguishability

In last section, we have proposed the notion of AE-DP and its
implement mechanism in one dimension. While the two di-
mensional Laplace noise is also commonly used in real-world
applications, e.g., geographic data mining. In this section, we
extend our notion and mechanism to two dimensional case.
We first propose the notion of AE-Geo-indistinguishability,
to define the two dimensional case with constrained error.
Then we give the truncated two dimensional noise form, to
satisfy the notion of AE-Geo-indistinguishability. Finally, we
give a particle filter in polar coordinate to obtain the optimal
result.
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Algorithm 2 Q̂=PF(Q′)
Require: Perturbed query result Q′.
Ensure: Optimal estimate Q̂.

for each round k ← 1, . . . ,N do
1. Sample q̂i

k from important distribution p(q̂k |q′1:k) with
i = 1, 2, . . . ,M;

2. Compute weight wi
k ← wi

k−1

p(q′k |q̂
i
k)p(q̂i

k |q̂
i
k−1)

q(q̂i
k |q̂

i
1:k−1, q

′
1:k)

;

3. Normalize weight as wi
k ←

wi
k∑M

j=1 wi
k

;

4. Compute estimate q̂k = 1
M

∑M
i=1 q̂i

kwi
k;

5. Record q̂k;
end for
return Q̂.

5.1 Definition of AE-Geo-indistinguishability

In the mechanism of Geo-indistinguishability, their definition
of privacy formalizes an intuitive concept, that is to protect
the location of users (typical two-dimensional data) within
the radius of r, and the privacy level depends on R, which
satisfies DP.The noise conforms to Equation (6) can preserve
the privacy of Geo-indistinguishability.

In fact, the data curators always have accuracy require-
ment and the r generated by Geo-indistinguishability mecha-
nism has a infinite right bound, which destroys the accuracy
of published data.

We first give the formal definition of AE-Geo-
indistinguishability with an relative error constraint, as
shown in Definition 8.

Definition 8. (AE-Geo-indistinguishability) For all observa-
tions S , the mechanism satisfies AE-Geo-indistinguishability
if and only if:

Pr(S |p)
Pr(S |p′)

≤ eεr ∀r > 0∀p, p′ : d(p, p′) ≤ r, r ≤ α. (10)

We can see that the forms of Geo-indistinguishability and
AE-Geo-indistinguishability are similar. The difference be-
tween them is that the r in AE-Geo-indistinguishability has
been limited by α.

5.2 Truncated planar Laplacian mechanism

In this section, we propose a truncated planar Laplacian
mechanism to generate two dimensional Laplace noise with
a constrained error α, to satisfy the definition of AE-Geo-
indistinguishability.

Definition 9. (Truncated Planar Laplacian Mechanism)
Given the parameters ε ∈ R+ and the actual location p ∈ R2,

the PDF value of our noise mechanism at any other point
p′ ∈ R2, is

Dε(p0)(p) =
ε2

2π[1 − (εα + 1)e−εα]
e−εd(p,p′), d(p, p′) ≤ α.

(11)

where ε2/2π is a normalization factor. Next, we transform
the noise form Cartesian coordinate system to polar coordi-
nate system to conduct it in practice conveniently. Theorem 2
demonstrates the noise form in polar coordinate system.

Theorem 2. The PDF of the two dimensional Laplace noise
with constrained error α is:

Dε(r, θ) =
ε2

2π[1 − (εα + 1)e−εα]
re−εr (12)

Proof. We call it as a truncated two dimensional Laplace
distribution. We proof that the integral of this PDF over the
bound gives 1, which means that the PDF in Theorem 2 is in
fact the PDF of a probability distribution:

Fε(r, θ) =

∫ α

0

∫ 2π

0

ε2

2π[1 − (εα + 1)e−εα]
re−εrdrdθ

=

∫ α

0

ε2

1 − (εα + 1)e−εα
re−εrdr

=
ε2

1 − (εα + 1)e−εα
e−εr

ε2 (−εr − 1)
∣∣∣∣α
0

= 1.

Now we notice that the truncated polar coordinate Laplace
defined above has a very convenient feature to draw: the an-
gle and radius are independent with each other. That is, we
can use two margins to express the PDF. Indeed, if we use
r (radius) and θ (angle) to represent these two random vari-
ables. The two margins are:

Dε,R(r) =

∫ 2π

0
Dε(r, θ)dθ =

ε2

2π[1 − (εα + 1)e−εα]
re−εr.

(13)

Dε,Θ(θ) =

∫ α

0
Dε(r, θ)dr =

1
2π
. (14)

Hence we have Dε(r, θ) = Dε,R(r)Dε,Θ(θ). In fact, Dε,R(r) in-
dicates the PDF of truncated gamma distribution whose shape
and scale are 2 and 1/ε respectively with a boundary αd(p, o).

Since Θ and R are independent with each other, it is neces-
sary to generate r and θ from Dε,R(r) and Dε,R(r) respectively
if we want to generate a point (r, θ) from Dε(r, θ).

The drawing method of truncated gamma distribution is
different with that of truncated Laplace distribution. We first
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consider the cumulative function Cε(r) of Dε,R(r):

Cε(r) =

∫ r

0

ε2

1 − (εα + 1)e−εα
ρe−ερdρ =

1 − (1 + εr)e−εr

1 − (εα + 1)e−εα
.

(15)
We draw a random variable ρ that conforms to uniform

distribution in the interval [0, 1), and set r = C−1
ε (ρ). Then

the random number ρ that exceeds α will be throw out and
the number falls in the range (0, αd(p, o)] conforms to the
distribution of Dε,R(r).

Algorithm 2 shows the working flow of our solution AE-
Geo-indistinghuishability.

Algorithm 3 AE-Geo-indistinghuishability
Require: ε, α, p.
Ensure: p′.

1. Set r ← C−1
ε (ρ) according to Equation (15);

2. Draw p′ around p with radius r and a random angle
from 1/2π;
return p′.

5.3 Particle filtering in Polar Coordinate System

Based on the truncated mechanism, we have limit the noise
to a setting bound. In this section, we explore the optimal
method to address the noisy results in polar coordinate sys-
tem. From the last section 5.2, we know that the posterior
probability is expressed by utilizing the weighted sum of
some random samples, which can obtain the optimal result
in theory. Similar with that case in one dimension, we utilize
particle filter to address the radius and angle in polar coor-
dinate system respectively. Theorem 3 gives the process of
particle filtering in polar coordinate system.

Theorem 3. Let rk and θk denote the observation value of
the perturbed radius and angle respectively. Set q(r̂k |r1:k)
and q(θ̂k |θ1:k) as important PDFs, and their samples r̂k are
generated by uniform or Gaussian distributions. Suppose
that random variables r̂i

k and θ̂i
k, i = 1, . . . ,M can be sam-

pled from posterior probability p(r̂k |r1:k) and p(θ̂k |θ1:k) re-
spectively. Then the estimates of radius and angle r̂LMS (k),
θ̂kLMS (k) that conform to the LMS(Least Mean Square) crite-
rion are:

r̂LMS (k) =
1
M

M∑
i=1

r̂i
kui

k, (16)

θ̂kLMS (k) =
1
M

M∑
i=1

θ̂i
kvi

k. (17)

where ui
k and vi

k are normalized weight parameters.

Proof. The proof process is similar with that in Theorem 1.
Algorithm 4 describes the working flow of the particle fil-

tering in polar coordinate system, where PPF(·) indicates the
particle filtering in polar coordinate.

Algorithm 4 < R̂, Θ̂ >=PPF(< R,Θ >)
Require: Perturbed radius rk and angle θk.
Ensure: Optimal sanitized radius r̂k and angle θ̂k.

for each round k ← 1, . . . ,N do
1. Sample r̂i

k and θ̂i
k from important distribution p(r̂k |r1:k)

and p(θ̂k |θ1:k) respectively with i = 1, 2, . . . ,M;

2. Compute weights ui
k ← ui

k−1

p(r′k |r̂
i
k)p(r̂i

k |r̂
i
k−1)

r(r̂i
k |r̂

i
1:k−1, r

′
1:k)

, vi
k ←

vi
k−1

p(θ′k |θ̂
i
k)p(θ̂i

k |θ̂
i
k−1)

θ(θ̂i
k |θ̂

i
1:k−1, θ

′
1:k)

;

3. Normalize weights as ui
k ←

ui
k∑M

j=1 ui
k

, vi
k ←

vi
k∑M

j=1 vi
k

;

4. Compute estimate r̂k = 1
M

∑M
i=1 r̂i

kwi
k, θ̂k =

1
M

∑M
i=1 θ̂

i
kwi

k;
5. Record r̂k, θ̂k.

end for
return R̂, Θ̂.

6 Security and Utility Analysis

In section 4 and 5, we have proposed the truncated mech-
anisms to limit the noisy error to a fixed bound, and we
also propose the particle filtering in one and two dimen-
sions to obtain the optimal results. In this section, we an-
alyze the security and utility of our mechanisms. Specifi-
cally, in terms of security, we prove that AE-DP and AE-
Geo-indistinguishability also meet the privacy definition of
baseline DP and Geo-indistinguishability. For utility analy-
sis, we deduce the change of noisy variance, which is an base
index to measure the performance of utility.

6.1 Security Analysis

In this section, we prove that AE-DP and AE-Geo-
indistinguishability satisfy the requirement of DP and Geo-
indistinguishability.

6.1.1 Security of AE-DP

Indeed, the definition of AE-DP is a hard version of DP, i.e.,
it can also satisfy the definition of DP. We first prove that
AE-DP also meets DP, as shown in Theorem 4.

Theorem 4. AE-DP can also preserve ε-DP.
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Proof. The proof is similar with that of DP:

pD(z)
pD′ (z)

=

n∏
i=1


exp(−

ε|qi(D) − zi|

4 f
)

exp(−
ε|qi(D′) − zi|

4 f
)


=

n∏
i=1

exp
(
ε(|qi(D′) − zi| − |qi(D) − zi|)

4 f

)

≤

n∏
i=1

exp
(
ε |qi(D′) − qi(D)|

4 f

)
= exp

(
ε||Q(D) − Q(D′)||1

4 f

)
≤ exp(ε).

That
pD(z)
pD′ (z)

≥ exp(−ε) follows by symmetry.

According to the theory of [4], the post processing of the
DP still preserves DP. Thus, the sanitized results Q̂ after parti-
cle filtering still preserves DP. The proof process of AE-Geo-
indistinguishability that preserves Geo-indistinguishability is
similar with that of AE-DP.

6.2 Utility Analysis

In this section, we analyze the foundational statistical prop-
erties mean and variance to measure the utility loss of our
mechanisms.

6.2.1 Utility of AE-DP

Since standard Laplacian mechanism is a symmetrical distri-
bution with mean 0, and the methods we used are also sym-
metrical. Thus, our mechanism does not changed the mean
of noise, as shown in Theorem 5.

Theorem 5. The mean of the random variables generated by
our truncated Laplacian mechanism is 0.

Proof. Assume z is a random variable who conforms to the
truncated Laplacian distribution. Then the mean of z is:

E(z) =

∫ α

−α

z f (z)dz

=

∫ α

−α

z
2λ(1 − e−α/λ)

e−
|z|
λ dz

Let z
λ

= y, then we have

E(z) =

∫ α

−α

λ

2(1 − e−α/λ)
ye−|y|dy

= 0.

Theorem 5 demonstrates that the mean of our proposed
truncated Laplacian mechanism is the same with that of stan-
dard Laplacian mechanism. In addition, we have known that
the variance of standard Laplacian distribution is 2λ2, The-
orem 6 demonstrates the variety of variance using our pro-
posed mechanism.

Theorem 6. Given a random variable z that conforms to the
truncated Laplacian distribution, the variance of z is:

σ2
z =

λ2

1 − e−α/λ
[2 − e−α/λ((

α

λ
)2 + 2

α

λ
+ 2)]. (18)

Proof. The calculation equation of variance of random
variable z is:

σ2
z =

∫ α

−α

z2 f (z)dz

=

∫ α

−α

z2

2λ(1 − e−α/λ)
e−

|z|
λ dz

Let z
λ

= y, then we have

σ2
z =

∫ α/λ

−α/λ

λ2

2(1 − e−α/λ)
y2e−|y|dy

=

∫ α/λ

0

λ2

1 − e−α/λ
y2e−ydy

=
λ2

1 − e−α/λ
e−y(−y2 − 2y − 2)

∣∣∣∣α/λ
0

=
λ2

1 − e−α/λ
[2 − e−α/λ((

α

λ
)2 + 2

α

λ
+ 2)]

=
2λ2

1 − e−α/λ

[
1 − e−α/λ

(
1
2

(
α

λ

)2
+
α

λ
+ 1

)]
< 2λ2.

Theorem 6 indicates that the variance of truncated Laplace
random variable is smaller than that of traditional Laplace
mechanism, which may affect quantity of applications.

Indeed, we can design a particle filter by various ways. In
this paper, we take the Gaussian distribution as an example,
to analyze the least mean square error, as decribed in Theo-
rem 7.

Theorem 7. Denote the original and perturbed query result
as Q, Q̂ ∈ R. If an important distribution q(·) whose length
is M has a variance σ2

q, a m length series sampled from this
important distribution has the following posterior errors:

σ2
Q,Q̂

=
m
M


 σ2

q

2σ2
q − 1

m/2

− 1

 , (19)

where σ2
q > 1.
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Proof. Consider the Monte Carlo method without resam-
pling, we have:

{
wi

k

}M

i=1

{
qi

k

}M

i=1
=

M∏
i=1

wi
k(qi

k).

Besides,

p
{
qi

k

}M

i=1
=

M∏
i=1

(2π)m/2 exp
− (qi

k)2

2

 .
If the specific distribution conform to

q
{
qi

k

}M

i=1
=

M∏
i=1

q(qi
k)

and σ2
q > 1, we have var(q̂k) < ∞ and

var(q̂k − qk) =
1
M


 σ2

q

2σ2
q − 1

m/2

− 1

 .
If m samples are generated from the defined distribution,

their asymptotic variances are

1
M

(
∫

w2
m(q1)

q(q1)
dq1 − 1

+

m∑
k=2

∫ w2
m(qk

1)

wk−1(qk−1
1 q(qk |qk−1

1 ))
dqk

k−1 − 1).

Then, the asymptotic variance is finite iif σ2
q >

1
2

and

σ2
Q,Q̂
≈

1
M

m∑
k

[
∫

w2
m(q1)

q(q1)
dq1 − 1

+

m∑
k=2

∫
w2

m(qk)
q(qk)

dqk − 1]

=
m
M

[(
σ2

q

2σ2
q − 1

)m/2 − 1].

Theorem 7 gives the error after particle filtering. Ob-
serving the error in Theorem 7, when the samples m is big

enough, the limit of the error σ2
Q,Q̂

convergence to
(

1
2

)m/2

,

which means a small variance error. It indicates that our par-
ticle filtering is effective in practice to reduce the variance
error.

6.2.2 Utility of AE-Geo-indistinghuishability

The d(p, p′) in Equation (11) indicates the distance between
p and p′, then the PDF of truncated planar Laplacian distri-
bution in Equation (11) equals to the following form:

f (x, y) =
ε2

2π[1 − (εα + 1)e−εα]
e−ε
√

x2+y2
, (20)

where
√

x2 + y2 ∈ (0, α].
Since x and y are symmetrical around the true position.

Thus, the mean of the two dimensional PDF does not change,
which is the same as that of Geo-indistinguishability. Next
we investigate the change of variance and MSE in terms of
our truncated planar Laplacian mechanism.

Let B = 1
2π[1−(εα+1)e−εα] , then the Equation (14) can be trans-

formed to
Dε(r, θ) = Bε2re−εr, r ∈ (0, α]. (21)

Then the variance of Dε(r, θ) is

σ2(r, θ) =

∫ α

0
Bε2r3e−εretrdr

=
B
ε2 (εr)3e−εrd(εr)

=
B
ε2 γ(4, εα)

(22)

where γ(·) is the incomplete gamma function.
Equation (22) indicates that the variance of truncated

gamma random variable is changed. The variance error af-
ter our polar particle filter is similar with that in Theorem 7.

7 Experimental evaluation

In this section, we evaluate the performance of the proposed
solution on multiple real datasets. Specifically, we aim to
explore the answers of the following questions:

• How does our solution performance on the statistical
properties, including mean, variance and MSE on dif-
ferent datasets?
Since our proposed AE-DP and AE-Geo-
indistinguishability mechanisms can keep the statistical
properties not changed, while limiting absolute error
in the fixed range. In sub-section 7.2, 3 and 4, we will
evaluate the mean, variance and MSE of our proposal
and compare the results of our solution with current
representative approaches.

• How much is the utility superiority of our solution on the
data in terms of polytype queries?
We use the index (α,β)-accuracy to evaluate the perfor-
mance of data utility on multiple applications. In sub-
section 7.5, we investigate this performance on different
applications.

7.1 Datasets and Configuration

We evaluate our proposed solution by experimenting with
real datasets. We plan to prove the effectiveness of our so-
lution through four real world datasets in machine learning,
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social networking and transportation applications. Each ex-
periment was performed 1000 times.

Adult: Thanks to UC Irvine Machine Learning Reposi-
tory 1), this dataset predicts whether income exceeds 50K/yr
based on census data, which is also known as "Census In-
come" dataset. It total number of instances and attributes are
48,842 and 14 respectively.

Social Network [13]: The dataset collected friendship re-
lationships among 32,768 students from an online social net-
working site. Each student has up to 1,678 friends.

Check-in [19]: The Check-in dataset collects the times-
tamp, user ID, location and location type from 31,000 social
users online and 49,000 Americans offline in Los Angeles,
New York.

Trajectory: In terms of Geolife project [20], this dataset is
consisted of 17,621 trajectories. Its distance is 1,292,951 km
and duration is 50,176 h. Tracks contain longitude, latitude,
altitude coordinates, and time stamps.

Among the four datasets, the adult is a machine learning
dataset to test the performance of our solution on machine
learning results. Social network is a typical one dimension
dataset to evaluate the performance of our RE-DP. Check-in
and trajectory are two-dimensional datasets used to measure
the performance of our RE-Geo-indistinguishability solution.

To evaluate the effectiveness of our solution, we compare
our solution with standard DP and 3 state-of-the-art mecha-
nisms, which are Blum+[2008] [12], Hay+[2010] [13], and
GGM [17]. Besides the statistical properties, mean, variance
and MSE, the data utility was measured by the index, (α,β)-
accuracy.

7.2 Mean

The mean value of the noise can most intuitively reflect the
extent to which the added noise affects the original data. To
evaluate the effect of the introduced noise, we measure the
mean of the noise introduced by state-of-the-art schemes, in-
cluding standard DP Geo-indistinguishability. Fig. 3 shows
the box plot results on four test datasets. We set the privacy
budget ε = 1 and conduct the experiments on all datasets.

As shown in Fig. 3, the box plot includes the maximum,
minimum and median value, upper and lower quartile. From
Fig. 3, we observe that the means of noise in current meth-
ods, including our solution, are all approximately 0, indicat-
ing that the current methods have not change the mean of
original data intensely. However, the maximum and mini-
mum values of our solution have minimum fluctuation, i.e.,

1) https://archive.ics.uci.edu/ml/index.php
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Fig. 3: Mean of noise on different datasets
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the mean of noise generated by our solution is closer to 0
compared with current methods. In addition, the horizontal
line denotes the median value. From Fig. 3, we observe that
the median of our solution is closest to 0. This case indi-
cates that our solution has best stability on the performance
of noise mean. Besides, the mean of our solution is closest
to standard DP and Geo-indistinguishability, indicating that
our solution has not change the mean of noise obviously. The
experimental results show that our solution has optimal per-
formance on the mean value of noise compared with current
methods.

7.3 Variance

This subsection compares the variance of noise on different
datasets with current mechanisms. According to Dwork [4],
ε less than 1 will be appropriate for privacy preserving set-
ting, then we will follow this heuristic in the following exper-
iments. To investigate our solution’s performance compre-
hensively, we set the range of privacy budget from 0.1 to 0.9
and vary it with a 0.2 step on four datasets, holding various
privacy preserving levels.

Fig. 4 shows the results of variance of noise on differ-
ent datasets corresponding to standard one and two dimen-
sional DP and other mechanisms. As shown in Fig. 4, we
find that our solution has a lower variance of noise than the
other schemes on four datasets. Specially, in one dimen-
sional dataset, such as Fig. 4 (a), when ε = 0.1, AE-DP
has a variance of 197 while the current optimal mechanism
GGM achieves 258, improving 23.6%. When ε = 0.9, AE-
DP achieves a variance of 1.9 while GGM achieves a vari-
ance of 2.8, an improvement of 32.1%. This improvement
can also be observed in two dimensional dataset. For exam-
ple, in Fig. 4 (c), when ε = 0.1, AE-Geo-indistinguishability
has a variance of 201 while the current optimal mechanism
GGM obtains 329, improving of 38.9%. When ε = 0.9, AE-
Geo-indistinguishability achieves a variance of 3 while GGM
achieves a variance of 4.6, an improvement of 34.8%. Be-
sides, compared with current methods, the variance of our so-
lution is closest to standard DP and Geo-indistinguishability,
indicating that our schemes maintain the variance of the orig-
inal data well. The reason is that we use a linear transfor-
mation of Laplace and Gamma distribution to generate the
required noise while keep the variance unchanged.

7.4 MSE

As shown in Fig. 5, we observe that our solutions are op-
timal Whether in one-dimensional or two-dimensional data.
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Fig. 4: Variance of noise on different datasets
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Fig. 5: MSE of noise on different datasets

Specifically, in one dimension, for example Fig. 6 (a), when
ε = 0.1, our proposal AE-DP achieves a MSE of 187 while
suboptimal mechanism except DP achieves 218, with an im-
provement by 14.2%. When ε = 0.9, AE-DP’s MSE is
1.7 and outperforms GGM by 19.0%. The improvement
using our solution can also be observed in two dimension.
In Fig. 5 (c), our mechanism AE-Geo-indistinguishability’s
MSE outperforms the suboptimal mechanism except Geo-
indistinguishability by 37.9% when ε = 0.1 and 51.2% when
ε = 0.9. These results support the conclusion that our solu-
tion can keep the MSE at a small level either in one or two
dimensional data. Our proposed mechanisms perform better
because they keep the statistical properties of the noise, in-
cluding the mean, variance not changed and limit the noise
error to a fixed bound.

Fig. 5 shows the effect of our solution compared with stan-
dard DP and Geo-indistinguishability. For example, in adult
dataset, the MSE of standard DP is 199 when ε = 0.1, which
is close to the MSE, 187 of AE-DP. This case is similar in two
dimensional dataset. In Check-in dataset, the MSE of Geo-
indistinguishability is 234 when ε = 0.1, while that of our
mechanism is 198. The same cases can also be found in Fig.
5 (b) and (d). These results demonstrate that our solution
has closest statistical error to standard one and two dimen-
sional DP, compared with current methods. This indicates
that our solution can preserve a better data utility in multiple
real-world applications.

7.5 (α,β)-accuracy

Fig. 6 shows the utility performance, α,β-accuracy, under pri-
vacy preserving setting ε = 1. We conclude that our solution
has much lower β in experimental one and two dimensional
dataset, i.e., with higher probability 1 − β under the same α
and ε, than the current mechanisms. Therefore, as privacy
preserving level ε increases, the accuracy of our solution will
increase. When α = 10, ε = 1, the value of 1 − β for our
solution drops to nearly 0 while that values for other meth-
ods are not 0 in terms of this probability. Similarly, from Fig.
6, we can see that under the same utility constraint, our so-
lution can also provide significantly better privacy guarantee
than the current mechanisms. Therefore, our solution shows
significant utility and privacy superiority over state-of-the-art
approaches.

7.6 Summary for the Experimental Analysis

Experimental evaluation in sub-sections 7.2, 3, 4 and 5 sup-
ports the following conclusions:
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Fig. 6: (α,β)-accuracy on different datasets

• Our solution can keep the statistical properties, in-
cluding mean, variance and MSE, close to the stan-
dard one dimension DP and two dimension Geo-
indistinguishability mechanisms, indicating that our so-
lution has a good performance on the statistical proper-
ties while limit the noise error to a fixed range.

• Compared with state-of-the-art schemes, our solution
performs best on statistical properties, demonstrating
the effectiveness of our solution.

• Our solution retains significant utility gains with the
same privacy budget compared with the existing ap-
proaches. Therefore, CDP can achieve a good trade-off

between privacy and utility by selecting a appropriate
privacy budget ε.

8 Conclusions and future works

DP provides a good trade-off between privacy preserving and
data utility. For this reason, an emerging consensus around
its application and possible extensions in the academic insti-
tution and privacy community is being pursued. However, DP
has no constraint on the noise error, leading to disruption of
data availability. State-of-the-art schemes attempt to improve
data utility while preserving DP or design noise that satisfies
DP while limiting the noise error to a fixed bound. But the
optimal result of data utility is still worth investigated.

In this paper, we first give two definitions of DP with lim-
ited noise error in one and two dimensions respectively. Then
we propose the corresponding mechanisms to realize the def-
initions in practice. Furthermore, we utilize particle filter to
obtain the optimal sanitized perturbed results. Experimen-
tal evaluation demonstrates that our mechanism outperforms
current schemes in terms of security and utility for numbers
of queries.

Our work in the future is mainly divided into two parts.
Future work includes exploring an improved method to guar-
antee the same effect of this paper with another important rel-
ative error. Other interesting extension of our work would be
the need of mechanisms to design corresponding improved
algorithms according to the needs of practical applications.
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