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Problems & Ideas
• Problems of the security of federated learning:

– Defense against adversarial attack and privacy protection are two different 
secure defense methods.

– Existing defense against adversarial attack and privacy protection methods 
cannot be used in the common federated learning framework at the same 
time .

• Ideas: A new federated learning framework is designed to protect user 
privacy without encryption or noise，and defend against adversarial attack.

A federated learning framework with model decomposition, aggregation and assembling (FedDAA)



Main Contributions
• Contributions:

– We propose a novel framework for federated learning with model 
decomposition, aggregation and assembling (FedDAA) and design a training 
algorithm to complete federated training in FedDAA.

– We give a method to quantify the privacy leakage in DLG attack 

– We explore how to apply Byzantine-robust aggregated rules and model 
verification in FedDAA. In addition, a defense scheme with similarity 
measurement is proposed in FedDAA to detect and remove backdoor.

The performance comparison of differential privacy and FedDAA on privacy protection


