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1 Introduction
Federated Learning (FL), which typically consists of a central
server and multiple clients, has gained attention for its ability
to build high-precision models while avoiding the risks asso-
ciated personal data leakage [1–3]. Models rather than data
are transferred in FL. The client fine-tunes the global model
by training local data and uploads gradient updates to a center
server, where the gradients are aggregated and synchronized
in the next round. However, device heterogeneity, data diver-
sity, and restricted computing resources make FL particularly
vulnerable to poisoning attacks [4–6].

In order to disrupt global patterns or leave backdoors, at-
tackers can attack by uploading poisoned updates using con-
taminated local training data (i.e. data poisoning attack [7–
10]), or constructing poisoned model gradient updates (i.e.
model poisoning attack [11–14]). The main ideas of existing
defenses include eliminating updates that differ significantly
from the overall distribution [15–18], evading malicious pa-
rameters through statistical features [19–21], detecting out-
liers based on extracted update features [12, 22, 23], and de-
tect anomalies relying on clean datasets [24–26].

Despite the wide variety of defenses, limitations still re-
main. Firstly, historical data is underutilized. Servers typ-
ically recognize client updates based on current round data
or use simple distance-based discriminators on just long-
term historical gradients [27, 28]. Momentum-based gradient
descent methods only indirectly utilise historical data [29],
which is susceptible to noise and insufficient to deal with
dynamic attacks. Secondly, privacy requirements are often
compromised. Especially in the case of defences that rely
on clean datasets [24, 25] for anomaly detection, the central
server is required to access clean validation datasets whose
distribution should not be significantly different from the
overall training data distribution. Thirdly, malicious clients
are not well characterized [30, 31]. For example, detecting
malicious clients based on historical update records requires
extensive data to ensure accurate prediction and detection,
whose inadequacy is underscored in thoroughly analyzing the
characteristics of malicious clients due to the reliance on ex-
tensive data.

Exacerbating these limitations is the fact that the exist-
ing model poisoning attack methods [11–13] indicate that the
current aggregation rule is successful in reducing the impact
of an attack on any given round. However, this assumption
does not hold in long-term operating FL systems, since it has
been widely demonstrated to be inevitable that any aggrega-
tion rule ignoring history may ultimately lead to disagree-
ment [28]. The inherent noise in the gradients is a mask of
small perturbations that cannot be detected in a single round,

so perturbations accumulate and hide in long-term historical
gradients over time.

In this work, a new FL defense strategy based on historical
gradients is proposed called LSH-FL to get rid of limitations
above. LSH-FL integrates perturbation and defense strategies
to detect malicious model updates and mitigate the impact of
poisoning attacks. Specifically, in the perturbation compo-
nent (P-SHG), the anomalous feature space is perturbed dur-
ing local training by utilizing masks derived from differences
in short-term historical gradients, thereby mitigating the po-
tential long-term effects of attacks. Meanwhile, long-term
historical gradients obtained through an exponential smooth-
ing approach are used in the defense component (D-LHG)
to extract malicious disturbance features accumulated over
time, thereby achieving malicious update recognition. Nu-
merous experiments have shown that FL defense strategies
using long and short historical gradients are more effective
than existing defense methods under different attacks.

Overall, we have made the following contributions:

• A unique FL defense strategy framework is proposed
that fully utilizes long and short historical information
to extract features and imposes perturbation to defend
against poisoning attacks;
• A perturbation strategy utilizing short-term historical

gradients on the client side has been developed, which
perturbs the anomalous feature space based on differ-
ence masks, thereby mitigating the potential long-term
impact of attacks;
• A defense strategy based on long-term historical gra-

dients has been implemented for the detection of ma-
licious clients. This strategy employs a new feature
decomposition method LH-DnC, to detect malicious
clients, with an exponential smoothing mechanism de-
signed to enhance defense against dynamic attacks;
• Extensive experiments conducted on four benchmark

datasets indicate significant improvements in defense
performance against three attacks with different propor-
tions of malicious clients, demonstrating the comple-
mentarity of perturbation and defense in LSH-FL.

2 Related Work
2.1 Poisoning Attacks in FL
Poisoning attacks are implemented by manipulating the
model updates of malicious clients to mislead the global
model. More specifically, model poisoning attacks directly
modify model update parameters [11–14], while data poison-
ing attacks poison local training data to affect model updates
[7–10]. In model poisoning attacks, there are two ways to
modify model parameters. One is to modify the direction
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or size of the parameters, such as flipping the symbol of
the model parameters or modifying the norm of the gradi-
ent. And the other is random parameter substitution, where
a random parameter is obtained and then put into the model
parameters or uploaded as a gradient value. Data poisoning
attacks are mainly divided into three types: label flipping,
noise addition, and backdoor triggers. In FL, the advantage
that the data is not shared and only the models are used as
information carriers also happens to be an important basis
for implementing data poisoning attacks without being easily
detected. Here are several of common methods of poisoning
attacks.

Label Flip (LF) [32] and Sign Flip (SF) [33] are two flip-
based attacks where the attacker wishes to influence the di-
rection of the gradient update as much as possible to max-
imise the loss. However, such direct flipping strategies pro-
duces obvious outliers that are easily detected by defence al-
gorithms. Little Is Enough (LIE) [11] can be used to defeat
existing defences and interfere with or control the training
process by directly making small changes to multiple param-
eters at several nodes. In particular, when an attacker has
access to the mean and standard deviation of benign gradi-
ents, defence algorithms are typically unable to distinguish
damaged clients from benign gradients. To maximise the im-
pact of the attack, Minimize Maximum Distance (Min-Max)
[12] looks for the maximum perturbation when the distance
between the malicious update and any benign update is less
than the maximum distance between any two benign updates.
Consistently, Minimize Sum of Distances (Min-Sum) [12]
search for the maximum perturbation when the sum of dis-
tances between malicious updates and all benign updates is
less than the sum of distances between any two benign up-
dates.

2.2 Byzantine-robust Aggregation Rules

In FL, the server identifies abnormal updates from malicious
attackers, and deletes or weights them based on aggregation
rules as shown in Fig. S1. According to the server detection
principles, existing defense schemes can be divided into three
categories: distance-based [15–18], performance-based [24,
34], and statistical-based defense schemes [27–29].

Distance-based scheme: The idea is to calculate the dis-
tance between uploaded model parameters or gradients. The
K points farthest from other clients updating gradients may
be malicious clients, which can be selectively discarded in
the gradient aggregation. To address the effect of malicious
behavior on model aggregation in FL, Blanchard et al. pro-
posed a byzantine fault-tolerant algorithm Krum [15]. At
each round, the server calculates the Euclidean distance be-
tween all gradients, and selects the nearest set of model pa-
rameters as the aggregated global model parameters. Blan-
chard et al. also developed Multi-Krum [15] that is able to
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Fig. S1: The server detects malicious updates that attackers
are attempting to send to prevent them from damaging the
aggregation model.

select multiple sets of model parameters closest to other mod-
els for average aggregation. FABA [16] is similar to Krum,
but removes the gradient that is farthest from the average of
small batch gradients.

Performance-based scheme: Each update is detected for
abnormal updates, and any poorly performing updates will be
assigned low weights or deleted. There are several ways to
verify performance, such as using additional clean datasets,
consistency based on malicious gradient historical informa-
tion, or constructing autoencoder models. Xie et al. pro-
posed a FL aggregation scheme Zeno [24], which relies on
a clean auxiliary dataset to sort each candidate gradient esti-
mate and select the better performing gradients for aggrega-
tion updates. Chan et al. [34] trained an autoencoder model
with relatively high computational complexity to detect mali-
cious nodes and aggregated updated gradients based on error
rates. FLDetector [30] detects malicious clients by measuring
the consistency between current round updates and expected
predicted updates based on multiple historical rounds.

Statistical-based scheme: Statistical features of uploaded
gradients are applied to distinguish abnormal updates. Dong
et al. [19] proposed two robust distributed gradient descent
algorithms, the Median algorithm and the Trim algorithm.
The Median algorithm uses the local model to update the me-
dian of each dimension as the update of the global model.
And the Trim algorithm trims updates whose norm exceeds
the threshold M under the assumption that updates from lo-
cal model poisoning attacks are often larger.

2.3 The use of Historical Information in FL

Recent studies [28, 35, 36] have further analyzed the internal
workings of existing attacks, providing new insights into the
potential of attacks and the challenges of clear FL robustness
solutions. It demonstrates that attackers can construct small
perturbations hidden within the inherent noise of gradients,
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which will accumulate over time in long-term historical gra-
dients and affect the global model.

Momentum is currently used in many studies to capture
trends in historical information and optimise the FL training
process. Sai et al. developed byzantine robust optimization
[28], where the historical information was used in gradient
descent for momentum updating to indirectly optimise train-
ing. Kerem et al.[36] proved that malicious clients can use
momentum as a reference to design attacks and escape from
clipping. El Mhamdi et al. [37] demonstrated that in terms
of Byzantine resilience, momentum is better utilised in local
clients than in global FL. The process of parameter reduction
along the loss function accumulates real gradients and errors
(i.e., random noise) due to the inertia effect of momentum.
When there are a large number of malicious clients, their up-
dates may cause the accumulation direction of momentum to
deviate from the global optimal direction.

Some studies have built estimators [38] or similarity matri-
ces [39] to make the use of historical information character-
istics to detect and filter out abnormal updates. Meanwhile,
long-term historical gradients are now used to optimize at-
tacks. An ensemble adversarial attack [26] is proposed to
promote transferability between groups by retaining learned
adversarial information stored in long-term historical gradi-
ents.

3 LSH-FL: Long Short Historical Gradients
For FL

3.1 Long Short Historical Gradient
Malicious clients often generate abnormal parameters that are
significantly different from normal client parameters. There-
fore, in defense, differentiation and filtering can be conducted
on the dispersion and deviation characteristics for the param-
eter distribution of malicious clients and benign clients. Us-
ing historical gradients to aggregate multiple rounds of gra-
dients can effectively reduce the occurrence of false positives
that identify normal clients as malicious clients.

During FL training process, the only information pos-
sessed by the clients responsible for aggregation is the gra-
dient values sent by other clients in each round as the result
of their local optimization. Each client obtains new model
parameters w, hw() by minimizing the loss function l, which
distinguishes the input data x as a function of label y. In the
round t, the equation for calculating the gradient value for
client i is:

∇t,i = wt − arg min
w

l
(
hi,w(x), y

)
hw() (S1)

Short term historical gradient ∇S HG
t,i is the aggregation of

the recent rounds of gradients locally on the client side, client
i’s short-term historical gradients in the round t can be ob-
served by aggregating the average value of gradients in the

Table S1: NOTATIONS

Symbol Description

t Number of rounds
i Client ID
E Number of local updates
C Clipping bound

N(t) Subset of clients in round t
n Total number of clients
m Number of malicious clients
λ Historical weights
Di Local training data of client i
wt The global model for the t-th round
wt,i The t-th round model of client i
∇t,i The t-th round gradient of client i
∇k

t,i The k-th local gradient in the t-th round of client i
hi,w(x) Discriminant function of client i based on model w

W∗ Weight difference matrix
ηt,i The t-th learning rates of client i
σ Standard deviation of Laplace noise
S Window size of SHG
L Window size of LHG
|Υ| Threshold of weight difference matrix

past u rounds.

∇S HG
t,i =

1
S

∑E

k=max{1,E−S }
∇k

t,i (S2)

Long-term historical gradients ∇LHG
t,i is the aggregation of

historical gradients collected by the server for each client dur-
ing the model aggregation step. The long-term historical gra-
dient stored by the server for each client i is the sum of all
gradients from the past L rounds.

∇LHG
t,i =

∑t

j=max{1,t−L}
∇ j,i (S3)

3.2 Perturbation Based on Short Term Historical Gradients
As mentioned earlier, using historical information is effective
to detect malicious clients. However, the long-term historical
information is not always sufficient to extract sufficient fea-
tures for analysis, such as in the first few rounds of training.
Besides, the client needs to participate in defense to ensure
its robustness when the attack is very strong. Therefore, the
short-term historical gradients is necessary to alleviate mali-
cious attacks through gradient aggregation and client model
perturbation.

In LSH-FL, to effectively reduce the impact of attacks on
the global model and accelerate convergence, we have re-
formed the local model training of benign devices to achieve
two objectives: (1) Minimize the loss of local benign task
to maintain the benign task’s performance. (2) Perturbe the
kernel of hessian matrix to prevent attack impacts from being
hidden in the historical gradient of benign devices.
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Algorithm S1 Perturbation Algorithm Based on Short-term
Historical Gradients (P-SHG)

1: Input: ∇t,i, ∇1
t,i,∇

2
t,i . . .∇

E
t,i, ∇

S HG
t−1,i , S , σ

2: Output: Perturbed gradients ∇̃t,i

3: Initialization: Laplace noise matrix Υ with mean 0 and
standard deviation σ

4: for each client i do
5: Calculate the short-term historical gradient ∇S HG

t,i =
1
S
∑E

k=max{1,E−S } ∇
k
t,i

6: Reorganize gradients ∇S HG
t,i and ∇S HG

t−1,i into patches
7: for each patch j in ∇S HG

t,i do
8: Calculate weight difference matrix W∗ = ∇S HG

t,i, j −

∇S HG
t−1,i, j

9: if |W∗j | ≤ |Υ| then
10: ∇̃t,i, j = ∇

S HG
t,i, j + ηt,iΥ

11: end if
12: end for
13: end for
14: Return ∇̃t,i
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Fig. S2: The perturbation process on the client using P-SHG.
Firstly, the client collects gradients to obtain SHGs, and then
evaluates the differences between SHGs in blocks to establish
a judgment matrix, which is used to determine whether to
perturb.

The P-SHG algorithm is illustrated in Algorithm S1 and
Fig. S2. Firstly, P-SHG Randomly generate a Laplace noise
matrix Υ with mean = 0 and std = σ. In each training batch,
client i first uses local data to train the model, calculates gra-
dients, and updates model parameters. Then, based on the
difference in model parameters between the previous and cur-
rent rounds, a weight difference matrix W∗ of short-term gra-
dients is calculated. Next, compare W∗ with the threshold |Υ|
in each dimension j and then find the index of elements that
are less than or equal to zero and perturb their corresponding
model parameters by multiplying them. The Laplace noise
matrix introduced has a certain degree of randomness, which
increases the uncertainty of model parameters and hinders the
effectiveness of attacks.

The server receives gradient updates uploaded by the cur-
rently selected client N(i), and the Laplace mechanism per-
turbs the gradient updates, which not only reduces the impact
of the attack but also prevents the server from obtaining per-
sonal information of participants through the uploaded gra-
dients. The differential privacy method of reference gradient

Algorithm S2 Defense Algorithm Based on Long Term His-
torical Gradients (D-LHG)

1: Input: ωt, n, N(i), ∇1,i,∇2,i . . .∇t,i, L.
2: Output: ωt+1
3: Initialization: si: scores of client si

4: W0: initial weight based on the amount of client data Di

5: // Client side
6: for each client j ∈ t and i ∈ n do
7: ∇̃ j,i = P − S HG(∇ j,i)
8: end for
9: // Server side

10: for each client i ∈ N(i) do
11: ∇LHG

t,i =
∑t

j=max{1,t−L} ∇̃ j,i ⇐ Compute long-term his-
torical gradient

12: Flatten the ∇LHG
i into ∇ f l,i

13: µ = 1
|N(i)|
∑

i∈N(i) ∇ f l,i ⇐ Compute the mean of flattened
gradients

14: Compute the centered gradients ∇c = ∇ f l − µ
15: Decompose ∇c, extract the top right singular vector

matrix as v
16: Calculate scores of client si = (⟨∇i − µ, v⟩)2

17: end for
18: Sort si and get the sorted indices [si].
19: Calculate aggregate weight Wt based on W0 and [si]
20: wt+1 = wt +

∑
i∈N(i) Wt∇t,i

21: return wt+1
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Fig. S3: The defense process on the server using D-LHG.
Firstly, obtain the long-term historical gradients of each client
stored on the server, then perform flattening and sampling to
calculate the right singular matrix, and finally calculate the
scores for each client.

desensitization or gradient depersonalization first prunes the
gradient to ensure that the gradient normal form of all sam-
ples is less than the upper limit value of the gradient clipping
bound C. Then, Laplace noise is added to the cropped gra-
dient to achieve the privacy protection effect of differential
privacy.

∇N(i) = ∇N(i)/max

1,
∥∥∥∇N(i)

∥∥∥2
C

 (S4)

Differential privacy must account for gradient distortion,
controlled by two factors: noise variance σ2 and mask M.
The noise variance σ2 can be directly controlled by the stan-
dard deviation σ of Laplacian noise, and the mask M is de-
termined by the short-term historical gradient difference W∗.
Excessive noise variance can destroy gradient information,
hindering effective model updates. To prevent excessive dis-
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turbances, the mask M filters perturbations. If the absolute
value of a perturbation exceeds the original parameter, M is
set to 1, and the perturbation is added to the model. Other-
wise, M is set to 0, zeroing out the perturbation.

3.3 Defense Based on Long Term Historical Gradients
Estimators or similarity matrices have been built to make
the use of historical information characteristics for malicious
client detection. However, limitations emerges when the pro-
portion of malicious clients is large. Therefore, an adapted
DnC method, called LH-DnC, is used on long-term histori-
cal gradients, where an important step is singular value de-
composition (SVD) to detect and remove outliers. Specially,
the right singular matrix contains all own characteristics, to
effectively identify malicious gradient features against at-
tacks in FL. To address the issue of the large memory and
computational costs on high dimensional gradients, LH-DnC
randomly samples its input gradients and flattens gradients,
achieving dimensionality reduction and convergence under
long-term historical gradients.

The D-LHG algorithm is illustrated in Algorithm S2 and
Fig. S3. Firstly, D-LHG calculate LHG. If current rounds
less than or equal to l, we compute LHG for client over last t
rounds. Otherwise, compute LHG for client i over the last l
rounds. Then, apply P-SHG function to ∇LHG

i to obtain per-
turbed gradient ∇̃i. Next, D-LHG computes a centered sub-
sampled set ∇c of ∇̃i using mean vector µ of flattened model
gradient of ∇̃i. Then D-LHG computes projections of cen-
tered gradients along their top right singular eigenvector v,
computes a vector of outlier scores s, and building a sorting
index for scores. Calculate aggregate index Wt based on W0

and [si]. Finally, D-LHG use aggregate function to compute
the next round model wt+1 using current round gradient ∇t,i,
current global model parameters ωt, and aggregate index Wt.

By tracking the dynamic behaviors of malicious nodes us-
ing historical gradients, LH-DnC can make robust decisions
to detect malicious local updates, even the proportion of ma-
licious clients nears 50%, where the detection capability of
DnC starts to falter, as illustrated in Fig. S4 the effectiveness
on both MNIST and CIFAR-10 datasets. It is found that LH-
DnC outperforms DnC even though the increased complexity
of the dataset makes it more challenging to distinguish be-
tween malicious and non-malicious clients.

To avoid the issue of excessive accumulation of long-term
historical gradients, direct summation is impractical. In-
stead, exponential smoothing is employed, which balances
the short-term and long-term influence of client malice lev-
els. It smooths time series data by assigning greater weights
to recent data and lesser weights to older data, effectively cap-
turing evolving trends in data changes.

∼

∇
b

t = (1 − λ)∇b
t + λ

∼

∇
b

t−1 (S5)

(a) The effectiveness of DnC on MNIST (b) The effectiveness of LH-DnC on MNIST

(c) The effectiveness of DnC on CIFAR-10 (d) The effectiveness of LH-DnC on CIFAR-10

Fig. S4: Utilizing the DnC and LH-DnC apporoach to project
gradients onto a two-dimensional surface. Specifically, we
plot a total of 20 local updates at the 50th epoch of the
training process using MNIST (top) and CIFAR-10 (bottom).
Within the plotted updates, red dots represent malicious up-
dates, while green dots represent benign ones.

3.4 The Design of LSH-FL Method
In this section the overview of LSH-FL is introduced, which
is mainly composed of four steps like the classic FL method
and runs in a loop during the training process.

Model synchronization: In first round, the server initial-
izing the global model w and determines hyperparameters. in
round t, the server randomly selects a subset of clients N(t) as
participants and synchronizes the global model with clients.

Local model train: In LSH-FL, each client firstly per-
forms several rounds of local training on own data D to obtain
stable short-term historical gradients (SHG).

Local model upload: Before uploading, the short-term
historical gradients are perturbed through the P-SHG algo-
rithm, determining whether to filter the perturbation param-
eters and scale the perturbation with differential privacy re-
quirements.

Model aggregation: The central server performs D-LHG
algorithm to verify the gradients of clients N(t). The clients
with abnormal scores will be removed from the model ag-
gregation. The server updates the global model by taking a
weighted average gradient of benign clients N(b), as shown
in Equation S6:

wt+1 = wt +

N(b)∑
i=1

|Di|

|DN(b)|
∇i,t (S6)

4 Experiments
4.1 Experimental Setup
Datasets. We consider four widely-used benchmark datasets
CIFAR-10, CIFAR-100 [40], MNIST and Fashion MNIST
[41] to evaluate LSH-FL. We simulate the Non-IID FL by
sampling pi ∼ DirN(α), where α is the parameter of the
Dirichlet distribution. The level of heterogeneity among local
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Table S2: Attack impacts (%) of 5 poisoning attacks de-
fended by our LSH-FL and existing defenses on CIFAR-10
and MNIST datasets.

Dataset Defenses
Attack Type

LF BF LIE Min-Max Min-Sum

MNIST

LSH-FL 0.47 0.51 0.64 0.73 1.06
FLDetector 3.32 2.45 3.71 2.21 3.31

Gas 1.61 1.85 2.13 3.23 4.11

Muti-Krum 1.41 2.45 2.23 3.89 4.32

Trim 4.83 3.45 3.85 4.23 5.11

Fashion
MNIST

LSH-FL 1.27 1.21 1.94 3.63 1.86
FLDetector 3.42 2.32 10.21 12.38 10.04

Gas 11.05 9.89 20.58 24.69 37.88

Muti-Krum 10.21 18.44 23.43 48.21 51.11

Trim 17.78 20.28 42.21 40.26 48.24

CIFAR-10

LSH-FL 3.27 2.21 3.94 5.63 6.76
FLDetector 6.51 5.13 14.27 8.28 20.32

Gas 9.64 7.4 13.21 19.68 15.28

Muti-Krum 16.21 23.13 32.35 38.49 35.21

Trim 10.12 14.01 37.14 44.12 40.13

CIFAR-100

LSH-FL 1.89 1.23 1.04 3.41 4.81
FLDetector 3.24 6.57 13.14 8.28 12.24

Gas 9.91 9.77 13.88 24.51 21.14

Muti-Krum 12.32 23.19 32.33 36.74 48.21

Trim 13.27 24.08 41.01 46.21 51.22

datasets across different clients decreases when α increases.
We changed it in different Non-IID scenarios, where α = 0.1
indicates a higher level Non-IID effect that can better distin-
guish the attack impact, and α = 1 is more in line with the
actual data distribution among distributed clients, which can
better account for the global model performance [42].

Machine learning models. We consider four presentative
DNN models: CNN (which consists of two convolutional lay-
ers with 32 and 64 filters), AlexNet, ResNet18 and LR. In par-
ticular, CNN, AlexNet, ResNet18 and LR serve as the global
model architecture for CIFAR-10, MNIST, CIFAR-100 and
Fashion MNIST, respectively.

Parameter settings. Experiments are implemented in Py-
Torch [43] on Python 3.7 with RTX 3060 GPU. Each exper-
iment is conducted 10 times independently to report the av-
erage result, omitting variances with small observations. By
default, a total number of N = 50 clients are included. In
each round, server randomly selects n = 20 clients to partici-
pate, with m = 4 of them being malicious clients. The effect
of the percentage of malicious clients on global model accu-
racy of MNIST and CIFAR-10 is illustrated in Fig. S5. Each
client applies E = 5 rounds of the stochastic gradient de-
scent to update its local model. Different training rounds and

learning rate η settings are adopted as follows: 100 rounds
and η = 0.1 for CNN on MNIST datasets, 500 rounds and
η = 0.01 for Alexnet on CIFAR-10 datasets. The batch size
is set to be 64. The importance of historical information is a
tunable parameter. We set λ = 0.5 in all of our experiments
where the LSH-FL method is demonstrated to be the best de-
fense through the following sensitivity analysis.

Defenses and attacks. We consider four defense meth-
ods: Muti-Krum [15], Trim [19], FABA [16], Gas [44] and
FLDetector [30]. The methods ZENO [24] and FLTrust [25]
are not considered due to its additional requirement of a clean
validation dataset. The following five representative poison-
ing attacks are cosidered: Lable Flip [32], Sign Flip [33], LIE
[11], Min-Sum and Min-Max [12].

4.2 LSH-FL Most Effective in Mitigating the Impact of At-
tack

The accuracy of benchmark models varies widely across
datasets. Therefore, we use attack impact as an evaluation
metric, which means the decrease in model accuracy under
attack compared to the baseline (i.e., no attack). Table S2
shows the attack impact on LSH-FL compared with other
state-of-the-art defenses, against different poisoning attacks
on the four datasets. It can be seen that LSH-FL significantly
reduces the impact of state-of-the-art poisoning attacks in dif-
ferent cases.

The experimental results over the MNIST dataset show
that LSH-FL outperforms state-of-the-art solutions against all
the five types of attacks. Specifically, under different attacks,
LSH-FL achieves an attack impact of less than 1%, imply-
ing that LSH-FL performs almost identically to the baseline.
Followed LSH-FL are FLDetector and Muti-Krum, with the
average attack impact of about 3%. There is also no signifi-
cant difference in the attack impact for Trim, approximately
3% to 5%. FABA performs the worst, especially on Min-Max
and Min-Sum, with attack impacts of 14.82% and 11.32%,
respectively.

On the Fashion MNIST dataset, the decrease in global
model accuracy of LSH-FL is still small under different at-
tacks. However, the other defense strategies are greatly af-
fected by attacks. Overall, the attack impact for different de-
fense methods on the Fashion MNIST dataset is higher than
that on the MNIST dataset. However, LSH-FL and FLDetec-
tor using historical information show smaller increases, while
FABA, Trim, and Muti-Krum using simple statistical or dis-
tance discrimination show larger increases.

In addition, under the same conditions, the attack has a
greater impact on the CIFAR-10 dataset, because the CIFAR-
10 dataset is more heterogeneous than the MNIST dataset,
making the attack less likely to be detected and having a
greater impact. Using historical data can process Non-IID
data and reduce differences in updates, making the gradients
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Fig. S5: The global model accuracy of our LSH-FL and existing defenses on MNIST (top) and CIFAR-10 (bottom) under
poisoning attacks. (a) LF attack. (b) LIE attack. (c) Min-Max attack.

in training similar to IID type settings. LSH-FL performs far
better on Non-IID data such as CIFAR-10 and CIFAR-100
than other defense methods.

4.3 Effect of the Proportion of Malicious Clients

Fig.S5 shows that LSH-FL maintains a top level of accuracy
under attacks with different proportions of malicious clients.
In addition, it consistently outperforms state-of-the-art de-
fense methods.

For LF attack on the MNIST dataset, the accuracy of LSH-
FL is pretty high about 98% on the MNIST dataset, almost
unaffected by the proportion of attackers. Besides, it is still
good for FLDetector, Gas, and Muti-Krum to defense against
situations where the proportion of attackers does not exceed
40% on the MNIST dataset. Except for FLDetector, refer-
ence defense methods are almost ineffective when half clients
are attackers. On the CIFAR-10 dataset, LSH-FL performs
best among defenses, with the accuracy drops slightly to 65%
when the proportion of attackers reaches 50%. The accuracy
of all other defense methods has also declined as the propor-
tion of attackers increases. A special case is that FLDetector
performs not that good in the attacker ratio of 10% to 20%, as
it requires a large number of malicious clients to establish his-
torical information to ensure the accuracy of prediction and
detection.

When against LIE attack or Min-Max attack, LSH-FL
is still the one with the best defense, followed by FLDe-
tector. Eventually, FLDetector’s accuracy in the CIFAR-

10 dataset drops significantly as the attacker percentage ap-
proaches 50%.

4.4 Sensitivity of Historical Weights λ

We leverage long-term historical gradients to detect outlier-
scores via a exponential smoothing rule in Equation S5.
Therefore, the sensitivity of the Historical Weight λ should be
evaluated, which is considered as a candidate values from 0
to 1. The historical weight λ is proportional to the use of his-
torical information in malicious client detection, where a low
λ means that the current round of information is mainly used
for malicious client detection, and a large λmeans that histor-
ical information is mainly used for malicious client detection.
Fig. S6 shows the global model accuracy under multiple ex-
periments with different λ used in LSH-FL to defense against
state-of-the-art attacks on MNIST and CIFAR-10. Given the
three attacks, as the historical weight λ increases, the accu-
racy of the global model shows an inverted V-shaped trend of
increasing and then decreasing. When the global model accu-
racy increases to the highest λ is in the middle of the interval
(0,1), where λ is 0.6 on LF, 0.5 on LIE and MIN-MAX. When
λ is less than the critical value, as λ increases, LSH-FL be-
gins to consider both historical information and current gra-
dients on malicious client identification, and the accuracy of
the model gradually increases. Especially, when the weight
λ is 0 or 0.1, the global model accuracy under different ma-
licious attacks are significantly lower than other situations.
This reveals the fact that contributes to the reduced accuracy
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Fig. S6: The impact of Historical Weight λ on global model accuracy when three poisoning attacks are defended by our
LSH-FL on MNIST (top) and CIFAR-10 (bottom), where the proportion of attackers is 40%. Setting λ ∈ [0.4, 0.6] in different
situations produces sound performances.
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Fig. S7: Dynamics of the clients’ suspicious scores when malicious clients perform attacks periodically on CIFAR-10, where
the proportion of attackers is 40%.

is the current gradient information of the very large weights
for identifying malicious clients.

Since the model relies too much on historical information
and can not generalize to new inputs, when λ exceeds the
critical value, the global model accuracy under different ma-
licious attacks decreases, but not significantly. Meanwhile,
although the global model accuracy at high λ (λ ≥ 0.9) is
lower than the peak value, it is relatively higher than the
global model accuracy at low λ (λ ≤ 0.1). Too high a his-
torical weight λ would make our method lose sensitivity to
client changes in the current round, resulting in LSH-FL not
being well adapted to changes in the upload gradient (e.g.,
periodic attacks) and reacting quickly. In addition to the av-
erage value of accuracy, we can also see that the global model

accuracy fluctuates relatively more when λ ≤ 0.2. Consider-
ing that setting λ ∈ [0.4, 0.6] in different situations produces
sound performances, we set λ = 0.5 in all of our experiments
for real combination of short and long history gradients.

4.5 Detection of Periodic Attacks through Suspicious
Scores

Fig. S7 shows the average suspicious scores of benign clients
and malicious clients as a function of the training round t.
To clearly illustrate the dynamics of the suspicious scores,
we assume that malicious clients execute attacks in the first
30 rounds of every 50 rounds, starting from the 5th round.
Note that LSH-FL is ignorant of the specific times when the
attack starts and ends. We observe that the periodic pattern
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Fig. S8: Performance comparison of ablations across communication rounds under LIE attack on MNIST (top) and CIFAR-10
(bottom) where the proportion of attackers is 40%. Removing any component results in a performance drop.

of suspicious scores conforms to the attack pattern. In par-
ticular, the average suspicious score of malicious clients in-
creases rapidly at the beginning of the attack, and decreases to
roughly the same level as the average suspicious score of be-
nign clients when the attack stops. In the rounds with attacks,
malicious and benign clients can be well separated based on
the suspicious scores. In these experiments, LSH-FL can de-
tect malicious clients at about 35th round. Similarly, suspi-
cious values can return the normal range within a short period
of time after stopping the attack at about 55th round.

Because LSH-FL utilizes rounds of historical information,
akin to a reputation mechanism where the influence of past
malicious (or normal) behaviors on current assessments is
regulated by a historical weight λ. A higher λ results in
the judgment of the current round being greatly influenced
by historical information, making periodic attack identifica-
tion challenging. With λ = 0.9 as an example, detection re-
sponses are delayed by approximately five rounds compared
to normal conditions, and misjudgments persist post-attack
cessation as observed. Conversely, a lower λ such as λ = 0.1
facilitates faster response to attack dynamics, yet may obtain

a lower malicious value, making it harder to detect malicious
clients.

4.6 Complementarity of perturbation and defense in LSH-
FL

To investigate the contribution of different components, we
have conducted an ablation study by removing and altering
the key components. We compare the following variations:

• LSH_Full Components: Use all components, including
P-SHG (Section 2) and D-LHG (Section 3).

• LSH_Step1: Only using the perturbation part P-SHG,
with D-LHG removed.

• LSH_Step2: Only using the defense part D-LHG, with
P-SHG removed.

•Without LSH: Do not use any LSH-FL components.

Fig. S8 shows the changes in the accuracy and loss of
models with different components as the number of rounds
increases. Overall, except for a few fluctuation rounds, Full
Components (blue line) has a smallest loss and highest accu-
racy, followed by LSH_Step2 (green line), LSH_Step1 (yel-
low line), and Without LSH (red line). As illustrated in Fig.
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S8, Without LSH is severely affected and then completely
destroyed by malicious attacks, with loss exceeding the limit
and accuracy decreasing to around 10%. LSH_Step1 out-
performs the Without LSH, suggesting that perturbation in
Step1 can alleviate the attack. Using only Step1 shows more
robust performance than the Without LSH and is not compro-
mised by attackers after a certain number of rounds. More-
over, the impact on attacks can not be completely eliminated
by perturbation, just as LSH_Step1 dose not work as well
as LSH_Step2, indicating the availability of D-LHG to resist
attacks of malicious clients. The difference in performance
between using only Step2 and using all components is due to
the possibility of non-detection of malicious clients, whereas
the perturbation in Step1 helps to mitigate the effects of the
attack and speeds up convergence, justifying the need for the
perturbation in Step1.

Under IID conditions, removing certain components does
not lead to model divergence but instead results in a reduced
level of accuracy. Moreover, the fluctuations in accuracy and
loss during training are notably smaller compared to the non-
IID scenario. In IID settings, the model exhibits greater re-
silience to missing components, as evidenced by the signifi-
cantly diminished fluctuations in performance metrics when
components are omitted. Even in the absence of perturbation
and defense strategies, the model does not experience catas-
trophic failure. However, its performance still lags behind
the baseline where all components are present, highlighting
the collective contribution of the components to the model’s
robustness and convergence rate, particularly when address-
ing more heterogeneous, non-IID data

5 Discussion
Historical gradients mitigate poisoning attacks in two pri-
mary ways. First, the perturbation of short-term histori-
cal gradients introduces controlled noise to disrupt malicious
gradients hidden within the natural gradient noise. Attack-
ers often embed small, subtle perturbations into the gradients,
which can accumulate over time. The short-term perturbation
prevents these malicious accumulations from significantly af-
fecting the model. Second, through the analysis of long-term
historical gradients, it becomes possible to identify and detect
malicious gradients that may remain undetected in individual
training rounds. These detected malicious gradients can be
excluded from the aggregation process or assigned smaller
weights during the federated learning global model aggrega-
tion. Together, these two strategies provide a comprehensive
defense, utilizing the information in historical gradients to
detect and mitigate the impact of long-term poisoning attacks.

The inclusion of historical gradients takes into account re-
source consumption and computational complexity. Short-
term historical gradients do not require additional storage,
because their dimensions or structure do not change when
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Fig. S9: Impact of noise magnitude on model accuracy with
varying malicious proportions under LIE attack on CIFAR-
10.

the client is perturbed. For long-term historical gradients, ex-
ponential smoothing is used to keep only one set of gradients
on the server, which is updated once per round, minimizing
memory requirements and ensuring efficient use of resources.
Besides, our approach does not alter the standard Federated
Learning process and therefore does not significantly affect
communication costs. Specifically, the global model syn-
chronization remains unchanged, and gradient uploads are
consistent with typical practice. Regarding computational
complexity, the primary additional computation arises from
applying SVD to historical gradients for anomaly detection.
Although the SVD is computationally intensive, it is only
used on flattened and centred sets of gradients, thus ensuring
that the overall computational effort remains manageable. In
summary, while integrating historical gradients has a modest
memory cost and slightly increases computational complex-
ity, the impact on communication costs is negligible, and the
overall system remains efficient and feasible in practice.

When facing with the Non-IID data, the gradients among
clients could also vary a lot. It is indeed challenging to
distinguish vary gradients caused by Non-IID data and the
malicious clients. Targeted attacks typically produce gradi-
ent patterns with direction-specific features for certain out-
comes, and these gradients are easily distinguishable from
those produced by Non-IID data. Moreover, non-targeted
malicious clients typically hope to achieve a stronger attack
effect with fewer malicious participants, in which case the
gradients from malicious clients tend to be more similar than
the natural variance caused by Non-IID data between honest
clients. However, when faced with extremely high data het-
erogeneity, especially in the absence of explicit regularization
or handling of Non-IID data, gradients from different clients
may resemble malicious patterns, thus complicating the dis-
tinction between Non-IID effects and malicious behaviour.
In our work, long-term historical gradients are leveraged to
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identify stable patterns, thereby reducing randomness in iden-
tification and allowing us to more consistently distinguish the
effects of Non-IID data from malicious gradients.

To clarify the noise effects introduced in P-SHG, we
presents the training results of our proposed LSH-FL method
in Fig. S9, evaluated under varying noise magnitudes and
proportions of malicious clients on the CIFAR-10 dataset.
The values indicate the mean accuracy and standard devia-
tion over 200 training rounds. As the proportion of mali-
cious clients increases, model accuracy tends to decrease due
to poisoning attacks. However, introducing controlled noise
perturbations helps mitigate this accuracy drop, especially
when the proportion of malicious clients is high, suggesting
that noise can act as a defensive mechanism to reduce the
impact of malicious clients on the model’s performance. No-
tably, while noise perturbation enhances robustness against
adversarial clients, it introduces a slight trade-off, as higher
noise levels lead to greater variability in accuracy, which is
reflected in the increasing standard deviation. This highlights
the balance between defense effectiveness and model stabil-
ity. In our work, noise is used not only for privacy protection
but primarily to strengthen the robustness of FL, aiming to
counteract hidden perturbations from attackers without hin-
dering model convergence. The optimal noise level is de-
termined through iterative tuning, thus striking a balance be-
tween security and accuracy.

6 Conclusion
FL has been enormously successful in building high-
precision models and ensuring privacy protection in many
fields. However, defending against malicious attacks and
identifying diverse malicious clients remain significant chal-
lenges. In this work, a new FL defense mechanism LSH-FL
is designed to combine short and long historical gradients..
Spotlight on the interplay between long and short historical
gradients, the P-SHG and D-LHG algorithms are offered to
identify malicious model updates while mitigating the effects
of poisoning attacks. Experiments carried out on four bench-
mark datasets suggest that LSH-FL significantly mitigates the
impact of state-of-the-art poisoning attacks in different cases,
maintaining a top level of accuracy under attacks with dif-
ferent proportions of malicious clients. Note that LSH-FL
outperforms the best referenced defense method FLDetec-
tor in all experimental conditions. Specifically, under dif-
ferent attacks over the MNIST dataset with IID distribution,
LSH-FL achieves an attack impact of less than 1%, while
the average attack impact is about three times more under
FLDetector. Also, LSH-FL performs far better on Non-IID
data such as CIFAR-10 and CIFAR-100 than other state-of-
the-art solutions, especially when the proportion of attackers
exceeds 40%, the state-of-the-art defenses referenced are al-
most ineffective. Further ablation study gives an insight into

the complementarity of defense and perturbation in LSH-FL,
as removing any component results in performance degrada-
tion. In the era dominated by artificial intelligence and data
elements, we anticipate a broad application of the LSH-FL
framework in a variety of federated learning enabled applica-
tions.
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