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Problems & Ideas 
• Problems of accurately locate PIIs in the massive data of 

network traffic just like looking a needle in a haystack. 
– Where the PIIs is leak in the network traffic? 

– What kinds of PII? 

• Ideas: User behaviors model  
– The massive traffic was changed a dataset with consists of five 

dimensions  including user, domain, key, value, frequency. The five 
dimensions can represent user’s cyber space behavior, that user 
accesses the network application service as domain, the value 
transmitted at the location as key, and transmits the frequency as F. 

– we can create user behavior tree model with the same domain-key 

– TPII applies three nave natures of PIIs to user behavior tree. 

 



Main Contributions 
• Precision and recall of TPII approach with five 

process 

• TPII algorithm  

• Comparison between our proposed TPII 
approach and baseline method. 

• The TPII approach deal with 
122k files in parallel process, 
and the parallel computing 
time of 213 million records 
reduced from 9 days, 9 
hours and 17 minutes to 1 
hour. 


