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Problems & Ideas
• Problems of lack of a common assessment framework:

– A systematic recognition performance evaluation system has not yet 
been established in the field of IoT firmware cryptographic algorithm 
recognition.

– Several basic issues in the field cannot be effectively answered.

• Ideas: A modular recognition performance evaluation 
framework with multi-dimensional evaluation indicators and 
diverse test benchmarks.
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Main Contributions
• Contributions:

– Features a modular, extensible architecture with plug-and-play tool 
integration and standardized 3D quantitative metrics for comparable 
assessments.;

– Constructs a multi-layered test suite (7 sources × 6 ISAs × 4 
optimizations = 168 binaries) for thorough tool validation.;

– Evaluated 37 tools across 6 ISAs and 4 optimization levels, then 
analyzed 20 real firmware samples for practical algorithm usage 
patterns.

The effectiveness of existing cryptographic algorithm identification tools in identifying cryptographic algorithm types

(AES\RSA\DES) by precision, recall, and F1-Score.


